2009 International Conference on
Network and Service Security

(N2S)

Paris, France
24 — 26 June 2009

I E E E IEEE Catalog Number: CFP0965G-PRT
° ISBN: 978-1-4244-3953-9



Copyright © 2009, ESR Groups
All Rights Reserved

***This publication is a representation of what appears in the IEEE
Digital Libraries. Some format issues inherent in the e-media version may
also appear in this print version.

IEEE Catalog Number: CFP0965G-PRT
ISBN 13: 978-1-4244-3953-9

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

proceedings



TABLE OF CONTENTS

Security Implications of Network Address Translation on Intrusion Detection and
PrEVENTION SYSTEMS .....iiviitiiie ittt ettt e et e et e st st e s besaeeteeseesbesee b e besbeabeeaees b et et e sbeabeabeeaeaseeseenteseeneenreans 1
M. Sourour, B. Adel, A. Tarek

On the Feasibility of a New Defense Layer for Wireless Sensor Networks Using RF Ranging ................... 6
T. Chung, U. Roedig

Cost Evaluation for Intrusion Response Using Dependency Graphs..........ccocooeiieinienineiencneiene e 12
N. Kheir, H. Debar, N. Cuppens-Boulahia, F. Cuppens, J. Viinikka

Hierarchical Cluster Based Routing for Highly Mobile Heterogenous MANET .........cccooiiiiiieiencienns 18
Y. Xia, C. K. Yeo, B. S. Lee

A PVSS Scheme Based on Boolean Operations With Improved Contrast .........c.ccccocevievivvieineiescnie e 24
M. Ulutas, V. V. Nabiyev, G. Ulutas

Flexible Authenitcation FrameWOTK .........ccoiiiiiiiiciiiicie ettt 29
J. Hajny, T. Pelka, P. Lambertova

Software Framework for Multimodal Fusion in Ubiquitous Computing Applications...........c.cccccccvvvnnene. 34
E. Vildjiounaite, V. Kyllénen

Source Detection of SYN FI00AING ALLACKS .......c..ccviiiiiiiiiieiiie sttt 40

M. Bellaiche, J.-C. Grégoire

A Trusted Platform Module Based Anti-FOrensics SYSTEM.........coiiiiiiiiiieiieeece e 46
W. Goh, P. C. Leong, C. K. Yeo

A Game Theoretic Recommendation System for Security Alert Dissemination...........c.ccoeeevvevevcniesesnenne. 51
T. Alpcan, X. Liu

Single Sign-On Integration in a Distributed Enterprise SErvice BUS.........cccoveiveviieve s 56
L. Sliman, Y. Badr, F. Biennier, N. Salatge

IDDIP: An ID Based Secure Dynamic IP Configuration Scheme for Mobile Ad Hoc

N L= Ao PSSR 61
U. Ghosh, R. Datta
SecMaLET: A Tool For Estabilishing the Chain of Trust Within a Virtual Enterprise...........cccccocveeee.e. 66

M. Kamel, R. Laborde, F. Barrere, A. Benzekri

Scalable Long-term Network Forensics for Epidemic AttacksS.........cccocviviiiicieiiie e 71
L. M. Chen, M. C. Chen, Y. S. Sun, S.-W. Hsiao

Design of a Simulation Framework to Evaluate Trust Models for Collaborative Intrusion
(DL Tod o] o ISP S TSR P TSP 77
C. J. Fung, J. Zhang, I. Aib, R. Boutaba, R. Cohen

Fuzzy Mega Cluster Based Anomaly Network Intrusion Detection...........c.ccceveveiinienieiisienieeesese e 82
N. Hubballi, S. Biswas, S. Nandi

A Protocol for Secure Electronic REMOE VOTING........ccoiiiiiiiiiiiieiiie e 87
E. Biagioni, Y. Dong, W. W. Peterson, K. Sugihara

Secure Stateless Trust NEGOTIATION ..........coiiiiiiiice et re et e e et e e e re e e 93
A. Klenk, G. Carle, B. Radier, M. Salaun

Detecting Heavy-Hitters in @ P2P NEWOIK .......cooiiiiiiiii i 99
Z. Golebiewski, M. Kutylowski, F. Zagorski



Entrusting Remote Software Executed in an Untrusted Computation Helper ..........cccccccoeviiiiniiinnnn 105
M. B. MBarka, F. Krief, O. Ly

An Efficient Multi-Parameter Group Leader Selection Scheme for Wireless Sensor
1= LYo o OSSPSR 110
K. Kifayat, M. Merabti, Q. Shi, D. Llewellyn-Jones

Adaptive Trust Aware Community in Unstructured Peer to Peer Network ........cccccoovvvivcviicicienccnenn, 115
U. K. Sarkar, S. Nandi, N. Ganguly

Regarding Timeliness in the Context of Fair EXCRaNQe ........ccovevviiviiiiiiesccccs s 120
F. R. Piva, J. R. M. Monteiro, R. Dahab

Performance Evaluation and Analysis of Parallel Software Implementations of TDES on a
16-PE Embedded MultiproCessor PIAtFOrM..........cooiiiiiiiiiie e 126
M. Khaddour, Z. Wang, O. Hammami

A Pairing ldentity Based Key Management Protocol for Heterogeneous Wireless Sensor
1= LYo o SR SRUPPOPPR 131
M. Boujelben, O. Cheikhrouhou, M. Abid, H. Youssef

A Novel Approach to Watermark Text Documents Based on Eigen Values ............ccoovvevvveveveneienennenn, 136
T. Rethika, I. Prathap, R. Anitha, S. V. Raghavan

Reconnaissance Scan Detection Heuristics to Disrupt the Pre-attack Information Gathering................ 141
J. Udhayan, M. M. Prabu, V. AravindaKrishnan, R. Anitha

Performance Study of a Cross-layer Optimization to the DSR Routing Protocol in Wireless
MBS INBEWOEKS.. ...ttt ettt et e et e st e s be e s be e sbe e aeeeae e s heeebe e beeabe e st e steesbeesbaesbeestesaeesaeeareebeenns 146
M. Ramadhan, M. Davis

Optimal Algorithms for Generation of User Session Sequences Using Server Side Web User
010 PRSP PP OPROPPPPRTPR 151
G. Arumugam, S. Suguna

Evaluating Throughput of a Wormhole-Switched Routing Algorithm in NoC with Faults..................... 157
A. Rezazadeh, M. Fathy, G. Rahnavard

Evaluating the Information Content of the Computer Monitor Radio Frequency Radiation
USING @ SIMPIE TECNNMIGUE ...ttt bbb bbbttt bt r e 162
A. Wiesner

Exploiting Diversity and Correlation to Improve the Performance of Intrusion Detection

)Y =] 0 £ KT SR U U U PP PRTURPPRTO 167
L. Coppolino, S. D'Antonio, M. Esposito, L. Romano

Formal Verification of IEEE 802.16 Security Sublayer Using Scyther Tool..........cccccooviviiiiiicicicicnns 172
A. M. Taha, A. T. Abdel-Hamid, S. Tahar

A Prior Distribution for Anti-spam Statistical Bayesian Model...........c.ccccoovvieienniieinsin e 177
Y. Begriche, H. Labiod

Related-Key Cryptanalysis 0f RAIDEN..........cccociiiiii e 182

M. Karroumi, C. Malherbe
Author Index





