
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
IEEE Catalog Number: 
ISBN: 

CFP10WIF-PRT 
978-1-4244-9078-3 

2010 IEEE International 
Workshop on Information 
Forensics and Security 
 
(WIFS 2010) 

Seattle, Washington, USA 
12 – 15 December 2010 



TABLE OF CONTENTS 
 
 
 

Beyond PKI: The Biocryptographic Key Infrastructure.................................................................................................... 1
W. Scheirer, B. Bishop, T. Boult 

 

The Effect of Environmental Conditions and Novel Spoofing Methods on Fingerprint Anti-Spoofing 
Algorithms.............................................................................................................................................................................. 7

B. Tan, A. Lewicke, D. Yambay, S. Schuckers 
 

Exposing Digital Forgeries From 3-D Lighting Environments ........................................................................................ 13
E. Kee, H. Farid 

 

A Layout-aware Approach for Improving Localized Switching to Detect Hardware Trojans in 
Integrated Circuits............................................................................................................................................................... 19

H. Salmani, M. Tehranipoor, J. Plusquellic 
 

id-Privacy in Large Scale Biometric Systems .................................................................................................................... 25
A. Bendale, T. Boult 

 

Joint Robust Watermarking and Image Compression ..................................................................................................... 31
Y. Zhou 

 

A Phase-Space Reconstruction Approach to Detect Covert Channels in TCP/IP Protocols ......................................... 37
H. Zhao, Y. Shi 

 

Model Based Print Signature Profile Extraction for Forensic Analysis of Individual Text Glyphs ............................. 43
S. Pollard, S. Simske, G. Adams 

 

Mix-split Controlled Mixing of Secrets and Traceable Pseudonym Generation Using Codebooks .............................. 49
K. Karthik, D. Hatzinakos 

 

Minimizing Additive Distortion Functions with Non-binary Embedded Operation in Steganography ....................... 55
T. Filler, J. Fridrich 

 

Differential Template Attacks on PUF Enabled Cryptographic Devices ........................................................................ 61
D. Karakoyunlu, B. Sunar 

 

On Classification of Source Cameras: A Graph Based Approach .................................................................................. 67
B. Liu, H. Lee, Y. Hu, C. Choi 

 

Recognition of Blurred License Plate Images.................................................................................................................... 72
P. Hsieh, Y. Liang, H. Liao 

 

Encrypted Integer Division ................................................................................................................................................. 78
T. Veugen 

 

Privacy Preserving String Comparisons Based on Levenshtein Distance ....................................................................... 84
S. Rane, W. Sun 

 

Digital Forensics in VoIP Networks ................................................................................................................................... 90
J. Francois, R. State, T. Engel, O. Festor 

 

Maximin Optimality of the Arcsine Fingerprinting Distribution and the Interleaving Attack for Large 
Coalitions.............................................................................................................................................................................. 96

Y. Huang, P. Moulin 
 

First Steps Toward Image Phylogeny .............................................................................................................................. 102
Z. Dias, A. Rocha, S. Goldenstein 

 

Detecting Vanishing Points by Segment Clustering on the Projective Plane for Single-view 
Photogrammetry ................................................................................................................................................................ 108

F. Andalo, G. Taubin, S. Goldenstein 
 

Fast Image Clustering of Unknown Source Images ........................................................................................................ 114
R. Caldelli, I. Amerini, F. Picchioni, M. Innocenti 

 

Identification and Secret-Key Binding in Binary-Symmetric Template-Protected Biometric Systems ..................... 119
F. Willems, T. Ignatenko 

 

A Fingerprint Cryptosystem Based on Minutiae Phase Spectrum ................................................................................ 124
K. Nandakumar 

 

Security and Robustness Constraints for Spread-spectrum Tardos Fingerprinting ................................................... 130
B. Mathon, P. Bas, F. Cayre, B. Macq 

 

Secure Computations on Non-integer Values.................................................................................................................. 136
M. Franz, B. Deiseroth, K. Hamacher, S. Jha, S. Katzenbeisser, H. Schroder 

 

A Universal Divergence-Rate Estimator for Steganalysis in Timing Channels ............................................................ 142
S. Sadasivam, P. Moulin, S. Meyn 

 

Privacy Preserving Evaluation of Signal Quality with Application to ECG Analysis.................................................. 148
M. Barni, J. Guajardo, R. Lazzeretti 

 



Privacy Amplification of Content Identification Systems Based on Fingerprint Bit Reliability ................................. 154
S. Voloshynovskiy, O. Koval, T. Holotyak, F. Beekhof, F. Farhadzadeh 

 

Similarity Coefficient Generators for Network Forensics.............................................................................................. 160
A. Telidevara, V. Chandrasekaran, A. Srinivasan, R. Mukkamala, S. Gampa 

 

Towards a Feature for Robust Printing-imaging Cycle Device Identification Using Structured Printed 
Markings ............................................................................................................................................................................ 166

M. Gaubatz, S. Simske 
 

Bayesian Watermark Detection and New Perceptual Mask Based on a Spatially Weighted Total 
Variation Image Prior ....................................................................................................................................................... 172

A. Mairgiotis, N. Galatsanos 
 

Phising and Money Mules ................................................................................................................................................. 178
D. Florencio, C. Herley 

 

ECG Biometrics: A Robust Short-time Frequency Analysis.......................................................................................... 183
I. Odinaka, P. Lai, A. Kaplan, J. O'Sullivan, E. Sirevaag, S. Kristjansson, A. Sheffield, J. Rohrbaugh 

 

Indexing Iris Images Using the Burrows-Wheeler Transform ...................................................................................... 189
R. Gadde, D. Adjeroh, A. Ross 

 

Semi Non-intrusive Training for Cell-phone Camera Model Linkage .......................................................................... 195
W. Chuang, M. Wu 

 

Multimodal Fusion Vulnerability to Non-Zero Effort (Spoof) Imposters..................................................................... 201
P. Johnson, B. Tan, S. Schuckers 

 

Predictability and Correlation in Human Metrology ..................................................................................................... 206
D. Adjeroh, D. Cao, M. Piccirilli, A. Ross 

 

FPGA PUF using Programmable Delay Lines ................................................................................................................ 212
M. Majzoobi, F. Koushanfar, S. Devadas 

 

On Rotation Invariance in Copy-move Forgery Detection............................................................................................. 218
V. Christlein, C. Riess, E. Angelopoulou 

 

Efficient Strategies to Play The Indistinguishability Game for Fuzzy Sketches........................................................... 224
I. Buhan, J. Guajardo, E. Kelkboom 

 

Author Index 




