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Security for ICs has become a very important problem for devices used in critical infrastructure and military
applications. Trojan horses and tampering attacks pose tremendous risks. Existing security techniques cannot
guarantee pre-deployment Trojan detection, and tampering attacks also occur post-deployment. Therefore on-line
security checking is necessary.

Our approach is based on distributed reconfigurable instrumentation where the instruments monitor the behavior of
the IC to detect tampering attacks and to provide countermeasures when attacks are detected. The instruments are
continuously reconfigured so they can be time-shared for many different security checks. Our approach is able to
detect an attack such as Stuxnet (the most powerful malware ever written) and to prevent its destructive effects. The
instruments are also periodically configured for self-testing to assure that the security hardware has not been

tampered.
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In modern ICs, Design for Reliability is mandatory for a fast increasing number of application domains.Teams
designing complex SoCs reuse IP cores coming from multiple sources. Similarly, teams designing complex
electronics systems use chips coming from multiple providers. Evaluating the reliability of complex systems
comprising numerous components is extremely difficult and implies component-reliability reuse (chip and IP core
providers prequalify the reliability of their products and supply the related information to the users), and dedicated

tools for evaluating the reliability of complex systems from the reliability of their components.

This panel brings together recognized experts in Design for Reliability to discuss: the challenges they face in
modelling the reliability of complex systems; their vision of the tools and techniques that are required in order to
solve these challenges; requirements for new standards (e.g. a language for cross layer reliability information

interchange); and other related issues.



Session Session 5 — Memories and 3D Integration
Moderator S. Hamdioui, 7U Delft
Low Power Embedded DRAM Caches using BCH Code Partitioning 79

P. Reviriego, A. Sanchez-Macian and J. A. Maestro

On the Functional Test of L2 Caches 84
M. Riga, E. Sanchez and M. S. Reorda

Through-Silicon-Via Built-In Self-Repair for Aggressive 3D Integration 91
M. Nicolaidis, V. Pasca and L. Anghel

Session Special Session 3 — Variability and Bugs: How to find them?
Organizer Puneet Gupta, UCLA
Moderator J. Abella, BSC

Measuring and Monitoring Variability N/A

P. Gupta

Correlating Models and Silicon in the Presence of Variability N/A

V. Chandra

Effective Post-Silicon Validation N/A

S. Mitra
Session Session 6 — Miscellaneous
Moderator N. Mentens, KU Leuven

Test Access Mechanism for Chips with Spare Identical Cores 97
O. Sinanoglu

RIIF - Reliability Information Interchange Format 103
A. Evans, M. Nicolaidis, S-J. Wen, D. Alexandrescu and E. Costenaro

On Line Monitoring of RF Power Amplifiers with Embedded Temperature Sensors 109
J. Altet, D. Mateo and D. Gomez

Session Special Session 4 — Panel: Reliability of Hard Real-time Systems in 32nm and Beyond:
Who Will Solve the Challenges?

Organizer Said Hamdioui, 7U Delft

Hard real-time systems are characterized by their critical timing requirements in forms of deadlines. Failure to meet
such deadlines results in a system failure. Examples of such systems include anti-lock brakes and aircraft control
systems.As the technology continues scaling, several challenging roadblocks emerge; e.g., variability, transient
faults, accelerated degradation and ageing (e.g. due to Negative Bias Temperature Instability), power induced
problems, etc. Consequently, the design of real-time systems becomes extremely complicated. To guarantee the
severe reliability and dependability requirements of such systems, designers have to address these issues at all
design levels, from software to hardware and system integration.

The panel aims at gathering opinions from researchers working in various fields of system design and integration
(from software to hardware) on how to address emerging questions about reliability and dependability of future hard
real-time systems. E.g. do we need to address issues at hardware level (technology, circuit/IP, system), at software



level or through hardware/software co-design techniques? Do we need to revise the existing design methodologies
and used models? Do we need to enhance existing fault tolerance schemes or do we really need breakthroughs?, etc.
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