
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
IEEE Catalog Number: 
ISBN: 

CFP12THS-PRT 
978-1-4673-2708-4 

2012 IEEE Conference on 
Technologies for Homeland 
Security 
 
(HST 2012) 

Waltham, Massachusetts, USA 
13 – 15 November 2012 



TABLE OF CONTENTS 

 

 

Cyber Security 
Co-Chairs:  David Balenson, SRI International 

Co-Chairs:  Emily Frye, MITRE 

Hardware and Software Security 

Return-Oriented Vulnerabilities in ARM Executables ..................................................................................   1 
Zi-Shun Huang, Ian G. Harris 

Ensuring Trust of Third-Party Hardware Design with Constrained  
Sequential Equivalence Checking ....................................................................................................................   7 
Gyanendra Shrestha, Michael S. Hsiao 

MCARTA: A Malicious Code Automated Run-Time Analysis Framework ............................................... 13 
Richard A. Nolan, Peter P. Chen 

Attack and Disaster Preparation, Recovery, and Response 
Co-Chairs:  Mike French, MITRE 

Co-Chairs:  Kenneth Crowther, MITRE 

Sensing and Detection 

A Decision Support Tool for Evaluating the Effectiveness and Logistical Considerations of 
Biodosimetry Methods: Comparing Guidelines and New Technologies for the  
Response to a Nuclear Event ............................................................................................................................. 18 
Roberto J. Nicolalde, Ann Barry Flood, Bradley V. Watts , Harold M. Swartz, Liliana Ma, Andrew Toler, 
Steve Peterson, Robert M. Gougelet 

Social Media use for Large Event Management: The Application of Social Media  
Analytic Tools for the Super Bowl XLVI ........................................................................................................ 24 
Israa Bukhari, Cliff Wojtalewicz, M. Vorvoreanu , J. Eric Dietz 

An Active Interrogation Detection System (ACTINIDES) based on a Dual Fast  
Neutron/Gamma-Ray Coded Aperture Imager .............................................................................................. 30 
Richard S. Woolf, Bernard F. Phlips, Anthony L. Hutcheson , Lee. J. Mitchell, Eric A. Wulf 



Land and Maritime Border Security 
Co-Chairs:  Daniel Cousins, MIT Lincoln Laboratory 

Co-Chairs:  Rich Moro, Raytheon Company 

Ground and Perimeter Surveillance 

Airport Protection using Wireless Sensor Networks ...................................................................................... 36 
Almir Davis, Hwa Chang 

An Innovative Method to Determine Multi-System Performance for the  
Detection of Clandestine Tunnels ..................................................................................................................... 43 
Carol Christou, J. Casey Crager, Landis Huffman , Walter Kuklinski, Eliot Lebsack, David Masters, Weiqun Shi 

A New Paradigm for Persistent Wide Area Surveillance ............................................................................... 51 
Lloyd L. Coulter, Douglas A. Stow, Yu Hsin Tsai , Christopher M. Chavis, Richard W. McCreight,  
Christopher D. Lippitt, Grant W. Fraley 

Biometrics and Forensics 
Co-Chairs:  Joseph Campbell, MIT Lincoln Laboratory 

Co-Chairs:  James L. Wayman, San Jose State University 

Evaluation and Standards 

Multimodal Biometric Collection and Evaluation Architecture ................................................................... 61 
Joseph Lacirignola, Paula Pomianowski, Darrell Ricke , Dan Strom, Edward Wack 

Use Case Mobile Biometric Testing and Evaluation: A Framework to  
Cross-Reference Requirements and Test Methods ......................................................................................... 67 
E.P. Kukula, F.R. Shaw, R. Wallner , A. Breckenkamp, G. Kiebuzinski, L. Nadel, Patricia Wolfhope 

Ocular Biometric Databases: Standards and Data Interchange Formats .................................................... 73 
Plamen Doynov, Reza Derakhshani 

Cyber Security 
Co-Chairs:  David Balenson, SRI International 

Co-Chairs:  Emily Frye, MITRE 

Physical and SCADA Systems 

Bio-Inspired Evolutionary Sensory System for Cyber-Physical System Defense ........................................ 79 
Mohamed Azab, Mohamed Eltoweissy 

Host Protection Strategies for Industrial Control Systems ............................................................................ 87 
Anne McIntyre, Ulf Lindqvist, Brian Peterson , Zachary Tudor 

A Transfer Function based Intrusion Detection System for SCADA Systems ............................................ 93 
Stephen Papa, William Casper, Suku Nair  



A System-Aware Cyber Security Method for Shipboard Control Systems with a Method 
Described to Evaluate Cyber Security Solutions ............................................................................................ 99 
Guy L. Babineau, Rick A. Jones, Barry Horowitz  

Attack and Disaster Preparation, Recovery, and Response 
Co-Chairs:  Mike French, MITRE 

Co-Chairs:  Kenneth Crowther, MITRE 

Modeling, Simulation, and Exercises 

A Tool-Target based Approach for Simulating a Terrorist Attack ............................................................ 105 
Tanya Le Sage, Hervé Borrion, Sonia Toubaline  

Dynamic Generation of Event Trees for Risk Modelling of Terrorist Attacks .......................................... 111 
Sonia Toubaline, Hervé Borrion, Tanya Le Sage  

The Role of Integrated Modeling and Simulation in Disaster Preparedness and Emergency 
Preparedness and Response: The SUMMIT Platform ................................................................................. 117 
Jalal Mapar, Keith Holtermann, Justin Legary , Karim Mahrous, Katherine Guzman, Zach Heath, Charles 
J. John, Steven A. Mier, Stephen Mueller, Carmen M. Pancerella, Andrew Rothfuss, Nerayo Teclemariam,  
Lynn I. Yang, Ann Yoshimura, Gabriel R. Elkin, Adam S. Norige, Lars Fiedler 

Homeland Security Exercise and Evaluation Program – Enterprise Platform (HSEEP-EP):  
An Innovative Service Oriented Architecture Approach ............................................................................. 123 
Adam Norige, Sarah Yenson, Gabe Elkin , Jalal Mapar, Justin Legary 

Land and Maritime Border Security 
Co-Chairs:  Daniel Cousins, MIT Lincoln Laboratory 

Co-Chairs:  Rich Moro, Raytheon Company 

Cargo and Personnel-Detection and Screening 

Detection, Tracking and Reporting Chemical and Radiological Contraband in Shipping 
Containers without Impeding the Flow of Commerce ................................................................................. 129 
Charles S. Harden, Joseph C. Harden 

A Compressed Sensing Approach for Detection of Explosive Threats at Standoff Distances  
using a Passive Array of Scatters ................................................................................................................... 134 
Jose Angel Martinez-Lorenzo, Yolanda Rodriquez-Vaqueiro, Carey M. Rappaport ,  
Oscar Rubinos Lopez, Antonio Garcia Pino 

A Voltammetric Electronic Tongue for Detecting Energetic Compounds in Water ................................. 140 
B. Deschamp, J. Cho, S. Robertson , T. Ponrathnam, R. Nagarajan, P. Kurup 



Biometrics and Forensics 
Co-Chairs:  Joseph Campbell, MIT Lincoln Laboratory 

Co-Chairs:  James L. Wayman, San Jose State University 

Iris Plus 

Combined Iris and Ocular Recognition under Non-Ideal Conditions ......................................................... n/a 

A Standoff System for Noncooperative Ocular Biometrics ......................................................................... 144 
Plamen Doynov, Reza Derakhshani 

Fusing Iris and Conjunctival Vasculature: Ocular Biometrics in the Visible Spectrum .......................... 150 
Vikas Gottemukkula, Sashi Kanth Saripalle, Sriram P. Tankasala , Reza Derakhshani,  
Raghunandan Pasula, Arun Ross 

Cyber Security 
Co-Chairs:  David Balenson, SRI International 

Co-Chairs:  Emily Frye, MITRE 

Cryptography 

Comparison of Commercial and Next Generation Quantum Key Distribution:  
Technologies for Secure Communication of Information ............................................................................ 156 
Lee Oesterling, Don Hayford, Georgeanne Friend  

Battelle QKD Test Bed .................................................................................................................................... 162 
Alex Morrow, Matthieu Legré 

Group Authentication in Heterogeneous RFID Networks ........................................................................... 167 
Bo Sheng, Chiu C. Tan 

Attack and Disaster Preparation, Recovery, and Response 
Co-Chairs:  Mike French, MITRE 

Co-Chairs:  Kenneth Crowther, MITRE 

Preparedness Planning and Mitigation 

Harmonizing Risk and Quantifying Preparedness ....................................................................................... 173 
Meredith Keybl, Jeanne Fandozzi, Russ Graves , Mark Taylor, Beth Yost 

Interagency Biological Restoration Demonstration (IBRD) Science and Technology Products .............. 179 
Katie Crockett 

A Method to Advance and Evaluate New Emergency Response Technologies:  
A Case Study Implementation using EPR Dosimetry .................................................................................. 184 
Roberto J. Nicolalde, Harold M. Swartz, George T. Blike , Ann Barry Flood, Michael E. Rea,  
Benjamin B. Williams, Robert M. Gougelet 



Land and Maritime Border Security 
Co-Chairs:  Daniel Cousins, MIT Lincoln Laboratory 

Co-Chairs:  Rich Moro, Raytheon Company 

Cargo and Personnel-Imaging 

Denoising Approaches for X-Ray Personnel Screening Systems ................................................................ 190 
Brian H. Tracey, Eric L. Miller, Markus Schiefele , Chris Alvino, Omar Al-Kofahi 

Three-Dimensional Millimeter-Wave Portal for Human Body Imaging .................................................... 196 
Borja González-Valdés, José Ángel Martínez-Lorenzo, Carey Rappaport , Yuri Álvarez, Fernando Las-Heras 

A New Super-Resolution Algorithm for Millimeter Wave Imaging on Security Applications ................ 202 
Galia Ghazi, Jose A. Martinez-Lorenzo, Carey M. Rappaport  

Biometrics and Forensics 
Co-Chairs:  Joseph Campbell, MIT Lincoln Laboratory 

Co-Chairs:  James L. Wayman, San Jose State University 

Iris 

Iris Matching by Crypts and Anti-Crypts ..................................................................................................... 208 
Feng Shen, Patrick J. Flynn 

A Video-Based Hyper-Focal Imaging Method for Iris Recognition in the Visible Spectrum .................. 214 
Sriram Pavan Tankasala, Vikas Gottemukkula, Sashi Kanth Saripalle , Venkata Goutam Nalamati, 
Reza Derakhshani, Raghunandan Pasula, Arun Ross 

Attack and Disaster Preparation, Recovery, and Response 
Co-Chairs:  Mike French, MITRE 

Co-Chairs:  Kenneth Crowther, MITRE 

Emergency Management Command and Control 

Pearl Harbor, 9-11, Katrina, Virginia Tech Shootings, Deepwater Horizon Planning Deficiencies:  
A Sense-Respond Information-Sharing Solution .......................................................................................... 220 
Robert I. Desourdis, Jr. 

An Evaluation Methodology for Rapidly Deployable Information and  
Communications Technologies in HA/DR ..................................................................................................... 232 
James Gregory Gabriel, Gurminder Singh, Brian Steckler  

Achieving Common Operational Data (COD): A Conceptual Informational Framework  
using the Unified Incident Command and Decision Support™ (UICDS™) Approach ............................ 238 
John M. Contestabile, James W. Morentz 

Adaptive Multiplexing Gateway for LMR-Based Group Communications over High Latency  
IP-Based Satellite Backhaul Links ................................................................................................................. 244 
Sebastian Subik, Brian Niehoefer, Christian Wietfeld  



Land and Maritime Border Security 
Co-Chairs:  Daniel Cousins, MIT Lincoln Laboratory 

Co-Chairs:  Rich Moro, Raytheon Company 

Port and Maritime Surveillance 

Maritime Threat Detection using Plan Recognition ..................................................................................... 249 
Bryan Auslander, Kalyan Moy Gupta, David W. Aha  

PortSec 2.0: The Next Generation .................................................................................................................. 255 
Elizabeth Lennon, Michael Orosz, Tatiana Kichkaylo , Issac Maya, Dan Wei 

An Overview of Maritime and Port Security ................................................................................................ 260 
Christopher Peckham 

The ANN (Assistant Naval Navigator) System .............................................................................................. 266 
C. David Rogers, John J. Hudak 

Biometrics and Forensics 
Co-Chairs:  Joseph Campbell, MIT Lincoln Laboratory 

Co-Chairs:  James L. Wayman, San Jose State University 

Face 

Holistic and Partial Face Recognition in the MWIR Band using Manual and  
Automatic Detection of Face-Based Features ................................................................................................ 273 
Nnamdi Osia, Thirimachos Bourlai 

Quality Driven Face Recognition at a Distance ............................................................................................. n/a 

Face Recognition and Learning via Adaptive Dictionaries .......................................................................... 280 
Katia Estabridis 

Cyber Security 
Co-Chairs:  David Balenson, SRI International 

Co-Chairs:  Emily Frye, MITRE 

Networking and Defense Modeling 

A Social Agent Dynamic Honeynet for Attack Modeling ............................................................................. 286 
Alper Caglayan, Jose Alavedra, Michael Toothaker , Laura Cassani 

Partial Cuts in Attack Graphs for Cost Effective Network Defence ........................................................... 291 
Reginald Sawilla, David Skillicorn 

Mission Assurance Proof-of-Concept: Mapping Dependencies among  
Cyber Assets, Missions, and Users ................................................................................................................. 298 
Laurin Buchanan, Mark Larkin, Anita D'Amico  



Attack and Disaster Preparation, Recovery, and Response 
Co-Chairs:  Mike French, MITRE 

Co-Chairs:  Kenneth Crowther, MITRE 

Transport and Food Network Security Systems 

Game Theoretic Vulnerability Analysis for the Optimal Defense of High Speed Rail ............................. 305 
Lance Fiondella, Jun Liu, Sherif Tolba , Sanguthevar Rajasekaran, Reda Ammar, Ashrafur Rahman, 
Nicholas Lownes, John Ivan 

Security and Performance Analysis of a Passenger Screening Checkpoint for  
Mass-Transit Systems ...................................................................................................................................... 312 
Lance Fiondella, Swapna S. Gokhale, Nicholas Lownes , Michael Accorsi 

Vulnerability Assessment of a Food Supply Chain to an Intentional Attack ............................................. 319 
Yanling Chang, Yu Zhang, Alan L. Erera , Chelsea C. White III 

Land and Maritime Border Security 
Co-Chairs:  Daniel Cousins, MIT Lincoln Laboratory 

Co-Chairs:  Rich Moro, Raytheon Company 

Radar and RF Techniques 

Radar Information Networks with Target Data Persistence for  
Intelligence-Led Border Enforcement ........................................................................................................... 325 
Tim J. Nohara 

Path Trajectory and Orientation Analysis for RF Phenomenological Scattering  
Understanding in a Wide Area Secure Perimeter System ............................................................................ n/a 

The Statistical Identification of Motion Anomalies in Ground Moving Target Radar Imagery ............. 331 
Michael A. Deaett, Zachary T. White 

Biometrics and Forensics 
Co-Chairs:  Joseph Campbell, MIT Lincoln Laboratory 

Co-Chairs:  James L. Wayman, San Jose State University 

Rapid DNA 

Field-Deployable Rapid DNA Analysis:  Fully-Integrated, Fully-Automated Generation of  
Short Tandem Repeat Profiles from Buccal Swabs ....................................................................................... n/a 
Richard Selden 



Cyber Security 
Co-Chairs:  David Balenson, SRI International 

Co-Chairs:  Emily Frye, MITRE 

Cloud Computing, Wireless and Privacy 

Security in the Cloud: Understanding the Risks of Cloud-as-a-Service ..................................................... 336 
Chris Peake 

Visual Techniques for Analyzing Wireless Communication Patterns ........................................................ 341 
Kyle Gancarz, Kenneth Prole 

Audit based Privacy Preservation for the OpenID Authentication Protocol ............................................. 348 
Philip J. Riesch, Xiaojiang Du 

Attack and Disaster Preparation, Recovery, and Response 
Co-Chairs:  Mike French, MITRE 

Co-Chairs:  Kenneth Crowther, MITRE 

Critical Infrastructure and the Power Grid 

Conceptual Design of the Resilience Evaluation System of Critical Infrastructure  
Elements and Networks in Selected Areas in Czech Republic .................................................................... 353 
Hromanda Martin, Lukas Ludek 

Underground HVDC Transmission via Elpipes for Grid Security ............................................................. 359 
Roger W. Faulkner 

Analyzing Smart Power Grid and SCADA Network Robustness using the Node Degree 
Distribution and Algebraic Connectivity under Vulnerability and WMD Attacks .................................. 365 
Pravin Chopade, Marwan Bikdash 

Land and Maritime Border Security 
Co-Chairs:  Daniel Cousins, MIT Lincoln Laboratory 

Co-Chairs:  Rich Moro, Raytheon Company 

Radiological / Nuclear – System Concepts 

Crowd-Sourced Calibration of Uncontrolled Radiation Detectors ............................................................. 373 
Gordon A. Drukier, Joshua C. Kessler, Yonatan B. Rubenstein , Eric P. Rubenstein 

Liquid Xenon for Gamma-Ray Imaging of Special Nuclear Materials ...................................................... 378 
Nicole A. Larsen, Ethan P. Bernard, Sidney B. Cahn , Blair Edwards, Evan Linck, Alexey Lyashenko,  
Daniel N. McKinsey, James A. Nikkel, Casey A. Rhyne, Yunchang Shin, Brian P. Tennyson,  
Christopher G. Wahl, Nicholas E. Destefano, Moshe Gai, Manawaduge S. De Silva 



Biometrics and Forensics 
Co-Chairs:  Joseph Campbell, MIT Lincoln Laboratory 

Co-Chairs:  James L. Wayman, San Jose State University 

Fingerprint 

Practical Fingerprint Analysis Processes and Challenges Both Internal and  
External for the Latent Print Community ..................................................................................................... 384 
Garold C. Warner 

Can Contactless Fingerprints be Compared to Existing Database? ........................................................... 390 
Anup Pillai, Sam Mil'shtein 

Attack and Disaster Preparation, Recovery, and Response 
Co-Chairs:  Mike French, MITRE 

Co-Chairs:  Kenneth Crowther, MITRE 

Wireless Disaster Communications and Situational Awareness 

Providing Communication Capabilities during Disaster Response:  
Airborne Remote Communications (ARC) Platform ................................................................................... 395 
Andrew J. Weinert, Paul Breimyer, Steven M. Devore , Joshua M. Miller, Greg S. Brulo,  
R. Scott Teal, David Zhang, Allen T. Kummer, Sven G. Bilén 

Off Grid Communications with Android: Meshing the Mobile World ...................................................... 401 
Josh Thomas, Jeff Robble, Nick Modly  

SENEKA – Sensor Network with Mobile Robots for Disaster Management ............................................. 406 
Helge-Björn Kuntze, Christian W. Frey, Igor Tchouchenkov , Barbara Staehle, Erich Rome, Kai Pfeiffer, 
Andreas Wenzel, Jürgen Wöllenstein 

Smart Phone Assisted City-Scale Wireless Sensor Network Deployment for  
Transportation System Monitoring ................................................................................................................ 411 
Jun Liu, Fiondella Lance, Xu Han , Reda A. Ammar, Sanguthevar Rajasekaran, Nicholas Lownes, John Ivan 

Land and Maritime Border Security 
Co-Chairs:  Daniel Cousins, MIT Lincoln Laboratory 

Co-Chairs:  Rich Moro, Raytheon Company 

Radiological / Nuclear – Detection 

Gamma-Blind Transformational Nuclear Particle Sensors ......................................................................... 417 
T.F. Grimes, B. Archambault, J.A. Webster , A. Sansone, R.P. Taleyarkhan 

Development of a 4π Directional Fast Neutron Detector using Tensioned Metastable Fluids ................. 423 
B. Archambault, T.F. Grimes, J.A. Webster , N.W. Wilson, A. Hagen, K. Fischer, R.P. Taleyarkhan 



Glass-Panel ⁶Li Neutron Detector .................................................................................................................. 429 
Andrew Inglis, Emma Rosenfeld, Max Yellen , Daniel Pade, Samuel Damask, Eric Hazen,  
Steven Ahlen, Hidefumi Tomita, Zachary Hartwig 

Large Area Portable Neutron Detectors: Helium-3 Alternatives ................................................................ 435 
Herschel Workman, Craig Kline, Zane Bell , Yacouba Diawara 

Biometrics and Forensics 
Co-Chairs:  Joseph Campbell, MIT Lincoln Laboratory 

Co-Chairs:  James L. Wayman, San Jose State University 

Forensic and Gesture 

A Game-Based Experimental Protocol for Identifying and Overcoming  
Judgment Biases in Forensic Decision Analysis ............................................................................................ 439 
Donald R. Kretz, B.J. Simpson, Jacob Graham  

On Developing a Conceptual Modeling Report Management Tool for Digital Forensic Investigations ...... 445 
April Tanner, David Dampier, Jim Thompson  

Continuous Mobile Authentication using Touchscreen Gestures ............................................................... 451 
Tao Feng, Ziyi Liu, Kyeong-An Kwon , Weidong Shi, Bogdan Carbunar, Yifei Jiang, Nhung Nguyen 

Cyber Security 
Co-Chairs:  David Balenson, SRI International 

Co-Chairs:  Emily Frye, MITRE 

Information Sharing 

A Collaborative Information Sharing Framework for Community Cyber Security ................................ 457 
Wanying Zhao, Gregory White 

Information Sharing Requirements and Framework Needed for Community  
Cyber Incident Detection and Response ........................................................................................................ 463 
Keith Harrison, Gregory White 

Fusing Cyber Sensor Data and Exposing Standard Interfaces to Analytics Platforms ............................. n/a 

Cyber Security Operations Center Characterization Model and Analysis ................................................ 470 
Sitaram Kowtha, Laura A. Nolan, Rosemary A. Daley  



Attack and Disaster Preparation, Recovery, and Response 
Co-Chairs:  Mike French, MITRE 

Co-Chairs:  Kenneth Crowther, MITRE 

Evacuation and Road Network Mangement 

Modeling of a Regional Hub Reception Center to Improve the Speed of an Urban Area Evacuation ........ 476 
Adam Kirby, J. Eric Dietz, Clifford Wojtalewicz  

A Depopulation Embedded System Model in Urban Environments .......................................................... 483 
C. Wright Brown, K. Nyarko, D. Karimou , H. Saliah-Hassane 

A Game Theory Approach to Identify Alternative Regulatory Frameworks for  
Hazardous Materials Routing ......................................................................................................................... 489 
Ashrafur Rahman, Nicholas E. Lownes, John N. Ivan , Lance Fiondella, Sanguthevar Rajasekaran, Reda Ammar 

VDPA: A WSN Deployment and Analysis Tool for Road Network Security ............................................ 495 
Sherif Tolba, Lance Fiondella, Reda Ammar , Sanguthevar Rajasekaran, Nicholas Lownes, John Ivan 

Land and Maritime Border Security 
Co-Chairs:  Daniel Cousins, MIT Lincoln Laboratory 

Co-Chairs:  Rich Moro, Raytheon Company 

Radiological / Nuclear – Identification and Inspection 

Enhanced Detection and Identification of Radiological Threats in Cluttered Environments .................. 502 
Kirill N. Shokhirev, Bogdan R. Cosofret, Michael King , Bernard Harris, Chun Zhang, Daniel Masi 

Non-Destructive Inspection System for Special Nuclear Material using Inertial Electrostatic 
Confinement Fusion Neutrons and Laser Compton Scattering Gamma-Rays ........................................... n/a 

Identification of Background Isotopes to Reduce False-Positives in Active Interrogation Systems ........ 507 
Tiffany Lee, Brandon Blackburn, Eric Johnson  

Intelligent Radiation Sensor System (IRSS) Advanced Technology Demonstrator (ATD) ...................... 511 
Daniel A. Cooper, Robert J. Ledoux, Krzysztof Kamieniecki , Stephen E. Korbly, Jeffrey Thompson, 
James Batcheler, Shirazul Chowdhury, Neil Roza, James Costales, Vijaya Aiyawar 

Attack and Disaster Preparation, Recovery, and Response 
Co-Chairs:  Mike French, MITRE 

Co-Chairs:  Kenneth Crowther, MITRE 

Poster 

Critical Infrastructure Protection and Risk Analysis in the Mid-Size City ............................................... 517 
Carol Romanowski, Jennifer Schneider 

Semantic Technologies for Civil Information Management during Complex Emergencies .................... 523 
Alper Caglayan, Laura Cassani, Liz Mooney , Will Morgan, Anthony Boyles 



A Succesful Transaction-Level Simulation Model of the U.S. Securities Marketplace ............................. 529 
C. Warren Axelrod, Robert Schmidt 

Re-Supplying Water after an Earthquake .................................................................................................... 535 
Steve Shoap, Michael Laskaris 

The Use of UAVs in USA’s Security by an Engineering Education Approach .......................................... 540 
Eduardo I. Ortiz-Rivera, Angelina Estela, Carlos Romero , Jesus A. Valentin 

Biometrics and Forensics 
Co-Chairs:  Joseph Campbell, MIT Lincoln Laboratory 

Co-Chairs:  James L. Wayman, San Jose State University 

Poster 

Biometric Interagency Testing and Evaluation Schema (BITES) ............................................................... 546 
Richard T. Lazarick 

Cyber Security 
Co-Chairs:  David Balenson, SRI International 

Co-Chairs:  Emily Frye, MITRE 

Poster 

MAAP: Mission Assurance Analytics Platform ............................................................................................ 549 
Thomas Llansó, Peter A. Hamilton, Michael Silberglitt  

Application Stress Testing: Achieving Cyber Security by Testing Cyber Attacks .................................... 556 
Al Underbrink, Andrew Potter, Holger Jaenisch , Donald J. Reifer 

Linear Cryptanalysis of a Survivable Data Transmission Mechanism for Sensor Networks .................. 562 
Ruiping Ma, Liudong Xing, Howard E. Michel , Vinod M. Vokkarane 

Predictive Modeling and Retaining Connectivity for Mobile Wireless Communication Network .......... 568 
Yuri Shtessel, Christopher Edwards, Prathyush Menon , Alan Cosby, Alex Bordetsky 

Online Social Networks: The Overt and Covert Communication  
Channels for Terrorists and Beyond .............................................................................................................. 574 
Shah Mahmood 

Quickest Detection of Denial-of-Service Attacks in Cognitive Wireless Networks ................................... 580 
CaLynna Sorrells, Lijun Qian, Husheng Li  

Cyber Security Threat Analysis and Modeling of an Unmanned Aerial Vehicle System ......................... 585 
Ahmad Y. Javaid, Weiqing Sun, Vijay K. Devabhaktuni , Mansoor Alam 

Fast Fingerprinting for File-System Forensics .............................................................................................. 591 
Sudarshan S. Chawathe 



Channel Model and Sounding Method Effects on Wireless Secret Key Rates .......................................... 597 
Brett T. Walkenhorst, Andrew D. Harper, Robert J. Baxley  

Secure and Privacy-Preserving Querying of Content in MANETs ............................................................. 603 
Karim El Defrawy, Gavin Holland 

Plan Recognition in Intrusion Detection Systems using Logic Programming ........................................... 609 
Sandeep Chintabathina, Jessie J. Walker, Jorge Villacis , Hugo R. Gomez 

Practical Clickjacking with BeEF .................................................................................................................. 614 
Brigette Lundeen, Jim Alves-Foss 

Security Fusion Implementation and Optimization in SCADA Systems ................................................... 620 
William Casper, Stephen Papa, Suku Nair  

Land and Maritime Border Security 
Co-Chairs:  Daniel Cousins, MIT Lincoln Laboratory 

Co-Chairs:  Rich Moro, Raytheon Company 

Poster 

Pattern of Life for Radar Port and River Security ....................................................................................... 626 
Jerry Silvious, Dave Tahmoush 

Low Power, Long Life Design for Smart Intelligence, Surveillance, and  
Reconnaissance (ISR) Sensors ........................................................................................................................ 631 
Uldric Antao, John Choma, Alireza Dibazar , Theodore Berger 

Nuclear Detection using Higher-Order Topic Modeling .............................................................................. 637 
Christie Nelson, William M. Pottenger, Hannah Keiler , Nir Grinberg 

Improving Gamma Radiation Detection through Exploitation of Temporal Data:  
An Analytical Approach .................................................................................................................................. 643 
Marshall Millett, Robert Whitlock, Bruce Geelhood  

Quickest Detection of Nuclear Radiation using a Sensor Network ............................................................. 648 
Lijun Qian, John Fuller, Ing Chang  

Mitigating Threats of Small Vessels to Maritime Security .......................................................................... 654 
Patrick R. Trischitta, Hady Salloum, Barry Bunin , Philip Orton 

A Method for Analyzing Terrorist Attacks ................................................................................................... 660 
Ibrahim Toure, Aryya Gangopadhyay 
 



Additional Submissions 

Non-Destructive Inspection System for Special Nuclear Material using Inertial Electrostatic 
Confinement Fusion Neutrons and Laser Compton Scattering Gamma-rays ........................................... 666 
Hideaki Ohgaki, Mohamed Omer, Hani Negm,Toshitada Hori, Toshiteru Kii, Kai Masud, Masaki Kando, Izuru 
Daito, Tsuyoshi Misawa, Cheolho Pyeon, Shinya Fujimoto, Ryoichi Hajima, Takehito Hayakawa, Toshiyuki 
Shizuma, Mamoru Fujiwara, Fumio Sakai, Seong Hee Park 

Double Blind Comparisons:  Matching Database Records Without Database Aggregation .................... 672 
William R. Lorimer, Michael J. Jacobson Jr. 
 




