2013 World Cyberspace
Cooperation Summit IV

(WCC4 2013)

Silicon Valley, California, USA
4-6 November 2013

’O I E E E IEEE Catalog Number: CFP1393P-POD
’ ISBN: 978-1-4799-5129-1



TABLE OF CONTENTS

TOWARD CRITERIA FOR INTERNATIONAL CYBER WEAPONS BANS........ccooiiiii e,

Merritt Baer

EXPANDING THE MANDATE OF THE ITU? ..o s

Catherine Lotrionte

CYBERSECURITY AND SPAM: WCIT AND THE FUTURE........cccoo e

Richard Hill, Shawn Powers
FROM CIVIL TO CYBER RIGHTS A PERSPECTIVE ON CYBER POLICY CHALLENGES IN

OUR CONNECTED WORLD......occiiiiiii i

Michael Litherland, Matt Bross

IDENTIFYING CYBER STRATEGIES VIS-A-VIS CYBER POWER. ...

Miguel Alberto Gomez
JAPAN’S APPROACH TOWARDS INTERNATIONAL STRATEGY ON CYBER SECURITY

COOPERATION ...ttt e e e s e e et e s e e e s e e s e e e mene e see e e e e snesnesnenene

Yoko Nitta

BLOWBACK:* A COMPARATIVE ANALYSIS OF COLLEGE STUDENTS’ RESPONSE TO U.S.
INTERNET IP LEGISLATION ..ot s

Antoine C. Jones

SPAM AND INTERNET ABUSE IN INDIA - ABRIEF HISTORY ....cccoiiiiiiiii e

Suresh Ramasubramanian, Pranesh Prakash
THE DIGITAL PRISONER’S DILEMMA: CHALLENGES AND OPPORTUNITIES FOR

COOPERATION ...t ettt et e e e s e e e e s e e e s e e e e e e aese e e e e e e e s nesnennenene

Nadiya Kostyuk
Author Index

............. 4





