2014 10th International
Conference on Information
Assurance and Security

(IAS 2014)

Okinawa, Japan
28-30 November 2014

I E E E IEEE Catalog Number:  CFP1461C-POD
’ ISBN: 978-1-4799-8100-7



TABLE OF CONTENTS

Cluster Head Election In Wireless SENSOr NEIWOIKS.............ociiiiiniiicei it 1
S. El-Refaay, M. Azer, N. Abdelbaki

Towards Secure End-To-End Data Aggregation In AMI Through Delayed-Integrity-Verification ...........c.cc.ccoceoveenne. 6
S. Keoh, Z. Tang

ETC: Effective Trustworthy Communication With Two-Mode Authentication For Disaster Recovery..................... 12
T. Ruengsatra, K. Nakorn, K. Rojviboonchai, K. Piromsopa

TWalker: An Efficient Taint ANGIYSIS TOOL.......oiiiieieieiee ettt sttt st et et e eneenestesbeneen 18
J. Ma, P. Zhang, G. Dong, S. Shao, J. Zhang

Automatic Generation Of Correlation Rules To Detect Complex Attack SCENAKI0S ..........cccvveriirieieiiiiiese e 23
E. Godefroy, E. Totel, M. Hurfin, F. Majorczyk

Passive Video Forgery Detection TEChNIQUES: A SUIVEY ........ccciiiiiiiiiieeit ettt 29
A. Wahab, M. Bagiwa, M. Idris, S. Khan, Z. Razak, M. Ariffin

Improving Web Application Firewalls To Detect Advanced SQL Injection Attacks..........c.coceieieiieienicieieneneeeee 35
A. Makiou, Y. Begriche, A. Serhrouchni

Optimization Of Excerpt Query Process For Packet Attribution SyStem ... 41
S. Renukuntla, S. Rawat

Security Assurance Of Local Data Stored By HTML5 Web AppliCation ........ccccoevieiiiiiiiiiicecc e 47
M. Jemel, A. Serhrouchni

Context-Aware Intrusion Alerts Verification APProach ... 53
S. Saad, I. Traore, M. Brocardo

A Novel Psychovisual Model On An Independent Video Frame For An Almost Lossless Compression ..................... 60
N. Abu, M. Ariffin

Secure Firmware Architecture Using Virtual Hard DisKS ... 66

J. Sim, J. Na

An Experimental Study On Firewall Performance: Dive Into The Bottleneck For Firewall

T @ CTIVENESS ...ttt bt bbb b bR bR R R R R R bkt R R bR h Rt bkt bbbt 71
C. Wang, D. Zhang, H. Lu, J. Zhao, Z. Zhang, Z. Zheng

Extraction Method Of Region Of Interest From Hand Palm: Application With Contactless And

TOUCKNADIE DEVICES ...ttt ettt bttt b e e et e bt e b e eb e e A e b e eeem e e R £ e Rt eE e e b e ebene e e e e e measeebeabenbenbeseensereaneanas 77
A. Saliha, B. Karima, K. Mouloud, D. Nabil, B. Ahmed

Author Index





