
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
IEEE Catalog Number: 
ISBN: 

CFP15A69-POD 
978-1-4799-7621-8 

2015 First International Conference 
on Anti-Cybercrime (ICACC 2015) 

Riyadh, Saudi Arabia 
10 – 12 November 2015 



ICACC 2015 Table of Contents 

 
 
 
Message from the Conference Chair  ............................................................................................................. N/A 

Overview ................................................................................................................................................................  viii 

Objectives of the Conference ............................................................................................................................  ix 

Committees ..............................................................................................................................................................  x 

Conference Participants ....................................................................................................................................  xiii 

Scope and Topics .................................................................................................................................................  xiv 

Venue .......................................................................................................................................................................  xv 

Conference Activities - Workshops ...............................................................................................................  xvi 

Exhibition ................................................................................................................................................................  xix 

Keynote Speakers, Discussions and Talks ....................................................................................................  xx 

Conference Timeline ...........................................................................................................................................  xxi 

Contact Information ..........................................................................................................................................  xxvi 

ICACC 2015 PAPERS 

TRACK 1: 
Cybercrime Properties, Features of Cybercrime Criminals, and Recent Trends of Cybercrime 

Cyber Security in Civil Aviation .....................................................................................................................................  
Adrie Stander, Jacques Ophoff, and Elmer Hoeksema 

Security Evaluation of Saudi Arabia's Websites Using Open Source Tools ................................................................. 5 
Mohammed S. AL-Sanea, Ahmad A. Al-Daraiseh 

Detecting Unknown Vulnerabilities Using Honeynet ................................................................................................ 10 
Anas Abd Almoniem Nour Albashir 
 

iii



TRACK 2: 
Local and International Legislation, Laws, Agreements, and Sanctions Pertaining to Anti-Cybercrime 

Cyber Crime and Laws: a Comparative Analysis of Pakistan, KSA and UAE ..............................................................  
Muhammad Bakhsh, Amjad Mahmood, and Israr Iqbal Awan 

Harmonizing Substantive Cybercrime Law through European Union Directive 
2013/40/EU - From European Legislation to International Model Law? .................................................................. 20 
Adrian Haase 
 

TRACK 3:  
Collection, Handling, and Documentation of Digital Forensics 

ig Data An Evolving Concern for Forensic Investigators ......................................................................................... 26 
Shahzaib Tahir, Waseem Iqbal  

Swarm Intelligence Based Author Identification for Digital Typewritten Text ......................................................... 32 
Abdul Rauf Baig and Hassan Mujtaba Kayani 
 

TRACK 4: 
Investigation Techniques and Means of Cybercrime Detection 

Website Fingerprinting as a Cybercrime Investigation Model: Role and Challenges ............................................... 38 
Taher Ahmed Ghaleb 

Forensic Investigation Framework for VoIP Protocol ................................................................................................ 43 
Manesh T, Saied M. El-Atty, M Muhammed Sha, Brijith B, and K Vivekanandan 

Using Location Aware Business Rules for Preventing Retail Banking Frauds ........................................................... 50 
Ayhan Demiriz and Betul Ekizoglu 

Service Enthalpy for Analyzing Cybercrime ................................................................................................................ 56 
Arif Bramantoro 

Securing Cognitive Radio Enabled Smart Grid Systems against Cyber Attacks ......................................................... 62 
Mehak Basharat, Waleed Ejaz, and Syed Hassan Ahmed 
 

TRACK 5:  
Concepts and Challenges Pertaining to the Anti-Cybercrime 

Causes and Consequences of Cybercrimes: An Exploratory Study of Pakistan ........................................................ 68 
Adnan Riaz and Adeel Riaz 

Fingerprinting Tor Protocol Through Wavelet Packet Decomposition .....................................................................  
Majdi Saeed Bin Salman, Sami Zhioua, and Rafiul Hassan 

iv



Implementation Attacks on Post-Quantum Cryptograpic Schemes ..........................................................................  
Mostafa Taha and Thomas Eisenbarth 
 

TRACK 6:  
Techniques of Information Security and their Role in Both Cybercrime Detection and Anti-Cybercrime 

Secure Internet on Google Chrome: Client Side Anti-Tabnabbing Extension ........................................................... 86 
Asma K. Al-Khamis and Ayman A. Khalafallah 

A New Chinese Wall Security Policy Model Based On the Subject’s Wall and Object’s Wall ................................... 90 
Saad Fehis, Omar Nouali , and Tahar Kechadi  

Application of New Alteration Attack on Biometric Authentication Systems .......................................................... 96 
Maryam Lafkih, Patrick Lacharme, Cristophe Rosenberger, 
Mounia Mikram, Sanaa Ghouzali, Mohammed El Haziti, 
Wadood Abdul, and Driss Aboutajdine 

Digital Watermarking using Combination of Ranklets and Wavelets ..................................................................... 101 
Zahoor Jan, Nazia Azeem, and Faryal Zahoor 

Protocols for Secure Multi-Party Private Function Evaluation ................................................................................ 106 
Feras Aljumah, Andrei Soeanu, Wen Ming Liu, and Mourad Debbabi 
 

TRACK 7:  
Effects as Well as Physical and Moral Losses Due to Cybercrime 

Cyber Insecurity as a Manifestation of New Form of Global Urban Vulnerability .................................................  
Aliyu Salisu Barau 

Sharing Copyrighted Materials by using BitTorrent in Saudi Arabia ....................................................................... 118 
Arif Bramantoro, Soumayah AlGhannam, Mona AlAwadh, 
and Dalal AlWeda’ah 
 

TRACK 8:  
Cybercrime and Its Role in Spreading Terrorism Among People 

Building Adaptive Defense against Cybercrimes using Real-time Data Mining ...................................................... 124 
Baber Majid Bhatti and Nouman Sami  

A Novel Multi-frame Super Resolution Algorithm for Surveillance Camera 
Image Reconstruction ............................................................................................................................................... 129 
Aunsia Khan, Muhammad Aamir Khan, Faisal Obaid, Sultan Ullah Jadoon, 
Mudasser Ali Khan, and Misba Sikandar 

Pakistan and Cyber Crimes: Problems and Preventions .......................................................................................... 135 
Sultan Ullah, Muhammad Amir, Mudasser Khan, 
Hamid Asmat, and Kamran Habib 

v



Classification of Cyber Attacks based on Rough Set Theory .................................................................................... 141 
Adnan Amin, Sajid Anwar, Awias Adnan, Muhammad Aamir Khan, 
and Zafar Iqbal 
 

TRACK 9: 
Demonstration of Best Practices in Securing and Safely Ensuring Electronic Transactions 

Do People Intend to Purchase using their Smartphone apps? 
The Effect of the Privacy Concern in Malaysian Buyers ...........................................................................................  
Zakariya Belkhamza 
 

TRACK 12:  
Efforts Made in Formal Education to Augment Anti-Cybercrime Knowledge 

Protecting the Content through Learning Object Metadata ...................................................................................  
Shaina Qamar and Syed Raza Bashir 
 

TRACK 13:   
Strategies for Increased Public Awareness of the Consequences of Cybercrime 

Toward Improving University Students Awareness of Spam Email and Cybercrime: 
Case Study of Jordan ................................................................................................................................................. 158 
Ahmed Manasrah, Mohammed Akour, and Emad Alsukhni 

Discarded Hard Disks – A Treasure Trove for Cybercriminals ................................................................................. 164 
Saad Naeem Zafar and Muhammad Babar Tiwana 
 

INVITED TALKS 

Cyberstalking: An International Crime ..................................................................................................................... 170 
Laura Jacob 

Toward a Multidisciplinary Curriculum in Cyberscience ......................................................................................... 172 
Andrew T. Phillips and John Impagliazzo 

 

Author Index ........................................................................................................................................................... 173 

vi




