2010 Second Cybercrime
and Trustworthy Computing
Workshop

(CTC 2010)

Ballarat, Australia
19 — 20 July 2010

.O IE E E IEEE Catalog Number: CFP1065K-PRT
° ISBN: 978-1-4244-8054-8



2010 Second Cybercrime
and Trustworthy Computing

Workshop
T ——————————————————_

CTC 2010
Table of Contents

WeEICOME MESSAQE ... vi
Organizing CoMMULEEE..................coooiii e vii
REVIEWET LSt ... viii

Proceedings of the Second Cybercrime and Trustworthy Computing Workshop

Authorship Attribution for Twitter in 140 Characters OF LSS .........ocociiiiiiiiiiieieenieeeeeeiseeseesesesssessssanenens 1
Robert Layton, Paul Watters, and Richard Dazeley

Classification of Malware Based on String and Function Feature Selection .............ccccocovvvveiviecneeeienene, 9
Rafiqul Islam, Ronghua Tian, Lynn Batten, and Steve Versteeg

Protecting Web 2.0 Services from Botnet EXploitations ............cccccoceeiviriiiiiiniereiiieieeceeesee e 18
Nguyen H. Vo and Josef Pieprzyk

SSL-DP: A Rootkit of Network Based SSL and TLS Traffic Decryptor .........cccceeeeeeereeeeeeceeeee 29
Wu Liu, Ping Ren, Yong Zhang, and Hai-xin Duan

The New Architecture 0f P2P-BOtNet ...........c.oooovoviiiiiieeieee ettt 34
Donghong Sun, Xuefeng Li, Wu Liu, and Jianping Wu

The Seven Scam Types: Mapping the Terrain of CybErCIime.............cocvviiirrieiinnireeeeeessesssessessnenens 41
Amber Stabek, Paul Watters, and Robert Layton

Towards Understanding Malware Behaviour by the Extraction of APT Calls ..........c.cccooveiviiiiinniiineenns 52
Mamoun Alazab, Sitalakshmi Venkataraman, and Paul Watters

Understanding Victims of Identity Theft: Preliminary InsSights ............ccccooiviiiiriiiiiiiiicccccsceeen 60
Kylie Turville, John Yearwood, and Charlynn Miller

Windows Rootkits: Attacks and COUNtErMEASUIES ..........ccceururururuririiiririeieieeieieieieeeeeee e eeeaas 69
Desmond Lobo, Paul Watters, Xin-Wen Wu, and Li Sun

Winning the Phishing War: A Strategy for AUSLralia..........ccocoeriiiiiieeeeeeeeecs e 79

Stephen McCombie and Josef Pieprzyk

WAL Lo ol [ Lo (=) GOSN 87





