2012 World Congress on Internet
Security

(WorldCIS 2012)

Guelph, Ontario, Canada
10 - 12 June 2012

I E E E IEEE Catalog Number: CFP1263L-PRT
’ ISBN: 978-1-4673-1108-3



Table of Contents
Copyright Page
Table of Contents 3

Special Track: 6
PhD / Doctorate Consortium
Organiser: Charles A. Shoniregun

Tutorial: 7
Introduction to Cryptography
Organiser: Charlie Obimbo

Workshops
Workshop 1:

E-Learning Security (ELS-2012) 8
Organisers: Galyna Akmayeva, Charles A. Shoniregun, Kinshuk

Workshop 2:

The First Workshop on Intelligent Security Systems for Email Management (ISSEM’2012) 9
Organiser: Taiwo Ayodele

Sessions

Session 1. Information Security 10

Encryption of Multimedia Medical Content using Programmable Cellular Automata 11
(Petre Anghelescu)

IAMS Framework: A New Framework for Acceptable User Experiences for Integrating Physical and Virtual Identity 17
Access Management Systems
(Sara Jeza Alotaibi, Mike Wald)

Neuro-Cryptanalysis of DES 23
(Mohammed M. Alani)

The Implementation of a full EMV Smartcard for a Point-of-Sale Transaction 28
(Oludele Ogundele, Pavol Zavarsky, Ron Ruhl, Dale Lindskog)
Session 2: Network Security 36

Smart Crawlers for Flash-Crowd DDoS: The Attacker's Perspective 37
(Dimitry Drinfeld, Natalija Vlajic)

A Multi-Layer Data Fusion System for Wi-Fi Attack Detection Using Automatic Belief Assignment 45
(Francisco J. Aparicio-Navarro, Konstantinos G. Kyriakopoulos, David J. Parish)

Enforcing Location Privacy Policies through an AOP-based Reference Monitor 51
(Thomas Scheffler, Sven Schindler, Bettina Schnor)

DynFire: Dynamic Firewalling in Heterogeneous Environments 57
(Alexander Vensmer, Sebastian Kiesel)



Session 3: Access Control 59

Compartmentalization Architectures for Protection of Internet Credentials and Transactions from CPU Resident
Malware. Providing foolproof protection for critical credentials and transactions

(Jim McAlear)

Toward a Synergy Among Discretionary, Role-Based and Context-Aware Access Control Models in Healthcare
Information Technology

(M. Fahim Ferdous Khan, Ken Sakamura)

Security concept of individual identification in academic environment of CTU in Prague 71
(Radek Holy, Jana Kalikova, Jan Scherks)

A Practical Business Security Framework to Combat Malware Threat 77
(P.R.Lakshmi Eswari, N.Sarat Chandra Babu)

Session 4: Information Security 81

Root Cause Analysis of Session Management and Broken Authentication Vulnerabilities 82
(Daniel Huluka, Oliver Popov)

The Effects of Loss Profiles in Interdependent Network Security 87
(C. F. Larry Heimann, Alan Nochenson)

Fastest Multi-Scalar Multiplication Based on Optimal Double-Base Chains 93
(Vorapong Suppakitpaisarn, Hiroshi Imai, Edahiro Masato)

The Study of Evasion of Packed PE from Static Detection 99
(Mirza Baig, Pavol Zavarsky, Ron Ruhl, Dale Lindskog)

Session 5: Internet Application and Technology 105

Machine Learning Approach towards Email Management 106
(Taiwo Ayodele, Galyna Akmayeva, Charles A. Shoniregun)

Single Sign-On for Multiple Unified Communications Applications 110
(Ping Lin, Sunil Menon, Shailesh Patel, Lin Lin)

Security Challenges and Countermeasures for Trusted Virtualized Computing Environments 117
(Tyson Brooks, Carlos Caicedo, Joon Park)

Developing Compositional Ontology Alignment Framework 123
(Said Rabah Azzam, Shikun Zhou)

Session 6: Multimedia and Web Services 126

Remote Agent Based Automated Framework for Threat Modelling, Vulnerability Testing of SOA Solutions and Web
Services

(Prithviraj Patil, Sunil Pawar)

VLUS: Visual Location-Based URL Screening Tool for Improved WWW Security 132
(Alex Naumov, Natalija Vlajic, Hamzeh Roumani)

The Mask-SIFT Cascading Classifier for Pornography Detection 139
(Chad M.S. Steel)

Session 7: Information and Network Security 143

Implementing it Governance Using Cobit: A Case Study Focusing on Critical Success Factors 144
(Arun Nagarle Shivashankarappa, Ramalingam Dharmalingam, Leonid Smalov, N. Anbazhagan)

A COBIT and NIST-Based Conceptual Framework for Enterprise User Account Lifecycle Management 150
(Cyril Ikenna Nwafor, Pavol Zavarsky, Ron Ruhl, Dale Lindskog)

An Analysis of Security Weaknesses in the Evolution of RFID Enabled Passport 158
(Eyad Abdullah Bogari, Pavol Zavarsky, Dale Lindskog, Ron Ruhl)

Fully-Secure and Efficient Pairing-Free Certificateless Authenticated Key Agreement Protocol 167
(Nashwa A.F. Mohamed, Mohsin H.A. Hashim, Eihab B.M. Bashier, Mohamed E.H. Hassouna)

60

66

127



Session 8: Information Security and Access Control 173

Logging in XML Databases: Xlog File for Trust Based Access Control 174
(Norah Faroogi, Siobhan North)

Bayesian Networks for Modeling Failure Dependency in Access Control Models 176
(Saad Saleh Alaboodi, Gordon B. Agnew)

Security Architecture for Ad hoc NOMOHi Networks. Development of A project based on Emergency Rural

Telecommunications
(Juan José Martinez Castillo, Karina Aviles Rodriguez)

Session 9: Information Security 188

A Case Study in Open Source Software Security and Privacy: Android Adware 189
(Emre Erturk)

Enhanced Side-channel Analysis Method to Detect Hardware Virtualization Based Rootkits 192
(lain Kyte, Pavol Zavarsky, Dale Lindskog, Ron Ruhl)

Towards Trusted Data Management in Online Social Network (OSN) Services 202
(Joon S. Park, Sookyung Kim, Charles Kamhoua, Kevin Kwiat)

Small DDoS Defense System using Routing Deployment Method 204
(Ho-Seok Kang, Sung-Ryul Kim)
Session 10: Information Security 207

Anti-Phishing Prevention Measure for Email Systems 208
(Taiwo Ayodele, Charles A. Shoniregun, Galyna Akmayeva)

Collusion Threat Profile Analysis. Review and Analysis of MERIT Model 212
(Adetorera Sogbesan, Ayo Ibidapo, Pavol Zavarsky, Ron Ruhl, Dale Lindskog)

Secure Decommissioning of Confidential Electronically Stored Information (CESI). A framework for managing CESI in

the disposal phaseas needed
(Des Fernando, Pavol Zavarsky)

Session 11: Information Security 223

The Study of Civil Litigation in Data Storage Environment 224
(Prince Onabajo, Pavol Zavarsky, Dale Lindskog and Ron Ruhl)

Digital Forensic Research - The Analysis Of User Input On Volatile Memory Of Windows Application 231
(Funminiyi Olajide, Nick Savage, Galyna Akmayeva, Charles Shoniregun)

Dirt Jumper: A Key Player in Today’s Botnet-for-DDoS Market 239
(M. Marquez Andrade, N. Vlajic)

Using Associative Memories in Coding Theory for Communication Channels 245
(Constantin Anton, Laurentiu lonescu, lon Tutanescu, Alin Mazare, Gheorghe Serban)

183

218





