2012 European Intelligence and
Security Informatics Conference

(EISIC 2012)

Odense, Denmark
22 — 24 August 2012

.Q IE E E IEEE Catalog Number: CFP1205R-PRT
° ISBN: 978-1-4673-2358-1



2012 European Intelligence
and Security Informatics
Conference

EISIC 2012

Table of Contents

Message from the General CRairs..................ccccooiiiiiiiiiie ettt erea X

Message from the Program CoO-CRairsS...............cccocooiiiiiiiiicie ettt enas xi

OGANIZALION...........cooiiiiiiecce ettt ettt b et s et s ese s et e b et e b et e e b essesessesesseseas et esseseasesesenesenes Xii

Keynotes

The Utilization of Forensic Evidence in IED INCIAENLS ........cc.ecuieiierieiiiiieiicierie ettt evesve v eveese e saesneesaeeneas 1
Henry C. Lee

From Dark Web to GeoPolitical Web: Exploring the Value of Social Media
INFOTIMALICS ..ottt ettt et et ettt et e ae bbbt bbb et et e et e et ettt et eaeer e e 3
Hsinchun Chen

OSINT, the INternet aNd PIIVACY ....c.cccieciiiieriiiieiicierieeeste ettt et steete e e stesseessessaesbeessesseessesseessesssenseeseesesssessesnss 4
Clive Best
Detecting Emergent Terrorism Events: Finding Needles in Information Haystacks ..........ccccceeiriniiniininienieeee, 5

James R. (Bob) Johnson

Long Papers

Detecting Fraud in FInancial REPOTLS .........ccoiiiiiiiieiieieeeee ettt e et e sae e ae e 7
D.B. Skillicorn and L. Purda

How Transparency Improves the Control of Law Enforcement Authorities’ ACtiVities? .........ccceververiereeeeinceennenne. 14
Jyri Rajamdki, Jutta Tervahartiala, Sofia Tervola, Sari Johansson, Leila Ovaska,
and Paresh Rathod

Community of Intelligence: The Secret Behind Intelligence-Led Policing ........c.ccoceviiiiniiiiniiiiiieeneeeeeen 22
Mariélle den Hengst and Jan ter Mors

Framing the Attacker in Organized CYDEICIIME ........cccceevieiieriiiieiieieieeteie et eeesaeesaesaeeaesseessesseessesseessesssensenseenns 30
Muhammad Adnan Tariq, Joel Brynielsson, and Henrik Artman

SPORS: A Suspect Recommendation System Based on Offenders’ Reconstructed
SPALIAL PTOTILE .. .eevviiiiiiicieieeieetet ettt ettt ettt e et e et e e te e b e ete e beest e beeseesseessesseesseeseesseessenseessanseesseeseeneenreeneas 38
Richard Frank



To Incorporate Sequential Dynamic Features in Malware Detection ENgines ..........ccocceceverveninnenienenienenieieenn 46
Mojtaba Eskandari, Zeinab Khorshidpur, and Sattar Hashemi

Extracting and Networking Emotions in Extremist Propaganda ...............cceeuievieriiiiiniiceieee e 53

Travis Morris

A Computational Model for Predicting the Location of Crime Attractors on a Road
INEEWOTK .ttt ettt ettt b e bt b et b et b et b et bt bt b et bt b ettt senaene et enes 60
Natalia Iwanski, Richard Frank, Andrew Reid, and Vahid Dabbaghian

Countering Bioterrorism: Why Smart Buildings Should Have a Code of Ethics .........cccccovoieiivieieiieecieeeee, 68
Hervé Borrion, Timothy Mitchener-Nissen, Jonathon Taylor, and Ka-Man Lai

Detecting Anomalous Maritime Container Itineraries for Anti-fraud and Supply Chain
SECUTTEY 1.vvtveenteeiteteetesteete st eteeteeteeteesteeseesesssesseassesseassesseessasaesseessesseassesseassesseessesseensesseensesssensanssensenssanseesseseessesseansas 76

Elena Camossi, Tatyana Dimitrova, and Aris Tsois

Exploring a Warrior Paradigm to Design Out CYDEICTIME ......cc.ccueviieiriririniinienicntietene sttt ettt eee e sne s 84
Mortaza S. Bargh, Sunil Choenni, Ingrid Mulder, and Roland Pastoor

Laundering Sexual Deviance: Targeting Online Pornography through Anti-money
LAUINACTING ..ottt ettt ettt et ettt et e e ete st e esae s st easesseense et eenseeseenseeseenseeneanseeneenseensesaeensesseensesseensenseensenseansenseanes 91

Alex Antoniou and Gauri Sinha

How Many Ways Do Offenders Travel—Evaluating the Activity Paths of Offenders ...........c.ccooooiiiiniiiinieiiee 99
Richard Frank and Bryan Kinney

Data Mining Applications for Fraud Detection in Securities Market ...........cccoviviiiiiiieniieniinieieceeeeeee e 107

Koosha Golmohammadi and Osmar R. Zaiane

A Model for Identity in the Cyber and Natural UNIVETSES ........c.cccververuierierierieiieriesieieeseeieseeeseeseessesssesseessessesnsesses 115
Duncan Hodges, Sadie Creese, and Michael Goldsmith

Mixed Holistic Reductionistic Approach for Impact Assessment of Cyber Attacks ........ccccoeeerinieninieniinreneee. 123
Giusj Digioia, Chiara Foglietta, Stefano Panzieri, and Alessandro Falleni

Identifying Important Nodes in Weighted Covert Networks Using Generalized
CONLTAIIEY IMBASUIES ......vveureuieiieiieiietceteste sttt st ettt et eat e bt bt et e bt sbesb et e bt sa et et e e et e et est e st ebeebeeueebeebesbese et e beneensensennens 131

Bisharat Rasool Memon

A Machine Learning Approach to Android Malware Detection ...........cccevieieriiienirienieeseeeeeee e 141
Justin Sahs and Latifur Khan

Measuring Relatedness and Augmentation of Information of Interest within Free Text
Law Enforcement DOCUMENES ........c.oouieiiiiieiiitieite ettt ete ettt ettt ettt e ste et esae et e s beeete s bt emse et e enteeseeneeeseeneeeneenaeeneenaes 148
James R. (Bob) Johnson, Anita Miller, Latifur Khan, and Bhavani Thuraisingham

Comparing Methods for Detecting Child Exploitation Content Online ...........cccccevevveeviereerieseenieeiesieeeesreeeeseeene e 156
Bryce Westlake, Martin Bouchard, and Richard Frank

Semantic Network Analysis of Islamist Sources Using Time Slices as Nodes
and Semantic Similarity as Link Strengths: Some Implications for Propaganda
ANALysis @DOUL JTNAG .....ooiiiiiiiiii ettt ettt et b ettt bbbt 164

James A. Danowski

vi



Can Computers Help Us to Better Understand Different Cultures? Toward
a2 Computer-Based CULINT ......ccoociiiieierieie ettt ettt ettt ettt et e st esesatesseeseesseensesseensesseensenseenseaseenseessesseensenses 172

Danny Livshits, Newton Howard, and Yair Neuman

A Prediction of Terrorist Distribution Range Radius and Elapsing Time: A Case Study
in Southern Parts 0of Thailand .........c.cocoveoiiiriiiniiinicce ettt sttt ene 180
Athakorn Kengpol and Pakorn Neungrit

Estimating Citizen Alertness in Crises Using Social Media Monitoring and Analysis ......c..cccceceevererineneneneennennene 189
Fredrik Johansson, Joel Brynielsson, and Maribel Narganes Quijano

Analysis of Weak Signals for Detecting Lone WolIf Terrorists .........cooiveeririeriiieneriereeieseeescee e 197
Joel Brynielsson, Andreas Horndahl, Fredrik Johansson, Lisa Kaati,

Christian Martenson, and Pontus Svenson

Identifying Distinct Components of a Multi-author DOCUMENL .........cccooiiiiiiiiiiieeeeee e e 205
Navot Akiva and Moshe Koppel

Developing a Keystroke Biometric System for Continual Authentication of Computer

John V. Monaco, Ned Bakelman, Sung-Hyuk Cha, and Charles C. Tappert

Dynalink: A Framework for Dynamic Criminal Network Visualization ..........ccoccovveeieiiiienieniinienineceeenceeee 217
Andrew J. Park, Herbert H. Tsang, and Patricia L. Brantingham

Data Base Investigation as @ Ranking ProbDIem ............ccceviieiiinieiiieieiiciee ettt enas 225

Cor J. Veenman

Association and Centrality in Criminal NetWOTKS ......cccccoeviriririnininniecetctctetee e 232

Rasmus Rosengvist Petersen

Analyzing Chat Conversations of Pedophiles with Temporal Relational Semantic
SYSTEITS ..veenvieeuteeite et ettt et rtt e et ettt et e e bt e eat e e s ateeatee b eeeab e e beesabe e beesateesateeabeeabaeeab e e bt e ea b e e beeea bt enhbeeabeebbeenbeebeesabeenneeeate 242
Paul Elzinga, Karl Ervich Wolff, and Jonas Poelmans

Short Papers

Behavioral Analysis and Visualization of Fast-FIux DNS .........cccociiiiiiiniiceentceese e 250
Andi Fitriah Abdul Kadir, Raja Azrina Raja Othman, and Normaziah Abdul Aziz

Open Source Intelligence in Disaster Management ..........co.eeuereeiirieniinienie oottt ettt et seee et esaeeneenees 254
Gerhard Backfried, Christian Schmidt, Mark Pfeiffer, Gerald Quirchmayr,

Markus Glanzer, and Karin Rainer

Perception in International Conflict: An Agent-Based APpProach ...........ccooceeveiiiiiiiiiiiieeseeee e 259
Newton Howard

Al Qaeda Affiliates Operating in Failed States: The Next Front in the War on Terror .........c..cocecevevenenencnenienene 263
Anthony Celso

Application of Natural Language Processing and Evidential Analysis to Web-Based
Intelligence INfOrmation ACQUISTHION .......co.eeruiiieriiiieteetest ettt ettt sttt et et e s bt et e b e et esbe et ebeeneeeseenaeeneenees 268

Natalia Danilova and David Stupples

vii



Structured Documents: Signatures and DECEPTION .....c..eeruiiuieriirieriieienitete ettt sttt sttt sbe e eae 274

Aaron Hunter

Technologies for Granting Balance between Security and Privacy
1N VIAE@O-SUIVEIIIANCE ...ttt ettt s h et st et et e e e st et e eaeeete et e seeeneesaeeneesmeenbesneensens 278
Paolo D’Arminio, Ricardo Buendia Iglesias, Janusz Cichowski, Piotr Dalka,

Damian Ellwart, Sateesh Pedagadi, James Orwell, Inga Kroener, and Daniel Neyland

Posters

iCARE: A Scenario-Based Method for the RIBS Project ........ccoecvieieiiieieniieieseeeeee et 284
Hervé Borrion and Noémie Bouhana

Resilience of Cyber-Physical System: A Case Study of Safe School Environment ...........ccccooinieiiniininieneee. 285
Jyri Rajamdiki, Paresh Rathod, Anu Ahlgren, Johanna Aho, Mari Takari, and Sami Ahlgren

Information Security ASPects Of the 22/7 ATACKS .....cc.eeveiiieiieiieiieeeie ettt ettt te b ere e s e eseeseeseesaeenaesnas 286
Hanno Langweg

Network Intelligence: An EmMerging DIiSCIPIINE ......c.cccveriieierieiiinieeieeteteseesie sttt ete st seee e eseesseesaenseeseesseennennes 287

David E.A. Johnson and Newton Howard

Proactive Digital Forensics: The Ever-Increasing Need for Standardization ...............ccoooeeveiieiinieninenceeneee, 289

Antonis Mouhtaropoulos, Chang-Tsun Li, and Marthie Grobler
Pattern Theory in INtElliZENCe ANALYSIS ....cccoviiieriiiieiiieieitieieete ettt ettt este st e steeae e esbesteesbesseesseeseessesssessesseesseessesses 290

Tove Gustavi and Pontus Svenson

The International Symposium on Open Source Intelligence and Web
Mining 2012 (OSINT-WM 2012)

OSINT-WM 2012 Long Papers

The HiTS/ISAC Social Network ANalysis TOOL........cciecieiiieiiiriieiieiieiieeete ettt beere s e sseeseeseesaeeneesnas 291
Hirad Asadi, Christian Mdrtenson, Pontus Svenson, and Magnus Skold

Detecting Key Players in Terrorist NEtWOTKS ..........cvevieiieriieiienieieeieteeiesteete et ssesaesseetesseessesseenseeseessesseessesnsesses 297
Ala Berzinji, Lisa Kaati, and Ahmed Rezine

Sentiment Network Analysis of Taleban and RFE/RL Open-Source Content
ADOUL ATZNANISTAN ....eviiiiciiciiciec ettt e te et e e te e s e eteesbesaeesseeseesseesbesseessasseenseeseensenssanseeseesseensenes 303

James A. Danowski

The Workshop on Innovation in Border Control (WIBC 2012)

viii



WIBC 2012 Long Papers
Ten Reasons Why IRIS Needed 20:20 Foresight: Some Lessons for Introducing

Biometric Border CONtrol SYSTEIMS .......cc.iiieriiiierieiieitieiesieete st ete et eseeeeesaesseessessaesseessesseessasseessesssensesssassesseesseessenses 311

Anthony J. Palmer and Chris Hurrey

Multi-sensor Multi-target Tracking for Infrastructure ProteCtion ...........ccoccveoiereroiinieiienieieseeeee e 317
M.V. Moreno, C. Pifiana-Diaz, R. Toledo-Moreno, M.A. Zamora, and A. Skarmeta

Predicting Veracity from LinguistiC INAICATOTS .....cc.eeriiriiiiiiieniieiiece et 323

Judee K. Burgoon, Lauren Hamel, and Tiantian Qin

Use of an Automatic Under-Vehicle Inspection System as a Tool to Streamline
Vehicle Screening at Ports of Entry and Security ChecKpPOints ...........cceoeiiereiiiiinieieeieieeie e 329
Erick E. Ruiz and K. Larry Head

Refining Border Security News Event Geotagging through Deployment
Of LeXiCO-SeMANtIC PAILETIIS ......covieiiiieiieeieie ettt ettt ettt ettt esee st este et e s st ensesseenseeseenseeneenseeneenaeeneennes 334
Vanni Zavarella, Jakub Piskorski, Ana Sofia Esteves, and Stefano Bucci

Social Simulations for BOrder SECUTILY ........cc.coiiiiiiiieiece et ettt sttt sbe e eae 340
Maciej M. Latek, Seyed M. Mussavi Rizi, Andrew Crooks, and Mark Fraser

WIBC 2012 Short/Demo Papers

A Comparison of Invasive and Noninvasive Sensors in the Concealed Information

Jeffrey Gainer Proudfoot, Nathan W. Twyman, and Judee K. Burgoon

Performance and Risk Analysis for Border Management Applications: A
Model-Driven Approach and a PerSpective VIEW .........cceciecieriieiiieieiieieriteeesiesee st sae st stesteesesseeseeseenseeseesseensesnes 350

Mayra Sacanamboy, Bojan Cukic, and Vittorio Cortellessa

Benchmark Driven Framework for Development of Emotion Sensing Support SysStems ..........ccocceveeeeniereeneeneenne. 353
Senya Polikovsky, Maria Alejandra Quiros-Ramirez, Yoshinori Kameda, Yuichi Ohta,
and Judee Burgoon

Creation of an EU-Level Information Exchange Network in the Domain of Border

SEOUITLY .vviveeutietieteettesteettet e et e te et e bt esseeteesseeseesseeseesseessesseessessaessassaessasseesseaseesseeseesseesaesseessesseessesseessessanssansenssenseensenns 356
Gregorio Ameyugo, Michal Art, Ana Sofia Esteves, and Jakub Piskorski

The TALOS Project—Autonomous Robotic Patrol VEhiCles ..........cecivieririieniiierecieceeieee e 359
M. Tanas, G. Taberski, W. Hotubowicz, K. Samp, A. Spronska, J. Gtowka, and M. Macias

OptaSense: Fibre Optic Distributed Acoustic Sensing for Border Monitoring ............ccoceeverierenienisieneeeseeee e 362
Arch Owen, Gregory Duckworth, and Jerry Worsley

AULNOTN INA@X ... e ettt e e et e e et e e s et e e e et e s eaeeeseateesaaaeesesaeeeseneeaeas 365





