5th European Conference
on Information Warfare
and Security 2006

(ECIW 2006)

Helsinki, Finland
1-2 June 2006

Editors:

Dan Remenyi

ISBN: 978-1-62276-531-7



Printed from e-media with permission by:

Curran Associates, Inc.
57 Morehouse Lane
Red Hook, NY 12571

proceedings

.com

Some format issues inherent in the e-media version may also appear in this print version.

Copyright© The Authors, (2006). All Rights Reserved.

No reproduction, copy or transmission may be made without written
permission from the individual authors.

Papers have been double-blind peer reviewed before final submission to
the conference. Initially, paper abstracts were read and selected by the
conference panel for submission as possible papers for the conference.

Many thanks to the reviewers who helped ensure the quality of the full
papers.

Printed by Curran Associates, Inc. (2012)

Published by Academic Conferences Ltd.
Curtis Farm Kidmore End
Reading RG4 9AY UK

Phone: 441 189 724 148
Fax: 441189 724 691

info@academic-conferences.org

Additional copies of this publication are available from:

Curran Associates, Inc.

57 Morehouse Lane

Red Hook, NY 12571 USA
Phone: 845-758-0400

Fax:  845-758-2634

Email: curran@proceedings.com
Web:  www.proceedings.com



ECIW 2006

Contents
Paper Title Author(s) Page
Preface v
Biographies of Conference Chairs,
Programme Chair, Keynote Speaker and Vi
Mini-track Chairs
Biographies of contributing authors viii
Otto Airamo and Teemupekka
. . . Virtanen
Enterprise IPv6 Firewalling Helsinki University of Technology, L
Finland
Proposed Risk Minimization Measures for gzciﬁlttop()r:‘eI:\chﬁrgn%Stion Technolo
Cyber-Terrorism and SCADA Networks in y ot nform L W 1o
. Monash University, Victoria,
Australia .
Australia
Jean Berger', Abdeslem
Boukhtouta® and Mourad Debbabi®
A Middleware Solution for Data and Service | 'Defence Research and
Integration in Network Centric Information Development Canada, Valcatrtier, 19
Systems Quebec, Canada
“Concordia University, Montreal,
Quebec, Canada
Sneza Dojkovski, Sharman
Challenges in Fostering an Information Lichtenstein and Matthew J. Warren
Security Culture in Australian Small and School of Information Systems, 31
Medium Sized Enterprises Deakin University, Burwood,
Australia
Jamie Graves, William Buchanan,
Performance Analysis of Network Based Lionel Saliou and John Old
Forensic Systems for In-line and Out-of-line | Centre for Mobile Computing and 41
Detection and Logging Security, Napier University,
Edinburgh, UK
Lazaros Gymnopoulos®, Maria
Karyda', Theodoros Balopoulos,
Stelios Dritsas?, Spyros Kokolakis®,
. . : Costas Lambrinoudakis* and
Developing a Security Patterns Repository o1
for Secure Applications Design 1Stef.anos. Gritzalis 51
University of the Aegean, Samos,
Greece
“Athens University of Economics
and Business, Greece
Zia Ha%/atl, Jeff Reeve' and Chris
1Boutle
. L School of Electronics and
Dynamic Threat Assessment for Prioritising Computer Science, University of 61

Computer Network Security

Southampton, UK
’BAE Systems Integrated System
Technologies, Camberley, UK




Paper Title Author(s) Page
Arto Hirvela
Discovering how Information Warfare Eastern Command Headquarters, 7
Distorts the Information Environment Finnish Defence Forces, Mikkeli,
Finland
Strategic Leadership and Information Time | Aki-Mauri Huhtinen
Military Culture. The Alternative of “Pre- Department of Leadership Studies, 81
emptive Strike” and “Shock and Awe”: National Defence College, Helsinki,
“Gelassenheit” Finland
Aki-Mauri Huhtinen®, Kari Laitinen®
and Risto Sinkko®
'Department of Leadership Studies,
Defence Forces as a Part of Changing N_atlonal Defence College, Helsinki,
Society and Culture: The Case of Finland |2:|nla}nd . . 89
) National Police College of Finland,
Helsinki, Finland
% Finnish Defence Forces, Helsinki,
Finland
Laughter and Humour as an Influence William Hutchinson
Agent in Contemporary Information Edith Cowan University, Perth, 97
Operations Australia
Hidden Global Security Threats and .
Emerging Technologies Exposed Through Berg Hyacinthe . . 101
; ) Florida State University, FL, USA
Information Warfare Paradigms
A Global Review of Information Remaining Andy :Jones .
on Disks Disposed of by Organisations Security Research Group, Adjunct, | 111
P yorg Edith Cowan University
) . Petteri Jouko
Musketeer: A Case Study on Psychological National Defence College, Helsinki, | 115
Warfare .
Finland
Auli Keskinen® and Pirjo Stahle?
. . . "National Defence College
Foresight Knowledge in Strategic Helsinki. Finland ’ 123
Management and Leadership 2 e'sinid, Hnian
Finland Futures Research Centre,
Helsinki, Finland
Data Modelling of an Action Environment for Pertti Kuokkanen .
. Department of Computer Science, 133
Information Warfare : : L
University of Helsinki,Finland
The Emerging Combination of the Principles . .
of War and Social System Information ﬁgggr?alf%lfasf::;?::gilll\gk: ﬁﬁ:ﬂ? 143
Categories in the Networked IW - ge, ’
- Finland
Environment
Tuija Kuusisto!, Rauno Kuusisto?
and Hannes Seppanenl
Geographic Information Management in "Helsinki University of Technology,
- o . : 151
Brigade Level Decision-Making Espoo, Finland
2National Defence College,
Helsinki, Finland
. . S llona llvonen
Information Security Management in Finnish Tampere University of Technology, | 161
SMEs .
Finland
Prateek Mittal, Gautam Barua and
Defeating Reflector Attacks: Signature Sameer Narang 169

Conflict Triggered Filtering

Department of CSE, Indian Institute
of Technology, Guwabhati, India




Paper Title Author(s) Page
Critical Infrastructure Protection, Modelling Graeme Pye and Matthew Warren
) - School of Information Systems,
and Management: An Australian . ; . 177
; Deakin University, Geelong,
Commercial Case Study .
Australia
. ) . Jari Rantapelkonen
Cras_hlng Qultl_]res of War. So!d|ers and National Defence College, Helsinki, | 191
Warriors Fighting for Information -
Finland
Dan Remenyi
Conversation and Reflection to Identify School of Systems and Data 199
Research Questions: The Socratic Dialogue | Studies, Trinity College Dublin,
Ireland
Lionel Saliou, William Buchanan,
Analysis of Firewall Performance Variation Jamie Graves and Jose Munoz
to Identify the Limits of Automated Network | Centre of Mobile Computing and 205
Reconfigurations Security, Napier University,
Edinburgh, UK
Asaf Shabtai, Yuval Shahar and
Using the Knowledge-Based Temporal Yuval Elovici
Abstraction (KBTA) Method for Detection of | Information Systems Department, 215
Electronic Threats Ben-Gurion University, Beer-Sheva,
Israel
Data Disposal: How Educated are Your lain Sutherland and Vivienne Mee, 205
Schools? University of Glamorgan, UK
Sérgio Tenreiro de Magalhaes®,
Henrique Sant2031 and Paulo
. C . Viegas Nunes
Critical Aspects In Authentication Graphic University of Minho, Guimaraes, 231
Keys
Portugal
*Military Academy Research
Center, Lisboa, Portugal
Intelligence on Competitors and Ethical Theodore Tryfonas and Paula
) . Thomas
Challenges of Business Information ity of hnol 237
Operations Fa(_:u ty o Advanced Technology,
University of Glamorgan, UK
Rajeev Veeraghattam, Patrick
Defibaugh-Chavez, Srinivas
. . Mukkamala and Andrew Sung
Effective Honeypot Detection Institute for Complex Additive 245
Systems Analysis, New Mexico
Tech, Socorro, USA
Mikko Voipio
Spammers' Touch in e-mail Headers Helsinki University of Technology, 255
Finland
Civil War via Media: 19th Century Print Marja Vuorinen . .
Publicity as a Battle.field Department of Social Science 263
y University of Helsinki, Finland
National Security Personnel Perspectives Ken Webb
on the use of Information Operations by Edith Cowan University, Perth, 271
Terrorists: An Australian Context Western Australia
Hamid Jahankhani and Richard
Forensic Analysis of Mobile Devices Meal 281

University of East London, School
of Computing and Technology






