
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 ISBN: 978-1-62748-908-9 
ISSN: 2048-8602 

12th European Conference  
on Information Warfare  
and Security 2013 
 
 
 

Jyväskylä, Finland 
11-12 July 2013 

 

 

Editors: 
 
Rauno Kuusisto 
Erkki Kurkinen 
 

 



Printed from e-media with permission by: 
 

Curran Associates, Inc. 
57 Morehouse Lane 

Red Hook, NY  12571 
 

 
 

Some format issues inherent in the e-media version may also appear in this print version. 
 
 
 
 
 
 
 
 
 
 
 
Copyright© The Authors, (2013). All Rights Reserved. 
 
No reproduction, copy or transmission may be made without written 
permission from the individual authors. 
 
Papers have been double-blind peer reviewed before final submission to 
the conference. Initially, paper abstracts were read and selected by the 
conference panel for submission as possible papers for the conference. 
 
Many thanks to the reviewers who helped ensure the quality of the full 
papers. 
 
Printed by Curran Associates, Inc. (2013) 
  
Published by Academic Conferences Ltd. 
Curtis Farm Kidmore End 
Reading RG4 9AY UK 
 
Phone:  441 189 724 148 
Fax:  441 189 724 691 
 
info@academic-conferences.org 
 
 
Additional copies of this publication are available from: 
 
Curran Associates, Inc. 
57 Morehouse Lane 
Red Hook, NY 12571 USA 
Phone:  845-758-0400 
Fax:      845-758-2634 
Email:   curran@proceedings.com 
Web:     www.proceedings.com 



 

Contents 

Paper Title Author(s) Page  
No. 

Preface  Iv 

Committee  v 

Biographies   vii 

Critical Infrastructure Cybersecurity: A Review of 
Recent Threats and Violations 

Nasser Abouzakhar 1 

Strategic Communication Before “Strategic 
Communication”: Germany’s Security Police in 
Estonia 1941–1944 

Kari Alenius 
 

11 

Cyber Macht - Laying the Groundwork for a new 
Comprehensive Academic Theory 

Leigh Armistead  and Scott Starsman 16 

Anomaly Detection via Manifold Learning Amir Averbuch and Pekka Neittaanmäki 24 

Strategic Communication of the EU: The Counter-
Terrorist Aspect 

Darya Yu. Bazarkina  31 

Unrestricted Warfare Versus Western Traditional 
Warfare: A Comparative Study 

Grégory Commin and Éric Filiol 38 

Secret Sharing for High Security Codes on Smart-
Cards 

Paul Crocker and Adolfo Peixinho 45 

ECENTRE – Education as a Defensive Weapon in 
the war Against Cybercrime 

Denis Edgar-Nevill 54 

The Control of Technology by Nation State: Past, 
Present and Future: The Case of Cryptology and 
Information Security 

Eric Filiol 62 

The Issues of Software Being Classified as 
Malicious by Antivirus False Positive Alerts 

Grigorios Fragkos, Olga Angelopoulou and 
Konstantinos Xynos 

70 

Leaks by a Thousand Clicks: Examining the 
Growing Risk of Mobile Working 

Wendy Goucher and Karen Renaud 81 

Modelling Attribution Clement Guitton 91 

Cyberspace from the Hybrid Threat Perspective Håkan Gunneriusson and Rain Ottis 98 

Combining Research and Education in Tactical 
Combat Modelling – 5th Sandis Workshop 

Juhani Hämäläinen, Bernt Åkesson and Esa Lappi 106 

From Auftragstaktik to Comprehensive Approach: 
Key Leader Engagement in Strategic 
Communication 

Arto Hirvelä, Aki-Mauri Huhtinen and Tommi 
Kangasmaa 

112 

Preparing for Cyber Threats in Companies With 
Information Security Policies 

Ilona Ilvonen and Pasi Virtanen 120 

Strategic Communication as a Communication 
Model: Functions, Characteristics and Criticism 

Saara Jantunen 127 

Improving Cyber Defence of Tactical Networks by 
Using Cognitive Service Configuration 

Anssi Kärkkäinen 135 

Efficient Remote Authentication Michael Kiperberg and Nezer Zaidenberg 144 

Retrospective Evaluation of Cyber Security 
Strategic Reports for the Next two Decades: From 
2000 to 2030  

Ahmet Koltuksuz 
 

149 

i 



 

Paper Title Author(s) Page  
No. 

Alerting Security Authorities and Civilians with 
Smartphones in Acute Situations 

Jaana Kuula, Olli Kauppinen, Vili Auvinen, Santtu 
Viitanen, Pauli Kettunen and Tuomo Korhonen 

157 

Strategic Communication for Cyber Security 
Leadership 

Rauno Kuusisto and Tuija Kuusisto 167 

Dangers of Social Networking Sites- the 
Propagation of Malware 

William Aubrey Labuschagne and Namosha 
Veerasamy  

173 

The Ways, Means and Ends in Cyber Security 
Strategies 

Martti Lehto 182 

Information Security – Military Standards Versus 
ISO 27001: A Case Study in a Portuguese Military 
Organization 

José Martins, Henrique dos Santos, António 
Rosinha and Agostinho Valente 

191 

Mobile Bullying in South Africa - Exploring its 
Nature, Influencing Factors and Implications 

Grant Oosterwyk and Michael Kyobe 201 

The Strategic Communication of Russia, China 
and the USA in Latin America: War or Peace? 

Evgeny Pashentsev 210 

National Security Auditing Criteria, KATAKRI: 
Leading Auditor Training and Auditing Process 

Jyri Rajamäki and Merja Rajamäki 217 

Russian State Leaders’ Contradicting Narratives 
on Social Media 

Jari Rantapelkonen and Margarita Jaitner 224 

Can Keys be Hidden Inside the CPU on Modern 
Windows Host  

Amit Resh and Nezer Zaidenberg 231 

Scan Detection System Using Artificial Neural 
Networks 

Francisco Ribeiro and Henrique Santos 236 

Mobile Cyberwarfare Threats and Mitigations: An 
Overview 

Libor Sarga and Roman Jašek 243 

Analysis of Services in Tor Network: Finnish 
Segment 

Alexander Semenov 252 

On the use of Honeypots for Detecting Cyber 
Attacks on Industrial Control Networks 

Paulo Simões, Tiago Cruz, Jorge Gomes and 
Edmundo Monteiro 

263 

Critical National Infrastructure Protection: 
Evolution of Israeli Policy 

Lior Tabansky 271 

Comparative Analysis of Open-Source log 
Management Solutions for Security Monitoring 
and Network Forensics 

Risto Vaarandi and Paweł Niziński 278 

Determining Trust Factors of Social Networking 
Sites 

Namosha Veerasamy and William Aubrey La-
buschagne 

288 

The Influence of Joining the European Union on 
Human Trafficking 

Ineke Weijer, Karin Ehnberg, Dijana Grd, Boris 
Kišić, Juan Muro Garrido-Lestache and Marc-
Johan Tsalatsouzy 

298 

Covert Channel Based Eavesdropping Malware 
Analysis and Detection for Android Systems 

Lu Yu-Chun, Sung Je-Guang, Yang Chu-Sing and 
Yang Ya-Yin  

304 

PHD papers  313 

Technology, Violence and law: Cyber Attacks and 
Uncertainty in International law 

Samuli Haataja 315 

Modelling Cyber Warfare as a Hierarchic Error 
Effect of Information 

Harry Kantola and Juhani Hämäläinen 322 

ii 



 

Paper Title Author(s) Page  
No. 

Resolving Terminology Heterogeneity in Digital 
Forensics Using the Web  

Nickson Karie and Hein Venter 328 

Protecting Critical Infrastructure Services in the 
Cloud Environment 

Áine MacDermott, Qi Shi, Madjid Merabti, and 
Kashif Kifayat 

336 

Information Security Management System 
Standards: A gap Analysis of the Risk 
Management in ISO 27001 and KATAKRI 

Riku Nykänen and Mikko Hakuli 344 

Time Correlated Anomaly Detection Based on 
Inferences  

Abimbola Olabelurin, Georgios Kallos, Yang 
Xiang, Robin Bloomfield, Suresh Veluru and Mut-
tukrishnan Rajarajan 

351 

Applicability of Cultural Markers in Computer 
Network Attack Attribution  

Charmaine Sample 361 

Securing Complex System-of-Systems 
Compositions 

Nathan Shone, Qi Shi, Madjid Merabti and Kashif 
Kifayat 

370 

Non Academic papers  381 

Proactive Cyber Defense: Understanding and 
Testing for Advanced Persistent Threats (APTs)  

Anna-Maija Juuso , Ari Takanen and Kati Kittilä 383 

Work In Progress Papers  395 

Efficient and Secure Remote Data Storing and 
Processing 

Mohd Rizuan Baharon, Qi Shi, David Llewellyn-
Jones and Madjid Merabti  

397 

How to Improve Network Security Using 
Gamification 

Anthony Keane and Jason Flood 402 

Truly Protect Video Delivery Nezer Zaidenberg and Asaf David 405 
 

iii 




