IET Seminar on Cyber
Security for Industrial
Control Systems 2015

IET Seminar Digests 2015/15652

London, United Kingdom
2 — 3 February 2015

ISBN: 978-1-5108-0957-4



Printed from e-media with permission by:

Curran Associates, Inc.
57 Morehouse Lane
Red Hook, NY 12571

proceedings

.com

Some format issues inherent in the e-media version may also appear in this print version.

Copyright© (2015) by the Institution of Engineering and Technology
All rights reserved.

Printed by Curran Associates, Inc. (2015)

For permission requests, please contact the Institution of Engineering and Technology
at the address below.

Institution of Engineering and Technology
P. O. Box 96

Stevenage, Hertfordshire

U.K. SG12SD

Phone: 01-441-438-767-328-328
Fax: 01-441-438-767-328-375

www.theiet.org

Additional copies of this publication are available from:

Curran Associates, Inc.

57 Morehouse Lane

Red Hook, NY 12571 USA
Phone: 845-758-0400

Fax:  845-758-2634

Email: curran@proceedings.com
Web:  www.proceedings.com



TABLE OF CONTENTS

ICS THREATS. A KASPERSKY LAB VIEW, PREDICTIONS AND REALITY ..ot 1
A. Nikishin

MODEL CITY EXPLORES ICS SECURITY ISSUES IN OUR CRITICAL INFRASTRUCTURE............ccccevrnnn. 23
R. Piggin, |. Buffey

THE CONNECTED ENTERPRISE ... .ottt sttt et e e steesn e eteeaseaesneeanseesneeanseesneeanseesnnnennenans 30
A. Ballard

BEST PRACTICES IN AN ICS ENVIRONMENT ...ttt sttt stve et nae e e nnaeesnaesnaeennee s 52
H. Boyes

A SIMULATED CRIMINAL ATTACK: LESSONS FROM A RED TEAM EXERCISE ........ccccoovviiniiiiiiineieiens 70
P. Wood

THREAT-BASED DEFENCE: A NEW APPROACH FOR CYBER-SECURITY ..cciiiiiiieiiecieese e 81
A. Silva

MANAGING CYBER RISK IN INDUSTRIAL CONTROL SYSTEMS - WORKSHORP .......cccccoov i 91
S. Oxley

Author Index





