2016 IEEE International
Conference on Cybercrime

and Computer Forensics
(ICCCF 2016)

Vancouver, British Columbia, Canada
12 — 14 June 2016

‘Q IE E E IEEE Catalog Number:  CFP16CHL-POD
’ ISBN: 978-1-5090-6097-9



Copyright © 2016 by the Institute of Electrical and Electronics Engineers, Inc
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

***This publication is a representation of what appears in the IEEE
Digital Libraries. Some format issues inherent in the e-media version may
also appear in this print version.

IEEE Catalog Number: CFP16CHL-POD
ISBN (Print-On-Demand): 978-1-5090-6097-9
ISBN (Online): 978-1-5090-6096-2

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

proceedings

.com



Table of contents

Sponsors

Organising and Technical Committees

Welcoming message — Dr Barry Cartwright

Welcoming message — Bob Gill

Welcoming message — Dr Laurie Lau and Dr Lennon Chang

Aunshul Rege (Temple University, USA), Incorporating the Human Element in Anticipatory
and Dynamic Cyber Defense.....1

Oluwasola Mary Adedayo, Big Data and Digital Forensics: Rethinking Digital Forensics.....8

Masaya Yoshikawa and Yusuke Nozaki (Meijo University, Japan), Electromagnetic
Analysis Attacks for a Lightweight Cipher PRINCE.....15

Morvareed Bidgoli and Jens Grossklags (The Pennsylvania State University, USA), End
User Cybercrime Reporting: What We Know and What We Can Do to Improve It.....21

Nicola Chemello (Securecube srl., Italy), Correlating CDR with Other Data Sources:
Succeeding against Anti-Forensics.....27

Lisa Kaati (Uppsala University, Sweden), Fredrik Johansson (Swedish Defence Research
Agency, Sweden) and Elinor Forsman (Uppsala University, Sweden), Semantic
Technologies for Detecting Names of New Drugs on Darknets.....32

Katie Cohen Johansson (Swedish Defence Research Agency, Sweden), Lisa Kaati (Uppsala
University, Sweden) and Amendra Shrestha (Uppsala University, Sweden), Linguistic
Analysis of Lone Offenders Manifestos.....39

Hua-An Zhao and Kazuma Uchida (Kumamoto University, Japan), A De-noising Algorithm
for Voice Recognition with Low SNR.....47

Alejandro Diaz, Jongeun Choi, Tomas Holt, Steven Chermak (Michigan State University,
USA), and Joshua Freilich (CUNY, USA), Data-Driven System Identification of the Social
Network Dynamics in Online Postings of an Extremist Group.....51

Barry Cartwright (Simon Fraser University, Canada), Cyberbullying and Cyber Law: A
Canadian perspective.....60

George Weir (University of Strathclyde, UK), Richard Frank, Barry Cartwright (Simon
Fraser University, Canada) and Emanuel dos Santos (University of Strathclyde, UK),
Positing the Problem: Enhancing Classification of Extremist Web Content Through Textual
Analysis.....67

Nick McDonald, David Leader, Cheng-Kao Chiang, Youry Khmelevsky (Okanagan College,
Canada) Rob Bartlett and Alex Needham (WTFast, Canada), A New On-Line Tool for
Gamer Network Performance Analysis.....70

Gaétan Hains (Huawei, France), Youry Khmelevsky (Okanagan College, Canada), Rob
Bartlett and Alex Needham (WTFast, Canada), Game Private Networks Performance:
Analytical Models for Very-Large Scale Simulation.....76

Regner Sabillon (Universitat Oberta de Catalunya, Spain), Jeimy Cano (Universidad de los
Andes, Colombia), Victor Cavaller (Universitat Oberta de Catalunya, Spain), and Jordi
Serra (Universitat Oberta de Catalunya, Spain), Cybercriminals, Cyberattacks and
Cybercrime: Privacy, Security and Control.....86

Samar Albladi and George Weir (University of Strathclyde, UK), Vulnerability to Social
Engineering in Social Networks: A Proposed User-Centric Framework.....95

Daniel Atkinson, Nick McDonald, and Youry Khmelevsky (Okanagan College, Canada),
Reporting Personal and Corporate Data for Secure Storage in Cloud.....101

Najla Etaher and George Weir (University of Strathclyde, UK), Understanding Children’s
Mobile Device Usage.....108

Mandeep Pannu (KPU, Canada), Bob Gill (BCIT, Canada), Robert Bird (Coventry University,




UK), Kai Yang (KPU, Canada) and Ben Farrel (KPU, Canada), Exploring Proxy Detection
Methodology.....115

Suleman Ibrahim (Royal Holloway University of London, UK), Causes of Socioeconomic
Cybercrime in Nigeria - Parents' Perspectives.....121

Andreea Bendovschi (Bucharest University of Economic Studies, Romania) and Ameer Al-
Nemrat (University of East London, UK), Security Countermeasures in the Cyber-World.....130

Khulood Al Zaabi (Zayed University, UAE), Android Device Hacking Tricks and
Countermeasures.....137

Author index






