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1 May 2017, Monday (Tutorials)

13:00-15:30 TUTORIAL 1 and TUTORIAL 2
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Prof. Mark Tehranipoor, University of Florida

T2. Trusted Platform Modules and Their Applicability to Hardware and Software
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2 May 2017, Tuesday
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08:30 - 08:45 Opening Remarks: HOST 2017 General and Program Chairs
08:45 - 09:00 HOST 10th Anniversary Ceremony

09:00 - 09:45 Keynote I: Improbabilities of Security
Speaker: Paul Kocher Cryptography Research, Inc. / Rambus

09:45 - 10:15 Visionary Talk I : The Role of Infrastructure IP in Securing SOCs
Speaker: Yervant Zorian, Synopsys Chief Architect and Fellow

10:15 - 11:00 Hardware Demo Competition & Posters
Hardware Demo Chair: Jim Plusquellic, University of New Mexico
Poster Session Chair: Wujie Wen, Florida International University

11:00 - 12:20 Session 1: Architecture Level Security
Session Chair: Aaron Cohen, US Naval Research Laboratory

12:20 - 13:30 LUNCH
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15:00 - 16:00

16:00 - 16:30

16:30 - 17:45
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Session Chair: Wayne A. Reed, KCNSC

Hardware Demo Competition & Posters
Hardware Demo Chair: Jim Plusquellic, University of New Mexico
Poster Session Chair: Wujie Wen, Florida International University

Keynote II: Establishing Hardware Trust: Challenges, Opportunities and (Im)possibilities
Speaker: Todd M. Austin University of Michigan

PANEL I: DoD and Hardware Security
Panel Moderator: Saverio Fazzari, Booz Allen
Panelists:
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*  Hardware Hacking Security Education Platform (HaHa SEP): Enabling Hands-On Applied
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Regulator.....N/A
M. Kar, A. Singh, S. Mathew, A. Rajan, V. De and S. Mukhopadhyay

®  Data Exfiltration using Building Automation to Bridge Air Gapped System.....N/A
Marcial Tienteu, Asia Mason, Michael Talley, Tellrell White, Edmund Ahovi, Denzel Hamilton, Kevin
Kornegay, Michel Reece and Willie Thompson

*  Spoofing, DOS, DDOS Attacks On a Z-Wave Home Automation System.....N/A
Latha Suryavanshi Mahadeva Rao, Khir Henderson, Tsion Yimer, Aaron Edmund, Kevin Kornegay and
Jumoke Ladeji-Osias

®  Hardware Demo: Hacking Z-Wave using Insider Tools.....N/A
Aaron Edmond, Khir Henderson, Latha Suryavanshi and Tsion Yimer

®  UCR: An Unclonable Environmentally-Sensitive Chipless RFID Tag.....N/A
Kun Yang, Haoting Shen, Domenic Forte and Mark M. Tehranipoor

™ Demonstration of Built-in Secure Register Bank (BSRB) Protection Scheme for Embedded System
Security.....N/A
Sean D. Kramer and Zhiming Zhang

™ Prevention & Detection of Hardware Trojans in Wireless Cryptographic ICs: Silicon
Demonstration.....N/A
Georgios Volanis, C. Kapatsori, Yu Liu and Yiorgos Makris

®  Real-time Causal Internet Log Analytics by HW/SW/Projection Co-design.....N/A
Bita Darvish Rouhani, Mohammad Ghasemzadeh and Farinaz Koushanfar

> Demonstration of Hardware Trojan Attacks & Defenses in an IEEE 802.11a/g Network.....N/A
Kiruba S. Subramani, Angelos Antonopoulos, Ahmed Attia Abotabl, Aria Nosratinia and Yiorgos Makris

*  FAME: Fault Aware Microprocessor Extension Demonstrator.....N/A

2017 IEEE International Symposium on Hardware Oriented Security and Trust (HOST)
XXVii



Chinmay Deshpande, Marjan Ghodrati, Bilgiday Yuce, Abhishek Bendre, Conor Patrick, Nahid Farhady
Ghalaty, Leyla Nazhandali and Patrick Schaumont

Demo: Practical Cryptographically-Secure PUFs based on Learning Parity with Noise.....N/A
Chenglu Jin, Charles Herder, Ling Ren, Phuong Ha Nguyen, Benjamin Fuller, Srinivas Devadas and
Marten van Dijk

Synthesis of Hardware Sandboxes for Trojan Mitigation in Systems on Chip --- Hardware Demo
Proposal.....N/A

Christophe Bobda, Taylor JL Whitaker, Charles Kamhoua, Kevin Kwiat and Laurent Njilla

Hardware Based Secure CAN Bus Communication.....N/A

Ali Shuja Siddiqui, Jim Plusquellic and Fareena Saqib

Implementation Diversity and Dynamic Partial Reconfiguration for Impeding Differential Power
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Nahome G. Bete, Meghanath Nakka, Jim Plusquellic, Fareena Saqib, Chintan Patel and Ryan Robucci
Ag Conductive Bridge RAMs for Physical Unclonable Functions.....N/A

Bertrand Cambou, Fatemeh Afghah Derek Sonderegger, Jennifer Taggart, Hugh Barnaby and Michael
Kozicki
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