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Lorenzo Bigagli (National Research Council of Italy, Italy)
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Technical Sessions Continued - Thursday, June 8
A Resource-based Rule Engine for Energy savings recommendations in Educational Buildings

Federica Paganelli (National Inter-University Consortium for Telecommunications; Research Unit at the
University of Firenze, Italy)

Giovanni Cuffaro (CNIT, Italy)

Georgios Mylonas (Computer Technology Institute; Press Diophantus, Greece)

Data Aggregation, Fusion and Recommendations for Strengthening Citizens Energy-Aware
BENAVIOUTAL ...ttt e e oottt e e 4o ettt e e e e e et e e e e e e eae s 391
Eleni Fotopoulou (Ubitech Ltd, Greece)

Anastasios Zafeiropoulos (UBITECH; National Technical University of Athens, Greece)

Fernando Terroso-Saenz (University of Murcia, Spain)

Aurora Gonzéalez-Vidal (University of Murcia, Spain)

Antonio Fernando Skarmeta Gomez (University of Murcia, Spain)

Umutcan Simsek (University of Innsbruck, Austria)

Anna Fensel (University of Innsbruck, Austria)

16:15 - 18:00
IoT Security and Privacy for Internet of Things | Session Il
Room: 16

Employing Attribute-Based Encryption in Systems with Resource Constrained Devices in an
Information-Centric NetWOTrKing CONTEXT.......uiiiiiiiiiiiiii e e e 397
Joakim Borgh (Uppsala University &amp; Ericsson, Sweden)

Edith C.-H. Ngai (Uppsala University; Division of Computer Systems, Sweden)

Borje Ohlman (Ericsson, Sweden)

Adeel Mohammad Malik (Ericsson, Sweden)

Secure Routing in 10T NetWOrks With SISLOF .......ooiiiiiiiee e 403
Ayman El Hajjar (Birkbeck University of London, United Kingdom)

George Roussos (Birkbeck College, University of London, United Kingdom)

Maura B Paterson (Birkbeck, University of London, United Kingdom)

Smart Cameras with onboard Signcryption for Securing 10T Applications ........cccooeveiiiiiiiiiiiiiecennn, 409
Subhan Ullah (University of Genova ; Alpen-Adrea Universitat, Italy)

Bernhard Rinner (Alpen Adria Universitat Klagenfurt, Austria)

Lucio Marcenaro (Universita degli Studi di Genova, Italy)

Securing User Identity and Transactions Symbiotically: 10T Meets Blockchain ...........cccccoovieeenns 415

David W Kravitz (DarkMatter, USA)
Jason Cooper (Darkmatter, USA)
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Technical Sessions - Friday, June 9"

9:00 - 10:45

2" Workshop on User Centric Security, Privacy and Data Governance in Smart Cities [USP4SC] |
Session |

Room: 16

A Digital Envelope approach using Attribute-Based Encryption for Secure Data Exchange in 0T

S YoT =] o= 1 o 1 TSP PRRT 421
Salvador Pérez (University of Murcia, Spain)

José Luis Hernandez Ramos (University of Murcia, Spain)

Antonio Fernando Skarmeta Gomez (University of Murcia, Spain)

Diego Pedone (FINCONS SpA, Italy)

Domenico Rotondi (FINCONS SpA, Italy)

Leonardo Straniero (FINCONS SpA, Italy)

Trustworthy Firmware Update for Internet-of-Thing Devices Using Physical Unclonable Functions

.................................................................................................................................................................. 427
Miguel Prada Delgado (University of Seville, Spain)

Alfredo Vazquez Reyes (University of Seville, Spain)

lluminada Baturone (University of Seville, Spain)

The Challenge of OwnData Services FeatUresS.......ccccvviiiiiiiii i, 432

Jan Frece (Bern University of Applied Sciences & E-Government Institute, Switzerland)

When Things Are Sensors for Cloud Al: Protecting Privacy Through Data Collection Transparency
iN the Age Of Digital ASSISTANTS ... ittt e e et e e e e e e e e be e e e e e e e anneeneeeaens 438
Paul G. Flikkema (Northern Arizona University, USA)
Bertrand Cambou (Northern Arizona University, USA)

11:15-13:00

2" Workshop on User Centric Security, Privacy and Data Governance in Smart Cities [USP4SC] |
Session Il

Room: 16

ANASTACIA Advanced Networked Agents for Security and Trust Assessment in CPS lIoT
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Sebastien Ziegler (Mandat International, Switzerland)

Antonio Fernando Skarmeta Gomez (University of Murcia, Spain)

Eunsook Eunah Kim (Device Gateway SA, Switzerland)

Stefano Bianchi (SOFTECO SISMAT, ltaly)

Jorge Bernal Bernabé (University of Murcia, Spain)
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Technical Sessions Continued - Friday, June 9

SocloTal- The Development and Architecture of a Social 10T Framework ..........cccccooiiiiiiienniies

Colin O'Reilly (University of Surrey, United Kingdom)
Jorge Bernal Bernabé (University of Murcia, Spain)
Ignacio Elicegui (Universidad de Cantabria, Spain)
Etienne Gandrille (CEA, France)

Nenad Gligori¢ (Faculty of Organizational Sciences, Serbia)
Alexander Gluhak (Digital Catapult, Denmark)

Christine Hennebert (CEA-LETI)

José Luis Hernandez Ramos (University of Murcia, Spain)
Carmen Lépez (University of Cantabria, Spain)

Andrea Manchinu (CRS4, Italy)

Klaus Moessner (University of Surrey, United Kingdom)
Michele Nati (Digital Catapult, United Kingdom)

Niklas Palaghias (University of Surrey, United Kingdom)
Antonio Pintus (CRS4, Italy)

Luis Sanchez (University of Cantabria, Spain)

Alberto Serra (CRS4, Italy)

Rob Van Kranenburg (Council, Thinktank for IoT &amp; University of Liepaja, Belgium)

User-Centric Access Control for Efficient Security in Smart Cities
Victoria Betran (Singapore University of Technology and Design)
Juan A. Martinez (Odin Solutions S.L.)

Antonio Fernando Skarmeta Gomez (Odin Solutions S.L.)
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