
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
IEEE Catalog Number: 
ISBN: 

CFP17L49-POD 
978-1-5386-2012-0 

2017 IEEE International Congress 
on Internet of Things 
(ICIOT 2017) 

Honolulu, Hawaii, USA 
25-30 June 2017 



 
 
 
 
 
 
 
Copyright © 2017 by the Institute of Electrical and Electronics Engineers, Inc. 
All Rights Reserved 
 
Copyright and Reprint Permissions:  Abstracting is permitted with credit to the source.  
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private 
use of patrons those articles in this volume that carry a code at the bottom of the first 
page, provided the per-copy fee indicated in the code is paid through Copyright 
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.   
 
For other copying, reprint or republication permission, write to IEEE Copyrights 
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ  08854.  All rights 
reserved.   
 
*** This is a print representation of what appears in the IEEE Digital 
Library.  Some format issues inherent in the e-media version may also 
appear in this print version.  
 
 
IEEE Catalog Number:   CFP17L49-POD 
ISBN (Print-On-Demand):  978-1-5386-2012-0 
ISBN (Online):   978-1-5386-2011-3 
 
 
 
           
 
Additional Copies of This Publication Are Available From: 
 
Curran Associates, Inc 
57 Morehouse Lane 
Red Hook, NY  12571 USA 
Phone:  (845) 758-0400 
Fax:  (845) 758-2633 
E-mail: curran@proceedings.com 
Web:               www.proceedings.com 

 
 
 



2017 IEEE International
Congress on Internet of Things

ICIOT 2017
Table of Contents

Message from the General Chairs ...........................................................................................................viii

Message from the Program Chairs............................................................................................................ix

Organizing Committee.................................................................................................................................x

Technical Program Committee..................................................................................................................xi

IEEE Computer Society Technical Committee

on Services Computing Services Society...............................................................................................xiii

ICIOT 2017 Research Track

Research Session 1: Security and Trust
Boot-IoT: A Privacy-Aware Authentication Scheme for Secure Bootstrapping
of IoT Nodes .................................................................................................................................................1

Mahmud Hossain and Ragib Hasan

Securing IoT-Based Cyber-Physical Human Systems against Collaborative
Attacks ..........................................................................................................................................................9

Sathish A.P. Kumar, Bharat Bhargava, Raimundo Macêdo, and Ganapathy Mani

Adaptable Safety and Security in V2X Systems .........................................................................................17
Miguel Villarreal-Vasquez, Bharat Bhargava, and Pelin Angin

Research Session 2: Security and Trust
Trust-IoV: A Trustworthy Forensic Investigation Framework for the Internet
of Vehicles (IoV) .........................................................................................................................................25

Mahmud Hossain, Ragib Hasan, and Shams Zawoad

A Blockchain Based New Secure Multi-Layer Network Model for Internet
of Things .....................................................................................................................................................33

Cheng Li and Liang-Jie Zhang

v



Research Session 3: Systems
IoTbed: A Generic Architecture for Testbed as a Service for Internet
of Things-Based Systems ...........................................................................................................................42

Mahmud Hossain, Shahid Noor, Yasser Karim, and Ragib Hasan

Mobile Cloud Robotics as a Service with OCCIware ..................................................................................50
Philippe Merle, Christophe Gourdin, and Nathalie Mitton

Distributed Orchestration in Large-Scale IoT Systems ...............................................................................58
Emre Yigitoglu, Ling Liu, Margaret Looper, and Calton Pu

Research Session 4: Applications
Ticket-Based Traffic Flow Control at Intersections for Internet of Vehicles ................................................66

Li Li and Jiafeng Zhu

A Gamification Framework for Sensor Data Analytics ................................................................................74
Alexandra L'Heureux, Katarina Grolinger, Wilson A. Higashino,
and Miriam A.M. Capretz

SmartHomeML: Towards a Domain-Specific Modeling Language for Creating
Smart Home Applications ...........................................................................................................................82

Atli F. Einarsson, Patrekur Patreksson, Mohammad Hamdaqa,
and Abdelwahab Hamou-Lhadj

An Energy-Aware Service Composition Mechanism in Service-Oriented
Wireless Sensor Networks ..........................................................................................................................89

Deng Zhao, ZhangBing Zhou, Ke Ning, Yucong Duan, and Liang-Jie Zhang

Multiscale Entropy-Based Weighted Hidden Markov Network Security
Situation Prediction Model ..........................................................................................................................97

Wei Liang, Zuo Chen, Xiaolong Yan, Xiaodong Zheng, and Ping Zhuo

ICIOT 2017 Application Track

Session 1: Systems and Services
Feature-Driven Domain Analysis of Session Layer Protocols of Internet
of Things ...................................................................................................................................................105

Ömer Köksal and Bedir Tekinerdogan

ML-SLA: Multi-Level Service Level Agreements for Highly Flexible IoT
Services ....................................................................................................................................................113

Philipp Grubitzsch, Iris Braun, Heiko Fichtl, Thomas Springer, Tenshi Hara,
and Alexander Schill

vi



Session 2: Algorithms and Applications
MTComm: A Semantic Ontology Based Internet Scale Communication Method
of Manufacturing Services in a Cyber-Physical Manufacturing Cloud ......................................................121

S.M. Nahian Al Sunny, Xiaoqing F. Liu, and Md Rakib Shahriar

Wi-Fi-Aided Magnetic Field Positioning with Floor Estimation in Indoor
Multi-Floor Navigation Services ................................................................................................................129

Kaixu Liu, Gianmario Motta, and Juncheng Dong

ICIOT 2017 Short Paper Track

Session 1: IOT Services
P4SINC - An Execution Policy Framework for IoT Services in the Edge .................................................137

Phu H. Phung, Hong-Linh Truong, and Divya Teja Yasoju

YoRoad: A Monitoring Service for Ride Sharing Systems ........................................................................143
Fan Kang, Zhiyu Xu, Fan Cheng, Qianting Zhou, Bingqi Liu, Bin Cao,
Ting Wang, and Jianping Mei

Content-Sensitive Data Compression for IoT Streaming Services ...........................................................147
Chun-Chi Hsu, Yuan-Ting Fang, and Fang Yu

Mobile Internet of Things (MIoT) and Its Applications for Smart Environments:
A Positional Overview ...............................................................................................................................151

Amany Alnahdi and Shih-Hsi Liu

Session 2: Systems
Resource-Oriented Framework for Representing Pervasive Context ......................................................155

Philippe Lalanda and Clément Escoffier

Rule-Based Situation Inference for Connected Vehicles ..........................................................................159
Mari Abe, Gaku Yamamoto, and Tomohiro Miyahira

A Risk Information Provision System on Bicycle Parking Lots .................................................................162
Keisuke Yamazaki and Tsuyoshi Nakajima

Author Index ............................................................................................................................................166

vii




