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Technical Program

Tue, October 24

09:30-09:45 CONFERENCE OPENING (Room 1)
Javier Ortega-Garcia, General Chair ICCST-2017, Spain
Gordon Thomas, Chairman ICCST Executive Committee, UK

09:45-10:30 KEYNOTE 1 (Room 1)
Chair: Gordon Thomas, Chairman ICCST Executive Committee, UK

“Privacy and Social, Legal and Ethical Impact of Security Technology”
Gemma Galdon-Clavell, Eticas Research and Consulting, Spain

10:50 - 12:35. SESSION S1: CYBERSECURITY (Room 1)
Chair: Riccardo Lazzeretti, Sapienza University of Rome, Italy

$1.1. Real-Time Behavioral DGA Detection through Machine Learning 1
Federica Bisio, aizoOn Technology Consulting, Italy, Salvatore Saeli, aizoOn
Technology Consulting, Italy, Pierangelo Lombardo, aizoOn Technology
Consulting, Italy, Davide Bernardi, aizoOn Technology Consulting, Italy, Alan
Perotti, aizoOn Technology Consulting, Italy, Danilo Massa, aizoOn Technology
Consulting, Italy

$1.2. AutoPass: An Automatic Password Generator 7
Fatma Magqbali, Royal Holloway, University of London, United Kingdom, Chris
Mitchell, Royal Holloway, University of London, United Kingdom

$1.3. Process Monitoring on Sequences of System Call Count Vectors 13
Michael Dymshits, PayPal, Israel, Benjamin Myara, PayPal, Israel, David Tolpin,
PayPal, Israel
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$1.4. Technologies to Enable Cyber Deception 18
Vincent Urias, Sandia National Laboratories, USA, William Stout, Sandia National
Laboratories, USA, Lorie Liebrock, New Mexico Inst of Mining and Technology,
USA, Monzy Merza, Splunk Inc., USA, Jean-Luc Watson, Sandia National
Laboratories, USA, Cole Grim, Sandia National Laboratories, USA

S§1.5. A Multi-Language Approach Towards the Identification of Suspicious Users on
Social Networks 24
Andrea Tundis, Technische Universitidt Darmstadt, Germany, Max Mihlhauser,
TU Darmstadt, Germany

S§1.6. The New Communication Network for an Internet of Everything Based

Security/Safety/General Management/Visitors’ Services for The Papal Basilica and

Sacred Convent of Saint Francis in Assisi, Italy 30
Mauro Gambetti, General Custody of Sacred Convent of Saint Francis in Assisi,
Italy, Fabio Garzia, SAPIENZA - University of Rome, Italy, Francisco Jesus Vargas
Bonilla, Universidad de Antioquia, Colombia, Davide Ciarlariello, General Custody
of Sacred Convent of Saint Francis in Assisi, Italy, Miguel A. Ferrer, Universidad
de Las Palmas de Gran Canaria, Spain, Sergio Fusetti, General Custody of Sacred
Convent of Saint Francis in Assisi, Italy, Mara Lombardi, SAPIENZA - University of
Rome, Italy, Soodamani Ramalingam, University of Hertfordshire, United
Kingdom, Mahalingam Ramasamy, Netcon Technologies India Private Limited,
India, Simone Sacerdoti, General Custody of Sacred Convent of Saint Francis in
Assisi, Italy, Andrea Sdringola, General Custody of Sacred Convent of Saint
Francis in Assisi, Italy, Devi Thirupati, Bharathiar University, India, Gordon
Thomas, Executive Committee of the International Carnahan Conference on
Security Technology, United Kingdom, Marcos Faundez Zanuy, ESUP
Tecnocampus (Pompeu Fabra University), Spain

$1.7. Unique Signatures from Printed Circuit Board Design Patterns and Surface Mount
Passives 36
Jason Hamlet, Sandia National Laboratories, USA, Nathan Edwards, The MITRE
Corporation, USA, Mitchell Martin, Sandia National Laboratories, USA



vaprio M

ICCST2017
CARNAHAN

14:00 - 15:00. SESSION S2A: SECURITY AND DATA PROTECTION (Room 2)
Chair: Francisco Vargas Bonilla, Universidad de Antioquia, Colombia

S2A.1. How to Implement EU Data Protection Regulation for R&D on Personal Data 42
Raul Sanchez-Reillo, Carlos Il University of Madrid, Spain, Ines Ortega-
Fernandez, Carlos Il University of Madrid, Spain, Wendy Ponce-Hernandez,
Carlos Il University of Madrid, Spain, Helga C. Quiros-Sandoval, Carlos Il
University of Madrid, Spain

S2A.2. Analysis of the Attack Potential in Low Cost Spoofing of Fingerprints 49
Ines Goicoechea, Carlos Il University of Madrid, Spain, Judith Liu-Jimenez, Carlos
Il University of Madrid, Spain, Helga Quiros-Sandoval, Carlos Ill University of
Madrid, Spain, Raul Sanchez-Reillo, Carlos Il University of Madrid, Spain

S2A.3. Mobile Device for Detection of Biological Threat 55
Tomasz Sikora, Military Institute of Chemistry and Radiometry, Poland, Mirostaw
Maziejuk, Military Institute of Chemistry and Radiometry, Poland, tukasz
Osuchowski, Military Institute of Chemistry and Radiometry, Poland, Wiestaw
Lisowski, Military Institute of Chemistry and Radiometry, Poland

S2A.4. Physical Security Assessment with Convolutional Neural Network Transfer
Learning 59
Jaclynn Stubbs, Sandia National Laboratories, USA, Gabriel Birch, Sandia
National Laboratories, USA, Bryana Woo, Sandia National Laboratories, USA,
Camron Kouhestani, Sandia National Laboratories, USA

14:00 - 15:00. SESSION S2B: THREAT INTELLIGENCE (Room 1)
Chair: Han Lin, Sandia National Laboratories, USA

S2B.1. One Leak Will Sink a Ship: WebRTC IP Address Leaks 65
Nasser Mohammed Al-Fannah, Royal Holloway, University of London, United
Kingdom

S2B.2. Malware Family Identification with BIRCH Clustering 70
Gregorio Pitolli, Sapienza University of Rome, Italy, Leonardo Aniello, Sapienza
University of Rome, Italy, Roberto Baldoni, universita diroma "la sapienza", Italy,
Giuseppe Laurenza, Sapienza, University of Rome, Italy, Leonardo Querzoni,
Universit degli Studi di Roma "La Sapienza", Italy
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S$2B.3. Cyber Analysis Emulation Platform for Wireless Communication Network
Protocols 76

Brian Van Leeuwen, Sandia National Laboratories, USA, John Eldridge, Sandia
National Laboratories, USA, Vincent Urias, Sandia Labs, USA

S2B.4. BotViz: A Memory Forensic-Based Botnet Detection and Visualization Approach 82
Iman Sharafaldin, University New Brunswick (UNB), Canada, Amirhossein
Gharib, University New Brunswick (UNB), Canada, Arash Habibi Lashkari,
University New Brunswick (UNB), Canada, Ali A. Ghorbani, University New
Brunswick (UNB), Canada

15:20 - 16:35. SESSION S3A: HAND-BASED BIOMETRICS (Room 2)
Chair: Virginia Espinosa-Duro, Escola Universitaria Politecnica de
Mataro (EUPMT), Spain

S3A.1. Curvelets for Contact-Less Hand Biometrics under Varied Environmental
Conditions 90
Belén Rios-Sdnchez, Group of Biometrics, Biosignals and Security. Universidad
Politécnica de Madrid, Spain, Miguel Viana-Matesanz, Group of Biometrics,
Biosignals and Security. Universidad Politécnica de Madrid, Spain, Carmen
Sanchez-Avila, Group of Biometrics, Biosignals and Security. Universidad
Politécnica de Madrid, Spain

S3A.2. A Comparative Study of Palmprint Feature Extraction Methods for Contact-Less
Biometrics under Different Environmental Conditions 96
Belén Rios-Sanchez, Group of Biometrics, Biosignals and Security. Universidad
Politécnica de Madrid, Spain, Miguel Viana-Matesanz, Group of Biometrics,
Biosignals and Security. Universidad Politécnica de Madrid, Spain, Carmen
Sanchez-Avila, Group of Biometrics, Biosignals and Security. Universidad
Politécnica de Madrid, Spain

S3A.3. Image Processing Techniques for Improving Vascular Hand Biometrics 102
Paloma Tirado-Martin, University Carlos Ill of Madrid, Spain, Ramon Blanco-
Gonzalo, University Carlos Ill of Madrid, Spain, Alba Alvarez-Nieto, University
Carlos Il of Madrid, Spain, Alvaro Romero-Diaz, University Carlos Ill of Madrid,
Spain
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S3A.4. Analysis of Local Binary Patterns and Uniform Local Binary Patterns for Palm Vein
Biometric Recognition 107
Alicia Aglio, Universidad Politécnica de Madrid, Spain, Belén Rios, Grupo de
Biometria, Biosefiales y Seguridad, Universidad Politécnica de Madrid, Spain,
Carmen Sanchez, Grupo de Biometria, Biosefiales y Seguridad, Universidad
Politécnica de Madrid, Spain, Maria José Melcdn de Giles, Group of Biometrics,
Biosignals and Security. Universidad Politécnica de Madrid, Spain

15:20 - 16:35. SESSION S3B: RISK MANAGEMENT (Room 1)
Chair: Adrian Schwaninger, University of Applied Sciences and Arts
Northwestern Switzerland (FHNW), Switzerland

S3B.1. Complex Safety Study of Intelligent Multi-Robot Navigation in Risk’s Environment
Youcef Zennir, Universite 20 Aodt 1955 Skikda, Algeria, Chaima Bensaci,
Universite 20 Aolt 1955 Skikda, Algeria, Denis Pomorski, CRIStAL Laboratory—
UMR 9189, Université Lille 1, France, El-Arkam Mechhoud, Universite 20 Aolt
1955 Skikda, Algeria

S3B.2. Comparing e-learning and Blended Learning for Threat Detection in Airport

Security X-ray Screening 119
Stefan Michel, University of Applied Sciences and Arts Northwestern Switzerland
(FHNW), Switzerland, Nicole Haettenschwiler, University of Applied Sciences and
Arts Northwestern Switzerland (FHNW), Switzerland, Melina Zeballos, University
of Applied Sciences and Arts Northwestern Switzerland (FHNW), Switzerland,
Adrian Schwaninger, University of Applied Sciences and Arts Northwestern
Switzerland (FHNW), Switzerland

S3B.3. Use Case of Waterwork Physical Protection System Robustness Evaluation as a
Part of Slovak Critical Infrastructure 125
Tomas Lovecek, University of Zilina, Slovakia, Slovakia, Anton Siser, University of
Zilina, Slovakia, Slovakia, Ladislav Mari$, University of Zilina, Slovakia, Slovakia

S3B.4. Relevance of Visual Inspection Strategy and Knowledge about Everyday Objects
for X-Ray Baggage Screening 130
Yanik Sterchi, CASRA / University of Applied Sciences Northwestern Switzerland
(FHNW), Switzerland, Nicole Hattenschwiler, CASRA / University of Applied
Sciences Northwestern Switzerland (FHNW), Switzerland, Stefan Michel, CASRA
/ University of Applied Sciences Northwestern Switzerland (FHNW), Switzerland,

113
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Adrian Schwaninger, CASRA / University of Applied Sciences Northwestern
Switzerland (FHNW), Switzerland

S3B.5. Cyber-Physical Risk Management for PV Photovoltaic Plants 136
Alexander Miranda, Michigan Tech University, USA, Steven Goldsmith, Michigan
Tech University, USA

16:35 - 17:35. SESSION S4A: HANDWRITTEN SIGNATURE AND ECG BIOMETRICS
(Room 2)

Chair: Ruben Vera-Rodriguez, Universidad Autonoma de Madrid,

Spain

S4A.1. Stability of a Dynamic Biometric Signature Created on Various Devices 144
Vladimir Smejkal, Brno University of Technology, Czech Republic, Jindrich Kodl,
Authorised expert of cryptology and information systems security, Czech
Republic, Ladislav Sieger, Czech Technical University in Prague, Czech Republic,
FrantiSek Hortai, Brno University of Technology, Czech Republic, Petr Tesafr,
University of Finance and Administration, Czech Republic

S4A.2. Human in the Loop: An Study of Semi-Automatic Signature Recognition Based on
Attributes 149
Derlin Morocho, Universidad de las Fuerzas Armadas ESPE, Ecuador, Aythami
Morales, Universidad Auténoma de Madrid, Spain, Julian Fierrez, Universidad
Auténoma de Madrid, Spain, Javier Ortega, Universidad Autdonoma de Madrid,
Spain

S4A.3. Using Deep Learning Neural Networks for ECG based Authentication 154
Ilias Hamatidis, University of Thessaly, Greece, Aggeliki Katsika, University of
Thessaly, Greece, Georgios Spathoulas, University of Thessaly, Greece

S4A.4. ECG Biosignals in Biometric Recognition 160
Jorge Sanchez-Casanova, University Carlos Ill of Madrid, Spain, Antonio Miranda-
Escalada, University Carlos Il of Madrid, Spain, Raul Sanchez-Reillo, University
Carlos Il of Madrid, Spain, Pablo Bartolome-Molina, University Carlos Il of
Madrid, Spain
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16:35 - 17:35. SESSION S4B: CYBER PHYSICAL SYSTEMS SECURITY (Room 1)
Chair: Aythami Morales, Universidad Autonoma de Madrid, Spain

S4B.1. Generation and Evaluation of Synthetic Models for Training People Detectors 166

Rafael Martin Nieto, VPULab, Universidad Autonoma de Madrid, Spain, Jesus
Molina Merchan, VPULab, Universidad Autonoma de Madrid, Spain, Alvaro
Garcia Martin, VPULab, Universidad Autonoma de Madrid, Spain, Jose M.
Martinez, VPULab, Universidad Autonoma de Madrid, Spain

S4B.2. A Quantitative CVSS-Based Cyber Security Risk Assessment Methodology for IT

Systems 172
M. Ugur Aksu, STM Defence Technologies Engineering and Trade Inc., Turkey, M.
Hadi Dilek, STM Defence Technologies Engineering and Trade Inc., Turkey, Emin
Islam Tath, STM Defence Technologies Engineering and Trade Inc., Turkey, Kemal
Bicakci, TOBB University of Economics and Technology, Turkey, M. Umut
Demirezen, STM Defence Technologies Engineering and Trade Inc., Turkey, H.
Ibrahim Dirik, STM Defence Technologies Engineering and Trade Inc., Turkey,
Tayfun Aykir, STM Defence Technologies Engineering and Trade Inc., Turkey

S4B.3. Signal Processing on Graphs for Improving Automatic Credit Card Fraud Detection
Luis Vergara, Universitat Politécnica de Valéncia, Spain, Addisson Salazar,
Universitat Politécnica de Valéncia, Spain, Jordi Belda, Universitat Politécnica de
Valéncia, Spain, Gonzalo Safont, Universitat Politécnica de Valéncia, Spain,
Santiago Moral, BBVA, Spain, Sergio Iglesias, BBVA, Spain

S4B.4. Experiences with Implementation of Information Systems within Preparation to
Deal with Crisis Situations in Terms of Crisis Management and Building Resilience in the
Slovak Republic 186
Jozef Ristvej, University of Zilina, Slovakia, Lubomira Sokolova, VUIJE, Inc.,
Slovakia, Jana Starackova, Ministry of Economy of the Slovak Republic, Slovakia,
Roman Ondrejka, Transport Research Institute, Inc., Slovakia, Maros Lacinak,
University of Zilina, Slovakia

180



vaorio M

ICCST2017
CARNAHAN

Wed, October 25

09:30-10:30 KEYNOTE 2 (Room 1)
Chair: Javier Ortega-Garcia, Universidad Autonoma de Madrid, Spain

“Biometric Systems and Presentation Attacks”
Christoph Busch, Norwegian University of Science and Technology,
Norway

10:50 - 12:35. SESSION S5: BIOMETRICS AND PHYSICAL SECURITY (Room 1)
Chair: Alfonso Bilbao, Cuevavaliente Ingenieros, Spain

S5.1. Assessing the Common Authorship of a Set of Questioned Signature Images 192
Moises Diaz, Universidad de Las Palmas de Gran Canaria, Spain, Miguel Ferrer,
Universidad de Las Palmas de Gran Canaria, Spain

S5.2. Exploring a Statistical Method for Touchscreen Swipe Biometrics 197
Ada Pozo, Universidad Autonoma de Madrid, Spain, Julian Fierrez, Universidad
Autonoma de Madrid, Spain, Marcos Martinez-Diaz, Universidad Autonoma de
Madrid, Spain, Javier Galbally, European Commission, DG Joint Research Centre,
Italy, Aythami Morales, Universidad Autonoma de Madrid, Spain

$5.3. Minutia-based Image Enhancement for Fingerprint Samples 201
Patrick Schuch, NTNU, Norway, Simon-Daniel Schulz, Dermalog Identification
Systems GmbH, Germany, Christoph Busch, NTNU, Norway

S5.4. Environmental Effects on Face Recognition in Smartphones 207
Chiara Lunerti, University of Kent, United Kingdom, Richard Guest, University of
Kent, United Kingdom, Ramon Blanco-Gonzalo, University Carlos Ill of Madrid,
Spain, Raul Sanchez-Reillo, University Carlos Ill of Madrid, Spain, Jon Baker,
University of Kent, United Kingdom

S5.5. Object-size Invariant Anomaly Detection in Video-Surveillance 213
Juan C. Sanmiguel, Universidad Autonoma de Madrid, Spain, Jose M. Martinez,
Universidad Autonoma de Madrid, Spain, Luis Caro-Campos, Universidad
Autonoma de Madrid, Spain
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S5.6. Trustworthy Design Architecture: Cyber-Physical System 219
Sung Choi, Sandia National Laboratories, USA, Adrian Chavez, Sandia National
Laboratories, USA, Marcos Torres, Sandia National Laboratories, USA,
Cheolhyeon Kwon, Purdue University, USA, Inseok Hwang, Purdue University,
USA

S5.7. Computational Optical Physical Unclonable Functions 228
Gabriel Birch, Sandia National Laboratories, USA, Bryana Woo, Sandia National
Laboratories, USA, Charles Lacasse, Sandia National Laboratories, USA, Jaclynn
Stubbs, Sandia National Laboratories, USA, Amber Dagel, Sandia National
Laboratories, USA

14:00 - 15:15. SESSION S6A: UAV AND SURVEILLANCE (Room 2)
Chair: Daniel Pritchard, ICCST Executive Committee, USA

S6A.1. Influence of Changing the Parameters of the Camera System on Video-Based
Motion Detection 234
Andrej Velas, University of Zilina, Slovakia, Milan Kutaj, University of Zilina,
Slovakia, Martin Durovec, University of Zilina, Slovakia

S6A.2. Detection of Anomalies in Surveillance Scenarios using Mixture models 239
Adrian Tome, Grupo de Tratamiento de Imagenes (GTl), Spain, Luis Salgado,
Grupo de Tratamiento de Imagenes (GTl), Spain

S6A.3. Detection of Convective Clouds Using Meteorological Data Fusion for Aviation
Safety Support 243
Jimmy Florez, CETAD-FAC, Colombia, Jesus Francisco Vargas Bonilla, Universidad
de Antioquia, Colombia

S6A.4. Unmanned Aerial System Detection and Assessment through Temporal
Frequency Analysis 251
Bryana Woo, Sandia National Laboratories, USA, Gabriel Birch, Sandia National
Laboratories, USA, Jaclynn Stubbs, Sandia National Laboratories, USA, Camron
Kouhestani, Sandia National Laboratories, USA
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14:00 - 15:15. SESSION S6B: ACCESS CONTROL (Room 1)
Chair: Aythami Morales, Universidad Autonoma de Madrid, Spain

S6B.1. Evaluating ISO 14441 Privacy Requirements on Role Based Access Control (RBAC)
Restrict Mode Via Colored Petri Nets (CPN) Modeling 256
Marcelo Carvalho, UNIFESP university, Brazil, Paulo Paiva, UNIFESP university,
Brazil

S6B.2. Understanding and Granting Android Permissions: A User Survey 264
Selvakumar Ramachandran, Kerckhoffs Ltd, United Kingdom, Andrea Dimitri,
Fondazione INUIT, University of Rome Tor Vergata, Italy, Maulahikmah Galinium,
Swiss German University, Indonesia, Muhammad Tahir, Sir Syed University of
Engineering and Technology, Pakistan, Indirajith Vijai Ananth, University of
Rome "Tor Vergata", Italy, Christian H. Schunck, Department of Business
Engineering "Mario Lucertini", University of Rome "Tor Vergata", Italy, Maurizio
Talamo, Fondazione INUIT, University of Rome Tor Vergata, Italy

S6B.3. SoTRAACE - Socio-Technical Risk-Adaptable Access Control Model 270
Pedro Moura, CINTESIS - Center for Health Technologies and Services Research
and University of Beira Interior, Portugal, Ana Ferreira, CINTESIS - Center for
Health Technologies and Services Research, Portugal, Paulo Fazendeiro,
Department of Computer Engineering, University of Beira Interior, Portugal,
Pedro Marques, CINTESIS - Center for Health Technologies and Services
Research, Portugal

S6B.4. Token-Based Policy Management (TBPM): A Reliable Data Classification and

Access Management Schema in Clouds 276
Faraz Fatemi Moghaddam, Gesellschaft fur wissenschaftliche Datenverarbeitung
mbH Géttingen (GWDG), Géttingen, Germany and Georg-August-Universitcit
Géttingen,  Géttingen, Germany, Philipp Wieder, Gesellschaft fur
wissenschaftliche Datenverarbeitung mbH Goéttingen (GWDG), Géttingen,
Germany, Ramin  Yahyapoor, Gesellschaft fur  wissenschaftliche
Datenverarbeitung mbH Géttingen (GWDG), and Georg-August-Universitit
Goéttingen, Gottingen, Germany

S6B.5. A Tamper-Resistant Digital Token-Based Rights Management System 282
Fahim Khan, Toyo University, Japan, Ken Sakamura, Toyo University, Japan
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Thu, October 26

09:30-10:30 KEYNOTE 3 (Room 1)
Chair: Riccardo Lazzeretti, Sapienza University of Rome, Italy

“Blockchain: A Disruptive Technology with its Limitations”
Zekeriya Erkin, Delft University of Technology, Netherlands

10:50 - 12:20. SESSION S7A: SOFT BIOMETRICS AND OTHER BIOMETRIC TRAITS
(Room 2)

Chair: Moises Diaz, Universidad de Las Palmas de Gran Canaria, Spain

S7A.1. Language Dependent Challenge-based Keystroke Dynamics 288
Patrick Bours, Norwegian University of Science and Technology, Norway,
Sukanya Brahmanpally, Norwegian University of Science and Technology,
Norway

S7A.2. The Shakespeare Experiment: Preliminary Results for the Recognition of a Person
Based on the Sound of Walking 294
Patrick Bours, Norwegian University of Science and Technology, Norway, Adrian
Evensen, Norwegian University of Science and Technology, Norway

S7A.3. Person Re-ldentification from CCTV Silhouettes Using Generic Fourier Descriptors
Rawabi Alsedais, University of Kent, United Kingdom, Richard Guest, University
of Kent, United Kingdom

S7A.4. Exploring Automatic Extraction of Body-based Soft Biometrics 306
Ruben Vera-Rodriguez, Universidad Autonoma de Madrid, Spain, Patricia Marin-
Belinchon, Universidad Autonoma de Madrid, Spain, Ester Gonzalez-Sosa,
Universidad Autonoma de Madrid, Spain, Pedro Tome, Universidad Autonoma
de Madrid, Spain, Javier Ortega-Garcia, Universidad Autonoma de Madrid, Spain

S7A.5. Influence of Walking in Groups in Gait Recognition 312
Pablo Fernandez-Lopez, University Carlos Ill of Madrid, Spain, Jorge Sanchez-
Casanova, University Carlos Il of Madrid, Spain, Judith Liu-Jimenez, University
Carlos Il of Madrid, Spain, Carlos Morcillo-Marin, Guardia Civil's University
Center, Spain

300



vaorio M

ICCST2017
CARNAHAN

S7A.6. Principal Component Analysis for Ear-based Biometric Verification 318
David Querencias Uceta, Universidad Politécnica de Madrid, Spain, Belén Rios
Sanchez, Universidad Politécnica de Madrid, Spain, Carmen Sanchez Avila,
Universidad Politécnica de Madrid, Spain

10:50 - 12:20. SESSION S7B: SECURITY DESIGN (HARDWARE, SOFTWARE AND
METRICS) (Room 1)
Chair: Fabio Garzia, SAPIENZA - University of Rome, Italy

S$7B.1. Ensuring Information Security by Using Haskell's Advanced Type System 324
Matteo Di Pirro, University of Padua, Italy, Mauro Conti, University of Padua,
Italy, Riccardo Lazzeretti, Sapienza University of Rome, Italy

S7B.2. Competence Measure in Social Networks 330
Samar Albladi, University of Strathclyde, United Kingdom, George Weir,
University of Strathclyde, United Kingdom

S7B.3. CIC-AB: An Online Ad Blocker for Browsers 336
Arash Habibi Lashkari, University New Brunswick (UNB), Canada, Amy Seo,
University New Brunswick (UNB), Canada, Gerard Drapper Gil, University New
Brunswick (UNB), Canada, Ali A. Ghorbani, University New Brunswick (UNB),
Canada

S7B.4. Encrypted Computing: Speed, Security and Provable Obfuscation against Insiders
Peter T. Breuer, Hecusys LLC, United Kingdom, Jonathan Bowen, London South
Bank University, United Kingdom, Esther Palomar, Birmingham City University,
United Kingdom, Zhiming Liu, Southwest University, China

S7B.5. CUDA-SSL: SSL/TLS Accelerated by GPU 349
Wai-Kong Lee, Universiti Tunku Abdul Rahman, Malaysia, Xian-Fu Wong,
Universiti Tunku Abdul Rahman, Malaysia, Bok-Min Goi, Universiti Tunku Abdul
Rahman, Malaysia, Raphael C.-W. Phan, Multimedia University, Malaysia

S$7B.6. Divide, Recombine and Conquer: Syntactic Patterns-Reassembly Algorithm
applied to Password Guessing Process 355
Iwen Coisel, European Commission, Joint Research Centre (JRC), Italy, lgnacio
Sanchez, European Commission, Joint Research Centre (JRC), Italy, lavier
Galbally, European Commission, Joint Research Centre (JRC), Italy

343
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14:00 - 15:00. SESSION S8A: RADAR (Room 2)
Chair: Brian G. Rich, Senstar Corporation, Canada

S8A.1. Design of Radiofrequency Subsystems of a Ubiquitous Radar in X Band 361
Fernando Ibaiez Urzaiz, Grupo de Microondas y Radar. Information Processing
and Telecommunications Center; Universidad Politécnica De Madrid, Spain,
Alvaro Duque de Quevedo, Grupo de Microondas y Radar. Information
Processing and Telecommunications Center; Universidad Politécnica De Madrid,
Spain, Javier Gismero Menoyo, Grupo de Microondas y Radar. Information
Processing and Telecommunications Center; Universidad Politécnica De Madrid,
Spain, Alberto Asensio Ldpez, Grupo de Microondas y Radar. Information
Processing and Telecommunications Center; Universidad Politécnica De Madrid,
Spain

S8A.2. X-band Ubiquitous Radar System: First Experimental Results 366

Alvaro Duque de Quevedo, Grupo de Microondas y Radar. Information
Processing and Telecommunications Center. Universidad Politécnica de Madrid,
Spain, Fernando l|bafiez Urzaiz, Grupo de Microondas y Radar. Information
Processing and Telecommunications Center. Universidad Politécnica de Madrid,
Spain, Javier Gismero Menoyo, Grupo de Microondas y Radar. Information
Processing and Telecommunications Center. Universidad Politécnica de Madrid,
Spain, Alberto Asensio Ldpez, Grupo de Microondas y Radar. Information
Processing and Telecommunications Center. Universidad Politécnica de Madrid,
Spain

S8A.3. Challenges in Detecting UAS with Radar 372
Pierre Poitevin, FLIR Radars, Canada, Michel Pelletier, FLIR Radars, Canada,
Patrick Lamontagne, FLIR Radars, Canada

S8A.4. Accurate Multi-Target Surveillance System over Wide Areas 378
Francisco Javier Romero-Paisano, Universidad Politécnica de Madrid, Spain, Félix
Pérez-Martinez, Universidad Politécnica de Madrid, Spain, Susan Constanza
Martinez-Cordero, Universidad Politécnica de Madrid, Spain, Jaime Calvo-
Gallego, University of Salamanca, Spain
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14:00 - 15:00. SESSION S8B: MOBILE SECURITY (Room 1)
Chair: Yen-Hsyang Chu, National Central University, Taiwan, ROC

S8B.1. ARM: ANN-based Ranking Model for Privacy and Security Analysis in Smartphone
Ecosystems 384
Majid Hatamian, Goethe University of Frankfurt, Germany, Jetzabel Serna,
Goethe University of Frankfurt

S8B.2. The identification of Mobile Phones through the Fingerprints of their Built-In
Magnetometer: An Analysis of the Portability of the Fingerprints 390
Gianmarco Baldini, European Commission Joint Research Centre, Italy, Irene
Amerini, Media Integration and Communication Center (MICC), University of
Florence, Italy, Gary Steri, European Commission Joint Research Centre, Italy,
Roberto Caldelli, National Interuniversity Consortium for Telecommunications
(CNIT), Parma, Italy

S8B.3. Detecting Information Leaks in Android Applications Using a Hybrid Approach
With Program Slicing, Instrumentation and Tagging 396
Luis Menezes, Universitdt Siegen, Brazil, Roland Wismiller, Universitdit Siegen,
Germany

S8B.4. VoKA: Voronoi K-Aggregation Mechanism for Privacy in Location-based
Information Systems 402
Mayra Zurbaran, Universidad del Norte, Colombia, Pedro Wightman,
Universidad del Norte, Colombia
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15:20 - 16:20. SESSION S9A: BIOMETRICS FOR MOBILE DEVICES APPLICATIONS
(Room 2)

Chair: Ruben Vera-Rodriguez, Universidad Autonoma de Madrid,

Spain

S9A.1. Person Authentication Using Nearest Feature Line Embedding Transformation
and Biased Discriminant Analysis 408
Cheng-Ta Hsieh, National Central University, Taiwan, Chin-Chuan Han, National
United University, Taiwan, Chang-Hsing Lee, Chung Hua University, Taiwan, Kuo-
Chin Fan, National Central University, Taiwan

S9A.2. Mobile Biometrics: Towards a Comprehensive Evaluation Methodology 413
Attaullah Buriro, University of Trento, Italy, Zahid Akhtar, University of Quebec,
Canada, Bruno Crispo, University of Trento, Italy & DistriNET, KULeuven,
Belgium, Italy, Sandeep Gupta, University of Trento, Italy

S9A.3. Voice and Face Interaction Evaluation of a Mobile Authentication Platform 419
Oscar Miguel-Hurtado, University of Kent, United Kingdom, Richard Guest,
University of Kent, United Kingdom, Chiara Lunerti, University of Kent, United
Kingdom

15:20 - 16:20. SESSION S9B: loT SECURITY (Room 1)
Chair: Gordon Thomas, Chairman ICCST Executive Committee, UK

S9B.1. Imaging Time Series for Internet of Things radio frequency fingerprinting 425
Gianmarco Baldini, European Commission Joint Research Centre, Italy, Gary
Steri, European Commission Joint Research Centre, Italy, Raimondo Giuliani,
European Commission Joint Research Centre, Italy, Claudio Gentile, DISTA,
University of Insubria, Italy

S9B.2. loT: Secured and Automated House 431
Hakar Saber, University of Kurdistan-Hewler, Irag, Nawzad Al-Salihi, University of
Kurdistan-Hewler, Iraq
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S9B.3. An Integrated Internet of Everything — Genetic Algorithms Controller— Artificial
Neural Networks Framework for Security/Safety Systems Management and Support 437
Fabio Garzia, SAPIENZA - University of Rome, Italy, Mara Lombardi, SAPIENZA -

University of Rome, Italy, Soodamani Ramalingam, University of Hertfordshire,
UK

S9B.4. Advanced Issues in Wireless Communication Security: Towards a Security-
Demonstrator for Smart-Home Environments 443
Robert Fischer, Otto-von-Guericke University of Magdeburg, Germany, Kevin
Lamshoft, Otto-von-Guericke University Magdeburg, Germany, Jana Dittmann,
Otto-von-Guericke University Magdeburg, Germany, Claus Vielhauer,
Brancenburg University of Applied Science, Germany

16:20-16:35 CLOSING CEREMORY (Room 1)

Javier Ortega-Garcia, General Chair ICCST-2017, Spain
Gordon Thomas, Chairman ICCST Executive Committee, UK





