2017 IEEE Conference on
Communications and Network
Security (CNS 2017)

Las Vegas, Nevada, USA
9-11 October 2017

I E E E IEEE Catalog Number: CFP17CNM-POD
4 ISBN: 978-1-5386-0684-1



Copyright © 2017 by the Institute of Electrical and Electronics Engineers, Inc.
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

*** This is a print representation of what appears in the IEEE Digital
Library. Some format issues inherent in the e-media version may also
appear in this print version.

IEEE Catalog Number: CFP17CNM-POD
ISBN (Print-On-Demand): 978-1-5386-0684-1
ISBN (Online): 978-1-5386-0683-4

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

proceedings

.com



Program
2017 IEEE Conference on Communications and Network Security (CNS)

Session 1A: Privacy

Privacy-Preserving Inference in Crowdsourcing Systems
Liyao Xiang (University of Toronto, Canada), Baochun Li (University of Toronto, Canada), Bo

Li (Hong Kong University of Science and Technology, Hong Kong)
SPRIDE: Scalable and Private Continual Geo-Distance Evaluation for Precision Agriculture

Qiben Yan (University of Nebraska-Lincoln, USA), Hao Yang (University of Nebraska Lincoln,
USA), Mehmet Can Vuran (University of Nebraska-Lincoln, USA), Suat Irmak (University of
Nebraska-Lincoln, USA)

Deanonymizing Mobility Traces With Co-Location Information
Youssef Khazbak (The Pennsylvania State University, USA), Guohong Cao (The Pennsylvania

State University, USA)
PrivacyManager: An Access Control Framework for Mobile Augmented Reality Applications

Sarah Lehman (Temple University, USA), Chiu C. Tan (Temple University, USA)

Session 1B: Cyber Deception

CyberMoat: Camouflaging Critical Server Infrastructures with Large Scale Decoy Farms

Jianhua Sun (College of William and Mary, USA), Kun Sun (George Mason University, USA),
Qi Li (Tsinghua University, P.R. China)

HoneyProxy: Design and Implementation of Next-Generation Honeynet via SDN

Sukwha Kyung (Arizona State University, USA), Wonkyu Han (Arizona State University, USA),
Naveen Tiwari (Arizona State University, USA), Vaibhav Hemant Dixit (Arizona State
University, USA), Lakshmi Srinivas (Arizona State University, USA), Ziming Zhao (Arizona
State University, USA), Adam Doupe (Arizona State University, USA), Gail-Joon Ahn (Arizona

State University, USA)
WebTrap: A Dynamic Defense Scheme Against Economic Denial of Sustainability Attacks

Huangxin Wang (George Mason University, USA), Zhonghua Xi (George Mason University,
USA), Fei Li (George Mason University, USA), Songqing Chen (George Mason University,
USA)

Session 2A: Wireless MIMO Security

Fundamental Limits of Covert Communication over MIMO AWGN Channel

Amr Abdelaziz (The Ohio State University & Military Technical College, USA), Can Emre Koksal
(The Ohio State University, USA)

Massive MIMO Pilot Distortion Attack and Zero-Startup-Cost Detection: Analysis and
Experiments

Xu Zhang (Rice University, USA), Edward W. Knightly (Rice University, USA)

Pilot Contamination Attacks in Massive MIMO Systems
Berk Akgun (University of Arizona, USA), Marwan Krunz (University of Arizona, USA), O. Ozan

Koyluoglu (University of California, Berkeley, USA)
Enabling Jamming-Resistant Communications in Wireless MIMO Networks

Huacheng Zeng (University of Louisville, USA), Chen Cao (University of Lousiville, USA),
Hongxiang Li (University of Louisville, USA), Qiben Yan (University of Nebraska-Lincoln,
USA)

10

19

28

37

46

55

64

73

82

91



Session 2B: Malicious/Benign Inference

D-miner: A framework for Mining, Searching, Visualizing, and Alerting on Darknet Events
Heather Lawrence (University of Central Florida, USA), Andrew Hughes (University of Central
Florida, USA), Robert Tonic (University of Central Florida, USA), Cliff Zou (University of
Central Florida, USA)

OS Fingerprinting: New Techniques and a Study of Information Gain and Obfuscation
Blake Anderson (Cisco Systems, Inc., USA), David McGrew (Cisco, USA)

A Graph-Theoretic Approach to Virtual Access Point Correlation
John Roth (Naval Postgraduate School, USA), Jeremy Martin (United States Naval Academy,

USA), Travis Mayberry (United States Naval Academy, USA)

Session 3A: System Security

Secure Logging with Crash Tolerance

Erik-Oliver Blass (Airbus Group Innovations, Germany), Guevara Noubir (Northeastern
University, USA)

Organizational Practices in Cryptographic Development and Testing

Julie Haney (National Institute of Standards and Technology and Department of Defense,
USA), Simson L. Garfinkel (National Institute of Standards and Technology, USA), Mary
Theofanos (National Institute of Standards and Technology, USA)

Data Verification in Information-Centric Networking with Efficient Revocable Certificateless
Signature

Qingji Zheng (Huawei Research Center, USA), Qi Li (Tsinghua University, P.R. China), Aytac

Azgin (Huawei Research, USA), Jian Weng (Jinan University, P.R. China)
Securing Cyber-Physical Systems with Adaptive Commensurate Response
Zhiyuan Zheng (Texas A&M University, USA), Shan Jin (Texas A&M University, College
Station, USA), Riccardo Bettati (Texas A&M University, USA), Narasimha Reddy (Texas A & M
University, USA)

Session 3B: Attacks

Cyber Attacks on Remote Relays in Smart Grid

Jiapeng Zhang (University of Hawaii, USA), Yingfei Dong (University of Hawaii, USA) ...

Ghost Telephonist Impersonates You: Vulnerability in 4G LTE CS Fallback

Yuwei Zheng (360 Technology, P.R. China), Lin Huang (360 Technology, P.R. China), Haoqi
Shan (360 Technology, P.R. China), Jun Li (360 Technology, P.R. China), Qing Yang (360
Technology, P.R. China), Wenyuan Xu (Zhejiang University, P.R. China)

Evaluating Private Modes in Desktop and Mobile Browsers and Their Resistance to
Fingerprinting
Yuanyi Wu (Shanghai Tech University, P.R. China), Hao Chen (UC Davis, USA), Dongyu Meng
(Shanghai Tech University, P.R. China)

Backdoor Attacks against Learning Systems
Yujie Ji (Lehigh University, USA), Xinyang Zhang (Lehigh University, USA), Ting Wang
(Lehigh University, USA)

100

109

118

127

137

146

155

173

182

191



Session 4A: VANET Security

QnQ: A Reputation Model to Secure Mobile Crowdsourcing Applications from Incentive Losses

Shameek Bhattacharjee (Missouri University of Science and Technology, USA), Nirnay Ghosh
(Missouri University of Science and Technology, USA), Vijay K. Shah (Missouri University of

Science and Technology, USA), Sajal K. Das (Missouri University of Science and Technology,
USA)

A Data Trust Framework for VANETs Enabling False Data Detection and Secure Vehicle Tracking

Mingshun Sun (University of Arizona, USA), Ming Li (University of Arizona, USA), Ryan Gerdes
(Virginia Tech, USA)

Protecting Vehicular Networks Privacy in the Presence of a Single Adversarial Authority
Chang-Wu Chen (Ethereum Asia Pacific, Singapore, Taiwan), Sang-Yoon Chang (University of
Colorado Colorado Springs, USA), Yih-Chun Hu (University of Illinois at Urbana-Champaign,
USA), Yen-Wen Chen (National Central University, Taiwan)

Session 4B: Cloud Security

CAPIA: Cloud Assisted Privacy-preserving Image Annotation

Yifan Tian (Embry-Riddle Aeronautical University, USA), Yantian Hou (Boise State University,
USA), Jiawei Yuan (Embry-Riddle Aeronautical University, USA)

Secure and Efficient Outsourcing of Large-Scale Nonlinear Programming
Wei Du (University Of Arkansas, USA), Qinghua Li (University of Arkansas, USA)

Secure Multi-Client Data Access with Boolean Queries in Distributed Key-Value Stores
Xu Yuan (University of Louisiana at Lafayette, USA), Xingliang Yuan (Monash University,
Australia), Baochun Li (University of Toronto, Canada), Cong Wang (City University of Hong
Kong, Hong Kong)

Session 5A: DSA Security

Secure and Optimized Unauthorized Secondary User Detection in Dynamic Spectrum Access

Xiaonan Zhang (Binghamton University, USA), Qi Jia (Binghamton University, USA), Linke
Guo (Binghamton University, USA)

When the Hammer Meets the Nail: Multi-Server PIR for Database-Driven CRN with Location
Privacy Assurance
Mohamed Grissa (Oregon State University, USA), Attila Altay Yavuz (Oregon State University,
USA), Bechir Hamdaoui (Oregon State University, USA)

Differential Location Privacy for Crowdsourced Spectrum Sensing

Zonghao Huang (Oklahoma State University, USA), Yanmin Gong (Oklahoma State
University, USA)

Practical Privacy-Preserving Spectrum Query Schemes for Database-Driven CRNs with Multiple
Service Providers

Jiajun Xin (University of Nevada, Reno, USA), Ming Li (University of Nevada, Reno, USA),

Linke Guo (Binghamton University, USA), Pan Li (Case Western Reserve University, USA) ...

Session 5B: Wireless Security

An OFDM-based Dual Radar/Communication System Facing Uncertain Jamming Power

Andrey Garnaev (WINLAB, Rutgers University, USA), Wade Trappe (WINLAB, Rutgers
University, USA)

200

209

218

227

236

245

254

263

272

290



Session 6:

Learning to Detect and Mitigate Cross-layer Attacks in Wireless Networks: Framework and
Applications
Liyang Zhang (Northeastern University, USA), Francesco Restuccia (Northeastern University,
USA), Tommaso Melodia (Northeastern University, USA), Scott M Pudlewski (Air Force
Research Laboratory, USA)

Manipulatable Wireless Key Establishment

Song Fang (University of South Florida, USA), Ian Markwood (University of South Florida,
USA), Yao Liu (University of South Florida, USA)

Secret Key Distribution Leveraging Color Shift Over Visible Light Channel
Hongbo Liu (Indiana University-Purdue University Indianapolis, USA), Bo Liu (Stevens
Institute of Technology, USA), Cong Shi (Stevens Institute of Technology, USA), Yingying
Chen (Rutgers University, USA)

Mobile and loT Security

ViViSnoop: Someone is Snooping Your Typing Without Seeing It!
Kun Jin (The Ohio State University, USA), Si Fang (The Ohio State University, USA), Chunyi
Peng (Purdue University, USA), Zhiyang Teng (Singapore University of Technology and
Design, Singapore), Xufei Mao (Tsinghua University, P.R. China), Lan Zhang (University of
Science and Technology of China, P.R. China), Xiang-Yang Li (University of Science and

Technology of China, P.R. China)
MTRA: Multiple-Tier Remote Attestation in IoT Networks

Hailun Tan (UNSW, Australia), Sanjay Jha (University of New South Wales (UNSW),
Australia), Gene Tsudik (University of CA, Irvine, USA)

Composition Policies for Gesture Passwords: User Choice, Security, Usability and Memorability

Gradeigh Clark (Rutgers University, USA), Janne Lindqvist (Rutgers University, USA), Antti
Oulasvirta (Aalto University, Finland)

Towards Physical Layer Identification of Cognitive Radio Devices

Seth Andrews (Virgina Tech, USA), Ryan Gerdes (Virginia Tech, USA), Ming Li (University of
Arizona, USA)

299

308

317

326

335

344

353

IEEE CNS 2017 Posters: 2017 IEEE Conference on Communications and Network

Security

(CNS): IEEE CNS 2017 - Posters

Poster Session

VulMap: Global Information Security Vulnerabilities

Dennis Kergl (Universitat der Bundeswehr Miinchen, Germany), Robert Roedler (Universitat
der Bundeswehr Miinchen, Germany), Gabi Dreo Rodosek (Universitat der Bundeswehr

Minchen, Germany)
Physical Layer Authentication Based on Channel Information and Machine Learning

Fei Pan (University of Electronic Science and Technology of China, P.R. China), Hong Wen

(UESTC, P.R. China), Run-Fa Liao (UESTC, P.R. China), Yixin Jiang (Southern Electric Power

Research Institute, P.R. China), Aidong Xu (Electric Power Research Institute China Southern

Power Grid, P.R. China), Kai Ouyang (UESTC, P.R. China), Xiping Zhu (University of Electronic

Science and Technology of China, P.R. China)

A Physical Layer Secure Transmission Method based on Channel Prediction and QoS

Run-Fa Liao (UESTC, P.R. China), Hong Wen (UESTC, P.R. China), Fei Pan (University of
Electronic Science and Technology of China, P.R. China), Huanhuan Song (University of
Electronic Science and Technology of China, P.R. China), Yixin Jiang (Southern Electric Power
Research Institute, P.R. China), Feiyi Xie (University of Electronic Science and Technology of
China, P.R. China), Aidong Xu (Electric Power Research Institute China Southern Power Grid,
P.R. China)

362

364

366



Performance Analysis of Cooperative Secure Transmission System

Huanhuan Song (University of Electronic Science and Technology of China, P.R. China),
Luping Zhang (University of Electronic Science and Technology of China, P.R. China), Hong
Wen (UESTC, P.R. China), Run-Fa Liao (UESTC, P.R. China), Songlin Chen (UESTC, P.R.
China), Yi Chen (UESTC, P.R. China), Yixin Jiang (Southern Electric Power Research Institute,
P.R. China)

A Model Divides the Mobile Security Level Based on SVM

Qing Yang (UESTC, P.R. China), Hong Wen (UESTC, P.R. China), Yixin Jiang (Southern
Electric Power Research Institute, P.R. China), Aidong Xu (Electric Power Research Institute
China Southern Power Grid, P.R. China)

A method of reconciling the key discrepancy by exploiting Unconditional Secure Transmission

Wei Cheng (University Of Electronic Science And Technology Of China, P.R. China), Hong Wen
(UESTC, P.R. China), Huanhuan Song (University of Electronic Science and Technology of
China, P.R. China), Yixin Jiang (Southern Electric Power Research Institute, P.R. China),
Aidong Xu (Electric Power Research Institute China Southern Power Grid, P.R. China), Kai
Ouyang (UESTC, P.R. China), Xiping Zhu (University of Electronic Science and Technology of

China, P.R. China)
The Realization of Key Extraction based on USRP and OFDM Channel Response

Wei Cheng (University Of Electronic Science And Technology Of China, P.R. China), Hong Wen
(UESTC, P.R. China), Huanhuan Song (University of Electronic Science and Technology of
China, P.R. China), Yixin Jiang (Southern Electric Power Research Institute, P.R. China),
Aidong Xu (Electric Power Research Institute China Southern Power Grid, P.R. China), Kai
Ouyang (UESTC, P.R. China), Xiping Zhu (University of Electronic Science and Technology of
China, P.R. China)

Leveraging Inter-Controller Communication to Mitigate DDoS Attacks in SDN Networks
Jean Paul Houle (Carleton University, Canada), Saeed Ahmadi (Carleton University, Canada),

Brent Robart (University of Ottawa, Canada), Ashraf Matrawy (Carleton University, Canada) ...

Naggen: a Network Attack Graph GENeration Tool

Martin Barrére (Imperial College London, United Kingdom (Great Britain)), Emil Lupu
(Imperial College, United Kingdom (Great Britain))

Time-Varying Keys for Encryption in WSN
Elena Uchiteleva (The University of Western Ontario, Canada), Abdallah Shami (University of
Western Ontario, Canada), Ahmed Refaey (Manhattan College, USA & Western University,
Canada)

Cryptanalysis of Stream Cipher Using Density Evolution
Ahmed Refaey (Manhattan College, USA & Western University, Canada), Khaled Loukhaoukha
(Laval University, Canada), Adel Omar Dahmane (Universite du Quebec a Trois-Rivieres,
Canada)

Security and Trust for Surveillance Cameras
Konstantin Boyarinov (BCIT, Canada), Aaron Hunter (BCIT, Canada)

Bluetooth for Decoy Systems: A Practical Study
Ken Wong (BCIT, Canada), Aaron Hunter (BCIT, Canada)

Combining FPGAs and processors for high-throughput forensics
Franck Cornevaux-Juignet (IMT Atlantique, France), Matthieu Arzel (IMT Atlantique, France),
Pierre-Henri Horrein (IMT Atlantique, France), Tristan Groléat (OVH, France), Christian Person
(IMT Atlantique, France)

Current State of Client-side Extensions Aimed at Protecting Against CSRF-like Attacks
Natalija Vlajic (York University, Canada)

Public Key Exchange scheme that is Addressable (PKA)
Bilal Habib (Northern Arizona University, USA), Bertrand Cambou (Northern Arizona

University & Northern Arizona University, USA), Duane Booher (Northern Arizona University,
USA), Christopher Philabaum (Northern Arizona University, USA)

Quantitative Models of Imperfect Deception in Network Security using Signaling Games with
Evidence

Jeffrey Pawlick (New York University, USA), Quanyan Zhu (New York University, USA) ...

368

370

372

374

376

378

380

382

384

386

388

390

392



Distributed Shuffle Index: Analysis and Implementation in an Industrial Testbed

Enrico Bacis (University of Bergamo, Italy), Alan Barnett (Dell EMC, Ireland), Andrew Byrne
(DELL, Ireland), Sabrina De Capitani di Vimercati (Universita® degli Studi di Milano, Italy),
Sara Foresti (Universita degli Studi di Milano, Italy), Stefano Paraboschi (University of
Bergamo, Italy), Marco Rosa (University of Bergamo, Italy), Pierangela Samarati (Universita'

degli Studi di Milano, Italy) 396
Toward the SIEM Architecture for Cloud-based Security Services
Jong-Hoon Lee (ETRI, Korea), Youngsoo Kim (ETRI, Korea), Jonghyun Kim (ETRI, Korea) ... 398

IEEE CNS 2017 CPS-Sec: 2017 IEEE Conference on Communications and Network
Security (CNS): International Workshop on Cyber-Physical Systems Security (CPS-
Sec)

Session 1

Deep Learning-Based Data Forgery Detection in Automatic Generation Control

Fengli Zhang (University of Arkansas, Fayetteville, USA), Qinghua Li (University of Arkansas,

USA) 400
Securing Balise-based Train Control Systems Using Cryptographic Random Fountains

J Harshan (Indian Institute of Technology Delhi, India), Sang-Yoon Chang (University of
Colorado Colorado Springs, USA), Seungmin Kang (Advanced Digital Sciences Center,
Singapore), Yih-Chun Hu (University of Illinois at Urbana-Champaign, USA) 405

Efficient Detection of False Data Injection Attacks on AC State Estimation in Smart Grids
James Ranjith Kumar (National University of Singapore, Singapore), Biplab Sikdar (National
University of Singapore, Singapore) 411
Secure and Practical Output Feedback Control for Cloud-Enabled Cyber-Physical Systems
Zhiheng Xu (New York University, USA), Quanyan Zhu (New York University, USA) ..., 416

Session 2

An Efficient MQTT Framework for Control and Protection of Networked Cyber-Physical Systems

Utku Ozgur (Florida International University, USA), Harikrishnan Nair (Florida International

University, USA), Aditya Sundararajan (Florida International University, USA), Kemal Akkaya

(Florida International University, USA), Arif Sarwat (Florida International University, USA) ... 421
A Game Theoretic Approach to Analyze False Data Injection and Detection in LQG System

Ruochi Zhang (Lehigh University, USA), Parvathinathan Venkitasubramaniam (Lehigh

University, USA) 427
Managing Cybersecurity Break-ins Using Bluetooth Low Energy Devices to Verify Attackers: A
Practical Study

Ken Wong (BCIT, Canada), Aaron Hunter (BCIT, Canada) 432




IEEE CNS 2017 SPA: 2017 IEEE Conference on Communications and Network
Security (CNS): SPA

Technical Session

Privacy for Targeted Advertising

Avradip Mandal (Fujitsu Laboratories of America, USA), John Mitchell (Stanford University,
USA), Hart Montgomery (Fujitsu Laboratories of America, USA), Arnab Roy (Fujitsu
Laboratories of America, USA) 438

Privacy-Preserving Audience Measurement in Practice -- Opportunities and Challenges

Steffen Passmann (INFOnline GmbH, Germany), Anne Lauber-Roensberg (TU Dresden,
Germany), Thorsten Strufe (TU Dresden, Germany) 444

Dynamic ad-insertion and content orchestration workflows through manifest manipulation in
HLS and MPEG-DASH

Robert Seeliger (Fraunhofer Institute FOKUS, Germany), Daniel Silhavy (Fraunhofer Institute

FOKUS, Germany), Stefan Arbanowski (Fraunhofer Institut FOKUS, Germany) 450
Towards A New Privacy-Preserving Social Media Advertising Architecture (Invited Position
Paper)

Daniela Becker (Robert Bosch LLC, USA), Jorge Guajardo (Robert Bosch LLC, USA), Karl-

Heinz Zimmermann (Hamburg University of Technology, Germany) 456

IEEE CNS 2017 SPC: The 3rd IEEE Workshop on Security and Privacy in the Cloud
(SPC 2017)

Session 1: Access control, privacy policies, and security assurance

Privacy Aware Web Services in the Cloud

Farshad Rahimi Asl (McMaster University, Canada), Fei Chiang (McMaster University,
Canada), Wenbo He (McMaster University, Canada), Reza Samavi (McMaster University,
Canada) 458

Dynamic Security Assurance in Multi-Cloud DevOps

Erkuden Rios (Tecnalia, Spain), Eider Iturbe (Tecnalia, Spain), Wissam Mallouli (Montimage,
France), Massimiliano Rak (University of Campania Studies Luigi Vanvitelli, Spain) ... 467

Selective Access for Supply Chain Management in the Cloud

Anselme Kemgne Tueno (SAP Research, Germany), Florian Kerschbaum (University of

Waterloo, Canada), Daniel Bernau (SAP Research, Germany), Sara Foresti (Universita degli

Studi di Milano, Italy) 476
EncSwift and Key Management: An Integrated Approach in an Industrial Setting

Enrico Bacis (University of Bergamo, Italy), Marco Rosa (University of Bergamo, Italy), Ali

Sajjad (British Telecom, United Kingdom (Great Britain)) 483

Session 2: Intrusion detection and privacy

Epidemic-Resistant Configurations for Intrusion Detection Systems

Robert Mitchell (Sandia National Laboratories, USA) 487
GeoSecure: Towards Secure Outsourcing of GPS Data over Cloud

Vikram Patil (State University of New York, Albany, USA), Shivam Parikh (State University of

New York, Albany, USA), Priyanka Singh (State University of New York, Albany, USA),
Pradeep K Atrey (State University of New York, Albany, USA) 495




Privacy-Preserving Fog Computing Paradigm

Nabil Abubaker (Bilkent University, Turkey), Leonard Dervishi (Bilkent University, Turkey),

Erman Ayday (Bilkent University, Turkey) 502
Could Network View Inconsistency Affect Virtualized Network Security Functions?

Mohamed Aslan (Carleton University, Canada), Ashraf Matrawy (Carleton University,

Canada) 510

Session 3: Security requirements and controls, secure computation

Determining security requirements for cloud-supported routing of physical goods

Sandra Domengiue Ringmann (HTWG Konstanz University of Applied Sciences & Siemens

Postal, Parcel & Airport Logistics GmbH, Germany), Hanno Langweg (HTWG Konstanz

University of Applied Sciences, Germany) 514
Structuring the Scope: Enabling Adaptive and Multilateral Authorization Management

Bojan Suzic (Graz University of Technology, Austria), Andreas Reiter (Graz University of

Technology, Austria), Alexander Marsalek (Graz University of Technology, Austria) ... 522
Computing Multiple Exponentiations in Discrete Log and RSA Groups: From Batch Verification to
Batch Delegation

Giovanni Di Crescenzo (Vencore Labs, USA), Matluba Khodjaeva (CUNY Graduate Center,

USA), Delaram Kahrobaei (CUNY Graduate Center, USA), Vladimir Shpilrain (CUNY Graduate

Center, USA) 531

IEEE CNS 2017 PLMWS: 2017 IEEE Conference on Communications and Network
Security (CNS): The Workshop on Physical-Layer Methods for Wireless Security

Technical Session |

Covert Secret Key Generation
Mehrdad Tahmasbi (Georgia Institute of Technology, USA), Matthieu Bloch (Georgia Institute
of Technology, USA) 540

Technical Session Il

Gaussian Fading Channel with Secrecy Outside a Bounded Range

Shaofeng Zou (University of Illinois at Urbana-Champaign & Coordinated Science Lab, USA),
Yingbin Liang (Syracuse University, USA), Shlomo (Shitz) Shamai (The Technion, Israel) ... 545

On Full-Duplex Secure Key Generation with Deterministic Models

Rick Fritschek (Technische Universitdt Berlin, Germany), Gerhard Wunder (FU Berlin,
Heisenberg Communications and Information Theory Group, Germany) 550

Storage of General Data Sources on a Public Database with Security and Privacy Constraints

Sebastian Baur (Technische Universitat Minchen, Germany), Holger Boche (Technical
University Munich, Germany) 555




Technical Session lll

MAC Resolvability: First And Second Order Results
Matthias Frey (Technische Universitat Berlin, Germany), Igor Bjelakovic (Technische
Universitat Berlin, Germany), Slawomir Stanczak (Fraunhofer Heinrich Hertz Institute &
Technische Universitdt Berlin, Germany)

Technical Session IV

Physical Layer Security using BCH and LDPC Codes with Adaptive Granular HARQ

Mohamed Haj Taieb (Laval University, Canada), Jean-Yves Chouinard (Laval University,
Canada)

Binary Primes Sequence for Cryptography and Secure Communication

Prashanth BusiReddyGari (Oklahoma State University, USA), Subhash Kak (Oklahoma State
University, USA)

Optimal capacity region for PUF-based authentication with a constraint on the number of
challenge-response pairs
Mani Khavari (Technical University of Munich, Germany), Holger Boche (Technical University
Munich, Germany), Sebastian Baur (Technische Universitat Miinchen, Germany)

IEEE CNS 2017 NFW: 2017 IEEE Conference on Communications and Network

Security (CNS): The Network Forensics Workshop

Technical Session 1

Detecting Anomalous Behavior of PLC using Semi-supervised Machine Learning

Ken Yau (The University of Hong Kong, Hong Kong), K. p. Chow (The University of Hong
Kong, Hong Kong), Siu Ming Yiu (The University of Hong Kong, Hong Kong), CF Chan

(University of Hong Kong, Hong Kong)
Black Penguin: On the Feasibility of Detecting Intrusion with Homogeneous Memory

Ning Zhang (Virginia Tech & Raytheon Company, USA), Ruide Zhang (Virginia Tech, USA),

Qiben Yan (University of Nebraska-Lincoln, USA), Wenjing Lou (Virginia Tech & National

Science Foundation, USA), Thomas Hou (Virginia Tech, USA), Danfeng Yao (Virginia Tech,

USA)
Linkography Abstraction Refinement and Cyber Security

Robert Mitchell (Sandia National Laboratories, USA), Marci McBride (Sandia National
Laboratories, USA), John C Jarocki (Sandia National Laboratories, USA)

Technical Session 2

A Layered Graphical Model for Mission Attack Impact Analysis
Changwei Liu (George Mason University, USA), Anoop Singhal (NIST, USA), Duminda

Wijesekera (George Mason University, USA)
Open-source flexible packet parser for high data rate agile network probe
Franck Cornevaux-Juignet (IMT Atlantique, France), Matthieu Arzel (IMT Atlantique, France),

Pierre-Henri Horrein (IMT Atlantique, France), Tristan Groléat (OVH, France), Christian Person

(IMT Atlantique, France)

560

565

570

575

580

586

595

602

610



Email Spoofing Detection Using Volatile Memory Forensics
Padmavathi Iyer (State University of New York, Albany, USA), Pradeep K Atrey (State
University of New York, Albany, USA), Gaurav Varshney (Indian Institute of Technology,
Roorkee, India), Manoj Mishra (IIT Roorkee, India) 619






