
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
IEEE Catalog Number: 
ISBN: 

CFP1726N-POD 
978-1-5386-2691-7 

2017 9th International Conference 
on Cyber Conflict (CyCon 2017) 

Tallinn, Estonia 
30 May – 2 June 2017 



 
 
 
 
 
 
 
Copyright © 2017, NATO Cooperative Cyber Defence Centre of Excellence  
All Rights Reserved 
 
 
*** This is a print representation of what appears in the IEEE Digital 
Library.  Some format issues inherent in the e-media version may also 
appear in this print version. 
 
 
IEEE Catalog Number:   CFP1726N-POD 
ISBN (Print-On-Demand):  978-1-5386-2691-7 
ISBN (Online):   978-9949-9904-1-2 
ISSN:                            2325-5366 
 
 
 
Additional Copies of This Publication Are Available From: 
 
Curran Associates, Inc 
57 Morehouse Lane 
Red Hook, NY  12571 USA 
Phone:  (845) 758-0400 
Fax:  (845) 758-2633 
E-mail: curran@proceedings.com 
Web:               www.proceedings.com 
 

 
 
   



Table of Contents

Introduction	 1

The Coming of Cyber Espionage Norms 	 7
Martin Libicki

Organisational Integration of Offensive Cyber Capabilities: 	 25
A Primer on the Benefits and Risks 
Max Smeets

Mission Assurance: Shifting the Focus of Cyber Defence	 43
Brad Bigelow

Core Illumination: Traffic Analysis in Cyberspace	 55
Kenneth Geers

Trading Privacy for Security in Cyberspace: 	 73
A Study Across the Dynamics of US Federal Laws 
and Regulations Between 1967 and 2016
Ido Sivan-Sevilla

The Role of International Human Rights Law in the 	 93
Protection of Online Privacy in the Age of Surveillance
Eliza Watt

The Misuse of Protected Indicators in Cyberspace: 	 107
Defending a Core Aspect of International Humanitarian Law 
Jeffrey Biller

Update to Revolving Door 2.0: The Extension 	 121
of the Period for Direct Participation in Hostilities 
Due to Autonomous Cyber Weapons
Tassilo V. P. Singer

From the Vanishing Point Back to the Core: 	 135
The Impact of the Development of the Cyber Law 
of War on General International Law
Kubo Mačák

Control and Capabilities Test: Toward a New 	 149
Lex Specialis Governing State Responsibility 
for Third Party Cyber Incidents 
Peter Z. Stockburger



Defending the Grid: Backfitting 	 163
Non-Expandable Control Systems  
Robert Koch, Teo Kühn

Crowdsourcing Security for 	 181
Wireless Air Traffic Communications 
Martin Strohmeier, Matt Smith, Matthias Schäfer, 
Vincent Lenders, Ivan Martinovic

Scalable Architecture for Online Prioritisation of Cyber Threats  	 199
Fabio Pierazzi, Giovanni Apruzzese, Michele Colajanni, 
Alessandro Guido, Mirco Marchetti

On the Security of the Blockchain BIX Protocol and Certificates 	 217
Riccardo Longo, Federico Pintore, 
Giancarlo Rinaldo, Massimiliano Sala

Biographies 	 233




