2018 APWG Symposium on
Electronic Crime Research
(eCrime 2018)

San Diego, California, USA
15 - 17 May 2018

.Q IE E E IEEE Catalog Number: CFP1854F-POD
’ ISBN: 978-1-5386-4923-7



Copyright © 2018 by the Institute of Electrical and Electronics Engineers, Inc.
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

*** This is a print representation of what appears in the IEEE Digital
Library. Some format issues inherent in the e-media version may also
appear in this print version.

IEEE Catalog Number: CFP1854F-POD
ISBN (Print-On-Demand): 978-1-5386-4923-7
ISBN (Online): 978-1-5386-4922-0
ISSN: 2159-1237

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

proceedings

.com



Inside a Phisher’s Mind: Understanding the Anti-phishing
Ecosystem Through Phishing Kit Analysis...1

Using URL Shorteners to Compare Phishing and Malware Attacks...13

A Layered Approach to Defending Against List- Linking Email Bombs..

A Key-Management-Based Taxonomy for Ransomware...35
Large Scale Detection of IDN Domain Name Masquerading.. .47

At-Risk System ldentification via Analysis of Discussions on the
Darkweb. . .58

Effects of Peer Feedback on Password Strength...70

MalClassifier: Malware Family Classification Using Network Flow
Sequence Behaviour...79

Bullet-Proof Payment Processors...92

COINHOARDER: Tracking a Ukrainian Bitcoin Phishing Ring DNS Style..

.26

.103





