2018 National Cyber Summit
(NCS 2018)

Huntsville, Alabama, USA
5-7June 2018

.O IE E E IEEE Catalog Number:  CFP18Q91-POD
° ISBN: 978-1-5386-7253-2



Copyright © 2018 by the Institute of Electrical and Electronics Engineers, Inc.
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

*** This is a print representation of what appears in the IEEE Digital
Library. Some format issues inherent in the e-media version may also
appear in this print version.

IEEE Catalog Number: CFP18Q91-POD
ISBN (Print-On-Demand): 978-1-5386-7253-2
ISBN (Online): 978-1-5386-7252-5

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

proceedings

.com



2018 National Cyber Summit
Research Track

NCS 2018

Table of Contents

Message from General ChairS Vi.............. ...
Message from Program Chairs Vil.....................
Conference Organization Vili........................
Program Committee IX............. ...
L A () . ST OO PP PRPP

Session 1

An Exploratory Analysis on Cybersecurity Ecosystem Utilizing the NICE Framework 1.................................
Kevin Kim (University of North Texas), Justin Smith (University of
North Texas), T. Andrew Yang (University of Houston-Clear Lake), and
Dan J. Kim (University of North Texas)

Playbook Oriented Cyber RESpONSE 8....... ..o e
Andy Applebaum (MITRE), Shawn Johnson (MITRE), Michael Limiero
(MITRE), and Michael Smith (MITRE)

Allocating Security Analysts to Cyber Alerts Using Markov Games .10..............ccooooiiiiiiiiiiiniin e,
Noah Dunstatter (Texas State University), Mina Guirguis (Texas State
University), and Alireza Tahsini (Texas State University)

Session 2

Online Cybersecurity Awareness Modules for College and High School Students 24....................................
Yesem Peker (Columbus State University), Lydia Ray (Columbus State
University), and Stephanie da Silva (Columbus State University)

Educational Competitions to Boost the Cyber Workforce-Development 34......................cooooiiiiiiiiiiinn..
Amanda Joyce (Argonne National Laboratory), Steven Day (Argonne
National Laboratory), and Nathaniel Evans (Argonne National
Laboratory)

Session 3

An OAuth-Based Authorization Framework for Access Control in Remote Collaboration Systems 38..............
Srikanth Jonnada (University of North Texas), Ram Dantu (University of
North Texas), Pradhumna Shrestha (University of North Texas), Ishan
Ranasinghe (University of North Texas), and Logan Widick (University
of North Texas)



Design and Development of Smart TV Protector 45............iiiiiiiiiiiiiiiei e
Donald Privitera (Kennesaw State University) and Hossain Shahriar
(Kennesaw State University)

Moving Target Defense for Avionic Systems 53... ... ..ottt
Vahid Heydari (Rowan University)

Impact of Perceived Risk, Perceived Controllability, and Security Self-Efficacy on Secure Intention

from Social Comparison Theory Perspective .S58............coiiiiiiiiiiiiii e
Dan J. Kim (University of North Texas), Brandon Phillps (Texas A & M
University Central Texas), and Young U. Ryu (University of Texas at
Dallas)

Session 4

Performance Analysis of Elliptic Curves for Real-Time Video Encryption 64.................c.ocooiiiiiiiiiininn.
Nilanjan Sen (University of North Texas), Ram Dantu (University of
North Texas), Jagannadh Vempati (University of North Texas), and Mark
Thompson (University of North Texas)

An Optimized Running Window Entropy Algorithm [72..............ccciiiiiiiiiii e
Keith J. Jones (Dakota State University) and Yong Wang (Dakota State
University)

Author Index 79. . . ...





