2018 European Intelligence and
Security Informatics Conference
(EISIC 2018)

Karlskrona, Sweden
24-25 October 2018

I E E E IEEE Catalog Number: CFP1805R-POD
° ISBN: 978-1-5386-9401-5



Copyright © 2018 by the Institute of Electrical and Electronics Engineers, Inc.
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

*** This is a print representation of what appears in the IEEE Digital
Library. Some format issues inherent in the e-media version may also
appear in this print version.

IEEE Catalog Number: CFP1805R-POD
ISBN (Print-On-Demand): 978-1-5386-9401-5
ISBN (Online): 978-1-5386-9400-8

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

proceedings

.com



2018 European Intelligence and
Security Informatics Conference

EISIC 2018

Table of Contents

Message from the General Chairs .................coccooiiiiiiiiiiiiiiiecece e eee e eeenees vii
Message from the Program CRair ...........cc.ccoiiiiiiiiiiiiii et viii
Conference OrgamizZation ................c.coooiiiiiiieiiiiiiie e crtee ettt e e treesbeestaeesbeeesseeessseessseeesssesasseeanes ix
Program COMIMILEEE ...............coooouiiiiiieiiieeieeeite ettt ee et e st e steeessteesseeesseessseeassseessseesssseessseessseesssennns X
Regular Papers

Time of Day ANomaly DEtECHION.......c.ccvvieriiiieieiieeieeticte et et e seesteestesreebeebeestaesebessseesseessaesssesssesssessseanns 1

Matthew Price-Williams, Melissa Turcotte and Nick Heard

Analysis and Evaluation of Antivirus Engines in Detecting Android Malware: A Data Analytics

F N 00 (0 Te] | BTSRRI 7
Ignacio Martin, José Alberto Hernandez, Sergio de los Santos and Antonio Guzman

Policing the Cyber Threat: Exploring the Threat from Cyber Crime and the Ability of Local Law
Enforcement t0 RESPONA........cocuiiiiiiiiiiiecie ettt et e et e e ta e e st e e etbeesabeeessaeesesaeenbeeeneseas 15
Matthew Hull, Thaddeus Eze and Lee Speakman

Now You See Me: Identifying Duplicate Network Personas ...........ccccecveeevieeeiiirenieesiie e e 23
Sean Suehr and Chrysafis Vogiatzis

Harmonizing Criminal Law Provisions on Money Laundering—A Litmus Test of European Integration ...... 31
Tatu Hyttinen and Saila Heinikoski

Conceptualising Cyber Security Information Sharing: A Stakeholder Survey.......c.ccocevvevieniieicieeieenenn,
Adam Zibak and Andrew Simpson

Online Monitoring 0f Large EVENLS .........ccivciiiiiiiiieieiesie sttt ere ettt sreeebeesbeessaesraestaessaesrnessneenns 47
Johan Fernquist and Lisa Kaati

Optical Covert Channel from Air-Gapped Networks via Remote Orchestration of Router/Switch LEDs......... 54
Mordechai Guri
Short Papers

Digital Transformation in Border Checks: Mapping Border Guard Training in Automated Processes..... 61
Laura Salmela, Sirra Toivonen, Minna Kulju and Mari Ylikauppila

On Wash Trade Detection in ENergy Markets ..........cccoociiiiiiiiiiiiiiieeericeiee ettt 65
Umid Akhmedov
A Heuristic Method for Identifying Scam Ads on Crai@slist..........ccceveeeriiriiienienieniee e 69

Hamad Alsaleh and Lina Zhou



Towards Mobile Contactless 4-Fingerprint Authentication for Border Control............cccccoevieviiriienieeinnn. 73
Axel Weissenfeld, Andreas Zoufal, Christoph Weiss, Bernhard Strobl and Gustavo Fernandez Dominguez

Multi-expert Estimations of Burglars’ Risk Exposure and Level of Pre-crime Preparation Using Coded
Crime Scene Data: WOrk i PIOZIESS .....c.viieciiiiiiiiiiiecie ettt ettt et e e sveesteeesaaeesreeesesaesaneeens 77
Martin Boldt, Veselka Boeva and Anton Borg

Inferring Demographic Data of Marginalized Users in Twitter with Computer Vision APIs.................... 81
Panos Kostakos, Abhinay Pandya, Olga Kyriakouli and Mourad Oussalah
Poster Papers

Using Wearable Device Data in a Criminal Investigation: A Preliminary Study .........cccocceeevvecivriieneeninnns 85
Sarah McNary and Aaron Hunter

Generic Object and Motion Analytics for Accelerating Video Analysis within VICTORIA..................... 86
David Schreiber, Martin Boyer, Elisabeth Broneder, Andreas Opitz and Stephan Veigl

AMENOE INAEX ..ottt e e e e e ettt e s e e e e e et s e e s eeesasaaaresaaaeans 87

vi





