2021 IEEE/ACM 3rd
International Workshop on
Software Engineering Research

and Practices for the loT
(SERP410T 2021)

Virtual Conference
22 — 30 May 2021

I E E E IEEE Catalog Number: CFP21T80-POD
° ISBN: 978-1-6654-4570-2



Copyright © 2021 by the Institute of Electrical and Electronics Engineers, Inc.
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

*** This is a print representation of what appears in the IEEE Digital
Library. Some format issues inherent in the e-media version may also
appear in this print version.

IEEE Catalog Number: CFP21T80-POD
ISBN (Print-On-Demand): 978-1-6654-4570-2
ISBN (Online): 978-1-6654-4569-6

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

proceedings

LLom



2021 IEEE/ACM 3rd
International Workshop on
Software Engineering

Research and Practices for the
IoT (SERP4I0oT)

SERP4I0T 2021

Table of Contents

Message from the SERP4IoT 2021 Chairs vii
Program Committee viii

Modelling

A Language for Modelling False Data Injection Attacks in Internet of Things 1.............cccccccoiciininni.
Mathieu Briland (University of Bourgogne Franche-Comté, France) and
Fabrice Bouquet (University of Bourgogne Franche-Comté, France)

Model-Driven Development for ESP-Based IoT Systems 9.............ccccoooiiiiiiiiiiiiiiiiiiiiiiiiee e
Burak Karaduman (University of Antwerp & Flanders Make, Belgium) and
Moharram Challenger (University of Antwerp & Flanders Make, Belgium)

Studying

Understanding the Context of IoT Software Systems in DevOps 13...........cccooiiiiiiiiiiiiiiiiinieeee,
Igor Muzetti Pereira (University Federal of Ouro Preto, Brazil), Tiago
Garcia de Senna Carneiro (University Federal of Ouro Preto, Brazil),
and Eduardo Figueiredo (University Federal of Minas Gerais, Brazil)

Analysis of IoT Pattern Descriptions 21.................cooooiii
Hironori Washizaki (Waseda University, National Institute of
Informatics, System Information Co., Ltd., eXmotion Co., Ltd., Japan),
Atsuo Hazeyama (Tokyo Gakugei University, Japan), Takao Okubo
(Institute of Information Security, Japan), Hideyuki Kanuka (Hitachi,
Ltd., Japan), Shinpei Ogata (Shinshu University, Japan), and Nobukazu
Yoshioka (National Institute of Informatics Tokyo, Japan)

Francesca Arcelli Fontana (University of Milano - Bicocca, Italy) and
Ilaria Pigazzini (University of Milano - Bicocca, Italy)



Industry 4.0 Middleware Software Architecture Interoperability Analysis 32..............cccc.ooiiii.
Sune Chung Jepsen (University of Southern Denmark), Torben Worm
(University of Southern Denmark), Thomas Ingemann Merk (University of
Southern Denmark), and Jakob Hviid (University of Southern Denmark)

Security and Machine Learning Adoption in IoT: A Preliminary Study of IoT Developer
DISCUSSIONS B0,
Gias Uddin (University of Calgary, Canada)

Applying

Empowering Visual Internet-of-Things Mashups with Self-Healing Capabilities 44........................
Jodo Pedro Dias (University of Porto, and INESC TEC), André Restivo
(University of Porto, and LIACC), and Hugo Sereno Ferreira (University
of Porto, and INESC TEC)

RiverloT - a Framework Proposal for Fuzzing IoT Applications 52.............ccccoeeeiiiiiiiiiiiinieinniiiiinnn,
Ciprian Paduraru (University of Bucharest), Rares Cristea (University
of Bucharest), and Eduard Stiniloiu (Polytechnic University of
Bucharest)

Author Index 5. . . . ...

vi





