
•  
 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 ISBN: 978-1-7138-4061-9 
 

17th International Conference on 
Security and Cryptography 
(SECRYPT 2020) 

Online 
8 – 10 July 2020 

 
Editors: 
 
Pierangela Samarati 
Sabrina De Capitani di Vimercati 
 

Mohammad Obaidat 
Jalel Ben-Othman 
 

 

 

 



Printed from e-media with permission by: 

 
Curran Associates, Inc. 

57 Morehouse Lane 
Red Hook, NY  12571 

 

 
 

Some format issues inherent in the e-media version may also appear in this print version. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Copyright© (2020) by SCITEPRESS – Science and Technology Publications, Lda. 
All rights reserved. 
 
Printed with permission by Curran Associates, Inc. (2021) 
  
For permission requests, please contact SCITEPRESS – Science and Technology Publications, Lda. 
at the address below. 
  
SCITEPRESS – Science and Technology Publications, Lda.  
Avenida de S. Francisco Xavier, Lote 7 Cv. C, 
2900-616 Setúbal, Portugal 
 
Phone:  +351 265 520 185 
Fax:  +351 265520 186 
 
info@scitepress.org 
 
 
Additional copies of this publication are available from: 

 

Curran Associates, Inc. 
57 Morehouse Lane 
Red Hook, NY 12571 USA 
Phone:  845-758-0400 
Fax:      845-758-2633 
Email:   curran@proceedings.com 
Web:     www.proceedings.com 



SECRYPT 2020
Proceedings of the

17th International Conference on
Security and Cryptography

July 8 - 10, 2020

Sponsored by
INSTICC - Institute for Systems and Technologies of Information, Control and Communication



Copyright © 2020 by SCITEPRESS – Science and Technology Publications, Lda.
All rights reserved

Edited by Pierangela Samarati, Sabrina De Capitani di Vimercati, Mohammad Obaidat and 
Jalel Ben-Othman

ISSN: 2184-7711

http://www.secrypt.icete.org

secrypt.secretariat@insticc.org



BRIEF CONTENTS

INVITED SPEAKERS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . IV

ORGANIZING COMMITTEES . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . V

PROGRAM COMMITTEE . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . VI

AUXILIARY REVIEWERS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . VII

SELECTED PAPERS BOOK . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . VII

FOREWORD . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . IX

CONTENTS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . XI

III



INVITED SPEAKERS
Henderik A. Proper

Luxembourg Institute of Science and Technology
Luxembourg

Jaime Lloret Mauri
Universidad Politecnica de Valencia

Spain

Ajith Abraham
Machine Intelligence Research Labs (MIR Labs)

United States

Moti Yung
Columbia University

United States

Ingemar Johansson Cox
University of Copenhagen

United Kingdom

IV



ORGANIZING COMMITTEES

CONFERENCE CO-CHAIRS

Mohammad Obaidat, Fellow of IEEE, Dean of College of Computing & Informatics, University of
Sharjah, UAE and with University of Jordan, Jordan and University of Science and Technology Beijing,

China
Jalel Ben-Othman, University of Paris 13, France

PROGRAM CO-CHAIRS

Pierangela Samarati, Università degli Studi di Milano, Italy

Sabrina De Capitani di Vimercati, Università degli Studi di Milano, Italy

SECRETARIAT

Mónica Saramago, INSTICC, Portugal

GRAPHICS PRODUCTION AND WEBDESIGNER

André Poeira, INSTICC, Portugal

WEBMASTER

João Francisco, INSTICC, Portugal

Carolina Ribeiro, INSTICC, Portugal

V



PROGRAM COMMITTEE
Massimiliano Albanese, George Mason University,
United States
Cristina Alcaraz, University of Malaga, Spain

Luís Antunes, Universidade do Porto, Portugal

Muhammad Asghar, The University of Auckland,
New Zealand
Francesco Buccafurri, University of Reggio
Calabria, Italy

Frederic Cuppens, TELECOM Bretagne, France

Nora Cuppens, IMT-Atlantique, France

Sabrina De Capitani di Vimercati, Università
degli Studi di Milano, Italy

Roberto Di Pietro, Hamad Bin Khalifa University,
Qatar

Mario Di Raimondo, Università of Catania, Italy

Josep Domingo-Ferrer, Rovira i Virgili University,
Spain

Ruggero Donida Labati, Università degli Studi di
Milano, Italy

Alberto Ferrante, Università della Svizzera
Italiana, Switzerland

Josep-Lluis Ferrer-Gomila, Balearic Islands
University, Spain

Sara Foresti, Università degli Studi di Milano, Italy

Steven Furnell, University of Plymouth,
United Kingdom

Joaquin Garcia-Alfaro, Télécom SudParis, France

Angelo Genovese, Università degli Studi di Milano,
Italy

Dimitris Gritzalis, AUEB, Greece

Stefanos Gritzalis, University of Piraeus, Greece

Jinguang Han, Queen’s University Belfast,
United Kingdom

Xinyi Huang, Fujian Normal University, China

Vasilis Katos, Bournemouth University,
United Kingdom

Sokratis Katsikas, Norwegian University of
Science and Technology, Norway

Shinsaku Kiyomoto, KDDI Research Inc., Japan

Albert Levi, Sabanci University, Turkey

Kaitai Liang, University of Surrey,
United Kingdom

Jay Ligatti, University of South Florida,
United States
Giovanni Livraga, Universita degli Studi di
Milano, Italy

Javier Lopez, University of Malaga, Spain

Yunlong Mao, Nanjing University, China

Evangelos Markatos, ICS, Forth, Greece

Fabio Martinelli, Consiglio Nazionale delle
Ricerche, Italy

David Megias, Universitat Oberta de Catalunya,
Spain

Alessio Merlo, University of Genoa, Italy

Rolf Oppliger, eSECURITY Technologies,
Switzerland
Stefano Paraboschi, University of Bergamo, Italy

Joon Park, Syracuse University, United States

Gerardo Pelosi, Politecnico di Milano, Italy

Günther Pernul, University of Regensburg,
Germany

Yunior Ramirez Cruz, Université du Luxembourg,
Luxembourg

Silvio Ranise, Fondazione Bruno Kessler, Italy

Indrakshi Ray, Colorado State University,
United States
Ruben Rios del Pozo, Universidad de Málaga,
Spain

Nuno Santos, INESC, Portugal

Andreas Schaad, University of Applied Sciences
Offenburg, Germany

Fabio Scotti, Universita degli Studi di Milano, Italy

Daniele Sgandurra, Royal Holloway - University
of London, United Kingdom

Nicolas Sklavos, University of Patras, Greece

Vicenc Torra, University of Skövde, Sweden

Juan Ramon Troncoso-Pastoriza, EPFL,
Switzerland

VI



Corrado Visaggio, Università degli Studi del
Sannio, Italy

Roopa Vishwanathan, New Mexico State
University, United States

Cong Wang, City University of Hong Kong,
Hong Kong

Haining Wang, University of Delaware,
United States
Lingyu Wang, Concordia University, Canada

Meng Yu, University of Texas at San Antonio,
United States

Mo Yu, Google, United States

Jiawei Yuan, University of Massachusetts
Dartmouth, United States

Qiang Zeng, University of South Carolina,
United States

Lei Zhang, Refinitiv, United States

Shengzhi Zhang, Boston University, Metropolitan
College, United States

Yongjun Zhao, The Chinese University of Hong
Kong, Hong Kong

AUXILIARY REVIEWERS

Tahir Ahmad, Foundazione Bruno Kessler, Italy

Stefano Berlato, FBK, Italy

Bruhadeshwar Bezawada, Colorado State
University, United States

Vasiliki Diamantopoulou, University of the
Aegean, Greece

Dimitra Georgiou, Greece

Giacomo Giorgi, CNR-IIT, Italy

Emauela Marasco, George Mason University,
United States
Luca Mariot, Uni. MIB, Italy

Christina Michailidou, IIT-CNR, Italy

Umberto Morelli, FBK, Italy

Jianting Ning, Nanyang Technological University,
Singapore

Pankaj Pandey, Norwegian University of Science
and Tehnology, Norway

Panagiotis Rizomiliotis, Harokopio University,
Greece
Alessandro Tomasi, Fondazione Bruno Kessler,
Italy

Theodoros Tzouramanis, University of Thessaly,
Greece
Luca Verderame, University of Genova, Italy

Xu Yang, RMIT University, Australia

Yuexin Zhang, Xidian University, China

Fei Zhu, RMIT, Australia

SELECTED PAPERS BOOK

A number of selected papers presented at SECRYPT 2020 will be published by Springer in a CCIS Series
book. This selection will be done by the Conference Co-chairs and Program Co-chairs, among the papers
actually presented at the conference, based on a rigorous review by the SECRYPT 2020 Program Committee
members.

VII





FOREWORD

This book contains the proceedings of the 17th International Conference on Security and Cryptography
(SECRYPT 2020) which is part of the 17th International Joint Conference on e-Business and Telecommu-
nications (ICETE 2020). This year ICETE 2020 was, exceptionally, held as an online web-based event, due
to the COVID-19 pandemic, from 8 - 10 July, 2020.

ICETE 2020 is sponsored by INSTICC (the Institute for Systems and Technologies of Information, Control
and Communication) and held in cooperation with the ACM SIGMIS (Special Interest Group on Manage-
ment Information Systems), the ACM SIGMM (Special Interest Group on Multimedia),the European Asso-
ciation for Signal Processing (EURASIP), the Japan Society of Applied Physics (JSAP), the International
Association of Business Process Management Professionals International (ABPMP) and the Photonics21.
Moreover, ICETE 2020 has WfMC (Workflow Management Coalition), OMG (Object Management Group)
and FIPA (the Foundation for Intelligent Physical Agents) as Organizational Co-Sponsors.

The purpose of the International Joint Conference on e-Business and Telecommunications is to bring to-
gether researchers and practitioners interested in the dissemination of new results in the fields of information
and communication technologies, including data communication networking, e-business, optical commu-
nication systems, security and cryptography, signal processing and multimedia applications, and wireless
networks and mobile systems. These are the main conference areas that define the six component confer-
ences, namely: DCNET, ICE-B, OPTICS, SECRYPT, SIGMAP, and WINSYS, which together form the
ICETE joint international conference.

ICETE 2020 includes five distinguished keynote lectures, delivered by experts in their fields, including
(alphabetically): Ajith Abraham (Machine Intelligence Research Labs (MIR Labs), USA), Henderik Proper
(Luxembourg Institute of Science and Technology, Luxembourg), Ingemar Johansson Cox (University of
Copenhagen, United Kingdom), Jaime Lloret Mauri (Universidad Politecnica de Valencia, Spain) and Moti
Yung (Columbia University, USA).

With its six segments, we expect the conference to appeal to a global audience of the engineers, scientists,
business practitioners and policy experts, interested in R&D on Telecommunication Systems and Services.
All tracks focus on research related to real world applications and rely on contributions not only from
academia, but also from industry, business and government, with different solutions for end-user appli-
cations and enabling technologies, in a diversity of communication environments. The accepted papers
demonstrate a number of new and innovative solutions and the vitality of these research areas.

In response to the call for papers, SECRYPT has received 123 papers in total, with contributions from 39
different countries in all continents, confirming the success and global dimension of SECRYPT 2020. To
evaluate each submission, a double blind paper evaluation method was used: each paper was reviewed by at
least two experts from the International Program Committee in a double-blind review process. The selection
process followed strict criteria. So, only 19 papers were accepted and orally presented at SECRYPT as full
papers (15% of submissions) and 32 as short papers (26% of submissions). Additionally, 18 papers were
accepted for poster presentations.

With this acceptance ratio, SECRYPT 2020 continues the tradition of previous conferences as a distin-
guished and high-quality conference. Extended versions of selected best papers of the conference will be
invited to appear in a post-conference book that will be published by Springer.

We would like to express our thanks to all colleagues involved in supporting the conference. We would like
to thank in particular: the members of the Program Committee and the external reviewers, who really did
a great job, devoting expertise and time in reviewing the papers and participating in the discussion process.
We would like to thank all the authors who submitted papers, whether or not the paper was eventually
included in the program. We would also like to thank the invited speakers for their invaluable contribution,
in sharing their vision, knowledge and research outcomes.

Finally, we gratefully acknowledge the professional support of the INSTICC team for all organizational
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processes, especially given the need to introduce online streaming, forum management, direct messaging
facilitation and other web-based activities in order to make it possible for SECRYPT 2020 authors to present
their work and share ideas with colleagues in spite of the logistic difficulties caused by the current pandemic
situation.

We hope that the papers accepted and included in the proceedings will be helpful references in future works
for all those who need to address topics in the SECRYPT and all the other ICETE knowledge areas.

Pierangela Samarati
Università degli Studi di Milano, Italy

Sabrina De Capitani di Vimercati
Università degli Studi di Milano, Italy

Mohammad Obaidat
Fellow of IEEE, Dean of College of Computing & Informatics, University of Sharjah, UAE and with
University of Jordan, Jordan and University of Science and Technology Beijing, China

Jalel Ben-Othman
University of Paris 13, France
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