2022 IEEE International
Symposium on Software
Reliability Engineering
Workshops (ISSREW 2022)

Charlotte, North Carolina, USA
31 October — 3 November 2022

I E E E IEEE Catalog Number: CFP2279F-POD
° ISBN: 978-1-6654-7680-5



Copyright © 2022 by the Institute of Electrical and Electronics Engineers, Inc.
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

*** This Is a print representation of what appears in the IEEE Digital
Library. Some format issues inherent in the e-media version may also
appear in this print version.

IEEE Catalog Number: CFP2279F-POD
ISBN (Print-On-Demand): 978-1-6654-7680-5
ISBN (Online): 978-1-6654-7679-9

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

proceedings

.com



2022 IEEE International
Symposium on Software
Reliability Engineering
Workshops (ISSREW)

ISSREW 2022

Table of Contents
Message from the ISSRE 2022 General Co-Chairs .................cccoooeiiiiiiiiiiiiineiiiiiee e xiv
Message from the ISSRE 2022 Industry Track Committee Chairs .................cccccoiiiiiiiiiiiiiiiiinnnns XV
ISSRE 2022 Industry Track Committee .................cooooiiiiiiiiiiiiii e xvi
Message from the Doctoral Symposium Chairs ............................. xvii
ISSRE 2022 Doctoral Symposium Committee ...........................ooooiiiiiiiii il xviii
Message from the ISSRE 2022 Fast Abstract Co-Chairs .......................cccooieiiiiiiiiee e xix
ISSRE 2022 Fast Abstracts Track Committee ... XX
Message from the WoSAR 2022 Workshop Chairs .................ccoooeiiiiiiiiiiiiiiiiii e xxi
WO0SAR 2022 Workshop Committee ..ot xxii
WOSAR 2022 Workshop Keynotes ...............ccoooiiiiiiiiiiiiiiiiiiiiiiie e xXxiv
Message from the WoSoCer 2022 Workshop Chairs ................ccccooeeiiiiiiiiiiiiiie e XXVi
WoSoCer 2022 Workshop Committee ..................coooiiiiiiiiiiiiii e xxvii
Wo0S0Cer 2022 Workshop Keynotes ..............cc.ooooiiiiiiiiiiiiiiiii e xxviii
Message from the RSDA 2022 Workshop Chairs ................cccoeeeeiiiiiiiiiiiiiiee e xxix
RSDA 2022 Workshop Committee .................ocooiiiiiiiiiiiiiiiiiie e XXX
RSDA 2022 Workshop Keynotes ... xxxi
Message from the IWSF & SHIFT 2022 Workshop Chairs .............................oooiii L xxxii
IWSF & SHIFT 2022 Workshop Committee ...........................cooiiiiiiiiii e, xxxiii
IWSF & SHIFT 2022 Workshop Keynotes .................ccoooooiiiiiiiiiiiiiiiiee e XXXiV
Message from the SSSML 2022 Workshop Chairs .................cccoooeeiiiiiiiiiiiiiee e XXXVi
SSSML 2022 Workshop Committee ..................ccoooiiiiiiiiiiiiiiiieiiii e XxXxvii
Message from the RAIS 2022 Workshop Chairs ...................ccoceeiiiiiiiiiie e XXXViii
RAIS 2022 Workshop Committee ................coooiiiiiiiiiiiiiiiii e XXxix
Message from the WAAM 2022 Workshop Chairs .....................ccoo x1
WAAM 2022 Workshop Committee .................ooiiiiiiiiiiiiiiiiiii e xli



ISSRE 2022 Industry Track

Best Industry Paper Nominees

An Unsupervised Approach to Discover Filtering Rules from Diagnostic Logs ............................... 1
Marcello Cinque (DIETI - Universita degli Studi di Napoli Federico 11,
Italy; CINI - Consorzio Interuniversitario Nazionale per
IInformatica, M.S. Angelo, Italy), Raffaele Della Corte (DIETI -
Universita degli Studi di Napoli Federico 11, Italy; Critiware s.r.1.,
Itaplly), Giorgio Farina (DIETI - Universita degli Studi di Napoli
Federico 11, Italy; CINI - Consorzio Interuniversitario Nazionale per
I'Informatica, M.S. Angelo, Italy), and Stefano Rosiello (Critiware
S.r.l., Italy)

Cache Antagonists Identification: A Practice from Alibaba Colocation Datacenter ............................ 7
Kangjin Wang (Peking University), Chuanjia Hou (Peking University),
Ying Li (Peking University), Yaoyong Dou (Alibaba Group), Cheng Wang
(Alibaba Group), Yang Wen (Alibaba Group), Jie Yao (Alibaba Group),
and Liping Zhang (Alibaba Group)

A Page-Mapping Consistency Protecting Method for Soft Error Damage in Flash-Based Storage ..... 13
Jung-Hoon Kim (Samsung Electronics, South Korea) and Young-Sik Lee
(Samsung Electronics, South Korea)

Industry Session 1

An Automated Approach to Re-Hosting Embedded Firmware by Removing Hardware

| oS3 g e (=3 Lo 1=t SR 19
Austin Ketterer (AMD, USA), Asha Shekar (Purdue University, USA),
Edgardo Barsallo Yi (Purdue University, USA), Saurabh Bagchi (Purdue
University, USA), and Abraham Clements (Sandia National Labs, USA)

Autonomic ZTA-Based Network Management Engine (AZNME) ..., 25
Cihan Tunc (University of North Texas), James Durflinger (University
of North Texas), Charif Mahmoudi (Siemens Technology US), and Valerio
Formicola (California Polytechnic State University)

When Malloc() Never Returns NULL-Reliability as an IIlusion ...................cccccoeeeeeiiiiiiiiiiiieee 31
Gunnar Kudrjavets (University of Groningen, Netherlands), Jeff Thomas
(Meta Platforms, Inc., USA), Aditya Kumar (Snap, Inc., USA),
Nachiappan Nagappan (Meta Platforms, Inc., USA), and Ayushi Rastogi
(University of Groningen, Netherlands)

Industry Session 2

Using Complexity Metrics with Hotspot Analysis to Support Software Sustainability ..................... 37
James M. Willenbring (Sandia National Laboratories) and Gursimran
Singh Walia (Augusta University)

Early Software Defect Prediction: Right-Shifting Software Effort Data into a Defect Curve .............. 43
Kazuhira Okumoto (Sakura Software Solutions LLC, USA)

vi



Fast Analysis of Evolving Software Systems ................oooiiiiiiiiiiiiii e 49
Anushri Jana (TCS Research, India), Bharti Chimdyalwar (TCS Research,
India), Shrawan Kumar (TCS Research, India), and R. Venkatesh (TCS
Research, India)

Industry Session 3

Automated Validation of Insurance Applications Against Calculation Specifications ...................... 55
Advaita Datar (TCS Research, Tata Research Development and Design
Centre (TRDDC), India), Amey Zare (TCS Research, Tata Research
Development and Design Centre (TRDDC), India), Asia A (TCS Research,
Tata Research Development and Design Centre (TRDDC), India), Venkatesh
R (TCS Research, Tata Research Development and Design Centre (TRDDC),
India), Shrawan Kumar (TCS Research, Tata Research Development and
Design Centre (TRDDC), India), and Ulka Shrotri (TCS Research, Tata
Research Development and Design Centre (TRDDC), India)

Prevalence of Continuous Integration Failures in Industrial Systems with
Hardware-in-the-Loop TeSHING ..........cccoiiiiiiiiiiiiei e 61
Han Fu (Ericsson AB, Sweden; KTH Royal Institute of Technology,
Sweden), Sigrid Eldh (Ericsson AB, Sweden; Milardalen University,
Sweden), Kristian Wiklund (Ericsson AB, Sweden), Andreas Ermedahl
(Ericsson AB, Sweden; KTH Royal Institute of Technology, Sweden), and
Cyrille Artho (KTH Royal Institute of Technology, Sweden)

Managing Service Dependency for Cloud Reliability: The Industrial Practice ................................. 67
Tianyi Yang (The Chinese University of Hong Kong, Hong Kong), Baitong
Li (The Chinese University of Hong Kong, Hong Kong), Jiacheng Shen
(The Chinese University of Hong Kong, Hong Kong), Yuxin Su (Sun
Yat-Sen Univeristy, China), Yongqiang Yang (Huawei Technologies,
China), and Michael R. Lyu (The Chinese University of Hong Kong, Hong
Kong)

Industry Session 4

VulDeBERT: A Vulnerability Detection System Using BERT ....................ouiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieaes 69
Soolin Kim (Sungkyunkwan University, Republic of Korea; Data61, CSIRO,
Australia), Jusop Choi (Sungkyunkwan University, Republic of Korea),
Muhammad Ejaz Ahmed (Data61, CSIRO, Australia), Surya Nepal (Data61,
CSIRO, Australia), and Hyoungshick Kim (Sungkyunkwan University,
Republic of Korea; Data61, CSIRO, Australia)

Detecting and Defending CSRF at API-Level .................cccccoiiiiiiiiiii 75
Shun Wang (Nanjing University, China), Chao Ni (Zhejiang University,
China), Jianbo Wang (Northeast Petroleum University, China), and
Changhai Nie (Nanjing University, China)

Characterizing Python Method Evolution with PyMevol: An Essential Step Towards Enabling
Reliable SOftware SYSLEIMIS .............ouuuiiiiiiiiii i 81
Haowei Quan (Monash University, Australia), [iawei Wang (Monash
University, Australia), Bo Li (Monash University, Australia), Xiaoning Du
(Monash University, Australia), Kui Liu (Huawei, China), and Li Li
(Monash University, Australia)

vii



Industry Session 5

A Method for Component Evaluation for Live Testing of Cloud Systems ........................oooovviinnnn... 87
Oussama Jebbar (Concordia University, Canada), Ferhat Khendek
(Concordia University), and Maria Toeroe (Ericsson Canada Inc.,
Canada)

Automated Dependability Assessment in DevOps Environments ................cccccooooiiiiiiiiineenenniiinn. 93
James Cusick (IEEE Computer Society Member, Japan), Alberto Avritzer
(EsulabSolutions, Inc., USA), Allen Tse (Wolters Kluwer, USA), and
Andrea Janes (Free University of Bozen-Bolzano, Italy)

Code Quality Prediction Under Super Extreme Class Imbalance .....................ccoooiiiiiiiinneiniiiiiinn, 99
Noah Lee (Meta Platforms, Inc., USA), Rui Abreu (Meta Platforms, Inc.,
USA), and Nachiappan Nagappan (Meta Platforms, Inc., USA)

ISSRE 2022 Doctoral Symposium
Green Resilience of Cyber-Physical SYyStems ...............cccoooiiiiiiiiiiiiiiiiiiiiciee e 105
Diaeddin Rimawi (Free University of Bozen-Bolzano, Italy)

AgentFuzz: Fuzzing for Deep Reinforcement Learning Systems ................cccooeeeiiiiiiiiiiiiineenenniiii, 110
Tiancheng Li (Beihang Unveristy, China), Xiaohui Wan (Beihang
Unwveristy, China), and Muhammed Murat Ozbek (Istanbul Technical
University, Turkey)

A Stochastic Petri Net Model of Continuous Integration and Continuous Delivery ....................... 114
Sushovan Bhadra (University of Massachusetts Dartmouth, USA)

Towards Automatic Validation of Composite Heterogeneous Systems in Edge Situations ............. 118
Lukd§ Cernyj (University of West Bohemia, Czech Republic)

ISSRE 2022 Fast Abstracts Track

Sessions 1: System Security and Reliability

LegoAl: Towards Building Reliable Al Software for Real-World Applications .............................. 122
Mengyuan Hou (Fudan University, China) and Hui Xu (Fudan University,
China)

LogVM: Variable Semantics Miner for Log MeSsages ................coviiiiiiiiiiiiiiiiniieeiiiiiiee e 124

Yintong Huo (The Chinese University of Hong Kong, China), Yuxin Su
(Sun Yat-sen University, China), and Michael Lyu (The Chinese
University of Hong Kong, China)
DNA-Based Secret Sharing and Hiding in Dispersed Computing ................cccccovviiiinieeiiiiiiiiinnnn.. 126
Marek R. Ogiela (AGH University of Science and Technology, Poland) and
Urszula Ogiela (AGH University of Science and Technology, Poland)

viii



Sessions 2: Testing and Fuzzing

Towards Effective Performance FUZZING ..ot 128
Yigqun Chen (Lancaster University, UK), Matthew Bradbury (Lancaster
University, UK), and Neeraj Suri (Lancaster University, UK)

A Disjoint-Partitioning Approach to Enhancing Metamorphic Testing of DBMS .......................... 130
Matthew Siu-Hin Tang (The University of Hong Kong, Hong Kong), T. H.
Tse (The University of Hong Kong, Hong Kong), and Zhi Quan Zhou
(University of Wollongong, Australia)

Improving Fuzzing Coverage with Execution Path Length Selection .........................cccoveienei 132
Wenxi Zhang (Waseda University, Japan), Kazunori Sakamoto (Waseda
University, Japan), Hironori Washizaki (Waseda University, Japan), and
Yoshiaki Fukazawa (Waseda University, Japan)

Sessions 3: Software Engineering and Others

RunPHI: Enabling Mixed-Criticality Containers via Partitioning Hypervisors in Industry 4.0......... 134
Marco Barletta (Universita degli Studi di Napoli Federico 11, Italy),
Marcello Cinque (Universita degli Studi di Napoli Federico 11, Italy),
Luigi De Simone (Universita degli Studi di Napoli Federico I1, Italy),
Raﬁaele Della Corte (Universita degli Studi di Napoli Federico I,
Italy), Giorgio Farina (Universita degli Studi di Napoli Federico II,
Itaﬁlly), and Daniele Ottaviano (Universita degli Studi di Napoli
Federico I, Italy)

Towards Continuous and Data-Driven Specification and Verification of Resilience Scenarios ........ 136
Sebastian Frank (University of Hamburg, Germany; University of
Stuttgart, Germany), Alireza Hakamian (University of Stuttgart,
Germany), Lion Wagner (University of Stuttgart, Germany), Jéakim von
Kistowski (DATEV eG, Germany), and André van Hoorn (University of
Hamburg, Germany)

ISSRE 2022 Workshops

WoSAR 2022 Workshop

A Markov Regenerative Model of Software Rejuvenation Beyond the Enabling Restriction ............ 138
Laura Carnevali (University of Florence, Italy), Marco Paolieri
(University of Southern California, USA), Riccardo Reali (University
of Florence, Italy), Leonardo Scommegna (University of Florence,
Italy), and Enrico Vicario (University of Florence, Italy)

Sequential Performance Analysis of Systems that Age and Rejuvenate ........................cccceeeeee 146
Leonardo Miranda (Federal University of Rio de Janeiro (UFR]),
Brazil), Cabral Lima (Federal University of Rio de Janeiro (UFR]),
Brazil), Daniel Sadoc Menasché (Federal University of Rio de Janeiro
(UFR]), Brazil), and Guilherme Domingues (State University of Rio de
Janeiro (UER]), Brazil)

Towards Making Unikernels Rejuvenatable .....................cooooiiiiiiiii e 154
Takeru Wada (TUAT, Japan) and Hiroshi Yamada (TUAT, Japan)



Software Rejuvenation and Runtime Reliability Monitoring ................cccoooooiiiiiiiiinniiineeenn. 162
Alessandro Fantechi (University of Florence, Italy), Gloria Gori
(University of Florence, Italy), and Marco Papini (University of
Florence, Italy)

Analysis of Software Aging in a Blockchain Platform ..............ccccoooiiiiiiii 170
Douglas Dias (Federal Rural University of Pernambuco, Brazil), Fumio
Machida (University of Tsukuba, Japan), and Ermeson Andrade (Federal
Rural University of Pernambuco, Brazil)

Crash Injection to Persistent Memory for Recovery Code Validation ..................cccooooooiiiiiiiinnnn... 178
Soichiro Sakamoto (Keio University, Japan), Keita Suzuki (Keio
University, Japan), and Kenji Kono (Keio University, Japan)

A Software Aging-Related Bug Prediction Framework Based on Deep Learning and Weakly
SUpervised OVerSAmIPLIIIE ..........uuiuiiiiiiiiiiiiiei ettt 185
Yancai Zhou (Wuhan University of Technology, China), Chen Zhang (Wuhan
University of Technology, China), Kai Jia (Wuhan University of
Technology, China), Dongdong Zhao (Wuhan University of Technology,
China), and Jianwen Xiang (Wuhan University of Technology, China)

WoSoCer 2022 Workshop

Towards Assessing Isolation Properties in Partitioning Hypervisors ... 193
Carmine Cesarano (Universita degli Studi di Napoli Federico I,
Italy), Domenico Cotroneo (Universita degli Studi di Nglpoli Federico
II, Italy), and Luigi De Simone (Universita degli Studi di Napoli
Federico 1, Italy)

Continuous Verification of Open Source Components in a World of Weak Links .......................... 201
Thomas Hastings (University of Colorado Colorado Springs, USA) and
Kristen Walcott (University of Colorado Colorado Springs, USA)

Towards the Quantitative Verification of Deep Learning for Safe Perception ...................cccoeeeee.. 208
Philipp Schleiss (Fraunhofer IKS, Germany), Yuki Hagiwara (Fraunhofer
IKS, Germany), Iwo Kurzidem (Fraunhofer IKS, Germany), and Francesco
Carella (Fraunhofer IKS, Germany)

Performance Bottleneck Analysis of Drone Computation Offloading to a Shared Fog Node ........... 216
Qingyang Zhang (University of Tsukuba, Japan), Fumio Machida
(University of Tsukuba, Japan), and Ermeson Andrade (Federal Rural
University of Pernambuco, Brazil)

Improving Documentation Agility in Safety-Critical Software Systems Development For
ALRTOSPACE ...ttt 222
Joaquim Rodrigues (Faculty of Engineering of University of Porto,
Portugal), |. Eduardo Ferreira Ribeiro (Faculty of Engineering of
University of Porto, Portugal), and Ademar Aguiar (Faculty of
Engineering of University of Porto, Portugal)

Programming Language Evaluation Criteria for Safety-Critical Software in the Air Domain .......... 230
Rob Ashmore (Defence Science and Technology Laboratory, UK), Andrew
Howe (Defence Science and Technology Laboratory, UK), Rhiannon Chilton
(Defence Science and Technology Laboratory, UK), and Shamal Faily
(Robert Gordon University, UK)



A Domain Specific Language for the ARINC 653 Specification .............ccccccceeiiiiiiiiiiiiiiinii, 238
Ikram Darif ( Ecole de technologie supérieure ( ETS), Canada), Cristiano
Politowski (Ecole de technologie supérieure (ETS), Canada), Ghizlane
El Boussaidi (Ecole de technologie supérieure (ETS), Canada), and
Segla Kpodjedo (Ecole de technologie supérieure (ETS), Canada)

RSDA 2022 Workshop

TENSOREFI+: A Scalable Fault Injection Framework for Modern Deep Learning Neural Networks .. 246
Sabuj Laskar (University of lowa, USA), Md Hasanur Rahman (University
of lowa, USA), and Guanpeng Li (University of lowa, USA)

Sentinel: A Multi-Institution Enterprise Scale Platform for Data-Driven Cybersecurity
Research ... ... 252
Alastair Nottingham (University of Virginia, USA), Molly Buchanan
(University of Virginia, USA), Mark Gardner (Virginia Tech, USA),
Jason Hiser (University of Virginia, USA), and Jack Davidson
(University of Virginia, USA)

Automated Test Case Generation from Input Specification in Natural Language .......................... 258
Tianyu Li (Fudan University), Xiuwen Lu (Fudan University), and Hui Xu
(Fudan University)

D2MON: Detecting and Mitigating Real-Time Safety Violations in Autonomous Driving Systems . 262
Bohan Zhang (University of lowa, USA), Yafan Huang (University of
lowa, USA), Rachael Chen (University of lowa, USA), and Guanpeng Li
(University of lowa, USA)

SHIFT+IWSF 2022 Workshops

Improving Counterexample Quality from Failed Program Verification ...............................ooe. 268
Li Huang ( Schaﬁ‘hausen Institute of Technology, Switzerland), Bertrand
Meyer (Schaffhausen Institute of Technology, Switzerland), and Manuel
Orzol (Schaffhausen Institute of Technology, Switzerland)

Correlating Test Events With Monitoring Logs For Test Log Reduction And Anomaly Prediction... 274
Bahareh Afshinpour (University Grenoble Alpes, France), Roland Groz
(University Grenoble Alpes, France), and Massih-Reza Amini (University
Grenoble Alpes, France)

Improving Flexibility in Embedded System Runtime Verification with Python ............................. 281
Wanjin Zhou (Chang’an University, China), Feifei Hu (Chang’an
University, China), and Junyan Ma (Chang’an University, China)

SSSML 2022 Workshop

Investigating Novel Approaches to Defend Software Supply Chain Attacks ................................ 283
Md Jobair Hossain Faruk (Kennesaw State University, USA), Masrura
Tasnim (Institute for Cybersecurity Workforce Development, Kennesaw
State University, USA), Hossain Shahriar (Kennesaw State University,
USA), Maria Valero (Kennesaw State University, USA), Akond Rahman
(Auburn University, USA), and Fan Wu (Tuskegee University, USA)

xi



Homomorphic Multi-Label Classification of Virus Strains ..................cccooeeiiiiiiiiiiiiinieiiieeeein. 289
Junwei Zhou (Wuhan University of Technology, China), Botian Lei (Wuhan
University of Technology, China), and Huile Lang (Wuhan University of
Technology, China)

RAIS 2022 Workshop

Safety Assessment: From Black-Box to White-Box ..................cccccciiiiiiii, 295
Iwo Kurzidem (Fraunhofer IKS, Germany), Adam Misik (Technical
University Munich, Germany), Philip}f) chleiss (Fraunhofer IKS,
Germany), and Simon Burton (Fraunhofer IKS, Germany)

A Survey on Autonomous Driving System Simulators ..................cccoceeeiiiiiiiiiiiii e 301
Jixiang Zhou (University of Science and Technology of China, China),
Yi Zhang (University of Science and Technology of China, China),
Shengjian Guo (Baidu Security, USA), and Yan Guo (University of
Science and Technology of China, China)

Arguing Safety of an Improved Autonomous Vehicle from Safe Operation Before the Change:

new Results ... 307
Robab Aghazadeh Chakherlou (City University of London, U.K.), Kizito
Salako (City University of London, U.K.), and Lorenzo Strigini (City
University of London, U.K.)

Colour Space Defence: Simple, Intuitive, but Effective .....................cooooiiii 313
Pei Yang (University of Electronic Science and Technology of China,
China), Jing Wang (Xi'an Polytechnic University, China), and Huan Wang
(Tsinghua University, China)

A Systematic Approach to Develop an Autopilot Sensor Monitoring System for Autonomous

Delivery Vehicles Based on the STPA Method .............coooiiiiiiiiiiiiii e, 318
Guangshuang Ge (Tsinghua University, China), Liangliang Sun (Tsinghua
University, China), and Yan Fu Li (Tsinghua University, China)

WAAM 2022 Workshop

Assuring Safety-Critical Machine Learning Enabled Systems: Challenges and Promise .................. 326
Alwyn Goodloe (NASA Langley Research Center, USA)

Machine-Learned Specifications for the Verification and Validation of Autonomous

CyberphysiCal SYSEINS .........uuuiiiiiiiiiiiiii e 333
Doron Drusinsky (Naval Postgraduate School Monterey, CA USA), James
Michael (Naval Postgraduate School Monterey, CA USA), and Matthew
Litton (Naval Postgraduate School Monterey, CA USA)

A Taxonomy of Critical Al System Characteristics for Use in Proxy System Testing ...................... 342
Joanna DeFranco (Penn State University, USA), Mohamad Kassab (Penn
State University, USA), and Phillip Laplante (Penn State University,
USA)

Al and Stochastic Terrorism — Should it be Done? ...................cocciiiiiiiiii e, 347
Bart Kemper (Kemper Engineering Services)

xii



Combinatorial Coverage for Assured AUONOMY .............coiiiiiiiiiiiiiiiieei i 357
Rick Kuhn (National Institute of Standards and Technology (NIST),
USA), M S Raunak (National Institute of Standards and Technology
(NIST), USA), and Raghu Kacker (National Institute of Standards and
Technology (NIST), USA)

XAI for Communication Networks ... 359
Sayandev Mukherjee (CableLabs), Jason Rupe (CableLabs), and [ingjie
Zhu (CableLabs)

Investigating Bugs in Al-Infused Systems: Analysis and Proposed Taxonomy .............................. 365

Mohamad Kassab (Pennsylvania State University, USA), Joanna DeFranco
(Pennsylvania State University, USA), and Phillip Laplante
(Pennsylvania State University, USA)

Safety-Critical Adaptation in Self-Adaptive Systems .............ccccooeiiiiiiiiiiiiiiiiiiiceee e, 371
Simon Diemert (University of Victoria, Canada) and Jens Weber
(University of Victoria, Canada)

Evaluating Human Locomotion Safety in Mobile Robots Populated Environments ....................... 381
Boyi Hu (University of Florida), Yue Luo (University of Florida), and
Yuhao Chen (University of Florida)

Classification Analysis of Bearing Contrived Dataset Under Different Levels of
Contamination ...t 387
Shamanth Manjunath (Clemson University, USA), Ethan Wescoat (Clemson
University, USA), Vinita Gangaram Jansari (Clemson University, USA),
Matthew Krugh (Clemson University, USA), and Laine Mears (Clemson
University, USA)

Assurance Guidance for Machine Learning in a Safety-Critical System ......................cccoeeiiiinnnn... 394
Martin Feather (Jet Propulsion Laboratory, California Institute of
Technology, USA), Philip Slingerland (The Aerospace Corporation, USA),
Steven Guerrini (Jet Propulsion Laboratory, California Institute of
Technology, USA), and Max Spolaor (The Aerospace Corporation, USA)

Author Index . . ... ... 403

Xiii





