
•  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 ISBN: 978-1-7138-7649-6 
 

20th International Conference on 
Security and Cryptography 
(SECRYPT 2023) 

Rome, Italy 
10-12 July 2023 

 

Editors: 
 
Sabrina De Capitani di Vimercati 
Pierangela Samarati 

 

 

 



Printed from e-media with permission by: 
 

Curran Associates, Inc. 
57 Morehouse Lane 

Red Hook, NY  12571 
 

 
 

Some format issues inherent in the e-media version may also appear in this print version. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Copyright© (2023) by SCITEPRESS – Science and Technology Publications, Lda. 
All rights reserved. 
 
Printed with permission by Curran Associates, Inc. (2023) 
  
For permission requests, please contact SCITEPRESS – Science and Technology Publications, Lda. 
at the address below. 
  
SCITEPRESS – Science and Technology Publications, Lda.  
Avenida de S. Francisco Xavier, Lote 7 Cv. C, 
2900-616 Setúbal, Portugal 
 
Phone:  +351 265 520 185 
Fax:  +351 265520 186 
 
info@scitepress.org 
 
 
Additional copies of this publication are available from: 
 
Curran Associates, Inc. 
57 Morehouse Lane 
Red Hook, NY 12571 USA 
Phone:  845-758-0400 
Fax:      845-758-2633 
Email:   curran@proceedings.com 
Web:     www.proceedings.com 



CONTENTS

INVITED SPEAKERS

KEYNOTE SPEAKERS

The Certification Panacea
Rigo Wenning 5

Large Language Models for Code Obfuscation Evaluation of the Obfuscation Capabilities of OpenAI’s
GPT-3.5 on C Source Code
Patrick Kochberger, Maximilian Gramberger, Sebastian Schrittwieser, Caroline Lawitschka and
Edgar R. Weippl

7

PAPERS

FULL PAPERS

MEMES: Memory Encryption-Based Memory Safety on Commodity Hardware
David Schrammel, Salmin Sultana, Karanvir Grewal, Michael LeMay, David M. Durham,
Martin Unterguggenberger, Pascal Nasahl and Stefan Mangard

25

K-Anonymous Privacy Preserving Manifold Learning
Sonakshi Garg and Vicenç Torra 37

AIS Authentication Using Certificateless Cryptography
Axel Rousselot, Nora Cuppens and Samra Bouakkaz 49

CAPoW: Context-Aware AI-Assisted Proof of Work Based DDoS Defense
Trisha Chakraborty, Shaswata Mitra and Sudip Mittal 62

Adapting P2P Mixnets to Provide Anonymity for Uplink-Intensive Applications
Francesco Buccafurri, Vincenzo De Angelis and Sara Lazzaro 73

Classical to Post-Quantum Secure ABE-IBE Proxy Re-Encryption Scheme
Muhammad Nauman Khan, Asha Rao, Seyit Camtepe and Josef Pieprzyk 85

ZT-NIDS: Zero Trust, Network Intrusion Detection System
Abeer Z. Alalmaie, Priyadarsi Nanda and Xiangjian He 99

On the Effectiveness of Re-Identification Attacks and Local Differential Privacy-Based Solutions for
Smart Meter Data
Zeynep Sila Kaya and M. Emre Gursoy

111

A First Appraisal of Cryptographic Mechanisms for the Selective Disclosure of Verifiable Credentials
Andrea Flamini, Silvio Ranise, Giada Sciarretta, Mario Scuro, Amir Sharif and Alessandro Tomasi 123

BeeHIVE: Behavioral Biometric System Based on Object Interactions in Smart Environments
Klaudia Krawiecka, Simon Birnbach, Simon Eberz and Ivan Martinovic 135

Griffin: Towards Mixed Multi-Key Homomorphic Encryption
Thomas Schneider, Hossein Yalame and Michael Yonli 147

XI



Informed Consent as Patient Driven Policy for Clinical Diagnosis and Treatment: A Smart Contract
Based Approach
Md Al Amin, Amani Altarawneh and Indrajit Ray

159

Using Untrusted and Unreliable Cloud Providers to Obtain Private Email
Nicolas Chiapputo, Yvo Desmedt and Kirill Morozov 171

Towards Usable Scoring of Common Weaknesses
Olutola Adebiyi and Massimiliano Albanese 183

Heterogeneous Graph Storage and Leakage Prevention for Data Cooperatives
Mark Dockendorf and Ram Dantu 192

Generic Blockchain on Generic Human Behavior
Clémentine Gritti, Frédéric A. Hayek and Pascal Lafourcade 206

Smart Bulbs Can Be Hacked to Hack into Your Household
Davide Bonaventura, Sergio Esposito and Giampaolo Bella 218

Optimizing Attribute-Based Encryption for Circuits Using Compartmented Access Structures
Alexandru Ioniţǎ 230
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