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Workshop on Testbed and Digital Twin for Smart Grids

Tuesday, 31 October 2023 11:00-12:00 Room 3

Session 1

Session Chair: Daisuke Mashima

1 The Design and Implementation of a Cyber Exercise on
EPIC Microgrid Testbed...1
Wei Lin (Singapore); Muhammad Ramadan Saifuddin (Newcastle
University in Singapore, Singapore); Binbin Chen (Singapore
University of Technology and Design, Singapore)

2 On Design and Implementation of Real-time, High-
fidelity Virtual Power System for Smart Grid Cyber
Range ...8
Muhammad M. Roomi (Illinois Advanced Research Center at
Singapore Ltd, Singapore); Kok Hwee Isaac Lim (National
University of Singapore, Singapore); Daisuke Mashima (Illinois
Advanced Research Center at Singapore & National University of
Singapore, Singapore)

3 Comparative Study on Smart Grid Security Testbeds
Using MITRE ATT&CK Matrix...15
Aneeqa Mumrez (Karlsruhe Institute of Technology (KIT),
Germany); Muhammad M. Roomi (Illinois Advanced Research
Center at Singapore Ltd, Singapore); Heng Chuan Tan (Advanced
Digital Sciences Center, Singapore); Daisuke Mashima (Illinois
Advanced Research Center at Singapore & National University of
Singapore, Singapore); Ghada Elbez (Karlsruhe Institute of
Technology (KIT), Germany); Veit Hagenmeyer (Karlsruhe Institute
of Technology, Germany)

4 On Evasion of Machine Learning-based Intrusion

Detection in Smart Grids...58
Aneeqa Mumrez, Gustavo Sanchez, Ghada Elbez, Veit Hagenmeyer
(Karlsruhe Institute of Technology, Germany)

Tuesday, 31 October 2023 12:00-12:45 Room 3

Session 2
Session Chair: Kate Davis
1 ComPSim: A Community based Smart Grid Testbed for

Holistic Resilience Analysis...65

Amulya Sreejith, Prudhviraj Dhanapala (Kansas State University,
USA); Adithya Melagoda (Wichita State University, USA); Seyyed
A Enderami (University of Kansas, USA); Visvakumar Aravinthan
(Wichita State University, USA); Anil Pahwa (Fellow IEEE BITS
Pilani Alumni, USA); Bala Natarajan (Kansas State University,
USA)

Distribution Network Digital Twin: a Basic Machine
Learning based Voltage Estimator...71

Mohamad EL Taali, Reza Razi, Antoine Bruyere (Centrale Lille,
France); Bruno Frangois (Ecole Centrale de Lille & L2EP, France);
Jodo Soares (Polytechnic Institute of Porto & GECAD - Knowledge
Engineering and Decision Support Research Center, Portugal)

Household Digital Twin to Support Energy Management

and Smart Appliance Research...78
Igor Koropiecki, Krzysztof Piotrowski (IHP, Germany)

Workshop on Learning and Optimization for Power Distribution
System Resilience

Tuesday, 31 October 2023  14:10-15:25 Room 2

Session 1

Session Chair: Yue Zhao

1 Network-Constrained Reinforcement Learning for
Optimal EV Charging Control...22
Tong Wu, Anna Scaglione, Adrian Petru Surani (Cornell University,
USA); Daniel Arnold, Sean Peisert (Lawrence Berkeley National
Laboratory, USA)

2 Regulation of Disturbance Magnitude for Locational
Frequency Stability Using Machine Learning...28
Alinane Brown Kilembe, Panagiotis N Papadopoulos (University of
Strathclyde, United Kingdom)

3 Learning-based Real-time Outage Location Identification
in Power Distribution Systems with Sparse Sensors...34
Kang Pu, Ce Xu, Yue Zhao (Stony Brook University, USA)

4 Weather-Induced Power Outage Prediction: A
Comparison of Machine Learning Models...40
Jasmine Garland, Kyri Baker (University of Colorado, Boulder,
USA); Ben Livneh (CIRES - University of Colorado & Western
Water Assessment, USA)

5 Exploring Lightweight Federated Learning for
Distributed Load Forecasting...46
Abhishek Duttagupta (Trinity College Dublin, Ireland); Jin Zhao
(Trinity College Dublin, Ireland); Shreejith Shanker (Trinity College
Dublin, Ireland)

Tuesday, 31 October 2023 15:50-17:50 Room 2

Session 2

Session Chair: Yue Zhao

1 Resilience-Oriented Operation of Power Distribution
Networks with Line Hardening and Comprehensive
Reconfiguration Measures...52
Zhengmao Li (Aalto University, Finland); Zhao Shi (Nanyang
Technological University, Singapore); Jin Zhao (Trinity College

Dublin, Ireland); Guangchun Ruan (Massachusetts Institute of
Technology, USA); Yuzhang Lin (New York University, USA)

Cyber-Physical Reconfiguration for Disaster Resilience of
Power Distribution Systems...84

Md Zahidul Islam, Yuzhang Lin, Vinod M. Vokkarane (University of
Massachusetts Lowell, USA); Yiyun Yao, Fei Ding (National
Renewable Energy Laboratory, USA)

Distribution Grid Services Performance Analysis for
Cyber-resilient Online Feedback-based DER Control...90
Jianhua Zhang, Guangming Yao, Mohammad Panahazari (Clarkson
University, USA)

A Transductive Graph Neural Network learning for Grid
Resilience Analysis...96

Priyanka Gautam, Amulya Sreejith, Bala Natarajan (Kansas State
University, USA)

Power Failure Cascade Prediction using Graph Neural
Networks...102

Sathwik P Chadaga, Xinyu Wu, Eytan Modiano (Massachusetts
Institute of Technology, USA)

Inexactness of Second Order Cone Relaxations for
Calculating Operating Envelopes...109
Hannah Moring, Johanna Mathieu (University of Michigan, USA)

Resilience-Oriented Collaborative Operational Decision-
Making for Active Distribution Networks by Privacy-
Preserving Outsourced Computation...115

Xutao Han, Zhiyi Li (University of Zhejiang, Hang Zhou, China)

Maximising Power-Network Utility with Delivery
Contracts in Energy Peer-to-Peer Trading...121

Kelvin Anoh (University of Chichester, United Kingdom); Dejan
Vukobratovi¢, Dragana Bajovic (University of Novi Sad, Serbia);
Bamidele Adebisi (Manchester Metropolitan University, United
Kingdom); Thomas Morstyn (School of Engineering, United
Kingdom)
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SmartGridComm 2023 Main Conference

Wednesday, 1 November 2023 11:00-12:30 Room 1

Data Analytics and Computation 1

Session Chair: Chen-Wei Yang (Lulea University of Technology,

Sweden)

1 Parameter Identification of Doubly-fed Wind Farm
Aggregated Model with Reinforcement Learning...127
DeXiang Lai (Xi'an Jiaotong University, China); Jie Su (Xi'an
Jiaotong University, China); Pengfei Wu (Xi'an Jiaotong University,
China); Chen Chen (Xi'an Jiaotong University, China)

2 Comparative Analysis of Modern, Al-based Data
Compression on Power Quality Disturbance Data...134
Markus Stroot (RWTH Aachen University & Fraunhofer FIT,
Germany); Stefan Seiler, Philipp Lutat, Andreas Ulbig (RWTH
Aachen University, Germany)

3 Hierarchical Multi-Layered Sparse Identification for
Prediction of Non-Linear Dynamics of Reconfigurable
Microgrids...140
Yan Li (Pennsylvania State University, USA);

4 Robust and Predictive Charging of Large Electric Vehicle
Fleets in Grid Constrained Parking Lots...146
Gerwin Hoogsteen, Leoni Winschermann, Bart Nijenhuis, Nataly
Baiiol Arias, Johann Hurink (University of Twente, The Netherlands)

5 Enhancing Short-Term Load Forecasting with Technical
Indicators and Tree-structured Parzen Estimator...152
Jin-Xian Liu, Jenq-Shiou Leu (National Taiwan University of
Science and Technology, Taiwan)

Wednesday, 1 November 2023 11:00-12:30 Room 2

Control and Operations 1

Session Chair: Ali Mehrizi-Sani (Virginia Tech, USA)

1 Electrolyzer Scheduling for Nordic FCR Services...158
Enrica Raheli, Marco Saretta, Jalal Kazempour (Technical University
of Denmark, Denmark)

2 Towards Forecast Markets For Enhanced Peer-to-Peer
Electricity Trading...164
Ilia Shilov (Inria Paris, DI ENS, CNRS, PSL University &
VITO/EnergyVille, France); Ana Busic (Inria Paris, DI ENS, CNRS,
PSL University, France); Helene Le Cadre (Inria, France); Anibal
Sanjab (Flemish Institute for Technological Research
(VITO/EnergyVille), Belgium); Pierre Pinson (Imperial College
London, United Kingdom)

3 Equitable dynamic electricity pricing via implicitly
constrained dual and subgradient methods...171
Emmanuel O Balogun (Stanford University, USA); Sonia Martin
(Stanford University, USA); Anthony Degleris (Stanford University,
USA); Ram Rajagopal (Stanford University, USA)

4 Synergy Among Flexible Demands: Forming a Coalition
to Earn More from Reserve Market...196
Peter A. V. Gade (Technical University of Denmark, Denmark);
Trygve Skjetskift (IBM Client Innovation Center, Denmark); Henrik
Bindner, Jalal Kazempour (Technical University of Denmark,
Denmark)

5 Bulk-power Grid Support: Distributed OPF for Voltage
and Frequency Regulation...201
Rabayet Sadnan (PNNL, USA); Nathan Gray (Washington State
University & EWB-WSU, USA); Anjan Bose, Anamika Dubey
(Washington State University, USA)

Wednesday, 1 November 2023 11:00-12:30 Room 3

Security and Privacy 1

Session Chair: Charalambos Konstantinou (KAUST, KSA)

1 Volt/VAR Optimization in the Presence of Attacks: A
Real-Time Co-Simulation Study...208
Mohammad Asim Aftab (KAUST, Saudi Arabia); Astha Chawla
(Siemens Technology and Services Private Limited, India &
Siemens, India); Pedro P. Vergara (TU Delft, Saudi Arabia); Shehab
Ahmed, Charalambos Konstantinou (KAUST, Saudi Arabia)

2 Development of a Collaborative Hybrid Cyber-Physical
Testbed for Analysing Cybersecurity Issues of DER
Systems...215
Ahmed S. Musleh, Jawad Ahmed, Nadeem Ahmed, Hunter Xu, Guo
Chen, Jiankun Hu, Sanjay Jha (University of New South Wales,
Australia)

3 Digital Twin for Evaluating Detective Countermeasures
in Smart Grid Cybersecurity...221
Oemer Sen (RWTH Aachen University & Fraunhofer FIT,
Germany); Nathalie Bleser, Andreas Ulbig (RWTH Aachen
University, Germany)

4 Alerga: Alert Aggregation and Reasoning in GOOSE
Simulation Pipeline...227
Jude Battista, Klara Nahrstedt, Alfonso Valdes (University of Illinois
Urbana-Champaign, USA); Shane McFly (National Renewable
Energy Laboratory, USA)

5 On Grid Resiliency: Cyber-Physical Detection Tool
Evaluated in a Multi-Stage Attack Scenario...233
Leen Al Homoud, Namrata Barpanda, Ana E Goulart, Katherine
Davis (Texas A&M University, USA); Mark Rice (Pacific Northwest
National Laboratory, USA)

Wednesday, 1 November 2023 15:15-16:45
Communications and Networking 1
Session Chair: Filippo Malandra (University at Buffalo, USA)
1 Network Performance Analysis of Smart Grid
Communications Over LTE cat-M..178
Biswajit Kumar Dash (University at Buffalo, USA); Sureel Shah
(University of California, San Diego, USA); Filippo Malandra
(University at Buffalo, USA)

2 A Modular Framework for Evaluating Smart Grid
Communication Protocols over Mobile Networks...184
Lucas Lutze (Bonn-Rhein-Sieg University of Applied Sciences,
Germany); Christian Sorgatz (Hochschule Bonn-Rhein-Sieg &
Fraunhofer FKIE, Germany); Christian Freudenmann (Germany);
Michael Rademacher (Fraunhofer FKIE, Germany)

3 Performance Analysis of NOMA-Based Slotted ALOHA
for Massive Machine Type Communications...190

Room 1

4 Performance Evaluation of IEC 61850 GOOSE Messages
over a SG Network for Protection Coordination in Smart
Grid...240
Tesfaye Amare Zerihun (Sintef Energy AS, Norway); Henrik
Lundqvist (Sintef Digital, Norway); Santiago Sanchez-Acevedo
(SINTEF Energy, Norway)

Wednesday, 1 November 2023 15:15-16:45

Control and Operations 2

Session Chair: Rafael Pefia Alzola (University of Strathclyde, UK)

1 Delay-aware Model Predictive Control for Fast
Frequency Control...246
Tobias Heins, René Glebke, Mirko Stoffers (RWTH Aachen
University, Germany); Sriram Karthik Gurumurthy (EON Energy
Research Center - RWTH Aachen University & Institute for
Automation of Complex Power Systems, Germany); Jan Heesemann,
Martina Josevski (RWTH Aachen University, Germany); Antonello

Room 2




2

Integrated simulation of blackstart grid restoration with
cognitive operator modeling control implementation...253
Casey L Doyle, Kevin Stamber, Robert Abbott, Aaron Jones, Bryan
Arguello, Richard Garrett, Walter Beyeler, David Schoenwald,
Samuel T Ojetola (Sandia National Laboratories, USA)

Distributed Frequency Divider-based Model Predictive
Control for Frequency Control of Multi-Area Power
Systems...260

Tobias Heins (RWTH Aachen University, Germany); Paula
Chanfreut (Eindhoven University of Technology, The Netherlands);
Sriram Karthik Gurumurthy (EON Energy Research Center - RWTH
Aachen University & Institute for Automation of Complex Power
Systems, Germany); Priyank Srivastava (Massachusetts Institute of
Technology, USA); Antonello Monti (RWTH Aachen University &
Institute for Automation of Complex Power Systems, Germany);
Anuradha Annaswamy (Massachusetts Institute of Technology,
USA)

Stochastic Optimal Power Flow Analyses for Vieques and
Culebra Island Microgrids with Variable PV
Generation...267

Mohammad Shahidehpour, Larissa Affolabi (Illinois Institute of
Technology, USA); Alexandre B Nassif (LUMA Energy & ATCO,
USA); Misael Rodriguez Hernandez (LUMA Energy, USA)

Wednesday, 1 November 2023 15:15-16:45 Room 3

Data Analytics and Computation 2

Session Chair: Bruce Stephen (University of Strathclyde, UK)

1 Safe Reinforcement Learning for Strategic Bidding of
Virtual Power Plants in Day-Ahead Markets...325
Ognjen Stanojev (ETH Zurich, Switzerland); Lesia Mitridati (DTU,
Denmark); Riccardo de Nardis di Prata, Gabriela Hug (ETH Zurich,
Switzerland)

2 Negative Price Forecasting in Australian Energy Markets
using gradient-boosted Machines: Predictive and
Probabilistic Analysis...332
Devinder Kaur (Deakin University, Australia); Gagangeet Singh
Aujla (Durham University, United Kingdom); Md. Apel Mahmud
(Northumbria University, United Kingdom)

3 PITPS: Balancing Local and Global Profits for Multiple
Charging Stations Management...338
Jie Liu, Yongxin Guo, Xiaoying Tang (The Chinese University of
Hong Kong, Shenzhen, China)

4 A fair selection strategy for residential Demand Response
participants...344
Christoforos Menos-Aikateriniadis (National Technical University of
Athens & Intracom Telecom, Telco & Enterprise Software Dpt.,
Greece); Igyso Zafeiratou, Nikolaos Charitos (Intracom Telecom,
Greece); Pavlos S. Georgilakis (National Technical University of
Athens, Greece); Isidoros Kokos (Intracom Telecom, Greece)

Thursday, 2 November 2023  11:00-12:30 Room 1

Control and Operations 3
Session Chair: Waqquas Bukhsh (University of Strathclyde, UK)

1

Required Level of Detail of Optimization Models for the
Control of Flexible Energy Resources...273

Lukas Peter Wagner, Maximilian Kilthau, Lasse Matthias Reinpold,
Alexander Fay (Helmut-Schmidt-University Hamburg, Germany)

The Potential of Indicating Energy Flexibility
Information by EV Users for Application in Energy
Management Systems: a Dutch Case Study...279

Bart Nijenhuis, Jacco Reuling, Gerwin Hoogsteen, Johann Hurink
(University of Twente, The Netherlands)

Optimizing Pricing and Charging Strategy for Electric
Taxis Considering Credit Mechanism...285

Jiwei Zhang, Chenxi Sun, Xiaoying Tang (The Chinese University of
Hong Kong, Shenzhen, China)

Optimal Placement and Power Supply of Distributed
Generation to Minimize Power Losses...291

Shijie Pan (King Abdullah University of Science and Technology,
Saudi Arabia); Sajjad Maleki (University of Warwick & CY Cergy
Paris University, United Kingdom); Subhash Lakshminarayana
(University of Warwick, United Kingdom); Charalambos
Konstantinou (KAUST, Saudi Arabia)

High-Fidelity Validation with Smart Grid Modelling
Complexity: Considerations on Emerging Solutions...297
Syeda M Azim, Zhiwang Feng (University of Strathclyde, United
Kingdom); Mazheruddin H Syed (WSP, United Kingdom); Graeme
Burt (University of Strathclyde, United Kingdom)

Thursday, 2 November 2023 11:00-12:30 Room 2

Control and Operations 4
Session Chair: Emilio Jose Palacios-Garcia (KU Leuven, Belgium)

1

Improved voltage control for power networks based on
reverse- and forward-engineering framework...304
Chuanhao Hu, Xuan Zhang (Tsinghua University, China)

Decentralized Data-driven Optimal Control for the
Microgrid...311

Kasun Weerasinghe (York University, Canada); Pirathayini Srikantha
(York University, Canada)

Security-Constrained Coordinated Power Scheduling
Method Considering New Types of Flexible Resources...318
Yuhong Zhao, Mengjie Teng, Chao Liu, Chen Chen (Xi'an Jiaotong
University, China)

4 Complex Graph Laplacian Regularizer for Inferencing
Grid States...350
Chinthaka Dinesh (York University, USA); Junfei Wang (York
University, Canada); Gene Cheung (York University, Canada);
Pirathayini Srikantha (York University, Canada)

5 Optimal control of offshore wind farm collector systems
during outages...356
Martiene J Ubbens (Delft University of Technology & Vattenfall,
The Netherlands); Bart De Schutter (Delft University of Technology,
The Netherlands)

Thursday, 2 November 2023 11:00-12:30 Room 3

Control and Operations 5

Session Chair: Mohamed Elgenedy (Glasgow Caledonian University,

UK)

1 Hardware-in-the-Loop Evaluation of Grid-Edge DER

Chip Integration Into Next-Generation Smart Meters...362
Joshua Comden, Jing Wang, Subhankar Ganguly (National
Renewable Energy Laboratory, USA); Steven Forsyth, Reynaldo
Gomez (NVIDIA Corporation, USA); Andrey Bernstein (National
Renewable Energy Laboratory, USA)

2 Optimal Energy Storage Operation under Demand
Uncertainty: A Prospect Theory Analysis...368
Qisheng Huang (Harbin Institute of Technology, Shenzhen, China);
Jin Xu (Huazhong University of Science and Technology, China);
Peng Sun (Hunan University, China); Bo Liu (Shenzhen Institute of
Artificial Intelligence and Robotics for Society, China); Costas
Courcoubetis (The Chinese University of Hong Kong, China)

3 A Periodicity Based Approach for Optimal Sizing of
Grid-Connected Household PV-BESS System...374
Vishal Kachhad, Amit Joshi (University of Sannio, Italy); Valerio
Mariani (ENEA, Italy); Vincenzo Raffa (Friendly Power, Italy);
Luigi Glielmo (University of Naples Federico II, Italy)

4 EMT-Based Co-Simulation of Power System and
Communication Networks...380
Milad Beikbabaei, Ashwin Venkataramanan, Ali Mehrizi-Sani
(Virginia Tech, USA)

5 Deep Reinforcement Learning For Distribution Power
System Cyber-Resilience via Distributed Energy
Resource Control...386
Nicholas E Corrado (University of Wisconsin-Madison & Sandia
National Laboratories, USA); Michael Livesay, Tyson Bailey, Jay
Johnson, Drew Levin (Sandia National Laboratories, USA)

2023 IEEE International Conference on Communications, Control, and Computing Technologies for Smart Grids



Thursday, 2 November 2023  16:00-17:50 Room 1

Communications and Networking 2

Session Chair: Ahmed S. Musleh (The University of New South Wales,

Australia)

1 Combined QoS Analysis of Smart Distribution Grids with

Constraint Satisfaction Problem and Network Calculus...392
Abdullah Alshraa (Friedrich-Alexander-Universitit, Germany);
Reinhard German (University of Erlangen, Germany); Kai-Steffen J.
Hielscher (Friedrich-Alexander-Universitét Erlangen-Niirnberg,
Germany); Frauke Oest (University of Oldenburg, Oldenburg,
Germany); Sebastian Lehnhoff (University of Oldenburg & OFFIS -
Institute for Information Technology, Germany)

2 Statistical Process Routing Optimization in the Product
Line for Industrial Internet of Things...399
Love Allen Ahakonye, Cosmas Ifeanyi Nwakanma, Jaec Min Lee,
Dong Seong Kim, Taesoo Jun (Kumoh National Institute of
Technology, South Korea)

3 Model the Path: Impact of Propagation Models on the
Scalability Analysis of a Wireless M-Bus Sensoring
System for Smart Grids...405
Néstor Rodriguez-Pérez, Javier Matanza, Gregorio Lopez (Institute
for Research in Technology, Comillas Pontifical University, Spain)

4 Distributed Topology Optimization for Agent-based Peer-
to-Peer Energy Market...411
Maximilian Kilthau, Daniel Ansari, Alexander Fay (Helmut-Schmidt-
Universitét, Germany)

5 Communication Reduction for Power Systems: An
Observer-Based Event-Triggered Approach...417
Gabriel E. Mejia-Ruiz (KAUST, Saudi Arabia); Yazdan Batmani
(University of Kurdistan, Iran); Subhash Lakshminarayana
(University of Warwick, United Kingdom); Shehab Ahmed,
Charalambos Konstantinou (KAUST, Saudi Arabia)

6 Explainable SCADA-Edge Network Intrusion Detection
System: Tree-LIME Approach...424
Cosmas Ifeanyi Nwakanma, Love Allen Ahakonye, Taesoo Jun, Jae
Min Lee, Dong Seong Kim (Kumoh National Institute of
Technology, South Korea)

Thursday, 2 November 2023 16:00-17:50 Room 2

Security and Privacy 2

Session Chair: Ifiok Umuren (University of the West Scotland, UK)

1 Adversarial Robustness of Multi-agent Reinforcement
Learning Secondary Control of Islanded Inverter-based
AC Microgrids...431
Ezzeldin Shereen, Kiarash Kazari, Gyérgy Dan (KTH Royal Institute
of Technology, Sweden)

2 Mitigation of GPS Spoofing Attacks in Linear State
Estimation using Principal Angle Computation...438
Mabhesh Raju Badugu, Paresh Risbud, Gopal Gajjar, Shreevardhan
Soman (Indian Institute of Technology Bombay, India)

3 A Data Integrity Attack Targeting VSC-HVDC-
Connected Offshore Wind Farms...444
Juanwei Chen, Hang Du, Jun Yan (Concordia University, Canada);
Rawad Zgheib (Hydro-Quebec Research Institute, Canada); Mourad
Debbabi (Concordia University, Canada)

4 Analysis of Cascading Failures Due to Dynamic Load-
Altering Attacks...450
Maldon Patrice Goodridge (Global Development Initiatives, United
Kingdom); Alessandro Zocca (Vrije Universiteit Amsterdam, The
Netherlands); Subhash Lakshminarayana (University of Warwick,
United Kingdom)

5 Detection of Cyber Attacks on Synchro-Phasor Network
Targeting Topology Detection Application of Power
Distribution Grids...456
Afshin Ebtia, Dhiaa Elhak Rebbah, Abdullah Qasem, Mohsen
Ghafouri (Concordia University, Canada); Danial Jafarigiv (Hydro-
Quebec Research Institute, Canada); Mourad Debbabi, Arash
Mohammadi (Concordia University, Canada)

6 Industrial Network Protocol Security Enhancement Using
Programmable Switches...462
Zheng Hu (University of Arkansas, USA); Hui Lin (University of
Rhode Island, USA); Luke Waind, Yanfeng Qu (University of
Arkansas, USA); Gong Chen (Illinois Institute of Technology, USA);
Dong Jin (University of Arkansas, USA)

Thursday, 2 November 2023 16:00-17:50 Room 3

Security and Privacy 3

Session Chair: Daisuke Mashima (Illinois ARCS, Singapore)

1 Taxonomy of Fingerprinting Techniques for Evaluation
of Smart Grid Honeypot Realism...469
Vanessa Tay Sin Yee, Xinran Li (National University of Singapore,
Singapore); Daisuke Mashima (Illinois Advanced Research Center at
Singapore & National University of Singapore, Singapore); Bennet
Ng (Illinois at Singapore Pte Ltd, Singapore); Phuong Cao, Zbigniew
Kalbarczyk, Ravi Iyer (University of Illinois at Urbana-Champaign,
USA)

2 Cyber Forensic Analysis for Operational Technology
Using Graph-Based Deep Learning...476
Alfan Presekal (Delft University of Technology, The Netherlands &
Universitas Indonesia, Indonesia); Alex Stefanov, Vetrivel
Subramaniam Rajkumar, Peter Palensky (Delft University of
Technology, The Netherlands)

3 Early Alarm: Robust Event Analysis for Power Systems
using 1-D Fully Convolutional Network...483
Chengcheng Li, Wei Wang, Zhihao Jiang, Lin Zhu, Jinyuan Sun,
Yilu Liu, Hairong Qi (University of Tennessee, USA);

4 A Universally Composable Key Exchange Framework for
Operational Technology Communication Protocols...490
Abubakar Sadiq Sani (University of Greenwich, United Kingdom);
Elisa Bertino (Purdue University, USA); Dong Yuan (The University
of Sydney, Australia); Zhao Yang Dong (Nanyang Technological
University, Singapore)

5 Privacy Preserving Billing in Local Energy Markets with
Imperfect Bid-Offer Fulfillment...496
Andrei Hutu, Mustafa Asan Mustafa (University of Manchester,
United Kingdom)

6 Zone-based Privacy-preserving Billing for Local Energy
Market based on Multiparty Computation...505

Eman Ahmed Alqgahtani, Mustafa Asan Mustafa (University of
Manchester, United Kingdom)

Friday, 3 November 2023 11:00-13:00  Room 1

Communications and Networking 3

Session Chair: Muhammad Zeeshan Shakir (University of the West of

Scotland, UK)

1 Enabling Digital Twins for Smart Substation Networks...512
Arthur Albuquerque Zopellaro Soares (Universidade Federal
Fluminense, Brazil); Daniel Mosse (University of Pittsburgh, USA);
Yona Lopes (Fluminense Federal University, Brazil); Natalia
Fernandes (Universidade Federal Fluminense & Midiacom, Brazil);
Debora Muchaluat-Saade (Universidade Federal Fluminense, Brazil)

2 Microcomputer Prototyping of IEC61850-9-2 with
Performance Analysis...519
Nikolai Galkin, Chen-Wei Yang (Luled Tekniska Universitet,
Sweden); Nicholas Etherden (Vattenfall AB, Sweden); Valeriy
Vyatkin (Luled University of Technology, Sweden)

3 In-Band Full-Duplex Relay and Mesh Networking in
Broadband Power Line Communications...526
Vitali Korzhun, Andrea M Tonello (University of Klagenfurt,
Austria)

4 Integrating SG Technology for Improved Process
Monitoring and Network Slicing in ICS...532
Jared M Aguayo (University of Texas at El Paso, USA); Abel O
Gomez Rivera (Sandia National Laboratories & University of Texas
at El Paso, USA); Deepak K Tosh (University of Texas, El Paso,
USA)




Friday, 3 November 2023 11:00-13:00  Room 2

Data Analytics and Computation 3

Session Chair: Gerwin Hoogsteen (University of Twente, The

Netherlands)

1 Appliance-Incremental Learning for Non-Intrusive Load
Monitoring...539
Giulia Tanoni (Universita' Politecnica Delle Marche, Italy);
Emanuele Principi (Universita Politecnica delle Marche & A3Lab,
Italy); Luigi Mandolini (MAC srl, Italy); Stefano Squartini
(Polytechnic University of Marche, Italy)

2 A socially intelligent approach to consumers’ collective
capabilities in smart grids...545
Faezeh Bagheri-moghaddam, Sonja Oliveira (University of
Strathclyde, United Kingdom); Ed Atkins, Anna Chatzimichali
(University of Bath, United Kingdom)

3 Online detection of power events using the end-user
communication interface of residential smart meters...552
Emilio J. Palacios-Garcia (KU Leuven & EnergyVille, Belgium);
Geert Deconinck (KU Leuven, Belgium)

4 The Effect of Data Resolution on the Sizing of Energy
Storage Systems Using a Load Profile Signal
Decomposition Method...558
Edmund Schaefer (Saxion University of Applied Sciences &
University of Twente, The Netherlands); Richard van Leeuwen
(Saxion University of Applied Sciences, The Netherlands); Gerwin
Hoogsteen, Bart Nijenhuis, Johann Hurink (University of Twente,
The Netherlands)

5 Analyzing Impact of Data Uncertainty in Distributed
Energy Resources using Bayesian Networks...564

Ankita Garg, Gagangeet Singh Aujla, Hongjian Sun (Durham
University, United Kingdom)

Friday, 3 November 2023 11:00-13:00 Room 3

Security and Privacy 4

Session Chair: Rabia Khan (PNDC, UK)

1 Injection Attacks and Detection Strategy in Front-End
Vehicle-to-Grid Communication...570
Sushil Poudel, J. Eileen Baugh (Tennessee Tech University, USA);
Abdulrahman Takiddin (Florida State University, USA); Muhammad
Ismail (Tennessee Tech University, USA); Shady S. Refaat
(University of Hertfordshire, United Kingdom)
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