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Abstract

We analytically investigate how over-parameterization of models in randomized
machine learning algorithms impacts the information leakage about their training
data. Specifically, we prove a privacy bound for the KL divergence between model
distributions on worst-case neighboring datasets, and explore its dependence on
the initialization, width, and depth of fully connected neural networks. We find
that this KL privacy bound is largely determined by the expected squared gradient
norm relative to model parameters during training. Notably, for the special setting
of linearized network, our analysis indicates that the squared gradient norm (and
therefore the escalation of privacy loss) is tied directly to the per-layer variance of
the initialization distribution. By using this analysis, we demonstrate that privacy
bound improves with increasing depth under certain initializations (LeCun and
Xavier), while degrades with increasing depth under other initializations (He and
NTK). Our work reveals a complex interplay between privacy and depth that
depends on the chosen initialization distribution. We further prove excess empirical
risk bounds under a fixed KL privacy budget, and show that the interplay between
privacy utility trade-off and depth is similarly affected by the initialization.

1 Introduction

Deep neural networks (DNNs) in the over-parameterized regime (i.e., more parameters than data)
perform well in practice but the model predictions can easily leak private information about the
training data under inference attacks such as membership inference attacks [44] and reconstruction
attacks [17, [7, 29]. This leakage can be mathematically measured by the extent to which the
algorithm’s output distribution changes if DNNs are trained on a neighboring dataset (differing only
in a one record), following the differential privacy (DP) framework [23]].

To train differential private model, a typical way is to randomly perturb each gradient update in the
training process, such as stochastic gradient descent (SGD), which leads to the most widely applied
DP training algorithm in the literature: DP-SGD [2]. To be specific, in each step, DP-SGD employs
gradient clipping, adds calibrated Gaussian noise, and yields differential privacy guarantee that scales
with the noise multiplier (i.e., per-dimensional Gaussian noise standard deviation divided by the
clipping threshold) and number of training epochs. However, this privacy bound [2] is overly general
as its gradient clipping artificially neglects the network properties (e.g., width and depth) and training
schemes (e.g., initializations). Accordingly, a natural question arises in the community:

How does the over-parameterization of neural networks (under different initializations) affect the
privacy bound of the training algorithm over worst-case datasets?

*Work was done while Fanghui was at LIONS, EPFL.
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Table 1: Our privacy utility trade-off bounds for training linearized network (3) via Langevin diffusion,
under different hidden-layer width m, depth L and initializations. The per-layer widths my = d,
my,--- ,mr_1 = mand my = o where d is the data dimension and o is number of classes. For
KL privacy bounds, we assume Assumption [2.2]holds and L > 2 for simplicity. For the excess risk
bounds, we assume o = 1, d, m =  (n) are large, and Assumption Under LeCun and Xavier,

we prove privacy utility trade-offs that improve with over-parameterization (increasing depth).
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To answer this question, we circumvent the difficulties of analyzing gradient clipping, and instead
algorithmically focus on analyzing privacy for the Langevin diffusion algorithm without gradient
clipping nor Lipschitz assumption on loss function. E] It avoids an artificial setting in DP-SGD [2]]
where a constant sensitivity constraint is enforced for each gradient update and thus makes the privacy
bound insensitive to the network over-parameterization. Theoretically, we prove that the KL privacy
loss for Langevin diffusion scales with the expected gradient difference between the training on
any two worst-case neighboring datasets (Theorem . E] By proving precise upper bounds on the
expected £5-norm of this gradient difference, we thus obtain KL privacy bounds for fully connected
neural network (Lemma [3.2) and its linearized variant (Corollary .2)) that changes with the network
width, depth and per-layer variance for the initialization distribution. We summarized the details of
our KL privacy bounds in Table[I] and highlight our key observations below.

* Width always worsen privacy, under all the considered initialization schemes. Meanwhile,
the interplay between network depth and privacy is much more complex and crucially
depends on which initialization scheme is used and how long the training time is.

* Regarding the specific initialization schemes, under small per-layer variance in initialization
(e.g. in LeCun and Xavier), if the depth is large enough, our KL privacy bound for training
fully connected network (with a small amount of time) as well as linearized network (with
finite time) decays exponentially with increasing depth. To the best of our knowledge, this is
the first time that an improvement of privacy bound under over-parameterization is observed.

We further perform numerical experiments (Section [5)) on deep neural network trained via noisy
gradient descent to validate our privacy analyses. Finally, we analyze the privacy utility trade-off
for training linearized network, and prove that the excess empirical risk bound (given any fixed KL,
privacy budget) scales with a lazy training distance bound R (i.e., how close is the initialization to a
minimizer of the empirical risk) and a gradient norm constant B throughout training (Corollary [6.4).
By analyzing these two terms precisely, we prove that under certain initialization distributions
(such as LeCun and Xavier), the privacy utility trade-off strictly improves with increasing depth
for linearized network (Table EI) To our best knowledge, this is the first time that such a gain in
privacy-utility trade-off due to over-parameterization (increasing depth) is shown. Meanwhile, prior
results only prove (nearly) dimension-independent privacy utility trade-off for such linear models
in the literature [45} 32} [37]]. Our improvement demonstrates the unique benefits of our algorithmic
framework and privacy-utility analysis in understanding the effect of over-parameterization.

2A key difference between this paper and existing privacy utility analysis of Langevin diffusion [26] is that
we analyze in the absence of gradient clipping or Lipschitz assumption on loss function. Our results also readily
extend to discretized noisy GD with constant step-size (as discussed in Appendix @)

3We focus on KL privacy loss because it is a more relaxed distinguishability notion than standard (g, §)-DP,
and therefore could be upper bounded even without gradient clipping. Moreover, KL divergence enables upper
bound for the advantage (relative success) of various inference attacks, as studied in recent works [39.128]].
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1.1 Related Works

over-parameterization in DNNs and NTK. Theoretical demonstration on the benefit of over-
parameterization in DNNs occurs in global convergence [3l21] and generalization [4, [16]. Under
proper initialization, the training dynamics of over-parameterized DNNs can be described by a kernel
function, termed as neural tangent kernel (NTK) [31]], which stimulates a series of analysis in DNNSs.
Accordingly, over-parameterization has been demonstrated to be beneficial/harmful to several topics
in deep learning, e.g., robustness [15, 154], covariate shift [50]. However, the relationship between
over-parameterization and privacy (based on the differential privacy framework) remains largely an
unsolved problem, as the training dynamics typically change [[14] after adding new components in
the privacy-preserving learning algorithm (such as DP-SGD [2]) to enforce privacy constraints.

Membership inference privacy risk under over-parameterization. A recent line of works [47, /48]
investigates how over-parameterization affects the theoretical and empirical privacy in terms of
membership inference advantage, and proves novel trade-off between privacy and generalization error.
These literature are closet to our objective of investigating the interplay between privacy and over-
parameterization. However, Tan et al. [47, 48] focus on proving upper bounds for an average-case
privacy risk defined by the advantage (relative success) of membership inference attack on models
trained from randomly sampled training dataset from a population distribution. By contrast, our KL,
privacy bound is heavily based on the strongest adversary model in the differential privacy definition,
and holds under an arbitrary worst-case pair of neighboring datasets, differing only in one record.
Our model setting (e.g., fully connected neural networks) is also quite different from that of Tan et al.
[47, 48]. The employed analysis tools are accordingly different.

Differentially private learning in high dimension. Standard results for private empirical risk
minimization [9, 46] and private stochastic convex optimization [11} [12} S]] prove that there is an
unavoidable factor d in the empirical risk and population risk that depends on the model dimension.
However, for unconstrained optimization, it is possible to seek for the dimension-dependency in prov-
ing risk bounds for certain class of problems (such as generalized linear model [43]]). Recently, there
is a growing line of works that proves dimension-independent excess risk bounds for differentially
private learning, by utilizing the low-rank structure of data features [45]] or gradient matrices [32} [37]
during training. Several follow-up works [33} [13]] further explore techniques to enforce the low-rank
property (via random projection) and boost privacy utility trade-off. However, all the works focus
on investigating a general high-dimensional problem for private learning, rather than separating the
study for different network choices such as width, depth and initialization. Instead, our study focuses
on the fully connected neural network and its linearized variant, which enables us to prove more
precise privacy utility trade-off bounds for these particular networks under over-parameterization.

2 Problem and Methodology

We consider the following standard multi-class supervised learning setting. Let D = (21, -+ , z,,)
be an input dataset of size n, where each data record z; = («;, y;) contains a d-dimensional feature
vector x; € R? and a label vector y; € J = {—1,1}° on o classes. We aim to learn a neural network
output function fw (-) : X — Y parameterized by W via empirical risk minimization (ERM)

1 n
Ir‘}‘i/nﬁ(W§D) = ;f(fw(wi);yi), (D

where ¢(fw (x;); y;) is a loss function that reflects the approximation quality of model prediction
fw (zx;) compared to the ground truth label y;. For simplicity, throughout our analysis, we employ
the cross-entropy loss £(fw (x);y) = —(y,logsoftmax(fy (x))) for multi-class network with
0>2,and {(fw(x);y) = log(l + exp(—y fw (x)) for single-output network with o = 1.

Fully Connected Neural Networks. =~ We consider the L-layer, multi-output, fully connected,
deep neural network (DNN) with ReLU activation. Denote the width of hidden layer [ as m; for
l=1,---,L — 1. For consistency, we also denote mg = d and my = o. The network output
fw (x) = hr(x) is defined recursively as follows.

ho(x) =x; hy(x)=o(Wix)forl=1,---,L—1; hp(x)=Wrhy_1(x), 2)
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where h;(x) denotes the post-activation output at [-th layer, and {W; € R™*™-1 . [ =1, ... L}
denotes the set of per-layer weight matrices of DNN. For brevity, we denote the vector W =
(Vec(Wy), ..., Vec(Wy)) € Rm-dtmzmit-tomi_i je the the concatenation of vectorizations
for weight matrices of all layers, as the model parameter.

Linearized Network. We also analyze the following linearized network, which is used in prior
works [35] 3| l41]] as an important tool to (approximately and qualitatively) analyze the training
dynamics of DNNs. Formally, the linearized network f&f 0 (x) is a first-order Taylor expansion of
the fully connected ReLU network at initialization parameter W(", as follows.

lin,0 ofw ()

W) = fwpe )+ S5

where fWém () is the output function of the fully connected ReL.U network (2) at initialization W™,
in 2] z n

We denote L{*(W;D) = 37" | ¢ (fwém (x;) + J;LW(”W:W(W(W - wt ),yl) as the em-

pirical loss function for training linearized network, by plugging (3) into (T).

(W _ éin) , (3)

Langevin Diffusion. Regarding the optimization algorithm, we focus on the Langevin diffusion
algorithm [36]] with per-dimensional noise variance o2. Note that we aim to avoid gradient clipping
while still proving KL privacy bounds. After initializing the model parameters W at time zero, the
model parameters W, at subsequent time ¢ evolves as the following stochastic differential equation.

AW, = — VL(W;; D)dt + V202dB, . 4)

Initialization Distribution. The initialization of parameters W crucially affects the convergence
of Langevin diffusion, as observed in prior literatures [52, 25| 24]. In this work, we investigate
the following general class of Gaussian initialization distributions with different (possibly depth-

dependent) variances for the parameters in each layer. For any layer [ = 1, --- | L, we have
[W'ij ~ N(0, B1), for (i, 5) € [m] x [my 1], 5)
where 31, -+ , 8, > 0 are the per-layer variance for Gaussian initialization. By choosing different

variances, we recover many common initialization schemes in the literature, as summarized in Tablem

2.1 Our objective and methodology

We aim to understand the relation between privacy, utility and over-parameterization (depth and width)
for the Langevin diffusion algorithm (under different initialization distributions). For privacy analysis,
we prove a KL privacy bound for running Langevin diffusion on any two worst-case neighboring
datasets. Below we first give the definition for neighboring datasets.

Definition 2.1. We denote D and D’ as neighboring datasets if they are of same size and only differ
in one record. For brevity, we also denote the differing records as (x,y) € D and (z',y’) € D'.

Assumption 2.2 (Bounded Data). For simplicity, we assume bounded data, i.e., |||z < v/d.

We now give the definition for KL privacy, which is a more relaxed, yet closely connected privacy
notion to the standard (g, ¢) differential privacy [22]], see Appendixfor more discussions. KL
privacy and its relaxed variants are commonly used in previous literature [} 110, 53]

Definition 2.3 (KL privacy). A randomized algorithm A satisfies e-KL privacy if for any neighboring
datasets D and D’, we have that the KL divergence KL(A(D)||A(D')) < ¢, where A(D) denotes
the algorithm’s output distribution on dataset D.

In this paper, we prove KL privacy upper bound for maxp p KL(Wjo.7|| W[’O:T]) when running
Langevin diffusion on any worst-case neighboring datasets. For brevity, here (and in the remaining
paper), we abuse the notations and denote W, and W['O:T] as the distributions of model parameters

trajectory during Langevin diffusion processes Eq. (4) with time T on D and D’ respectively.

For utility analysis, we prove the upper bound for the excess empirical risk given any fixed KL diver-
gence privacy budget for a single-output neural network under the following additional assumption
(it is only required for utility analysis and not needed for our privacy bound).

il
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Assumption 2.4 ([40} 20, 21]]). The training data 1, -- - , ,, are i.i.d. samples from a distribution
P, that satisfies E[x] = 0, ||z||2 = V/d for & ~ P,, and with probability one for any i # j, z; ff x;.

Our ultimate goal is to precisely understand how the excess empirical risk bounds (given fixed KL
privacy budget) are affected by increasing width and depth under different initialization distributions.

3 KL Privacy for Training Fully Connected ReLLU Neural Networks

In this section, we perform the composition-based KL privacy analysis for Langevin Diffusion given
random Gaussian initialization distribution under Eq. (5)) for fully connected ReLU network. More
specifically, we prove upper bound for the KL divergence between distribution of output model
parameters when running Langevin diffusion on an arbitrary pair of neighboring datasets D and D’'.

Our first insight is that by a Bayes rule decomposition for density function, KL privacy under a
relaxed gradient sensitivity condition can be proved (that could hold without gradient clipping).

Theorem 3.1 (KL composition under possibly unbounded gradient difference). The KL divergence
between running Langevin diffusion @) for DNN () on neighboring datasets D and D’ satisfies

1

" 202

T
KL(Wio [Wio) = 555 | B [IV£0W D) = V2w D) 3] . ©)

Proof sketch. We compute the partial derivative of KL divergence with regard to time ¢, and then
integrate it over ¢ € [0, T] to compute the KL divergence during training with time 7. For computing
the limit of differentiation, we use Girsanov’s theorem to compute the KL divergence between the
trajectory of Langevin diffusion processes on D and D’. The complete proof is in Appendix

Theorem [3.1]is an extension of the standard additivity [51]] of KL divergence (also known as chain
rule [1]]) for a finite sequence of distributions to continuous time processes with (possibly) unbounded
drift difference. The key extension is that Theorem [3.1]does not require bounded sensitivity between
the drifts of Langevin Diffusion on neighboring datasets. Instead, it only requires finite second-order
moment of drift difference (in the £5-norm sense) between neighboring datasets D, D’, which can be
proved by the following Lemma. We prove that this expectation of squared gradient difference incurs
closed-form upper bound under deep neural network (under mild assumptions), for running Langevin
diffusion (without gradient clipping) on any neighboring dataset D and D’.

Lemma 3.2 (Drift Difference in Noisy Training). Let My be the subspace spanned by gradients
{VU(fw, (@i;ys) : (ws,9:) € D,t € [0, T|}L, throughout Langevin diffusion (W4),c(o 7). Denote
Il azy as the €2 norm of the projected input vector onto M. Suppose that there exists constants
¢, B > 0 such that for any W W' and (x,y), we have |VL(fw(x);y)) — VL fw (x);y)|2 <
max{c, B|W — W|\a,. }. Then running Langevin diffusion Eq. @) with Gaussian initialization
maxp, o/ fOT]E[”Vﬁ(Wt;D)fVE(Wt;D’)||z]dt

5 where
(e

distribution Q) satisfies e-KL privacy with e =

T
/ E[IVL(Wis D) — VLW D3| dt < 2T E [| VL(Wo; D) — VL(Wo; D)
0

gradient difference at initialization

232 e HAIT _q ) ) ) 22T
+ 221 ) ( RN —T |- (E[|IVL(Wo; D)|3] + 20°rank(M7) + ¢*) + —

. e . . L. non-smoothness
gradient difference fluctuation during training

Proof sketch. The key is to reduce the problem of upper bounding the gradient difference at any
training time 7', to analyzing its two subcomponents: ||V{(fw,(x);y)) — VL(fw,(2');y) ||§ <

21|V fw, (@); ) = VEfw, (@); 9 )ll5 +262  ||Wi = W3y, +2¢% where (2,y) and
—_———

gradient difference at initialization parameters’ change after time 1"

(x',vy’) are the differing data between neighboring datasets D and D’. This inequality is by the
Cauchy-Schwartz inequality. In this way, the second term in Lemma 3.2 uses the change of parameters

q
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to bound the gradient difference between datasets D and D’ at time T, via the relaxed smoothness
assumption of loss function (that is explained in Remark [3.3]in details). The complete proof is in
Appendix [B.2]

Remark 3.3 (Gradient difference at initialization). The first term and in our upper bound linearly
scales with the difference between gradients on neighboring datasets D and D’ at initialization. Under
different initialization schemes, this gradient difference exhibits different dependency on the network
depth and width, as we will prove theoretically in Theorem 4.1

Remark 3.4 (Gradient difference fluctuation during training). The second term in Lemma [3.2] bounds
the change of gradient difference during training, and is proportional to the the rank of a subspace Mt
spanned by gradients of all training data. Intuitively, this fluctuation is because Langevin diffusion
adds per-dimensional noise with variance o2, thus perturbing the training parameters away from the
initialization at a scale of O(o+/rank(M7)) in the expected /5 distance.

Remark 3.5 (Relaxed smoothness of loss function). The third term in Lemma [3.2]is due to the
assumption ||V{(fw (x);y)) — VE(fw(x);y)|2 < max{c, 8|W — W'||as, }. This assumption
is similar to smoothness of loss function, but is more relaxed as it allows non-smoothness at places
where the gradient is bounded by c. Therefore, this assumption is general to cover commonly-used
smooth, non-smooth activation functions, e.g., sigmoid, ReLU.

Growth of KL privacy bound with increasing training time T. The first and third terms in our
upper bound Lemma [3.2] grow linearly with the training time 7", while the second term grows
exponentially with regard to 7. Consequently, for learning tasks that requires a long training time to
converge, the second term will become the dominating term and the KL privacy bound suffers from
exponential growth with regard to the training time. Nevertheless, observe that for small 7" — 0,

- 2
the second component in Lemma contains a small factor % — T = o(T) by Taylor
expansion.Therefore, for small training time, the second component is smaller than the first and the
third components in Lemma [3.2] that linearly scale with 7', and thus does not dominate the privacy
bound. Intuitively, this phenomenon is related to lazy training [19]. In Section[5]and Figure 2] we
also numerically validate that the second component does not have a high effect on the KL privacy

loss in the case of small training time.

Dependence of KL privacy bound on network over-parameterization. Under a fixed training time 7'
and noise scale o2, Lemmapredicts that the KL divergence upper bound in Theorernis depen-
dent on the gradient difference and gradient norm at initialization, and the rank of gradient subspace
rank (M) throughout training. We now discuss the how these two terms change under increasing
width and depth, and whether there are possibilities to improve them under over-parameterization.

1. The gradient norm at initialization crucially depends on how the per-layer variance in the
Gaussian initialization distribution scales with the network width and depth. Therefore, it is
possible to reduce the gradient difference at initialization (and thus improve the KL privacy
bound) by using specific initialization schemes, as we later show in Section ] and Section 5]

2. Regarding the rank of gradient subspace rank(M7): when the gradients along the training
trajectory span the whole optimization space, rank( M) would equal the dimension of the
learning problem. Consequently, the gradient fluctuation upper bound (and thus the KL
privacy bound) worsens with increasing number of model parameters (over-parameterization)
in the worst-case. However, if the gradients are low-dimensional [45} 132} 43] or sparse [37],
rank(Mr) could be dimension-independent and thus enables better bound for gradient
fluctuation (and KL privacy bound). We leave this as an interesting open problem.

4 KL privacy bound for Linearized Network under over-parameterization

In this section, we focus on the training of linearized networks (3)), which fosters a refined analysis on
the interplay between KL privacy and over-parameterization (increasing width and depth). Analysis
of DNNgs via linearization is a commonly used technique in both theory [19] and practice [43] 41]].
We hope our analysis for linearized network serves as an initial attempt that would open a door to
theoretically understanding the relationship between over-parameterization and privacy.

To derive a composition-based KL privacy bound for training a linearized network, we apply The-
orem which requires an upper bound for the norm of gradient difference between the training

A
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processes on neighboring datasets D and D’ at any time ¢. Note that the empirical risk function
for training linearized models enjoys convexity, and thus a relatively short amount of training time
is enough for convergence. In this case, intuitively, the gradient difference between neighboring
datasets does not change a lot during training, which allows for a tighter upper bound for the gradient
difference norm for linearized networks (than Lemma[3.2).

In the following theorem, we prove that for a linearized network, the gradient difference throughout
training has a uniform upper bound that only depends on the network width, depth and initialization.
Theorem 4.1 (Gradient Difference throughout training linearized network). Under Assumption
taking over the randomness of the random initialization and the Brownian motion, for any t € [0,T],
running Langevin diffusion on a linearized network in Eq. (3) satisfies that

4B T Bimi | <= 8
E[|VL(W{™: D) — L(W] ’D’>“3]frﬂ’w}’mB"d”(i_ 2 )Z

where n is the training dataset size, and B is a constant that only depends on the data dimension d,
the number of classes o, the network depth L, the per-layer network width {m;}L_,, and the per-layer
variances {3; Y| of the Gaussian initialization distribution.

Theorem provides a precise analytical upper bound for the gradient difference during training
linearized network, by tracking the gradient distribution for fully connected feed-forward ReLU net-
work with Gaussian weight matrices. Our proof borrows some techniques from [3} 154] for computing
the gradient distribution, refer to Appendix [C.1]and [C.2] for the full proofs. By plugging Eq. (7) into
Theorem [3.1] we obtain the following KL privacy bound for training a linearized network.
Corollary 4.2 (KL privacy bound for training linearized network). Under Assumption2.2|and neural
networks () initialized by Gaussian distribution with per-layer variance {; }~_,, running Langevin
diffusion for linearized network with time T' on any neighboring datasets satisfies that

in lin 2BT
KL(W[IO:T] W o.r)) < 3,70 3)

where B is the constant that specifies the gradient norm upper bound, given by Eq. (7).

Over-parameterization affects privacy differently under different initialization. Corollary4.2|and
Theorem [4.T| prove the role of over-parameterization in our KL privacy bound, crucially depending
on how the per-layer Gaussian initialization variance /3; scales with the per-layer network width m;
and depth L. We summarize our KL privacy bound for the linearized network under different width,
depth and initialization schemes in Table[I] and elaborate the comparison below.

(1) LeCun initialization uses small, width-independent variance for initializing the first layer 31 =
(where d is the number of input features), and width-dependent variance 8, = -+ = 3 = -

1

d

in or

initializing all the subsequent layers. Therefore, the second term ZlL 1 %’“ in the constant B of Eq. (
L7

increases linearly with the width m and depth L. However, due to ™% mB < foralll = 2,--

the first product term HL 1B "L in constant B decays with the i 1ncreasmg depth. Therefore, by
combining the two terms, we prove that the KL privacy bound worsens with increasing width, but
improves with increasing depth (as long as the depth is large enough). Similarly, under Xavier
initialization 3, = Ty We prove that the KL privacy bound (especially the constant B (7))

improves with increasing depth as long as the depth is large enough.

2

2 [ =1.---.L—-1
(2) NTK and He initializations use large per-layer variance 5; = { I I L’ ’ (for
NTK) and §5; = —=— (for He). Consequently, the gradient difference under NTK or He initialization

is significantly larger than that under LeCun initialization. Specifically, the gradient norm constant B
in Eq. (7) grows linearly with the width m and the depth L under He and NTK initializations, thus
indicating a worsening of KL privacy bound under increasing width and depth.

5 Numerical validation of our KL privacy bounds

To understand the relation between privacy and over-parameterization in practical DNNs training
(and to validate our KL privacy bounds Lemma [3.2]and Corollary [4.2)), we perform experiments for

7
5425 https://doi.org/10.52202/075280-0238



DNNs training via noisy GD to numerically estimate the KL privacy loss. We will show that if the
total training time is small, it is indeed possible to obtain numerical KL privacy bound estimates that
does not grow with the total number of parameter (under carefully chosen initialization distributions).

Numerical estimation procedure.  Theorem [3.1] proves 0.4
that the exact KL privacy loss scales with the expectation —— He Initialization
of squared gradient norm during training. This could be 5] e o
estimated by empirically average of gradient norm across

training runs. For training dataset D, we consider all ’car’
and ’plane’ images of the CIFAR-10. For neighboring dataset,
we consider all possible D’ that removes a record from D, or
adds a test record to D, i.e., the standard "add-or remove-one"
neighboring notion [2]. We run noisy gradient descent with

constant step-size 0.01 for 50 epochs on both datasets. 0 w w w w
0 10 20 30 40 50

0.2

0.1

Numerical KL privacy loss

Epochs
Numerically validate the growth of KL privacy loss with  Figure 1: Numerically estimated KL
regard to training time. Figure|[I|shows numerical KL pri- privacy loss for noisy GD with con-
vacy loss under different initializations, for fully connected  stant step-size 0.001 on deep neural
networks with width 1024 and depth 10. We observe that the  petwork with width 1024 and depth

KL privacy loss grows linearly at the beginning of training 10, We report the mean and standard
(< 10 epochs), which validates the first and third term in the  deviation across 6 training runs, tak-

KL privacy bound Lemma [3.2] Moreover, the KL privacy ing worst-case over all neighboring
loss under LeCun and Xavier initialization is close to zero at  datasets. The numerical KL privacy
the beginning of training (< 10 epochs). This shows LeCun  Joss grows with the number of train-
and Xavier initialization induce small gradient norm at small  jng epochs under all initializations.
training time, which is consistent with Theorem .1} How- Tpe growth rate is close to linear at be-
ever, when the number of epochs is large, the numerical KL ginning of training (epochs < 10) and
privacy loss grows faster than linear accumulation under all s faster than linear at epochs > 10.
initializations, thus validating the second term in Lemma[3.2]

—— He Initialization /
" —— Xavier Initialization
3 +— LeCun Initialization
> 0.2 0.2+ 0.2
9)
Z
a
=)
M
'5_'—3
2 014 0.1 0.1
o)
=
£l
4
_— B S—
T T T T T T T T T T T T T T T T T T
2 4 6 8 10 12 2 4 6 8 10 12 0 200 400 600 800 1,000
depth depth width

(a) Privacy vs depth (20 epochs,  (b) Privacy vs depth (50 epochs,  (c) Privacy vs width (50 epochs,
o = 0.01, width = 1024) o = 0.01, width = 1024) o = 0.01, depth = 10)

Figure 2: Numerically estimated KL privacy loss for noisy GD with constant step-size on fully
connected ReLLU network with different width, depth and initializations. We report the mean and
standard deviation across 6 training runs, taking worst-case over all neighboring datasets. Under
increasing width, the KL privacy loss always grows under all evaluated initializations. Under
increasing depth, at the beginning of training (20 epochs), the KL privacy loss worsens with depth
under He initialization, but first worsens with depth (< 8) and then improves with depth (> 8) under
Xavier and LeCun initializations. At later phases of the training (50 epochs), KL privacy worsens
(increases) with depth under all evaluated initializations.

Numerically validate the dependency of KL privacy loss on network width, depth and initializations.
Figure 2] shows the numerical KL privacy loss under different network depth, width and initializations,
for a fixed training time. In Figure we observe that increasing width and training time always
increases KL privacy loss. This is consistent with Theorem 4.1} which shows that increasing width
worsens the gradient norm at initialization (given fixed depth), thus harming KL privacy bound
Lemma 3.2]at the beginning of training. We also observe that the relationship between KL privacy
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and network depth depends on the initialization distributions and the training time. Specifically, in
Figure 2a] when the training time is small (20 epochs), for LeCun and Xavier initializations, the
numerical KL privacy loss improves with increasing depth when depth > 8. Meanwhile, when the
training time is large (50 epochs) in Figure[2b] KL privacy loss worsens with increasing depth under all
intializations. This shows that given small training time, the choice of initialization distribution affects
the dependency of KL privacy loss on increasing depth, thus validating Lemma [3.2]and Theorem[4.1]

6 Utility guarantees for Training Linearized Network

Our privacy analysis suggests that training linearized network under certain initialization
schemes (such as LeCun initialization) allows for significantly better privacy bounds under over-
parameterization by increasing depth. In this section, we further prove utility bounds for Langevin
diffusion under initialization schemes and investigate the effect of over-parameterization on the
privacy utility trade-off. In other words, we aim to understand whether there is any utility degradation
for training linearized networks when using the more privacy-preserving initialization schemes.

Convergence of training linearized network. We now prove convergence of the excess empirical risk
in training linearized network via Langevin diffusion. This is a well-studied problem in the literature
for noisy gradient descent. We extend the convergence theorem to continuous-time Langevin diffusion
below and investigate factors that affect the convergence under over-parameterization. The proof is
deferred to Appendix [D.1]

Lemma 6.1 (Extension of [42, Theorem 2] and [45, Theorem 3.1]). Let L™ (W;D) be the
empirical risk function of a linearized network in Eq. (3) expanded at initialization vector
W{n. Let Wi be an a-near-optimal solution for the ERM problem such that L™ (W(; D) —
miny L5 (W; D) < a. Let D = {x;}"_, be an arbitrary training dataset of size n, and denote

My = (Vfwém (1), VfWUzq,n (-’L‘n)) as the NTK feature matrix at initialization. Then running
Langevin diffusion @) on L™ (W) with time T and initialization vector W™ satisfies

o , R 1
E[L5™(WE™)] — min LE™(W; D) < a + — + ~a*rank(Mo),
w 2T 2
where the expectation is over Brownian motion By in Langevin diffusion in Eq. , W:f}" =
% [ W}indt is the average of all iterates, and R = ||W{"—W¢ 134, is the gap between initialization
parameters W™ and solution W7

Remark 6.2. The excess empirical risk bound in Lemma|[6.1]is smaller if data is low-rank, e.g., image
data, then rank (M) is small. This is consistent with the prior dimension-independent private learning
literature 32} 133, 137] and shows the benefit of low-dimensional gradients on private learning.

Lemma[6.T] highlights that the excess empirical risk scales with the gap R between initialization and
solution (denoted as lazy training distance), the rank of the gradient subspace, and the constant B
that specifies upper bound for expected gradient norm during training. Specifically, the smaller the
lazy training distance R is, the better is the excess risk bound given fixed training time 7" and noise
variance o2. We have discussed how over-parameterization affects the gradient norm constant B and
the gradient subspace rank rank(Mp) in Section|3| Therefore, we only still need to investigate how
the lazy training distance R changes with the network width, depth, and initialization, as follows.

Lazy training distance R decreases with model over-parameterization. It is widely observed in
the literature [[19} 155, 138] that under appropriate choices of initializations, gradient descent on fully
connected neural network falls under a lazy training regime. That is, with high probability, there exists
a (nearly) optimal solution for the ERM problem that is close to the initialization parameters in terms
of ¢5 distance. Moreover, this lazy training distance R is closely related to the smallest eigenvalue of
the NTK matrix, and generally decreases as the model becomes increasingly overparameterized. In
the following proposition, we compute a near-optimal solution via the pseudo inverse of the NTK
matrix, and prove that it has small distance to the initialization parameters via existing lower bounds
for the smallest eigenvalue of the NTK matrix [40].

Lemma 6.3 (Bounding lazy training distance via smallest eigenvalue of the NTK matrix). Under
Assumption 2.4 and single-output linearized network Eq. with o = 1, assume that the per-layer
network widths mg,--- ,my = Q(n) are large. Let LE" (W) be the empirical risk Eq. for

Q
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linearized network expanded at initialization vector W}, Then for any W[, there exists a
1 1

corresponding solution Wy**, s.t. L5™ (W) — minw L§™(W; D) < %, rank(Mo) = n and
1 n
L-1 1 L -1

dpr (Hizl @‘mi) > o121 B

with high probability over training data sampling and random initialization Eq. , where O ignores
logarithmic factors with regard to n, m, L, and tail probability §.

RS@ max

; ©))

The full proof is deferred to Appendix By using Lemma[6.3] we provide a summary of bounds
for R under different initializations in Table[T} We observe that the lazy training distance R decreases
with increasing width and depth under LeCun, He and NTK initializations, while under Xavier
initialization R only decreases with increasing depth.

Privacy & Excess empirical risk tradeoffs for Langevin diffusion under linearized network. We
now use the lazy training distance R to prove empirical risk bound and combine it with our KL
privacy bound Section []to show the privacy utility trade-off under over-parameterization.

Corollary 6.4 (Privacy utility trade-off for linearized network). Assume that all conditions in
Lemma[6.3| holds. Let B be the gradient norm constant in Eq. (7), and let R be the lazy training

distance bound in Lemma|6.3| Then for 0% = 2;; L andT =/ E;é?‘, releasing all iterates of Langevin
diffusion with time T satisfies e-KL privacy, and has empirical excess risk upper bounded by

o ) in (1 BR
]E[Elom( :Pn)]_%nﬁé (W§D)§O<n2+ z—:n) (10)

o 1 N \/max{l, dpr HlL:_ll Bimy} an

n? 2L-1¢

with high probability over random initiailization Eq. (3), where the expectation is over Brownian
motion By in Langevin diffusion, and O ignores logarithmic factors with regard to width m, depth L,
number of training data n and tail probability 6.

See Appendix for the full proof. Corollary [6.4] proves that the excess empirical risk worsens in
the presence of a stronger privacy constraint, i.e., a small privacy budget ¢, thus contributing to a
trade-off between privacy and utility. However, the excess empirical risk also scales with the lazy
training distance R and the gradient norm constant B. These constants depend on network width,
depth and initialization distributions, and we prove privacy utility trade-offs for training linearized
network under commonly used initialization distributions, as summarized in Table[T]

We would like to highlight that our privacy utility trade-off bound under LeCun and Xavier ini-
tialization strictly improves with increasing depth as long as the data satisfy Assumption and
the hidden-layer width is large enough. To our best knowledge, this is the first time that a strictly
improving privacy utility trade-off under over-parameterization is shown in literature. This shows the
benefits of precisely bounding the gradient norm (Appendix [C.I) in our privacy and utility analysis.

7 Conclusion

We prove new KL privacy bound for training fully connected ReLLU network (and its linearized
variant) using the Langevin diffusion algorithm, and investigate how privacy is affected by the network
width, depth and initialization. Our results suggest that there is a complex interplay between privacy
and over-parameterization (width and depth) that crucially relies on what initialization distribution is
used and the how much the gradient fluctuates during training. Moreover, for a linearized variant
of fully connected network, we prove KL privacy bounds that improve with increasing depth under
certain initialization distributions (such as LeCun and Xavier). We further prove excess empirical risk
bounds for linearized network under KL privacy, which similarly improve as depth increases under
LeCun and Xavier initialization. This shows the gain of our new privacy analysis for capturing the
effect of over-parameterization. We leave it as an important open problem as to whether our privacy
utility trade-off results for linearized network could be generalized to deep neural networks.
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A Symbols and definitions

A.1 Additional notations

Vecorization Vec(-) denotes the transformation that takes an input matrix A = (ai;)ic[r],je[c] €
R™*¢ (with r rows and ¢ columns) and outputs a rc-dimensional column vector: Vec(A) =

T
(a1,17 e ;a’r,17a/1,27 e aa/’l‘,2; e aal,c7 e 7a’r‘,c) .
. owl] .
Softmax function: softmax(y) = Sl where o is the number of output classes.
i=1°¢

o: number of output classes for the neural network.
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A.2 Relation between KL privacy Definition to differential privacy

KL privacy is a more relaxed, yet closely connected privacy notion to (e, §) differential privacy [22].

1. KL privacy and differential privacy are both worst-case privacy notions over all possible
neighboring datasets, by requiring bounded distinguishability between the algorithm’s output
distributions on neighboring datasets in statistical divergence. The difference is that KL.
privacy requires bounded KL divergence, while (e, §)-differential privacy is equivalent to
bounded Hockey-stick divergence [6].

2. KL privacy and differential privacy are both definitions based on the privacy loss random
variable log %, o ~ A(D) (following the definition in [2| Equation 1]). KL
privacy implies that the privacy loss random variable has a bounded first order moment,
while differential privacy requires a high probability argument that the privacy loss random
variable is bounded by e with probability 1 — §. Therefore, KL privacy is generally a more
relaxed notion than differential privacy.

3. Translation to each other: For € = 0, KL privacy (bounded first-order moment of privacy
loss random variable) implies (0, §)-differential privacy with 6 = \/g by Pinsker inequality.
Higher order moments of the privacy loss random variable suffice to prove (e, §)-differential
privacy for € > 0. Note that (e, J)-DP with 6 > 0 does not necessarily imply KL privacy, as
the privacy loss random variable may be large at the tail event with § probability.

4. Due to the connection to the privacy loss random variable (which is closely connected to
the likelihood ratio test for membership hypothesis testing), both differential privacy and
KL privacy incur upper bound on the performance curve of inference attacks, such as the
membership inference and attribute inference [39} 28], as we discuss in Footnote

B Deferred proofs for Section 3]

B.1 Deferred proofs for Theorem 3.1

To prove the new composition theorem, we will use the Girsanov’s Theorem. Here we follow the
presentation of [18, Theorem 6].

Theorem B.1 (Implication of Girsanov’s theorem [18] Theorem 6]). Let (X¢)¢co,n and (Xt)te[o,n]
be two continuous-time processes over R". Let Pr be the probability measure that corresponds to the
trajectory of (Xt)te[o,n], and let Q1 be the probability measure that corresponds to the trajectory of

(Xt)te[o,n]- Suppose that the process (Xt)ie[o,y) follows
dXt = btdt + O'dBt y
where (By)ic(o,1) is a standard Brownian motion over Pr, and the process ()N(t)te[om] Sfollows

dXt = Btdt + O'dBt s

where (Bt)te[O,T] is a standard Brownian motion over Q1 with dBt =dB; + % (bt — I;t) Assume
that o is a r X v symmetric positive definite matrix. Then, provided that Novikov’s condition holds,

1 (7 _ ~
Barewp (5 [ o7t~ BolBat) < oo, (12)

we have that

dP mo_ -~ 1M -
— L —exp (/ o 1(bt—bt)dBt—§/ o 1(bt—bt)||§dt> .
0 0

We are now ready to apply Girsanov’s theorem to prove the following new KL privacy composition
theorem for Langevin diffusion processes on neighboring datasets D and D’. For ease of description,
we repeat Theorem [3.1] as below.
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Theorem[3.1} /KL composition under possibly unbounded gradient difference] The KL divergence
between running Langevin diffusion @) for DNN () on neighboring datasets D and D’ satisfies

1

T
> 2/ E[|IVL(We D) - VLW, D)3 dt (13)

KL(Wio.r)[[Wio.r)) =

Proof. Recall that W, denotes the model parameter after running Langevin diffusion on dataset D
with time ¢, and WY denotes the model parameter after running Langevin diffusion on dataset D’
with time ¢. To avoid confusion, we further denote py;, .+,) and pf t1:t5] 8 the distributions of model
parameters trajectories Wy, .4, and W[’tl: ta] during time inteval [¢;, o] respectively. By definition of
partial derivative, we have that

aKL(W[O:t] ”W[/o;t]) KL(W[O't+n] ”W[/O‘tJrn]) - KL(W[O:t] ”W[/o‘t])

o = lim ; : (14)

Now we compute the term KL(Wjq.;4. ”W[/o: . +n]) as follows.

Plt:t+n]|[0:t] (w[t t+n] |w[o t]) Plo:t] (w[o t]) >]
Plret-tngij0:1) (Witst-n1 [Wi0:11) Doy (Wioe1))
)
)

Plt:t+n]|[0:¢] (w [t:t+n] \w 0:t] [0:¢ (w[o 1)
=Es0. 1 ~Prow log VA ——
[0:t4-n] ~P[0:t+n] [ < / > <p[0 e ( Wio:t ])

Plectn)i0:4] (Wit [W]0:1)
(15)

KL(W[O:H-W] ||W[/0:t+n]) = Ew[O:t+17]Np[0:t+7)] llOg (

where pps.44n(jo:4)( - [wpo:) is the conditional distribution during running Langevin diffusion
on dataset D, given fixed values for model parameters trajectory Wi,y = wjo. Similarly,
w(o:¢) is the conditional distribution during running Langevin diffusion on dataset D"

pft:tﬂmo:t]( :

Therefore by using the Markov property of the Langevin diffusion process and the definition of KL
divergence in Eq. (T3], we have that

KL(Wio:t40) |Woitn) = Ewimp, [KL (p[t:t+17]|t( : |wt)prt:t+n]|t( : th))} + KL(pt, py) - (16)

Now to compute the term KL (p[t:tﬂ] 1t Jwy) Hp/[t:t+n] ‘t( . |wt)) , we only need to apply Theorem
to the following two Langevin diffusion processes (W; /1) se[0,n) and (W/ +S‘t)ge[om], conditioning
on the observation Wy, = Wt"t = w; at time ¢.

AWy g5 = =VL(W45; D)dt + V202dB; .
d t+s|t =VL( t+s\t, D')dt + V202dB, .

Note that when 7 is small enough, we have that the Novikov’s condition in Eq. holds because

the exponent inside integration & [.[|o; (bs — bs)||2ds scales linearly with 7 that can be arbitrarily
small. Therefore, by applying Girsanov’s theorem, we have that

n - - 1 T -
/ o (bs — bs)dBs — 7/ o=t (bs — bs)||3ds ]| ,
0 2 0

where by, — by = VLW, 5t;D) + VL( W4 g; D). By dBs; = dB, + % (bs — Eg) and 1td
integration with regard to W;.¢1|;, we have that

KL (Pl (- 00) [Pl (- ) ) =E

E [fon ||V£(Wt+s\t§D) = VLW, g1 DI)HZ ds}

KL (P[t:t+n]|t(' |we) || Plestgye (- \wt)) = 557

A7)

17
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By plugging Eq. into Eq. (I6), we have that
E[Jy VLW D) = VL(Wigsi D)3 ds]

202
By plugging Eq. (I8)) into Eq. (I4), and by exchanging the order of expectation and integration, we
have that

+ KL(pe,p;) . (18)

KL(Dlt:t s Pltotrn)) =

OKLGop) 1 JoEse |[VLWiri D) = VLW D)5 ds

1
= 5,20 [IIVC(Wt;D) - Vﬁ(Wt;D’)HZ] ) (19)

Note that here we exchange the order of expectation and integration by using the Tonelli’s The-
orem [49] for non-negative integrand function |VL(Wiys; D) — VL(Wyys; D’ )||§ Integrating
Eq. ont € [0, 7] finishes the proof. O

B.2 Deferred proofs for Lemma[3.2]

Lemma Let My be the subspace spanned by gradients {V{(fw,(x:;v;) : (x;,y;) € D,t €
[0, T}y throughout Langevin diffusion (W) ¢ (o 1) Denote ||-||air. as the Ly norm of the projected
input vector onto M. Suppose that there exists constants ¢, 3 > 0 such that for any W W' and
(z,y), we have |V fw (x);y)) — VL fw (x); y)|l2 < max{c, B||W — W'| p, }. Then running
Langevin diffusion Eq. @) with Gaussian initialization distribution (3)) satisfies e-KL privacy with

47nmxpp/LfE[HVLUVﬁD)—VCﬂVﬁDQHﬂdt

557 where

T
/ E IVL(W D) — VLW D3| dt < 2T - E || VL(Wo; D) — VL(We; D)
0

gradient difference at initialization

2432 BT _q ) ) ) 22T
+ n2(2+52) < 2+62 =T - (]E [HVE(W(),D)Hﬂ + 20 rank(MT)+C )+ 7

. . . . .. non-smoothness
gradient difference fluctuation during training

Proof. By definition of the neighboring datasets D and D’, and the definition of empirical risk in
Eq. (I), we have that for any W, it satisfies that

IVE(W; D)~ VLW D)2 = — [(fw (@) 9) ~ Vw3, )

where (x,y) and («’,y’) are the differing records between neighboring datasets D amd D’. By the
assumption that ||V(fw (x);y)) — VL fw(x);y)|l2 < max{c,B||W — W'| p,}, and by the
Cauchy-Schwarz inequality, we further have that for any W and W, it satisfies that

IVE(fw, () 9)) = VE(fw, (&) 9)l5 <2 [V () 9)) — V(o (2); 95
+2B%|| W, — Wo 3y, + 262 Q1)

The first term ||V4(fw, (2);y)) — VE(fw, (2'); Y') Hg is constant during training (as it only depends
on the initialization). Therefore, we only need to bound the second term ||W; — Wp||3,... For brevity,
we denote the function ®(W) = [|[W — W3, . Recall our definition, p; as the distribution of
model parameters after running Langevin diffusion on dataset D with time ¢, and p;, as the distribution
of model parameters after running Langevin diffusion on dataset D’ with time ¢. Then we have that
0 Ep i [2(W)] — Ep, [2(W)]

SEn [@(W)] = lim p

(22)

Denote I'; as the following random operator on model parameters 6.

Ly(W)=0—-sVL(W;D)+ V20257,

1R
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where Z ~ N(0,T). We first claim that the following equation holds.
1 Epeen [B(W)] — By, [2(T (W))]

n—0 n

=0. 23)

This is by using Euler-Maruyama discretization method to approximate the solution W; of
SDE Eg. (4). More specifically, the approximation error E,,_ [®(W)] — E,, [®(I",;(W))] is of

size O(rn*) for small 7, where 7 is the dimension of W.

Therefore, by plugging Eq. (23) into Eq. (22)), we have that

9 _ i Ep [ (W))] — Ep, [R(W)]

Recall that V2®(W) exists almost everywhere with regard to W ~ p,. Therefore we could
approximate the term E,,, [®(T',,(W'); D, D')] via its second-order Taylor expansion at W as follows.

%Em (W) = limy E,, [(V(W), —yVL(W:D) + \/2:7277@ + oM ZTV2D(W)Z + o(n)]
=—E, [(VOe(W),VL(IW;D))| + CTQ]Ept [Tr (VQ(I)(W))] . (24)

By plugging ®(W) = [|[W — W,||3,,. into Eq. , we have that

o)
5B IW = Wolliy, ] < — 2B, (W — Wy, VL(W; D))] + 20 rank(Mr) (25)
= —2E,, (W — Wy, VL(Wy; D))] + 20°rank(Mr)
— 2B, [(W — Wy, VL(W: D) — VL(Wo; D))]
<E[|VL(Wo; D)|I5] + Ep, [[W — Wol|3,,] + 20°rank (M) (26)

+Ep, (IW = Woll3,] + Ep, [[VE(W; D) = VL(Wo; D)3], (27)
where the last inequality is by using the Cauchy-schwartz inequality. By plugging the assumption

that | V{(fw (z);y)) — VU fw(x); y)ll2 < max{c, 8||W — W’||2} into the above inequality, we
have that

0
5B IW = Wollig,] < (24 BB, [IIW = Woll3, ] + E[|[VL(Wo; D)) + 207 rank(Mr) + ¢*.
(28)
By solving the above ordinary differential inequality on ¢ € [0, T'], we have that
2 e+ 1 2 2 2
Ep W = Wollis, ] < (E[IVLWo; D)[I3] + 20%rank (M) +¢*) . (29)

- 244

By plugging Eq. into Eq. and Eq. (20), followed by integration over time ¢ € [0, T, we
have that

T
/ By, [IVL(W;D) = VL(W; D3] dt < 27 -E,, [|VE(W;D) - VEW: D3] G0)
0

26 T 1 2 2 o | 2T
+ n2(2 + 52) ( 2+ 62 -T]- (Epo [HVL:(W7D)||2] + 20 rank(MT) +c ) + poaE
(31
which concludes our proof.
O
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C Deferred proofs for Section 4]

C.1 Bounding the gradient norm at initialization

f()

To bound the moment of ¢, norm of the gradient =
following (extended) lemmas from Zhu et al. [54].

of network output function, we need the

Lemma C.1 ([534, Lemma 1]). Let w ~ N (0, UQ]I,L), then for two fixed non-zero vectors hy, hy €
R™ whose correlation is unknown, define two random variables X = (wThll{wThzzo})Q and

Y = s(w"hy)?, where s ~ Ber(1,1/2) follows a Bernoulli distribution with 1 trial and % success

rate, and s and w are independent random variables. Then X and'Y have the same distribution.

Lemma C.2 (Extension of [534, Lemma 2]). Given a fixed non-zero matrix Hy, € RP*" and a fixed
non-zero vector hy € RP and , let W € R9*P be a random matrix with i.i.d. entries W;; ~ N(0, 3)

and a matrix (or vector) V.= ¢/(Who)W Hy € R7*", then, we have E| ‘”V”F |= %_

Proof. According to the definition of V' = ¢/ (W ho)W H; € R?*", we have:
9. 7 ) L) 2
IVIE =33 (Duatwl HI))
i=1j=1

where D, ; = 1{<Wm ho) >0} Wil is the i-th row of W, and H%j] is the j-th column vector of Hj.
Therefore by Lemma|C.1} with i.i.d. Bernoulli random variable p1, - - - , p, ~ Ber(1,1/2), we have

4 Zzp (Wi, Zzpiﬁnﬂ“u (32)

=1 j=1 i=1 j=1
where ;; = (Wi, [y ( 6||H1[J]||§> By the fact that W% has i.i.d. Gaussian entries, for

any fixed j, we have that w;; ~ N(0,1),i =1, - , ¢ independently. Therefore, we have

E(IVIE] =3 3 Elpl 1B 3B = Dl

i=1 j=1

Now, we are ready to prove output gradient expectation at random initialization as follows.

Lemma C.3 (Output Gradient Expectation Bound at Random Initialization). Fix any data record x,

then over the randomness of the initialization distributions for Wy, --- W, i.e., W; ~ N (0, 8I)
forl=1,---,L —1, it satisfies that
of(@) o 2 = Bim; - AL
E —_— = —. 33

w | vaegapy ] = et | IT 75 ) 327 63)
Proof. We use Vec(W)) to denote the concatenation of all row vector of the parameter matrix W;.
By chain rule, for{ = 1,--- ;| L — 1, we have that

—1-1
OVec(W;)  Ohp_1(x) — Ohr_1-i(x) | Vec(W))
L—1-1 hoy 0
=W, < 11 U’L_iWL_i> ol = ¢ 35)
=1 0 0 h',

myXmpmi—1

20
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Similarly, for the L-th layer, we have that

hz_l 0
= : (36)
0 0 hz_l

of (=)
OVec(W7p,)

oxXomry, —1

By properties of ReLU activation ¢, we have ¢} _, = diag[sgn(W_;hr_1_;)], where sgn(z) =

1 2>0 . . . . .
{ 0 <0 operates coordinate-wise with regard to the input matrix. Therefore, we have that for
MO

I=1,---,L—1

L-1-1 R, O
_Of(@) =W, H diag[sgn(W_;h )Wr—i | - diag[sgn(W;h;—1)] : :
8VCC(‘/‘/[) L J L—iNL—1—1¢ L—1 -1 : : :
=1 0 0 hT
-1 myXmpmi—1
For notational simplicity, we introduce the notation of tﬁ/ forl=1,---,L—1and! <!’ < Las
follows.
L—1-1 R, O
té = < H diag[sgn(WL_ihL_l_i)]WL_¢> - diag[sgn(W;h;_1)] 5 :
i=L—l T
0 0 hl_l mpXmymj—1
Then by definition, we have that
of(x) 2 L—1)2 Wt % I IR e
B || ool =B (1Weeh 1] = | Il e e
Nec (W) ot R T AT
tl+1 2 WLtL—l 2
— Ewown |83 Ew, | By, | IVEE TR ]
1117 It %

By rotational invariance of Gaussian column vectors, we prove that for any possible value of tlL -1
(which is completely determined by Wy, --- Wy _; and @), foranyl = 1,--- , L — 1, we have that

Wt %

[Wieil3
Ew, L—12 =Ew, |:2
It %

llesll3

} = fro. 37
By Lemmal|C.2} forany [ =1,--- ,L —2and [ <!’ < L — 2, we have that

[
E ; = 141 - 38
Wl e | .

We now bound the last term Evy, ... w, [||¢}||%] forl =1,---, L — 1. By definition, we have that

m
my
IEW17'",Wl |:||t§H%'} = EW1,-'~7VVZ [Z 1{Wl[’i;]hl—1§0} : ||hl_1||§‘| = 7EW17”' ;WlflE[th_ng] °

i=1

(39)

To bound the Evy, ... w,[||hi—1]3], note that by Lemma we prove that forany [ =1,--- L — 1

||hl1<w>||§} By
E - L. 40
Wina [nhz_z(m)n% g M @0

21
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Therefore, forany ! = 1,--- , L, we have that

Ews ... wi_s [1h1-1(@)2] = Bws oo wi, [

s ()2 ||h1<a:>||%] )
) 41
@3 Jelg ) 1Ele @D

-1
= (H %mz) [ETES (42)
=1

By plugging (@2) into (39), we have that

Ew, ... w: [[1till3 (H @mz) )13 (43)

By combining (37), (38) and (@3)), we have forany [ =1,--- ,L — 1

Ew | M{f( 1]

m (17 B 2 By e (7 Bimi
-2 Eﬁmi I 5 mi -/sLo.nan:Enmngo 175

i=l+1
On the other hand, by plugging Eq. (under ¢ = L) into Eq. (36), we have that

Evy [| o ((V; ||2] - <H mz> I3

L—-1 L
Bimi AL
Bw || v ||F] ||(1:I . );5

which suffices to prove Eq. (33). O

Therefore,

C.2 Deferred proof for Theorem4.1]

Finally, we prove that the gradient difference between two training datasets under linearized network
is bounded by a constant throughout training (which only depends on the network width, depth and
initialization distribution).

Theorem@d.1} Under Assumption2.2] taking over the randomness of the random initialization and
the Brownian motion, for any t € [0, T), running Langevin diffusion on linearized network Eq. .
satisfies that
lin, lin, /\ |2 4B
E[IVL(W;™D) — LW D3] < 3 (44)
where n is the training dataset size, and B is a constant that only depends on the data dimension d,
the number of classes o, the network depth L, the per-layer network width {mi}iLzl, and the per-layer
variances {3; }£_, of the Gaussian initialization distribution as follows.

L1 L
0~<H ﬁlg”)Z%v (45)
i=1 =1

Proof. Denote W as the initialization parameters and denote W/} as the parameters for linearized
network after training time ¢. Then the gradient difference under linearized network and cross-entropy
loss function is as follows.

||V£(Wt§D) - Vﬁ(Wt; D/)”%

_ H Vfw (@) (softmax(fw, (#)) ~y)  Vfw (@) (softmax(fw, («) ~ ')’

n n

F
2
<= (IVfw @)% + IVw (@)7) -
Plugging Lemma|C.3]into the above equation with data Assumption[2.2]suffice to prove the result. [

77
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D Deferred proofs for Section [6]

D.1 Deferred proof for Lemma 6.1 on convergence of training linearized network

In this section, we prove empirical risk bound for the average of all iterates of Langevin diffusion,
building on standard results [42, Theorem 2] and [45| Theorem 3.1] for the (discrete time) stochastic
gradient descent algorithm.

Lemma (Extension of [42 Theorem 2] and [43 Theorem 3.11) Let LE™ (W ; D) be the empirical
risk function of linearized newtork Eq. expanded at initialization vector W}, Let W be an
a-near-optimal solution for the ERM problem such that LE™(W{; D) — miny LE"(W; D) <
a. Let D = x1,---,x, be an arbitrary training dataset of size n, and denote My =
(Vwgin(®1), -+, Vifyin (ﬂlin))—r as the NTK feature matrix at initialization. Then running

Langevin diffusion @) on L5 (W) with time T and initialization vector W™ satisfies

o 4 R 1
E[ﬁé’"(qu?")] — min Eém(W; D)<a+—+ 70’27'ank(M0) ,
w 2T 2
where the expectation is over Brownian motion Br in Langevin diffusion Eq. , V_le}" =
7 [ Wlindt is the average of all iterates, and R = ||W§™ — Wi ||3,, is the gap between ini-

tialization parameters W} and solution W(.

Proof. Our proofs are heavily based on the idea in [45, Theorem 3.1] to work only in the parameter
space spanned by the input feature vectors. And our proof serves as an extension of their bound to
the continuous-time Langevin diffusion algorithm. We begin by using convexity of the empirical loss
function L§™(W; D) for linearized network to prove the following standard results

LG (W™ D) — L§™(Wg3 D) < (Wi — Wy, VLI (W™ D)) (46)
Denote My = (Vfwgin(®1) -+ Vfyuin(zs)) and compute the gradient under cross entropy

loss and linearized network, we have VL™ (WX"; D) lies in the column space of M. Denote I1y,
as the projection operator to the column space of M, then (@8] can be rewritten as

LG (W™ D) — Li™ (W55 D) < (g, (W™ — W), VL™ (W™ D)). 47)
By taking expectation over the randomness of Brownian motion in Langevin diffusion, we have
in (yx7lin n * 1 T n * in n
E[Lg" (Wr™)] = Lg" (W53 D) < = /0 E [T, (W™ = WG), VLG (W™ D))] dt . (48)

We now rewrite E [ (I, (W} — W), VLE™ (W} D))] by computing & E[[|W/}™ — W3, 1.

- - T ) . .
where | W/} — Wi |13, = Iy, (W™ — W5) Iy, (W™ — Wi). By applying with p,
being the distribution for W,lm in Langevin diffusion for linearized network starting from point
initialization W, and with function d(W) = |W — W 134,» we have that

0

EE[”Wthn = Wlls) < —2E[(Iag, (W™ = W5), VLG (W™ D))] + o?rank(Mo).

(49)
Therefore by plugging @9) into (@8]), we have that
1 /7

E[Lg" (Wi™)] = L5 (W53 D) < — o
0

0 1
EE[”Wt — Wi llag Jdt + 5027"071/?(1\40) (50

A

ST Wo™ = Willis, + 5o rank(Mo) (51)

O

A
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D.2 Deferred proof for Lemma

To bound lazy training distance of training linearized network, we would need the following auxiliary
Lemma about high probability upper bound for the final layer output of linearized network at
initialization.

Lemma D.1. Fix any data record x, then with high probablllty 1 — § over random initialization
Eq 5) of model weight matrices W', --- W forlayer 1,--- | L, i.e., W; ~ N(0, 31), it satisfies
that

L-1
| fw (@)]2 < [=]530 <5L (H ﬁm%)) (52)
i=1

where O ignores logarithmic terms with regard to width m, depth L and tail probability 9.

Proof. To bound the term || fyysin () |2, by definition Eq. , for any @, we have that

[he@)3 @3 [ko@)3
' ' 53
i@l @l el (53)

We now bound the terms in the right-hand-side of Eq. one by one.

| fogin ()3 =

Regarding the first term % in Eq. l| observe that by the network output definition Eq. ,
- 2

we have that

b @3 = [WEhe ()3 £ Bellhe ()] 302 (54)

where 1 ~ N(0, 1) and the last equality is by rotaional invariance of Gaussian distribution used
for initializing L-th layer weight matrix W1 € R**™_ Therefore, by tail probabilty expression
for standard Gaussian random variable, we have that with high probability 1 — % over random
initialization of W € R ™ it satisfies that

b ()3

L
T s < 2Prlog —
1hr—1 ()3

5 (55)

Regarding the terms % in Eq. forlayerl=1,--- ,L — 1, by setting H, = hy = hj_1
l— 2

in Eq. (32), we immediately prove that over random initialization of weight matrix W' € R >™i-1,
it satisfies that

N(@))3
pzﬁlw (56)
T (@) Z
where p1, -, pmy b Ber(1, 3) and @y, , Wy, i"i*d'J\/'(O, 1) and p; and w; are independent.

By tail probabilty expression for Gaussian random variable 1;, we have that P(w? > t) < e~*/2 for
any ¢ > 0. By union bound overi =1,---,m;, we prove that for any layer [ = 1,--- , L — 1, with
high probability 1 — 2 - over random mitiahzation of weight matrix W' € R™ ™1 it satisfies that

(57)

probability 1 — -, it satisfies that Z”il pi < (1 + log(2L/5)). By combining it with Eq.
via union bound, and plugging the result into Eq. , we prove forany [ = 1,--- | L — 1, it satisfies
with high probability 1 — % over random initialization of weight matrix W € R™*™i-1 that

17 ()]13
11 ()3

Moreover, by applying Hoeffding’s inequality to i.i.d. Bernoulli r.v.s py, - - - , py, We prove with
(57)

= miflog 22 (1 + log(2L/5)) (58)

24
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By using union bound over Eq. forlayer{ = 1,--- , L — 1 and Eq. (33)), we have that with high
probability 1 — § over random initialization Eq. (3), it satisfies that

I @13 _ 57T 5m s
o < O smo) 59

where O ignores logarithmic factors with regard to m, L and 4.

By plugging Eq. into Eq. (33), we prove that with high probability 1 — ¢ over initialization
Eq. (3), the following bound holds.

L1
I fw ()2 < l|lz[30 (31: (H 5imi>> ; (60)

i=1

where O ignores logarithmic terms with regard to width m, depth L and tail probability J. O

Lemmal6.3] (Bounding lazy training distance via smallest eigenvalue of the NTK matrix) Under
Assumption 2.4 and single-output linearized network Eq. with o = 1, assume that the per-layer
network widths mg,--- ,my, = Q(n) are large. Let LE" (W) be the empirical risk Eq. for

linearized network expanded at initialization vector W[}™. Then for any W[, there exists a

1 , i ,
corresponding solution Wg'* , s.t. L™ (Wy* ) — minw L{™(W; D) < 2, rank(My) = n and
1 n

ase (TL Bom) A

with high probability over training data sampling and random initialization Eq. , where O ignores
logarithmic factors with regard to n, m, L, and tail probability 6.

R < O [ max , 61)

A 2
Proof. Given an arbitrary initialization parameter vector W™, we first construct an solution W*
that is nearly optimal for the ERM problem over £ (W), as follows.
) 2Inn - y1 = fypin (1)
Wy? — Wi = M : (62)

2Inn - Yn — fW(%'Ln (:Bn)

V fwiin ()"
where My = : is the gradient matrix at initialization and t denotes pseudo-inverse.
T

1 .
We now prove that the solution W** is close to the initialization parameters W in {5 distance
with high probability. By applying the holder inequality in (62), we have that

. 2Inn -y — fWg’i"(wl)
R= W5~ — W3 < [ M3 - : (63)
2Inn - yn — fwpn(xn) ) ||,

. 2Inn -y — fyin (@1)
<—. : (64)
Ao )

2Inn - yn — fyypin (Tn) )

where ) is the smallest non-zero eigenvalue of the PSD matrix MM, . When the data regularity
assumption Assumptionholds and the per-layer width my, - - - ,m = ©(n), by applying existing
bounds for the smallest eigenvalue of the NTK matrix MM, for single-output network in [40,

75
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Theorem 4.1], we prove that with high probability over data sampling and random initialization Eq. (),

o) i) ()
(i) (1) (5

where we have set the auxiliary variables {; = 1 in [40, Theorem 4.1] because the per-layer width
my = §2(n) are large enough for { = 0, - - - , L (where n is the number of training data).
Therefore, by using Eq. (63), we have that with high probability over data sampling and random

initialization Eq. (), it satisfies that

1
(et ) - (T ) - (S )

where m; is the width of layer [ and n is the number of training data.

1
— <
N S O , (66)

For the second term in Eq. (64)), by Cauchy-Schwarz inequality, we have that

2Inn -y — fyin (1) n n
: <2-(2ln)? > yP +2> | fwun ()3 (67)
i=1 =1

2Inn - yn — fwpn (@) ) |,

By Lemma E we have that || fyyiin (@)||2 < o (d - AL, (HZL:_ll Bimi)) with high probability over

the random initialization Eq. (3). By plugging this result and y; € {—1,1} into Eq. (67), we have
that with high probability over random initialization Eq. (3)), it satisfies that

2Inn - y1 — fyin (1) 2 L1
: =0 (n + ndprL (H @'mi)) ; (68)

2Inn - yn — fyypin (Tn) =1
where O ingores logarithmic factors with regard to n, m, L, and tail probability . Therefore, by

combining Eq. (66) and Eq. (68)) with union bound, and by plugging the result into Eq. (64), we have
that with high probability over data sampling and random initialization Eq. (3), it satisfies that

n+ ndfr (HiLz_ll Bimi)
(80 TS om) - (S 87

R<O

IN

- 1 n

O | max ,1
ap, (15 pime) - | S B!

IN

where m; is the width of layer [, n is the number of training data, and 1) ignores logarithmic factors
with regard to n, m, L, and tail probability J.

1
We finally prove that W* is a %-near-optimal solution. Note that Eq. implies that with
high probability MM, is full rank, i.e., rank(MoM, ) = n. Therefore M} = M, (MoM, )~!
F oo (1)
w,r

and : = : with high probability over the training data sampling and
fwﬁg(wn) 2lnn - yn

2lnn -y

random initialization Eq. (3). By plugging it into the cross-entropy loss for the single-output network
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defined below Eq, we have that with high probability over the training data sampling and random
1
)

initialization Eq. (5), the solution WOTT2 satisfies

) 1 . 1
LEm(Wy?) — n&‘ifn LE(W; D) < log(1 + exp(—21Inn)) < 5 (69)
O

D.3 Deferred proof for Corollary[6.4]

Corollary [6.4] (Privacy utility trade-off for linearized network) Assume that all conditions in
Lemma |6.3| holds. Let B = d (Hf;ll 2 m) ZZL:1 % be the gradient norm constant proved in

2
Eq. , andlet R < O (max { dﬁL(Hf‘:lﬂl Bomy)” 1} Ef:? B11> be the lazy training distance bound

proved in Lemma Then for 0 = 28T qnd T =

en?

enR
2B’

diffusion with time I' satisfies e-KL privacy, and has empirical excess risk upper bounded by

in (yx7lin : in . 3 1 BR
E[LG" (Wr'™)|— min Lg (W’D)§O<m+\/m> (70)

oL+

n2

releasing all iterates of Langevin

L—1
max{L,dpg, [ B} (71)

=1

2L-1g

with high probability over random initiailization Eq. (3), where the expectation is over Brownian
motion Bt in Langevin diffusion, and O ignores logarithmic factors with regard to width m, depth L,
number of training data n and tail probability 5. A summary of our excess empirical risk bounds
under different initializations is in Table[l

a a
Proof. By setting Wi = Wy in Lemmawith W constructed as Lemma we have with
high probability over random initialization Eq. (5), we have

2

o , 1 R o°n
E len lin\] _ 3 [:ll’rb W:D) < — v 7 72
(Lo (Wr™)] III}II/DO(’)_n2+2T+2 (72)
< 2 1 n
where R < O <max{dﬁL(Hfll Bimi)’l} ST ﬁll> by Lemma
Meanwhile, to ensure e-KL privacy, by Corollary 4.2] we only need to set 02 = QE’?LQT where
B=d (Hf;ll 577”) lL:1 %—f by for single-output network with o = 1. By plugging 02 = 257
into (72)), we prove that
o ‘ 1 R BT
E lin len . lin W:D) < — . - . 73
Setting T' = 527? in (73)) and elaborating the computations suffice to prove the result. O

E Discussion on extending our results to Noisy GD with constant step-size

In this section, we discuss how to extend our privacy analyses to noisy GD with constant step-size.
Specifically, we only need to extend the KL composition theorem under possibly unbounded gradient
difference, i.e., Theorem[3.1] to the noisy GD algorithm.

Theorem E.1 (KL composition for noisy GD under possibly unbounded gradient difference). Let
the iterative update in noisy GD algorithm be defined by: W11y = Wy — nVL(W(,y; D) +

27
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/2102 Zy, where Zy, ~ N (0,1). Then the KL divergence between running noisy GD for DNN ()
on neighboring datasets D and D’ satisfies
K-1

L S0 E[IVEWu: D) - VEW D)3 . 4

KL(W.k), Wiik) = 252
k=0

Proof. Denote p(y) as the distribution of model parameters after running noisy GD on dataset
D with k steps, and similarly denote p’(k) as the distribution of model parameters after run-
ning noisy GD on dataset D’ with k steps. Similarly, denote P(1:k) as the joint distribution of
(W, -+, W), and denote pl(lzk) as the joint distribution of (W(’l), e W(’k)). Now we expand
the term KL(p(LkH),p’(LkH)) by the Bayes rule as follows.

KL(p(1:k+1)7pl(1;k+1)) (75

K log k+1 (W k+1) \W1 :k )P(l ( (1: k))

- 1:6+1) (Witiks1

P1k+1) (Wiiks1)) k+1 (W(k+1)‘W(1 k))pl( k)(W(l k))

k) ( )
( )

W) W, o (W)
(k+1)] (k+1) 1:k) Pa:k) (1:k)
=E, ) log +E log | 77—
Pasksn (Woken) l < Py (1:k) Wiy [ Wi ) pak) (Waw) [ (p/(lzk)(W(Lk))
=Epis (W) [KL(p(k+1)|(1:k)vp(1:k+1)|(1:k))} + KL(p@:ky> P(1.1)) (76)

Observe that conditioned on fixed model parameters Wy .4 at iteration 1, - - - , k, the distributions
D(k+1)|(1:k)> p’(k 1)) (1:k) AT€ Gaussian with per-dimensional variance 2. Therefore, by computing
the KL divergence between two multivariate Gaussians, we have that

1 2
KL(p@1)100)s Pl iim) = 53 1 [[VEWwy; D) = VEW s D), (7D

Therefore, by plugging Eq. (77) into Eq. (76), we have that
n
KL(pa:kt1)sPl1:k+1)) =520 {HVﬁ(W(k)?D)

By summing over k =0,--- , K —1and observing that K L(p(q), p’(o)) = 0 (as the initialization
distribution is the same between noisy GD on D and D’), we finish the proof for Eq. . O

Hﬂ + KL(p@ky, P1.1y) (78)
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