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Abstract

We develop a series of differential privacy (DP) algorithms from a family of
random projection (RP) and sign random projection (SignRP) methods. We first
show how to improve the previous DP-RP approach using the “optimal Gaussian
mechanism”. Then, we propose a series of DP-SignRP algorithms that leverage
the robustness of the “sign flipping probability” of random projections. That is,
given z = Zle u;w; where u is a p-dimensional data vector and w is a symmetric
random vector, sign(z) only has a fairly small probability to be flipped if there is
a small modification on data u, depending on the specific distribution of w. This
robustness leads to our novel design of “smooth flipping probability” for SignRP-
type algorithms with better utility than using the standard randomized response
mechanism. Retrieval and classification experiments demonstrate that, among the
presented DP-RP algorithms, DP-SignOPORP (where OPORP is an improvement
over the celebrated count-sketch algorithms), performs the best in general.

In the industrial practice, DP methods were not very popular for machine learning
or search, largely because the performance typically would drop substantially if
DP is applied. Since our proposed new DP algorithms have significantly improved
the performance, it is anticipated that our work will motivate a wide adoption of
DP in practice. Finally, we stress that, since our methods are applied to the original
data (i.e., feature vectors), the privacy of downstream tasks is naturally protected.

1 Introduction

Protecting data privacy has become an urgent need and a trending research topic recently. Among
many notions of privacy, the “differential privacy” (DP) [30] has gained tremendous attention in both
the research community and industrial applications, and has been widely applied to numerous tasks
such as frequency estimation [32, 26], clustering [36, 34], regression and classification [14, 85], DP-
SGD [1, 35], principle component analysis [40], empirical risk minimization [15], graph analysis [33],
matrix completion [8, 45], etc. In a machine learning model, there are several choices on when to
deploy differential privacy (DP): (a) at the data collection/processing stage [84, 81, 5, 19]; (b) during
the model training stage [1, 78]; and (c) on the model output (or summary statistics) [29]. Among
them, applying DP as early as at the data collection stage provides strong protection in the sense
that the subsequent operations or outputs will become private by the post-processing property of DP.
Moreover, when the data holder needs to release the data to third-parties, a privacy-preserving data
publishing mechanism (at an early stage) becomes necessary.

In this paper, we focus on the differential privacy of the broad family of random projection (RP)
methods, including RP, sign random projections (SignRP) and count-sketch-type algorithm. Our
algorithms can be applied to data publishing and processing for downstream machine learning tasks.
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1.1 Random Projections (RP) and Sign Random Projections (SignRP)

In practice, data compression and dimension reduction techniques can be crucial when dealing
with massive (high-dimensional) data. The random projection (RP) method is an important and
fundamental dimensionality reduction algorithm. Denote u € RP? as the data vector with p features.
With some k (and typically k¥ < p), we define the random projection of u as

X = %WTU, W e RP¥F, (1)

The entries of the random matrix W typically follow the Gaussian distribution or Gaussian-like
distribution such as the Rademacher (symmetric Bernoulli) distribution. It has been well-understood
that, with a sufficient number of projections (k), the distance between two vectors (using the same
projection W) is preserved within a small multiplicative error with high probability. The dimension-
ality reduction and geometry preserving properties make RP widely useful in numerous applications,
such as distance estimation, nearest neighbor search, clustering, classification, compressed sensing,
permutation recovery, etc. [46, 44, 22, 6, 2, 37, 24, 76, 10, 28, 56, 38, 23, 21, 60, 68, 75, 82, 83].

While RP is able to reduce the dimensionality, storing and transmitting projected data might still be
expensive for large datasets. One can further compress the RPs by quantization/discretization, where
we only use a few bits to represent the projected values [41, 9, 27, 89, 54, 58, 50, 55, 61, 62]. In this
paper, we will consider the differential privacy of the extreme case of sign (1-bit) random projection
(SignRP), also known as the “SimHash” [13, 24], where only the sign of the projected data is stored.
The signs still preserve the angle/cosine information. SignRP has been widely used for approximate
near neighbor (ANN) search [39] by building hash tables from the bits [44, 13, 71]. RP and SignRP
can also be extended to non-linear random features [69, 63, 64].

1.2 Count-Sketch and OPORP: Efficient RP-type Alternatives

The celebrated count-sketch [12] can be viewed as a highly efficient RP-type algorithm, because, as
an option, it only requires “one permutation + one random projection” (OPORP) [57], as opposed
to k projections in RP. Applications of count-sketch include graph embedding [80], word & image
embedding [16, 87, 3, 72, 86], model & communication compression [79, 17, 70, 42, 59], etc. The
recent work by [57] improved the original count-sketch in two aspects: (i) using a fixed-length
binning scheme makes the algorithms more convenient and also reduces the variance by a factor of

%; (ii) the projected data (i.e., vectors in k dimensions) should be normalized before they are used
to estimate the original cosine p, which also substantially reduces the estimation variance, essentially
from (1 + p?)/k (un-normalized) to (1 — p?)?/k (normalized).

The main contributions of this work include the following:

* In Section 3, for DP-RP, we first revisit the prior work [49] on the (e, §)-DP random
projection based on Gaussian noise addition (called DP-RP-G). Then we incorporate the
optimal Gaussian mechanism and propose an improved method DP-RP-G-OPT. We also
develop DP-OPORP based on the optimal Gaussian mechanism.

¢ In Section 4, we propose two algorithms for privatizing the (1-bit) DP-SignRP. The first
method, DP-SignRP-RR, is based on the standard “randomized response” (RR). Then, we
propose an improved method named DP-SignRP-RR-smooth based on a proposed concept of
“smooth flipping probability”, thanks to the robustness brought by the “aggregate-and-sign”
operations of SignRP. Finally, we extend the idea of smooth flipping probability to OPORP
and show that DP-SignOPORP is more advantageous in terms of privacy.

* In Section 5, we conduct retrieval and classification experiments on benchmark datasets.
For full-precision methods, the proposed DP-OPORP substantially improves prior method
DP-RP-G. For the 1-bit RP variants, the suggested DP-SignOPORP can outperform DP-RP
and DP-OPORP especially when ¢ is not large (e.g., € < 5). Our results also verify the
advantage of smooth flipping probability over the classic bit flipping strategy.
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2 Background on Differential Privacy

Throughout the paper, || - |1 and || - || are the [; and [ norms, respectively, and || - || will denote the
l5 norm if there no risk of confusion. Let u € U be the data vector of a user where U/ denotes the data
domain. In this paper, we consider real-valued data vectors with bounded range, i.e., i/ = [—1, 1]? for
convenience. We also assume ||u|| > 0, i.e., there is no all-zero data sample. The formal definition of
differential privacy (DP) is given as follows.

Definition 2.1 (Differential Privacy [30]). For a randomized algorithm M : U — Range(M), if for
any two adjacent datasets v and v, it holds that

PriM(u) € O] < e“PriM(’) € O] + § 2)

Sfor VO C Range(M) and some €,5 > 0, then algorithm M is called (¢, §)-differentially private. If
0 =0, M is called e-differentially private.

In this work, we follow the standard setup in the literature of DP sketching/hashing (e.g., [7, 49, 73,
74, 88, 25, 65]) that neighboring data vectors u and u’ only differ in one dimension, which is usually
referred to as the “attribute-level DP”—an adversary cannot detect a small change in any attribute of
u based on the output of the algorithm.

Definition 2.2 (8-adjacency). Let u € [—1, 1] be a data vector. A vector v’ € [—1,1]P is said to be
B-adjacent to u if v’ and u differ in one dimension i, and |u; — u}| < f.

Data vectors v and v’ satisfying Definition 2.2 are called S-adjacent or 3-neighboring. In the literature
(e.g., [49]), B = 1is typically used. We allow a general 5 to accommodate the practical needs.
Moreover, the concept of sensitivity is important for the design of DP noise addition mechanisms.

Definition 2.3 (I5-sensitivity). Let Nb(u) denote the neighbor set of u, and N(U) = {(u,v') : v’ €
Nb(u),u,u’ € U} be the collection of all possible neighboring data pairs. The la-sensitivity of a
function f : U — R is defined as Ny = maxy wyen @ |1f(w) — f)]|2.

The following composition theorem of DP is also useful in our analysis.
Theorem 2.1 (Composition Theorem [31]). Let M; : U — R be an (e;,d;)-DP algorithm for
j=1, ...k Then M(u) = (M (u), ... My(u)) is (S5 €1, Y5, 6;)-DP.

3 Revisiting Differentially Private Random Projection Methods

We first revisit the DP noise addition mechanism for random projections and show how to apply the
optimal Gaussian mechanism [4] to improve prior methods. We also propose a DP algorithm based
on a variant of count-sketch which is computationally much more efficient than dense projections.

3.1 Gaussian Noise Mechanism for DP-RP

Let N = {u,vw €U : u € Nb(u)} be the collection of all possible 3-neighboring data pairs, where
Nb(u) is the neighbor set of u. For a p-by-k projection matrix W, the lo-sensitivity of the RP (1),
according to Definition 2.3, can be precisely computed by
Ny = iﬁ max_ |[Whu - WT/||y = L
V' (wu)eN ) Vk
where W[i,:] denotes the ¢-th row of WW. As such, the DP noise level depends on the choice of
projection matrix W. A comparison of Rademacher vs. Gaussian projection in DP-RP method can
be found in Section B.1. With this calculation, the general Gaussian noise mechanism for DP-RP is
summarized in Algorithm 1. We present the algorithms for a single data point u, and the procedure
is applied to every data vector in the database (with same W but independent noise). After random
projection, we simply add a random Gaussian noise vector following iid N (0, o2) to the projected
data. The following “DP-RP-G” result is known in the literature.

Theorem 3.1 (DP-RP-G [49]). Let /s be defined in (3). For any e > 0and 0 < § < %, DP-RP-G in
Algorithm 1 is (e,0)-DP if o > AQM'

B max [[Wy 2, 3
i=1,...,p
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Algorithm 1: DP-RP-G and DP-RP-G-OPT

Input: Data u € [—1, 1]?, privacy parameters € > 0, 6 € (0, 1), number of projections k
Output: (e, §)-differentially private random projections & € R”

1
2
3 Apply RP z = ﬁWTu, where W € RP** has iid entries from N (0, 1) or Rademacher
4
5

Compute the sensitivity s by (3)
Generate the random noise vector G' € R* whose entries are iid samples from N (0, %) where o
is obtained by Theorem 3.1 (DP-RP-G) or Theorem 3.2 (DP-RP-G-OPT)
6 Retunz =2+ G

Remark 3.1. Note that in implementation, /\s is computed by (3) using the realization of the
projection matrix W. In Appendix A, we provide a high probability bound on Ay and more analysis
and discussion on the Laplace mechanism for DP-RP.

In Theorem 3.1 (as well as the classical Gaussian mechanism, e.g., [31]), the analysis on the noise
level is based on upper bounding the tail of Gaussian distribution. It can be improved by computing
the exact tail probabilities. [4, Theorem 8] proposed an optimal Gaussian mechanism based on this
idea, which allows us to improve Theorem 3.1 and obtain the DP-RP-G-OPT method as follows.

Theorem 3.2 (DP-RP-G-OPT). Suppose A5 is defined as (3). For any ¢ > 0and 0 < § < 1,
DP-RP-G-OPT in Algorithm 1 achieves (¢,0)-DP if o > o* where c* is the solution to the equation

YA €o . YA e\
(m-5) - (--5) - @

where ®(-) is the cdf of the standard normal distribution.

Remark 3.2. For both Theorem 3.2 and Theorem 3.1, the Gaussian noise level is o = O(%) when
e —0,and o = O(%) when € — oo, which is rate optimal [4]. Essentially, Theorem 3.2 reduces

the noise variance of Theorem 3.1 by analyzing the tail probability exactly.

3.2 DP-OPORP: A More Efficient Alternative

The standard random projections (1) require k projections. We can reduce the cost from O(kp)
to O(p) by count-sketch: “binning + Rademacher RP”. Basically, we split the data entries into k
bins, and apply RP in each bin to generate k£ samples. [88] studied noise injection mechanism for
count-sketch [12]. Recently, [57] proposed OPORP (One Permutation + One Random Projection), an
improved variant of count-sketch using fixed-length binning and the normalized estimator. The steps
are summarized in Algorithm 2. Note that the output x; can be l» normalized to reduce variance.

Algorithm 2: OPORP: count-sketch with fixed-length binning

1 Input: Data vector u € RP; Number of projected samples k
Output: £ OPORP samples
Apply a permutation IT : [p] — [p] to u to get uyy

w N

Split the p permuted data columns into k consecutive length-p/k bins: ur = [ul(-ll ), vty uf-f )]

Generate a vector w € RP following Rademacher distribution, denoted as w = [w™), ..., w(*)]

[7 BN

Return k projected samples by z; = w(”Tug), fori=1,..., k.

=)

For OPORP, the sensitivity A, = 3, due to the binning and Rademacher projection: changing one
coordinate of u by (3 leads to a change of § in term of /5 distance between the projected vectors.

Theorem 3.3 (DP-OPORP). Adding noise from iid N (0, c?) to OPORP (the output of Algorithm 2)
achieves (¢, 0)-DP, where o is the solution to (4) with o = (.

The advantages of DP-RP and DP-OPORP over the approach of adding Gaussian noise to raw data
for inner product estimation are theoretically justified in Appendix C.
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4 DP-SignRP: Differentially Private Sign Random Projections

We now propose our main algorithms that output SignRP with DP guarantees. Firstly, we analyze the
standard randomized response (RR) technique, DP-SignRP-RR, under Gaussian random projections.
Next, we propose the concept of “smooth flipping probability” and develop DP-SignRP-RR-smooth
as an improvement. Finally, we propose DP-SignOPORP that combines all the techniques.

4.1 DP-SignRP-RR by Randomized Response

Algorithm 3: DP-SignRP-RR

Input: Data v € [—1,1]7; € > 0,0 < § < 1; Number of projections k; norm lower bound m
Output: Differentially private sign random projections

Apply RP by = ﬁWTu, where W € RP*¥ is a random N (0, 1) matrix

Let Ny (m,d, k, p) be computed as in Proposition 4.3

Compute 5; = ) )
—sign(x;), with prob.
Return s as the DP-SignRP of u

e

e’ forj =1,..,k, with € = ¢/Ny(m, 8, k,p)
e’ +1

sign(xz;),  with prob.

We develop DP-SignRP-RR based on the classic randomized response (RR) mechanism [77, 31].
As summarized in Algorithm 3, after we apply random projection x = WTu, we take s = si gn( ).

Then, for each s;, we keep the sign with probability —

7 and flip the sign with probability —— + T
Here ¢/ = ¢/N,, where N4 (m, d, k, p) is an upper bound on the number of different signs (among
k signs) of z = WTy and x = W' for any f-adjacent (u,u’), which will be derived later in
Proposition 4.3. Here, m is a lower bound on the /5 norm of the data, i.e.,

The final output is § after perturbing s by the above procedure.
Theorem 4.1. Algorithm 3 is (¢, §)-DP.

Proof. For any data point u € U and its $-adjacent neighbor v/, denote s = sign(W7Tu) €
{~1,+1}*, 8" = sign(WTu') € {—1,+1}*, and let 5 and 3’ be the corresponding randomized sign
vectors output by Algorithm 3. Denote S = {7 : s; # s} and S¢ = [k] \ S. For any vector y €
{~1,+1}* define Sy = {j € S:s; =y;},S1={j€S:s; #y;},S§={j € S¢:s; =y;}
and S{ = {j € 5¢: s; # y;}. By Proposition 4.3, we know that the event {|S| < N (m,d,k,p)}
happens with probability at least 1 — J. In this event, we have

£l E,

log Pr (~§ Y) — 1o HjeSS eee’€+1 HJE$1 e<’ +1 Hjeso eﬁe’+1 Hj651 86’31
Pr(s'=y) HJESO e€e+1 HJesl e’ +1 HjeSo ee/1+1 Hj651 eee’+1
[es 25
glogw 1S|e' < Nyé =e.
HjGS e’ +1
Since this event occurs with probability at least 1 — §, the overall procedure is (¢, §)-DP. O

4.1.1 The flipping probability and calculation of [V,

In the proof of Theorem 4.1, N is a upper bound on S = {i : s; # s} where s = sign(W " u) and
s’ = sign(W7Tu') for neighboring data (u,u’), which determines the flipping probability thus the
utility. Next, we analyze N . The following is a useful lemma; all proofs are placed in Appendix E.

Lemma 4.2. Let Xy, ..., X, be iid N(0,02) variables. Let Y ~ N(0,07) be another Gaussian
random variable with arbitrary dependence structure with X;’s. Let r = o, / oy < 1. Then

Pi(rp) = Pr( max |X] > |V)) < / opa() — 1P p() — e, )

where ¢(x) and ©(x) are the standard Gaussian pdf and cdf, respectively.

q
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Equipped with Lemma 4.2, we can derive N in Algorithm 3, an upper bound on the number of
projected signs that are possible to change when w is replaced by any neighboring data vector u’.

Proposition 4.3 (Bound N;). Suppose u € [—1,1]P and 8 < ||u||. Denote r = ﬁ and Fy|| p =
P+(H‘%”,p) in (5). Denote s = sign(WTu) and s' = sign(WTu') for 3-neighboring (u, '), and
S ={i:s; # s}}. Then with probability 1 — 6, |S| < Ny (|ull, 8, k,p) = B~ (8; Fy) p, k), where
B~Y(6; Fjjy|| p, k) represents the inverse cdf of Binomial distribution with rate Fj,,,,, and k trials.

Since Fjj||, = Py (r,p) is an increasing function in 7 = 3/|ul|, Ny would be smaller if 3/||u|| is

smaller. Therefore, in DP-SignRP-RR, the probability of flipping the true SignRP, ee/Ni]:i—H’ would

be smaller when the data norm (or, its lower bound m) is large compared with /.

4.1.2 Utility in angle estimation by DP-SignRP-RR

Define the DP-SignRP-RR estimator of the angle between two data points v and v as

R R X e +1)21 o . 2¢°
j=1

Theorem 4.4. Let p = cos(u,v) and 0 = cos~'(p). Run Algorithm 3 with N given in Proposi-
tion 4.3 and define the DP-SignRP-RR angle estimator by (6). We have E[0rg] = 0. As k — oo,

éRR — N(@, %), with
27T266/N+ 47T2625/N+

Virr = 9(” - 9) + (ee/NJr _ 1)2 + (65/N+ _ 1)4'

Theorem 4.4 says that 0 rR 1s an unbiased estimator of # and asymptotically normal. Compared with
@, the variance of the cosine estimator from non-DP SignRP [41, 13], we see that 6z i incurs an
26/ Ny 462/ N4
(/N —1)2 " (Nt 1)

smaller, illustrating the utility-privacy trade-off of DP-SignRP-RR.

. . .y 2 . . .
extra variance (i.e., utility loss) of 7~ [ } . This quantity increases as € gets

Optimal projection dimension £*. Since by Proposition 4.3 we know that N =< F), ,k roughly,
20/ Ny 402/ Ny
(/N —1)2 T (e 1)

that minimizes the estimation variance. When £ is sufficiently large, we have
272 2 4 3
Vir 0 =0) 2" Fluppb 87 Fuy,
k k €2 et ’
using the approximation that e* — 1 ~ z when z is small. To find the optimal £ minimizing this
expression, we compute the derivative and set it as zero:

212 2104 2
O —0) 2y, ATk _ ef(r—9)
k2 €2 et Flulp

the term } would increase with k. Therefore, there exists an optimal k*

This analysis suggests the optimal £* of DP-SignRP-RR is larger when: (1) € is large; (2) Fj,  is
small, which is typically true when the norm of the data is relatively large.

4.2 Smooth Flipping Probability: the Benefit of Robustness

Next, we improve DP-SignRP-RR based on a novel tool which we call “smooth flipping probability”.
The idea is inspired by the “smooth sensitivity” for DP noise addition [66], which essentially says
that, the farther v is from a high “local sensitivity” region, the less noise is needed for u to achieve DP.
The local sensitivity at a specific data point v is defined as LS(u) = max, e o) ||.f(u) — f(u')||2,
which differs from Definition 2.3 in that local sensitivity only considers the local neighbors of w.

What is the “local perturbation” for flipping the SignRP? Consider one projection x; = W, §]Tu and
sj = sign(w;). For a neighbor v’ of u, denote z’; = W1, 7] u' and s = sign(z’;). By B-adjacency,
s; is possible to be different from s; only if |z;| < Smax;=1 ., |W;;|. This implies:

A
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[ S

s W

wn

* When |z;| < Bmax;—1, ., |Wi;|, the “local sign flipping” is required since s/ may differ

from s;. We can apply the standard RR: keep s; with prob. and flip otherwise.

e/k+1

* When |z;| > Smax;=1, ., |W;;l|, there does not exist v’ € Nb(u) such that 59 # ;.
Thus, the “local sign flipping” is not needed. However, if we do not perturb s;, DP would
be violated since s; might need random flipping. Instead, we use a “smooth flipping
probability” which applies less perturbation for points far away from the “high perturbation
region”, i.e., the regime where |z;| < Smax;—1 ., |W;;|. Specifically, we define L; =
(#] The probability of keeping the sign s; is P(“) 7 where € =

max;— e’
Bmaxi—1 A

%e. It can be shown (e.g., in the proof of Theorem 4.5) that this flipping probability is

.....

“smooth”: for Vu, v’ that are neighbors, P;u) < e/ kPj(u ), which justifies its name.

Algorithm 4: DP-SignRP-RR-smooth using smooth flipping probability

Input: Data u € [—1,1]?; € > 0; Number of projections &
Output: Differentially private sign random projections
Apply RP by 2 = WTu, where W € RP*¥ is a random N (0, 1) matrix

Compute L] = [W—‘ fOr] = 1 k

/

] j with prob.
Compute 5; = sinr): P forj=1,....k, with €; = %e
—sign(z;), with prob.

Return § as the DP-SignRP of u

i +1

The concrete steps of DP-SignRP-RR-smooth are

summarized in Algorithm 4. Note that, the above 0.3

two cases can be unified into one, since — = +1 isthe =

smooth flipping probability with L; = 1. In Figure 1, @ * smooth flip prob.

. . . J 502 local flip prob.

we provide an illustrative example of the smooth o . | lobal fiio brob

flipping probability (red) and the “local flipping prob- % g P ProD-

ability” (green) discussed above. The global upper 2 0.1

bound (black dash) corresponds to the standard ran- &

domized response. The local flipping probability is &

only non-zero at L = 1. The proposed smooth flip- 0 <

ping probability is non-zero for all L > 0, but keeps t2 3 4 5 6 7 8

shrinking exponentially as L gets larger, i.e., as the L o

projected value is farther from 0. F¥gu.re 1: The smooth flipping prob., local
flipping prob., and the global upper bound.

Theorem 4.5. Algorithm 4 achieves e-DP. ¢ =1k =1. Lisfrom Algorithm 4.

Comparison with DP-SignRP-RR (Algorithm 3). In terms of algorithm design and privacy,
DP-SignRP-RR-smooth (Algorithm 4) has two advantages over the standard DP-SignRP-RR method:

1. DP-SignRP-RR-smooth does not require (assume) a lower bound m on the data norms;

2. DP-SignRP-RR-smooth achieves e-DP, while DP-SignRP-RR only guarantee (¢, 6)-DP.

Note that Algorithm 3 can also achieve e-DP if we set the flipping probability to be PTIH (for all

projected values). This corresponds to the global upper bound (black dotted line) in Figure 1. Thus,
DP-SignRP-RR-smooth requires much smaller flipping probability than DP-SignRP-RR.

DP-SignRP with Rademacher projection. Similar to DP-RP, the flipping probabilities also depend
on the projection matrix W through Ny (for DP-SignRP-RR) and L (for DP-SignRP-RR-smooth).
In Appendix B.2, we analytically show that Rademacher RP requires smaller flipping probability
than that of Gaussian RP for both variants.

7
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4.3 DP-SignOPORP with Smooth Flipping Probability

We incorporate the smooth flipping technique to develop DP-SignOPORP, as given in Algorithm 5
with two variants. DP-SignOPORP-RR is based on the standard randomized response (RR), while
DP-SignOPORP-RR-smooth is an improved version with our proposed smooth flipping probability.

Algorithm 5: DP-SignOPORP-RR and DP-SignOPORP-RR-smooth

—

Input: Data u € [—1,1]?; € > 0; Number of projections &

2 Qutput: Differentially private sign OPORP

3 Apply Algorithm 2 with a random Rademacher projection vector to get the OPORP z
DP-SignOPORP-RR:

sign(z;),  with prob.

o1 _
el forj=1,..,k
ec+1

4 Compute 5; =

—sign(z;), with prob.
DP-SignOPORP-RR-smooth:
5 Compute L; = [I%W forj=1,...k

~ sign(z;),  with prob. -5~ _ .
6 Compute §; = ) e+l forj=1,...k withe; = Lje
—sign(x;), with prob. —
e J+1
7 For 5; = 0, assign a random coin in {—1,1}
8 Return 5 as the DP-SignRP of u

Benefit of binning. In Algorithm 5, the key difference compared with DP-SignRP methods is that,
the ]\% (in Algorithm 3) or % (in Algorithm 4) is removed from the flipping probability formulas,
which is a significant advantage in privacy. This improvement is a result of the binning step. By
Definition 2.2, two neighboring data v’ and w differ in one coordinate. For SignRP, since each
projected data is an aggregation of the whole data vector, when we switch from « to «’, (in principle)
all k projections are possible to change. In contrast, in OPORP, since each data entry appears in only
one bin, u’ will only cause exactly one projected output to change, which enhances privacy.

Theorem 4.6. Both variants in Algorithm 5 are e-DP.

Proof. The proof follows the idea of the proofs of DP-SignRP methods, but we need to additionally
consider the empty bins. Denote = and 2’ as the OPORP from Algorithm 2 using a same random
vector w, and let s = sign(z), s’ = sign(z’). Suppose u and v’ differ in dimension 4, and dimension
i is assigned to the j*-th bin with j* = [7(i)/(p/k)], where 7 : [p] — [p] is the permutation in
OPORP. For any y € {—1,1}*, itis easy to see that to compute log %, it suffices to look at the
j*-th output sample because other probabilities cancel out. For the j*-th sample, when s;- # 0 and
P <
)=
a € {—1, 1}, for both variants (DP-SignOPORP-RR and DP-SignOPORP-RR-smooth). When one
of s;+ and s; equals 0, it is also easy to see that (assume s;- = 1 and s; is a random coin)

)

s; # 0, by the same arguments as in the proof of Theorem 4.5, we know that e™¢ <

2¢e€ . —. _ Pr(sj-)=-1 2

=1
< = < - < = <1.
SPrsh) =1 e+l C TPy =—1 e+l

This holds for both variants. In particular, this case corresponds to L;« = 1 for the smooth flipping
probability. This proves the theorem. O

Multiple repetitions. In Algorithm 5 Line 7, if OPORP generates an empty bin (i.e., z; = 0), we
must assign a random sign to it in order to maintain DP. This tends to undermine the utility since a
random coin does not provide any useful information about the data. To avoid too many empty bins,
one simple way is to repeat the DP-SignOPORP (with smaller k) for ¢ > 1 times, and concatenate
the output vectors [12]. For example, if the target £ = 256, we may run Algorithm 5 for ¢ = 4 times,
each time with 256/4 = 64 projected values and privacy budget ¢ /4. We still obtain a length-256 bit
vector with e-DP by the composition theorem. In the experiments, we will see that this strategy may
improve the overall performance of DP-SignOPORP.
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5 Experiments

We present experiments on retrieval and classification tasks to demonstrate the effectiveness of our
proposed methods. We compare the following algorithms:

* Raw-data-G-OPT: adding optimal Gaussian noise with sensitivity /3 to the original data,
which is the most basic DP method for privatizing the original data.

* DP-RP-G (Algorithm 1 + Theorem 3.1): Gaussian DP-RP with the Gaussian mechanism.

* DP-RP-G-OPT (Algorithm 1 + Theorem 3.2): DP-RP with Gaussian random projection
matrix and the optimal Gaussian noise.

* DP-OPORP (Theorem 3.3): one permutation + one random projection with Rademacher
projection vector and optimal Gaussian noise.

* DP-SignOPROP-RR and DP-SignOPORP-RR-smooth (Algorithm 5): signed OPORP with
standard randomized response and with smooth flipping probability, respectively.

As noted in Section 4.3, due to binning, DP-SignOPORP is substantially better than DP-SignRP.
Thus we present results for DP-SignOPORP in our experiments (and only 3 = 1 for conciseness).

Similarity Search. We first test the methods in similarity search problems, using two standard image
retrieval datasets, MNIST [53] and CIFAR [51]. For both datasets, we treat the training set as the
database, and use the samples from the test set as the queries. We set the ground truth neighbors for
each query as the top-50 sample vectors with the highest cosine similarity to the query. To search
with DP-RP (and DP-OPORP), we estimate the cosine between a query and a sample point by the
cosine between their corresponding output noisy projected values. We report only the precisions (and
please see Appendix for other metrics), averaged over 10 repetitions.
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Figure 2: Retrieval recall and precision on MNIST and CIFAR, 3 = 1,6 = 107,

Figure 2 shows that, as a result of the optimal Gaussian mechanism, DP-RP-G-OPT substantially
outperforms the prior method in the literature, DP-RP-G, at all e. DP-OPORP achieve better
performance than DP-RP-G-OPT and is recommended as the best (full-precision) DP-RP variant.
These two methods provide much higher precision and recall than the optimal Gaussian mechanism
applied to the original data (Raw-data-G-OPT).

In Figure 3, we plot the precision and recall of DP-SignOPORP-RR (with standard randomized
response), and DP-SignOPORP-RR-s (with smooth flipping probability). We present the results with
repetition ¢t = 2,4 which yield good overall performance. As we can see, (i) the proposed smooth
flipping probability considerably improves the standard randomized response technique, and (ii)
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Figure 3: Retrieval on MNIST with DP-SignOPORP-RR and DP-SignOPORP-RR-smooth. For
DP-OPORP, DP-SignOPORP-RR, and Raw-data-G-OPT, § = 1075.
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Figure 4: SVM test accuracy on WEBSPAM. For (e, §)-DP methods, § = 1076.

DP-SignOPORP in general provides better search accuracy than DP-OPORP when € < 10 ~ 15.
This range of € is common in the use cases of DP for providing reasonable privacy protection. Also,
we note that smaller ¢ (repetitions) typically performs better with smaller e but worse when ¢ is large.

Classification. We evaluate the performance of DP-SignOPORP in classification problems trained by
SVM [20], on the WEBSPAM dataset [11]. We apply the “max normalization”, i.e., divide each data
column by its largest magnitude such that the data entries are bounded in [—1, 1]. The SVM results
are presented in Figure 4. For this task, we plot DP-SignOPORP with ¢ = 1. We again observe the
advantage of DP-SignOPORP over DP-OPORP, and the advantage of the proposed smooth flipping
probability over the standard randomized response. Specifically, when € ~ 5, the test accuracy of
Raw-data-G-OPT is around 60% (for WEBSPAM, this is almost the same as random guessing), but
DP-SignOPORP can achieve 95% classification accuracy with k£ = 1024.

6 Conclusion

For a database U € R™*P consisting of n data points, our goal is to make its random projections (RP)
and SignRP differentially private—the DP guarantee we have derived holds independently and
simultaneously for every data vector u € U. There are works on randomized algorithms that assume
the randomness of the algorithm are “internal” and also kept private [7, 73, 25]. We assume the
projection matrix W is known/public, which is stronger in privacy and enables broader applications
of the released data. Also, a “known projection matrix” is typical in the local DP setting [47, 18],
since the projection matrix is created and shared among the users by the data aggregator.

In our study, we first revisit the prior work [49] on the (¢, §)-DP random projection based on Gaussian
noise addition (“DP-RP-G”). Then we incorporate the optimal Gaussian mechanism and propose
an improved method DP-RP-G-OPT. We also develop DP-OPORP based on the optimal Gaussian
mechanism. We then propose algorithms for privatizing the (1-bit) DP-SignRP: “DP-SignRP-RR”
based on the standard “randomized response” (RR), and “DP-SignRP-RR-smooth” based on a
proposed concept of “smooth flipping probability” of SignRP. We extend the idea of smooth flipping
probability to OPORP (a variant of count-sketch) and demonstrate the advantage of DP-SignOPORP.

Experiments on retrieval and classification tasks justify the effectiveness of our proposed methods. In
particular, DP-SignOPORP outperforms other methods especially when € is not large (e.g., € < 5).
These results also verify the advantage of using the smooth flipping probability.
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A Analytic DP-RP and the Laplace Mechanism

A.1 Analytic DP-RP-G Approach: Bounding the Sensitivity

According to Theorem 3.1, one will choose o based on the observed Ao which is calculated according
to (3) for a given realization of the projection matrix W. For the convenience of theoretical analysis,
it is often helpful to derive the criterion for choosing o directly in terms of the input parameters e, J,
p, and k, to understand and better compare the noise level. We call the corresponding algorithm to be
“Analytic DP-RP-G”. This is achieved by bounding A, in high probability.

Lemma A.1 ([52]). Let Y1,...,Y, be iid standard Gaussian random variables, and denote Z; =
St Y2 Then forany t > 0,

Pr(Z > n+2vnt + 2t) < exp(—t).

Lemma A.2 (Bounding Ay). Let W € RP** be a random matrix with iid N (0, 1) entries, and Ay
be defined in (3). Then forany 0 < § < 1,

Pr (Ag > ﬁ\/l + 2y/log(p/d)/k + 210g(p/5)/k) <4

Proof. Let e; be the unit base vector with the i-th dimension being 1 and all other dimensions being
zero. For each i = 1,....,p, WTe; follows iid chi-square distribution with k& degree of freedom.
Applying Lemma A.1 we have that for any ¢’ > 0,

Pr (||WT67:||2 > B2(k + 21/ log(1/0') + 210g(1/5’))) <8, Yi=1,..p.
Applying union bound gives

Pr (;ﬁ e W e 2 1+ 2y/og (175 F + 2log<1/6'>/k) < pé".
Setting 6 = pd’ and taking the square root on both sides completes the proof. O

With the high probability bound on the [2-sensitivity Ao, we have the following result.
Theorem A.3 (Analytic DP-RP-G). Foranye > 0and (0 < § < %, Algorithm 1 achieves (¢, )-DP

B1/1+2y/108(2p/8) /K+210g(2p/5) /k\/2(108(2/3) +<)

when o >

Proof. By Lemma A.2, we know that with probability §/2, A, is bounded by
B\/l+2\/log(2p/§)/k‘+210g(2p/5)/k. In this event, by Theorem 3.1, Algorithm 1 is
O, € .

(e,0/2)-DP when o > Ay 7v2(lg(62/5)+). Therefore, the approach is (e, §)-DP. O

We remark that, since this analytic version is built upon a high probability bound on the sensitivity, in
most cases, the noise variance in Theorem A.3 will be slightly larger than the one computed by the
realized/exact sensitivity in Theorem 3.1.

A.2 The Laplace Noise Mechanism for DP-RP

We briefly discuss the Laplace mechanism for DP-RP (and why we did not use it).

Definition A.1 (/;-sensitivity). Let Nb(u) denote the neighbor set of u, and N(U) = {(u,u) : v’ €
Nb(u),u,u’ € U} be the collection of all possible neighboring data pairs. The l-sensitivity of a
function f : U — R¥ is defined as /Ny = maxy wyen @ |1f(w) — f') |1

Theorem A.4 (Laplace mechanism [30]). Given any function f : U — R* and ¢ > 0, the randomized
algorithm M(u) = f(u) + (Z1, ..., Zi) is e-DP, where Zy, ..., Zy, follow iid Laplace(Aq/€). The
centered Laplace distribution with scale A has density function g(x) = ﬁ(f%

1R
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Algorithm 6: DP-RP-L.

Input: Data u € [—1, 1]?, privacy parameters € > 0, number of projections k
Output: e-differentially private random projections & € R*

Apply RP z = ﬁWTu, where W € RP** is a random N (0, 1) matrix
Compute sensitivity A; by Definition A.1

Generate iid random noise vector L € R¥ following Laplace(%)

Returnz =z + L

By Theorem A.4, one may add Laplace()) noise to the projected data with A = A; /e to achieve
e-DP. For completeness, we detail the approach in Algorithm 6, which is the same as Algorithm 1
except for the noise added. A, is the [;-sensitivity for a given W given in Definition A.1: A; =
ﬁ Bmaxi—1,..p ||[Wll1. Each term in the maximum operator is a sum of k iid standard half-

normal random variables (Y = | X | where X is standard normal). The readers might be interested
in a comparison between the noise level of the two noise addition mechanisms, i.e., DP-RP-G and
DP-RP-L. To observe the dependence of the noise level A on ¢, k and p, we derive a tail bound on the
l1-sensitivity. We first establish the following lemma.

Lemma A.5 (Half-normal tail bound). Let X1, ..., X,, be iid N(0,1) random variables and let
Y; = |X;|, Vi. Denote Z =Y., Yi. Then for any t > 0, it holds that

Pr(Z > +/2n?log?2 + 2nt) < exp(—t).
Proof. By the Markov inequality, we write (with some { > 0)

Pr(Z > t) = Priexp(¢ YY) > expl(()) < E[exzii(%g_l i

=1

By the independence of Y; and the moment generating function of half-normal distribution, we have

Elexp(¢ Y ¥ = [] Blexp(c¥0)] = exp("5-) (28(0))" = exp("- + nlog 28(0))
=1 =1 nC2
< exp(T + nlog?2).

Hence, we have

n¢?
Pr(Z>t) < exp(T —t¢ +nlog2),
which is minimized at { = £, leading to

t2
Pr(Z>t)< exp(—2— + nlog?2).
n

Taking t = /2n2log 2 + 2nt completes the proof. O

Using Lemma A.5, we obtain a high probability bound on the [;-sensitivity as follows. The proof is
omitted since it is similar to the proof of Lemma A.2.

Lemma A.6 (Bounding A;). Let W € RP** be a random matrix with iid N (0, 1) entries, and A,
be defined in Definition A.1. Then for any 0 < § < 1,

Pr <A1 > B+/2klog?2 + 210g(p/5)> < 4.

It is important to point out that, unlike in the Gaussian mechanism, simply inserting the upper bound
in Lemma A.6 to replace the (exact) A; in the noise level of Laplace(A1/€) in Algorithm 6 does not
provide pure e-DP. In other words, we must compute the actual Ay by Definition A.1 for a realization

10
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of the projection matrix . This is because, using the high probability bound of A; would introduce
a failure probability (i.e., when the actual A; is larger than the bound) which violates e-DP.

Comparison with DP-RP-G-OPT. Lemma A.6 provides an estimate of the noise level required by
the Laplace mechanism. We can roughly compare DP-RP-L with DP-RP-OPT in terms of the noise
variances, which equal o2 for Gaussian and 2)\? for Laplace, respectively. Lemma A.6 shows that in
most cases, the Laplace noise requires A\ = (9(4) Recall that in DP-RP-G and DP-RP-G-OPT, the
Gaussian noise level 0 = O(1) whene — 0 and o = O(ﬁ) when € — co. Thus, the Gaussian noise
would be smaller with relatively small €, and the Laplace noise would be smaller only when ¢ = Q(k),
which is usually too large to be useful since in practice k is usually hundreds to thousands. As a
result, we would expect DP-RP-G methods to perform better than DP-RP-L in common scenarios.
Therefore, in this work, we mainly focused on the Gaussian mechanism for DP-RP noise addition.

B Comparison of Different Projection Matrices and the Benefits of
Rademacher RP

Besides Gaussian random projection, we can also adopt other types of projection matrices which
might even work better for DP. The following distributions of w;; are popular:

+ The uniform distribution, v/3 x uni f[—1, 1]. The v/3 factor is placed here to have E(w%) =
1 by following the convention in the practice of random projections.

* The “very sparse” distribution, as used in [56]:

—1 with prob. 1/(2s)

w;j = Vs x { 0 withprob. 1-—1/s, @)
+1 with prob. 1/(2s)

which generalizes [2] (for s = 1 and s = 3). Note that when s = 1, it is also called the
“symmetric Bernoulli” distribution or the “Rademacher” distribution.

Next, we compare these various types of projection matrices and show that Rademacher (symmetric
Bernoulli) random projection is superior to Gaussian random projection for both DP-RP and DP-
SignRP in that less perturbation is required to achieve the same privacy level.

B.1 Rademacher Projection for DP-RP

From Theorem 3.1 and Theorem 3.2, it is clear that the noise magnitude of Gaussian noise in DP-RP
directly depends on the [5-sensitivity Ao, which, according to (3), equals the largest row norm of the
projection matrix W. Among the above mentioned distributions, the dense Rademacher projection
(s = 1in (7)) has Ay = ﬁ B x Vk = [ which is independent of p. This could be much smaller

than the dense Gaussian projection (i.e., DP-RP-G-OPT).

137 ——Gaussian| . : 1 137 —e—Gaussian
= = uniform = = uniform
——gs =1 ——s =1
1.21 —s=3 1 1.2 —s=3
N s=10 o s=10
< < N R

1.1

1
10 200 400 600 800 1000 10 200 400 600 800 1000

p p
Figure 5: The l2-sensitivity g (3) for different types of random projection matrices against the data
dimensionality p, at k = 256 and k = 512, respectively. 5 = 1.
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In Figure 5, we numerically simulate the A5 of different projection matrices, which shows that
the Rademacher projection produces the smallest sensitivity. This, when plugged into the optimal
Gaussian mechanism (Theorem 3.2), leads to smaller Gaussian noise variance needed.

B.2 Rademacher Projection for DP-SignRP

From our analysis, it is clear that the flipping probability of DP-SignRP (both DP-SignRP-RR and
DP-SignRP-RR-smooth) essentially depends on how concentrated the projected data is around zero.
Particularly, N in Algorithm 3, as given in Proposition 4.3, is a high probability upper bound
on a Binomial random variable with success probability Pr(8max;—1, _,|w;| > |wlul) with

~ N(0,1). In Algorithm 4, L; = [ o)l
to a smaller sign flipping probability and thus better utility.

W |] For both quantities, a smaller value leads
P ij

N,y in DP- SlgnRP RR. We first consider the V. in Algorithm 3, which determines the flipping
probability N N Partlcularly, N in Algorithm 3, as given in Proposition 4.3, is a high probability

upper bound ona B1n0m1a1 random variable with success probability
P, =Pr (b’ _max |w;| > |wTu|> , ®
i=1,...,p

where w is the p-dimensional projection vector. When w; is sampled from the Rademacher distribu-
tion, i.e., w; € {—1, 41} with equal probabilities, the probability calculation can be simplified:

P,y =Pr <B max |wL| > |szu,|> Pr <B > szuz|> ~ 20 (Z') 1. 9

1=1 =1

Based on the central limit theorem, the normal approximation (9) is accurate unless p is very small.
Recall that, when w;’s are sampled from the Gaussian distribution, we can calculate an upper bound
in (20), which is re-written as below:

Pyg=Pr (B max Iwz|>lzwuz|> /0 2p[20(t) — 1771 [20(Bt/ |[ull) — 1]¢(t)dt.
=1 (10)

Next, we provide a simulation study to justify the approximation and compare different distributions
in terms of their impact on the probability (8), for 5 = 1 as well as 8 = 0.1. For simplicity, we
simulate the data as a p-dimensional vector of uniform random numbers sampled from unif[—1, 1].
We experiment with five different choices of w: the standard Gaussian, the uniform, the “very sparse”
distribution (7) with s = 1, s = 3, and s = 10. We vary p from 10 to 1000. For each case, we repeat
the simulations 107 times to ensure sufficient accuracy. Figure 6 verifies that the two approximations
(9) and (10) are accurate. In Figure 7, we provide the curves for more types of projection matrices.
From both figures, we clearly see that using the Rademacher projection can considerably reduce (8)
compared with Gaussian (and other) projections, leading to smaller /N value. This typically implies
better utility.

L; in DP-SignRP-RR-smooth. Similarly, we numerically evaluate the L; in Algorithm 4. We
run Algorithm 4 with k = 512, which gives 512 L; values. In Figure 8, we plot the proportion (or
the approximated distribution) of the values of L; among k projections. As we see, Rademacher
projection produces least number of small L; values, and largest number of higher L; values. As the

smooth flipping probability equals ﬁ, larger L leads to smaller probability of sign flipping.
exp(—te
Hence, Rademacher is again the best chlz)ice for the projection matrix.

21
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Figure 6: Simulations for evaluating (9) and (10), using two choices for w: the Gaussian distribution
and the Rademacher distribution (i.e., (7) with s = 1). We plot the two upper bounds (9) and (10) as
black dashed curves, which both overlap with their corresponding simulations.

0.7 g ‘ ‘ ‘ ‘ 0.08 '
—e—Gaussian _ —e—QGaussian
0.6 i ,3 =1 - - .uniform i ' '8 =0.1 - = uniform
0.5} —~— 0.06 ——s o1
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g 04 s=10 2 0.04 s=10
o 0.3 1 o
0.2 — 0.02

0.1¢
0" : : ‘ ‘ 0" : : : ‘
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p p
Figure 7: Simulations (same as in Figure 7) for evaluating (8), using five different choices for w:
the Gaussian, the uniform, the “very sparse” distribution (7) with s = 1,3 and 10. s = 1 is the
Rademacher distribution. The data vector is simulated by sampling each entry from unif[—1, 1].

C Comparison of DP-RP and DP-OPORP on Inner Product Estimation

In this section, we theoretically compare DP-RP and DP-OPORP. In Section B, we have shown that
Rademacher projection requires lowest noise magnitude. Thus, we consider DP-RP with Rademacher
projections here. For clarity, we summarize the algorithm in Algorithm 7. We name it “DP-RP-
G-OPT-B”, where “G” stands for the Gaussian noise mechanism and “B” stands for “symmetric
Bernoulli” projections.

Algorithm 7: DP-RP-G-OPT-B

Input: Data u € [—1, 1]?, privacy parameters € > 0, 6 € (0, 1), number of projections k
2 Output: (e, §)-differentially private random projections & € R*

3 Apply RPz = ﬁWTu, where W € RP*F is a random Rademacher matrix

-

4 Generate iid random noise vector G € R¥ following N (0, 02) where o is obtained by
Theorem 3.2 with Ay = 3
s RetunZ=2+G

In our analysis, for simplicity we assume the data are normalized, i.e., the data vector has /5 norm
equal to 1. In this case, the inner product is also the cosine. The baseline method is the most
straightforward: we add optimal Gaussian noise to each dimension of the original data (Raw-data-
G-OPT). For this strategy, the sensitivity is also Ay = 3. This means, when we compare all three
methods: Raw-data-G-OPT, DP-RP-G-OPT-B, and DP-OPORP, the noise level o is the same. This
makes it convenience to conduct the comparisons, from which we can gain valuable insights.
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Figure 8: Simulations for evaluating L; in Algorithm 4, using different choices for w. s = 1 is the
Rademacher distribution. Left: p = 100, right: p = 1000. The y-axis is the proportion (normalized
histogram) of the values of all the L;, j = 1, ..., k computed using k = 512 projected samples.

Theorem C.1 (Raw-data-G-OPT, i.e., adding optimal Gaussian noise on raw data). Let o be the
solution to (4) with Ny = B. For any u,v € U, let u; = u; + a; and v; = v; + b; be the DP noisy
vectors, with a;, b; ~ N(0,0?) i.i.d. Then, denote Gorg = >0_, U;0;. we have

P
Elgorg] = Zu v;, Var (Gorg) = 0* Z (uf + ’U?) + pot. (11)
i=1

Proof. To add Gaussian noise to the original data, it suffices to find the sensitivity, which, by
Definition 2.2, is Ay = (. Thus, the approach is (e, d)-DP according to the optimal Gaussian
mechanism (Theorem 3.2). To compute the mean and variance, consider some ¢ € [p]. We have

E [(u; + a;) (v; + b;)] = E[u;v; + a;v; + bju; + a;b;] = wiv;.
Thus, taking the sum implies E[§or4] = Zle u;v;. For the variance,
E [(us 4 ai) (vi + b;)]° = E[usv; + a;v; + bjug + aibi]® = uv? + o2 (uf + ) + o,
which leads to
Var ((w + a;) (v +b;)) = o® (ul2 + vf) + ot
Therefore, by independence,
P P
Var (Gorg) = Var <Z (u; + a;) (v; + b1)> =02 Z (u? + ) + po,

i=1 i=1

which proves the claim. O

For DP-RP-G-OPT-B and DP-OPORP, we have the following results.

Theorem C.2 (DP-RP-G-OPT-B inner product estimation). Let o be the solution to (4) with Ag B.

In Algorithm 7, let W € {-1, l}pXk be a Rademacher random matrix. Denote x = TW u,

Yy = ﬁWTv, and a, b are two random Gaussian noise vectors following N(0,0?). Let Irp =
k N
> i1 (@ 4+ a;)(y; + by). Then, E[g,p] = 37, uivi, and

p 2 p
Var (grp) = 0> (uf +v7) + ko +f Z Zv + <Zuv> —2) uh? | . (12)
=1

=1 1=1 =1

Proof. The conditional mean and variance can be computed as

k
E Z :EJJ'_QJ y]+bj)|xj7yj7j:17"'vk :ijyja
Jj=1 j=

71
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k k
r (Y @+ a5) (s + b)) gy i =1,k | = 02> (a2 +y?) + ko,
j=1 Jj=1

where the variance calculation follows from Theorem C.1. Hence, we have
k k p
E Z zj+a;)(y; +b;)| =E ijyj :Zuivi,
j=1 j=1 i=1

k

k
Var (§rp) =E |o? Z T+ yj + kot | +Var ijyj
j=1 j=1

P

2 p
:g2Z(u?+vi)+k‘a —l—* Z Zv + (Z%%) —QZu?vf . (13)
i=1

=1 =1 =1

In the above calculation, the formula of Var <Z§=1 T yj) is from the result in [56] with s = 1 for
Rademacher distribution. L]

Algorithm 8: DP-OPORP

Input: Data u € [—1, 1]?, privacy parameters € > 0, 6 € (0, 1), number of projections &
Output: Differentially private OPORP

Apply Algorithm 2 with a random Rademacher projection vector to obtain the OPORP =

Set sensitivity Ay = 3

Generate iid random vector G € R following N (0, 02) where o is computed by Theorem 3.2
Return Z =z + G

A R W N =

Theorem C.3 (DP-OPORP inner product estimation). Let o be the solution to (4) with Ny = L.
Let w € {—1,1}? be a Rademacher random vector. In Algorithm 8, let x and y be the OPORP
of u and v, and a, b be two random Gaussian noise vectors following N (0, 02). Denote Joporp =

k .
> i—1 (@) + a;)(y; + by). Then, Elgoporp] = i uivi, and

p 2 p
—k
Var gopoTp 0’22 u +’U +I€U —l—f Z ZU +<Zuzvz> _2Zu22v22 p T
i=1 i=1 i=1 i=1 p—=
(14)
Proof. The proof is similar to that of Theorem C.2, with the help of the result in [57]. O

The variance reduction factor 2== = k can be quite beneficial when p is not very large. Also, see [57]

for the normalized estimators for both OPORP and VSRP (very sparse random projections). The
normalization steps can substantially reduce the estimation variance.

Comparison. For the convenience of comparison, let us assume that the data are row-normalized,
ie., [[ul|? =1forallu € U. Let p = Y%, u;v;. We have

Var (Gorg) = 202 + po?,

Var (grp) = 20% + ko* + = <1+,0 —QZu ),

1
Var(goporp)—QJ + kot + = <1+p ,QZU )

24
https://doi.org/10.52202/075280-0565 12868



For high-dimensional data (large p), we see that §,, and Goporp has roughly the same variance,
approximately 202 + ko? + 1. We would like to compare this with Var (jorg) = 202 + po the
variance for adding noise directly to the original data.

Let’s define the ratio of the variances:
202 + pot pot  p .. —
= m ~IAT g (if p is large or o is high) (15)
to illustrate the benefit of RP-type algorithms (DP-RP and DP-OPORP) in protecting the privacy
of the (high-dimensional) data. If £ = 100, then it is possible that the ratio of the variances can be
roughly 100. This would be a huge advantage. Figure 9 plots the ratio R for p = 1000 and p = 10000
as well as a series of k/p values, with respect to o.

102 kip = 0.01 107 Wp = 0.01
11 2
10 10 Kip=0.1
o 10% ko) -
-oc—Uo -.(E 100 kip=05 |
o 10-1 o
, p = 1000 1o P = 10000
107
1078 1072
102 10" 10° 10’ 102 102 10" 10° 10’ 102
g ag

Figure 9: We plot the ratio of variances in (15) for p = 1000 and p = 10000. We choose k values
with k/p € {0.01,0.05,0.1,0.5}. Then for any o value, we are able to compute the ratio R. For
larger o, we have R ~ % as expected. See Figure 10 for the relationship among o, A, and ¢ (and 6).

104 ‘ i 10* s 1o
10%¢ 10%¢
10} 10%}
o 10" o 10"
100} 10°}
10 101k 22100
2 | |
10_120.1 100 10! e oS 10° 10 102
€ AZ

Figure 10: Left panel: the optimal Gaussian noise o versus € for a series of As values, by solving
the nonlinear equation (4) in Theorem 3.2, for § = 1076, Right panel: the optimal Gaussian noise
versus A, for a series of ¢ values.

Figure 9 also illustrates when it might be a good strategy to directly add noise to the original data. For
example, when p = 1000, the ratio can be below 1 if o < 0.1. One can numerically verify that, (in
Figure 10) in order for o < 0.1 at Ay = 8 = 1, we need € > 100. In other words, adding noise to the
raw data might be plausible when ¢ > 100. In the literature, however, many DP applications typically
require a much smaller €, such as € € [0.1, 20] (e.g., [43, 48]). Therefore, DP-RP and DP-OPORP is
much better (i.e., has much smaller inner product estimation variance) than adding noise to the raw

data in common privacy regimes.
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D More Experiment Results

We provide the complete set of plots of our experimental results. In Figure 11 and Figure 12, we
report the precision@ 10 and recall@100 curves of DP-RP variants and DP-OPORP on MNIST and
CIFAR, respectively. In Figure 13, we report the test accuracy on the Webspam dataset of these
methods. From all plots, we see that DP-RP-G-OPT-B and DP-OPORP perform equally the best on
all the tasks, significanly better than the strategy of adding Gaussian noise to the raw data.

In Figure 14, we report the recall@100 metric of DP-SignOPORP methods in addition to the
precision@ 10 metric shown in the main paper. For completeness, we also include the SVM test
accuracy in Figure 15, which is the same as Figure 4 in the main context.
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E Deferred Proofs

The following lemma on Gaussian random variables will be used in our proof for Lemma 4.2, and
may also be of independent interest.

2

Lemma E.1. Let (‘;5) ~ N < Tz p0z20y>' Denote r = 0, /0,. Then we have:
pogoy O

1. Pr(|X| > |Y)) = % {tan—l <ﬁ) +tan~! (\/T%)} When r < 1, the maximum is

achieved at p = 0, i.e., max, Pr(|X| < |Y|) = 2 tan™*(r).

2. The conditional expectation:
r—p r+p

+
E[|X]||X] > [Y]] = gm\/?, i —amp | it |
’ tan~! | —— ) + tan~! [ 22
\/ﬁ \/ﬁ

3. The conditional tail probability: for any r > 0, p € (—1,1), forany t > 0,

tQ
Pr(|X|>t||X|>|Y]) < — .
X 11> 1Y) < exp (o
Proof. The bivariate normal density function is
x> 2pxy y2
1 o2 " g0, T o2

fay) = —————exp =2
@) 210,044/ 1 — p? 2(1 - p?)

1 < 22 ) (L —pE)?
=———— exp|—=—= |exp | ——=2—72— ] .
20,0/ 1 — p? 202 2(1—p?)
Therefore, we have E [| X||| X| > Y]] = £, with
. T \2
|x\ ( x? ) /"L 1 (£ =r3)
A= / ex —— | dx ——exp | ——2—%— | dy,
o VAo T2 P\ 202 ol V2may T 21— )%
1 2 S| (L —pE)?
Pf/ ——————exp <—> d:c/ ——exp| ——2Z—— | dy.
—oo V2o a1 — p? 202 _lz| V2moy, 2(1 — p2)
Note that P = Pr(|X| > |Y|) in the first statement of the theorem. Our calculation will use the
following two identities involving the Gaussian functions [67]:

/ o(az)®(bx) dx( + tan™ (b)>, (16)
|al lal

/O 26(az)®(b)dx _2\}% <1+¢12T2>’ (17)

where ¢(z) and ®(z) are the pdf and cdf of the standard Gaussian distribution.

With a proper change of random variables, we can compute A as

lz] _ | =@

ox

|| ( x? ) /g\y/l_,)2 1 _.
A= / —ex ———|dr |2 . V1—pP——=ec % ds
V2moz/1 P 202 #ﬂjﬁ p s

1—p2

ol _ & —lz] _ =

° |$| x? o Py o Py
— ol | | "% || gp
oo \/27rox 202 V1 —p? 1—p?

o oIt 2 Ze|t| — pt Z=|t] — pt
y oxllexp<_> NERANNEERAN
oo V2T 2 V1 — p? 1—p2?

7R
https://doi.org/10.52202/075280-0565 12872



For the first term we have

A /OO t ( t2)<1> o P, dt+/0 _t ( t2><1> 2 N
! Jo Vem P 2 V1 - p? oo V2T P 2 1— p?

_/OO t (tz o P, dt—i—/oo i (‘92)@ @ N
=0y exp | ——= exp | ——
0o V2rm P 2 \/ p2 0o V2rm P 2 1-— p2
[ 7z —p 7= tp
1 1—p2 1 1,p2
— o, 1+ n 14—V
" l2ver (zz-p? | 2V2m (22 +0)?
L I+ 1y*p"' 1+ 1{/)2

Y 1 n 1 r—p n r+p
x_\/27r 22 \\/1+r2=2rp  J1+r2+42rp) |’

where we denote r = 7= and use (17). Similarly, we have that
Y

NalE t2 r+p R r—p
Ay =0, / ——ex <—)(I) -t dt+/ ex (— )(I) —t | dt
? Jo V2T P 2 V1= p? —oo V27 P 1— p?
[t t2) r+p s ( 82) r—op
=0, —exp|——= | P | ——t dt+/ —exp|——= | P | ———=s | ds
_/o V2om p( 2 ( V1= p? 0o V2rm P 2 1—p?

o]

1 1 r—p n r+p
:o’m — .
Var o 2V2r \/1+T2*27"P \/1+?"2+2Tp

Therefore, we obtain

O r—p r+p
Alp,r) = Ay — Ay = n : (18)
(o.7) ' ? \/27r<\/1+r2—2rp \/1+7“2+27“p>

To compute P, by doing a similar change of variables, we have

* 1 t2 rlt| — pt rlt| — pt
P:/ ——ex (—> P| —— | | ——= || dt
oo V2T PA2 [ <,/1p2 V1—p?
Z:Pl — PQ.
Using (16), we obtain

- [ e (9)e
|

/°° 1 ( 12
= exp | ——
o V2m P 2

1 —
P(p,r) =P, — Py =— [tanl (’;%) +tan~! (%)] (19)
™ —p —p
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Therefore, we know that
r—p r+p

M — 0 T Vi+ri—arp + V1+r242rp
(o) V2 o o\
7 tan L | 4 tan r+p
Vi-s? Ve

with r = 0, /0,. We now investigate the derivative of P. By some algebra, we can show that
OP(p,1) 2rp(r? — 1)
dp (1472 = 2rp) (1 + 72 + 2rp)y/T — p2
When0 < r <1, aP(p,r) > 0 when p < 0and ap(p, ) < 0 when p > 0. Therefore, max, P(p,r) =
P(0,7) = 2 tan™ (r)

E [|x][|X] > Y]] =

|

Tail bound. By our previous calculations, the conditional distribution of X given |X| > [Y] is

1 _z® rlal—pz \ _ g ( _rlzl-—pz

oo (%) [+ (Vi) 2 (V8
P b

with P = Pr(|X| > |Y|) in (19) the normalizing constant to make the integral equal to 1.

f|IX] > [Y]) =

z € R,

The conditional tail probability can be computed as follows. For some ¢ > 0, by symmetry,

Pr(l X[ >t,|X]> Y]
r|z| rlz| — px
[ e () o (5 ) - (5 |

:2/:\/12?exp< g)[ (rx| 2) —@(—M)] dz

::2(?1 — pQ)

For P, using polar coordinates we have

r—p

~ 1 ° _ 22 i _ 32

P =— e 2dx ToeT T dy
t _

2m 0o
1 tan~1( L_p ) ) 5
=5- g e~ 2 rdr
& -3 ach)ﬁ(e)
1 tan 1(\/7#) 2 "
=— exp | —
2r ) = P 202 cos?(6)
Similarly,
B 1 tan=!(— TJ:‘; ) 2
y = — 1o exp 55 do
2m J = 202 cos?(0)
Therefore, we obtain
1 tan™1( 7'1:"2) t2
Pr(|X|>t|X|>|Y|) =— g ————F— | df
Wx1> x> =2 [ )exp( et
1-p2
B 1 tanfl(\/rl_%) t2
T e P T 902 cos?(9) 40
— tan (\/ﬁ) x
_ 2 1 1(\/—)
§e2ﬂ—/ e,
T J_ tan 1( r+p )
Vi-p2
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tan 1 (=2
since cos?(6) € [0, 1]. Notice that P in (19) can be writtenas P = 1 [ X Zii df. Hence, we
T tan—l(tes)

know that the conditional tail probability is
Pr(X| > t,|X| > |Y])

Pr(|X| > t||X| > |Y]) =

Pr(X] > Y]
t2

< exp <—202> , Vr>0,pe(-1,1).
x

At the boundaries p = 1, p = —1, one can verify Pr(|X| > |Y|) = 0. This concludes the proof. [

E.1 Proof of Lemma 4.2

Proof. By Lemma E.1 and independence, we know that Pr(max;—1,. . ,|X| > |Y|) reaches its
maximum when X is independent of Y, i.e. When p(X;,Y)=0,¥i=1,...p. Since | X;| follows
a half-normal distribution with cdf being erf ( a0 ) we have

t P T P
Pr( max |X;| <t)=-erf < ) = {2@ <) - 1} ,
i=1,.p V20, Oz

22
and probability density function g(z) = 2p[® (=) — 1];"_1\/2—+€ 27 When Y is independent of
all X;’s (which gives the upper bound), we have

o] T p—1 1
PrmaxX>Y:/2<I>——1 e2°‘PrY<:I:
(o x> ) = [Topfo (Z) 1) (¥ < x)da

_ /OOO 2 [@ (Ui) - 1}1)_1 \/%Uwe_;’%erf (é(f) dx
_ /0 T op20(t) — 1171 20(rt) — 1)(t)dt,

with a proper change of variables. This gives an upper bound as shown above. O

E.2 Proof of Proposition 4.3

Proof. Consider a single Gaussian projection vector w with iid N (0, 1) entries. Since w”u

p . Pwi\ 8% pifllull ,
> o1 u;w; and each w; ~ N(0,1), we know that( . ) N (pzﬂHu Mk where p;

is the correlation coefficient. Since |w” (u — u')| < Bmax;—1 ., |w;| by Definition 2.2 of

HUH
[B-neighboring (and more generally, when ||u — u||; < /3), we have

Pr( max |w (u—u')| > |wlu|) = Pr(8 max |w;| > [wTul).
w ENb(u i=1,...p
Note that, S max;=1,. p |wl| > |wTu| is a necessary condition for the event that there exists a
neighbor such that szgn(w u) # sign(wlu'). Denote I = 1{Bmax;—1__,|w;| > |[wlul}.
Applying Lemma 4.2 with r = 3/||u|| < 1 yields
E[I] = Pr(ﬂ max |wz| > |wul)

< Flugp = / " pf2d(t) — 1P 20(rt) — 1o (t)dr 0)

as given by (5). Let I; be the corresponding indicator function w.r.t. each column in the projection
matrix W. Denote Ny = Z?Zl I;, and by the above reasoning, we know that |.S| < Ny where S is
defined in the theorem. Since the columns of W are independent, N follows a Binomial(k, E[I])
distribution with k trials and success probability E[I] bounded as above. Therefore, with probability
1 — 0, we have Ny < B~1(8; Fjjy p, k), where B~! is the inverse cdf of the Binomial distribution.
This proves the claim as desired. O
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E.3 Proof of Theorem 4.4

Proof. Let s = sign(WTu) € {—1,+1}*, s’ = sign(WTu') € {—1,+1}*. We denote the

collision probability of non-private SignRP as

cos™(p)
™

Hence, the collision probability of DP-SignRP-RR can be computed as

0
=1-—.
s

PSRP = PT‘(SU = ng) =1-

P := Pr(3y; = 33;) = Pr(s1; = s2;, both change sign or not change sign)
+ Pr(s1; # s2;, one sign changes)

’ ’

e 1 ef
=P 2 1 +2(1 = Pspp) ——
SRP[(eS/ +1) +(€E/ +1) ]+ 2( SRP)(ee/ 1)
(e —1)2 2e’
=P
SRP (e +1)2 + @ +1)2’
which increases linearly in Psrp. Thus, it holds that
(e +1)2 2e¢ 0

N

which implies E[fzp] = 7 (1—(1— %)) = 0. To compute the variance, we first estimate § =
cos™!(p) by

E[Prr] =

= Pspp=1-—,
e

é:T((l—PRR).

Then according to the Central Limit Theorem (CLT), for the sample mean of iid Bernoulli’s, as
k — oo, we have

& .
1 _ - P(1-P)
- > {81 = 5} = N(P, —)
j=1
As a result, we have § — N(0, £ ), where
m2(ef + 1) 0 (e —1)2 2¢¢’ e +1 6 (e —1)2
VRR:(/74)|:(]—_*)( 7 )2+ 7 2]|: 7 2_(1_7)(/7)2}
(e —1) 7w’ (ef +1) (e +1)21L(ef +1) 7w’ (ef +1)
_mP(ef + 1) [(1 B g)(ee’ -1° 2¢¢’ } [g (e —1)2 N 2¢ }
o (ef —1)4 (e +1)2 (e +1)21lm (e +1)2 (e +1)2
70, 0 0, 2 0 2e 4e*
= a-DH+a-2 Z
™ ( 7T)+( W)(ef'—l)Q+7r(e€'—1)2+(ee'—1)4
2n2ec Am2e2
= 9 — 9 .
(m—6) + (e? —1)2 + (e —1)4
We conclude the proof by replacing € = ¢/N . O

E.4 Proof of Theorem 4.5

Proof. Let us consider a single projection vector w; = W/, ;1. Denote z; = iju and :1:; = iju' for

aneighboring data v’ of u, and s; = sign(z;), s; = sign(x’;). Also, let L; = [Wj‘lw‘]
im1,...p Wi
and L} = [/3ma+]|p\wjﬂ W.lo.g., we can assume s; = 1 by the symmetry of random

projection and the symmetry of DP. Consider two cases:

* Case I: L; > 2. In this case, we know that s = s;, 1.e., the change from u to u’ will not
change the sign of the projection. Thus, in Algorithm 4, we have
Pr(3; =1) Ly — L}
— €

k )exp(Tje) +1

= exp(
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L;— L’ equals either O or 1. When L; = L7, % =

By the definition of 3-adjacency,
1. When L; — L;- =1, we have

~ L;
PT’(SJ 1) exp(Fe) 4 exp(ze)

Pr(s; = 1) exp(%e) +1

Hence, we have 1 < % < ek by the numeric identity 1 < a+c <gfora>b>0
7=
and ¢ > 0. Thus, by symmetry, e~ < % < e¥. On the other hand,
J
. r

Pr(s; =-1) _ exp(te) +1

Pr(s; = -1) exp(%c) +1
Similarly, when L; = L;-, the ratio equals 1. When L; = L’ 1, we have % <
eXp(L’ €— %e) = e#. By symmetry we obtain e~ % < IIZ:EZ/__B < ek,

* Case II: L; = 1. In this case, s; might be different from s}. First, if L;- = 2, then the above

analysis also applies that i:g;ig and i:g?: B are both lower and upper bounded by
e~ # and e, respectively. It suffices to examine the case when L;- = 1. In this case, if
s = s; = 1 then the probability ratios simply equal 1. If s’; = —1, we have
- exp(%) . 1
PT‘(Sj = 1) . exp(%§+1 o e% PT(Sj = 71) . exp(§)+1 o 67%
=1 1 7 5 = — exp() ’
Pr(s; =1) SP(TT Pr(3) 1 ottt

Combining two cases, we have that log P7Eg? _t; < £, fort = —1,1,and forall j = 1,..., k. That s,

each single perturbed sign achieves 7-DP. Since the k projections are independent, by Theorem 2.1,
we know that the output bit vector § = [31, ..., 5] is e-DP as claimed.
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