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Abstract

In many practical applications of differential privacy, practitioners seek to provide
the best privacy guarantees subject to a target level of accuracy. A recent line of
work by [Ligett et al.|[2017]], Whitehouse et al.| [2022] has developed such accuracy-
first mechanisms by leveraging the idea of noise reduction that adds correlated
noise to the sufficient statistic in a private computation and produces a sequence of
increasingly accurate answers. A major advantage of noise reduction mechanisms
is that the analysts only pay the privacy cost of the least noisy or most accurate
answer released. Despite this appealing property in isolation, there has not been
a systematic study on how to use them in conjunction with other differentially
private mechanisms. A fundamental challenge is that the privacy guarantee for
noise reduction mechanisms is (necessarily) formulated as ex-post privacy that
bounds the privacy loss as a function of the released outcome. Furthermore, there
has yet to be any study on how ex-post private mechanisms compose, which allows
us to track the accumulated privacy over several mechanisms. We develop privacy
filters [Rogers et al., 2016} [Feldman and Zrnic, [2021, |Whitehouse et al.,2023] that
allow an analyst to adaptively switch between differentially private and ex-post
private mechanisms subject to an overall differential privacy guarantee.

1 Introduction

Although differential privacy has been recognized by the research community as the de-facto standard
to ensure the privacy of a sensitive dataset while still allowing useful insights, it has yet to become
widely applied in practice despite its promise to ensure formal privacy guarantees. There are notable
applications of differential privacy, including the U.S. Census [Abowd et al.,[2022], yet few would
argue that differential privacy has become quite standard in practice.

One common objection to differential privacy is that it injects noise and can cause spurious results for
data analyses. A recent line of work in differential privacy has focused on developing accuracy-first
mechanisms that aim to ensure a target accuracy guarantee while achieving the best privacy guarantee
[Ligett et al.l 2017, Whitehouse et al.l 2022]]. In particular, these accuracy-first mechanisms do
not ensure a predetermined level of privacy, but instead provide ex-post privacy, which allows the
resulting privacy loss to depend on the outcome of the mechanism. This is in contrast to the prevalent
paradigm of differential privacy that fixes the scale of privacy noise in advance and hopes the result is
accurate. With accuracy-first mechanisms, practitioners instead specify the levels of accuracy that
would ensure useful data analyses and then aim to achieve such utility with the strongest privacy
guarantee.

However, one of the limitations of this line of work is that it is not clear how ex-post privacy
mechanisms compose, so if we combine multiple ex-post privacy mechanisms, what is the overall
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privacy guarantee? Composition is one of the key properties of differential privacy (when used
in a privacy-first manner), so it is important to develop a composition theory for ex-post privacy
mechanisms. Moreover, how do we analyze the privacy guarantee when we compose ex-post privacy
mechanisms with differentially private mechanisms?

Our work seeks to answer these questions by connecting with another line work in differential privacy
on fully adaptive privacy composition. Traditional differential privacy composition results would
require the analyst to fix privacy loss parameters, which is then inversely proportional to the scale
of noise, for each analysis in advance, prior to any interaction. Knowing that there will be noise,
the data scientist may want to select different levels of noise for different analyses, subject to some
overall privacy budget. Privacy filters and odometers, introduced in|Rogers et al.|[2016], provide a
way to bound the overall privacy guarantee despite adaptively selected privacy loss parameters. There
have since been other works that have improved on the privacy loss bounds in this adaptive setting, to
the point of matching (including constants) what one achieves in a nonadaptive setting [Feldman and
Zrnicl 2021}, [Whitehouse et al., 2023]].

A natural next step would then be to allow an analyst some overall privacy loss budget to interact
with the dataset and the analyst can then determine the accuracy metric they want to set with each
new query. As a motivating example, consider some accuracy metric of a% relative error to different
counts with some overall privacy loss parameters ¢, d, so that the entire interaction will be (e, §)-
differentially private. The first true count might be very large, so the amount of noise that needs to be
added to ensure the target a% relative error can be huge, and hence very little of the privacy budget
should be used for that query, allowing for potentially more results to be returned than an approach
that sets an a priori noise level.

A baseline approach to add relative noise would be to add a large amount of noise and then check if
the noisy count is within some tolerance based on the scale of noise added, then if the noisy count is
deemed good enough we stop, otherwise we scale the privacy loss up by some factor and repeat. We
refer to this approach as the doubling approach (see Section[7.1]|for more details), which was also
used in |Ligett et al.| [2017]]. The primary issue with this approach is that the accumulated privacy loss
needs to combine the privacy loss each time we add noise, even though we are only interested in the
outcome when we stopped. Noise reduction mechanisms from |[Ligett et al.|[2017]],[Whitehouse et al.
[2022] show how it is possible to only pay for the privacy of the last noise addition. However, it is
not clear how the privacy loss will accumulate over several noise reduction mechanisms, since each
one ensures ex-post privacy, not differential privacy.

‘We make the following contributions in this work:

* We present a general (basic) composition result for ex-post privacy mechanisms that can
be used to create a privacy filter when an analyst can select arbitrary ex-post privacy
mechanisms and (concentrated) differentially private mechanisms.

* We develop a unified privacy filter that combines noise reduction mechanisms — specifically
the Brownian Mechanism [Whitehouse et al.l [2022]] — with traditional (concentrated)
differentially private mechanisms.

* We apply our results to the task of releasing counts from a dataset subject to a relative error
bound comparing the unified privacy filter and the baseline doubling approach, which uses
the privacy filters from Whitehouse et al.|[2023].

Our main technical contribution is in the unified privacy filter for noise reduction mechanisms and
differentially private mechanisms. Prior work [Whitehouse et al., [2022] showed that the privacy loss
of the Brownian noise reduction can be written in terms of a scaled Brownian motion at the time
where the noise reduction was stopped. We present a new analysis for the ex-post privacy guarantee
of the Brownian mechanism that considers a reverse time martingale, based on a scaled standard
Brownian motion. Composition bounds for differential privacy consider a forward time martingale
and apply a concentration bound, such as Azuma’s inequality [Dwork et al.,[2010], so we show how
we can construct a forward time martingale from the stopped Brownian motions, despite the stopping
times being adaptive, not predictable, at each time. See Figure [I|for a sketch of how we combine
reverse time martingales into an overall forward time filtration.

There have been other works that have considered adding relative noise subject to differential privacy.
In particular, iReduct [Xiao et al.||2011]] was developed to release a batch of queries subject to a
relative error bound. The primary difference between that work and our setting here is that we do not
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Figure 1: Our privacy filter tracks an accumulated privacy loss over many different mechanisms
(forward filtration, X-axis) and stopping when it exceeds a predefined e (dotted line). Each mechanism
satisfies approximate zCDP (blue dot) or is a noise reduction mechanism (black dots). The latter
itself involves several rounds of interaction in a reverse filtration (red arrow) until a stopping criterion
based on utility is met (red box). Later queries/mechanisms can depend on past ones.

want to fix the number of queries in advance and we want to allow the queries to be selected in an
adaptive way. Xiao et al.| [2011]] consider a batch of m queries and initially adds a lot of noise to each
count and iteratively checks whether the noisy counts are good enough. The counts that should have
smaller noise are then identified and a Laplace based noise reduction algorithm is used to decrease
the noise on the identified set. They continue in this way until either all counts are good enough or
a target privacy loss is exhausted. There are two scenarios that might arise: (1) all counts satisfy
the relative error condition and we should have tried more counts because some privacy loss budget
remains, (2) the procedure stopped before some results had a target relative error, so we should have
selected fewer queries. In either case, selecting the number of queries becomes a parameter that the
data analyst would need to select in advance, which would be difficult to do a priori. In our setting, no
such parameter arises. Furthermore, they add up the privacy loss parameters for each count to see if it
is below a target privacy loss bound at each step (based on the ¢;-general sensitivity), however we
show that adding up the privacy loss parameters can be significantly improved on. Other works have
modified the definition of differential privacy to accommodate relative error, e.g. Wang et al.|[2022].

2 Preliminaries

We start with some basic definitions from differential privacy, beginning with the standard definition
from Dwork et al.|[2006bla]. We first need to define what we mean by neighboring datasets, which
can mean adding or removing one record to a dataset or changing an entry in a dataset. We will leave
the neighboring relation arbitrary, and write z, 2’ € X to be neighbors as 2 ~ 2.

Definition 2.1. An algorithm A : X — Y is (e, §)-differentially private if, for any measurable set
E C Y and any neighboring inputs v ~ ', Pr[A(z) € E] < e*Pr[A(z’) € E] +0.If 6 = 0, we
say A is e-DP or simply pure DP.

We define a statistic’s sensitivity as the following: A, (f) := maxy 4 .pe {||f(x) = f(@)p} -

A central actor in our analysis will be the privacy loss of an algorithm, which will be a random
variable that depends on the outcomes of the algorithm under a particular dataset.
Definition 2.2 (Privacy Loss). Let A : X — Y be an algorithm and fix neighbors v ~ x’ in X.

Let p* and p* be the respective densities of A(x) and A(z') on the space Y with respect to some
reference measure. Then, the privacy loss between A(x) and A(z') evaluated at point y € Y is:

civn-ve(43).
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Further, we refer to the privacy loss random variable to be L (x,x') := LA(A(z); x, x"). When the
algorithm A and the neighboring datasets are clear from context, we drop them from the privacy loss,

ie. L(y) = La(y;x,a") and L = Lx(x,2").

Many existing privacy composition analyses leverage a variant of DP called (approximate) zero-
concentrated DP (zCDP), introduced by Bun and Steinke|[2016]. Recall that the Rényi Divergence
of order A\ > 1 between two distributions P and () on the same domain is written as the following
where p(-) and ¢(+) are the respective probability mass/density functions,

oy, )
DA(P||Q) := y— log (E””P KQ(YJ)) D

Since we study fully adaptive privacy composition (where privacy parameters can be chosen adap-
tively), we will use the following conditional extension of approximate zCDP, in which the zCDP
parameters of a mechanism A can depend on prior outcomes.

Definition 2.3 (Approximate zCDP [Whitehouse et al.| [2023]]). Suppose A : X x Z — Y with
outputs in a measurable space (), G). Suppose 6,p : Y — Rx. We say the algorithm A satisfies
conditional §(z)-approximate p(z)-zCDP if, for all z € Z and any neighboring datasets x,x', there
exist probability transition kernels P', P, Q', Q" : Z x G — [0, 1] such that the conditional outputs
are distributed according to the following mixture distributions:

A(;2) ~ (1= 0(2))P'(- | 2) + 0(2) P"(
Az'sz) ~ (1= 0(2))Q'(- | 2) +6(2)Q"(

where for all A\ > 1, DA(P'(- | 2)||Q'(- | 2)) < p(2)A and Dx(Q’
Vz € Z.

z)
z),
(-

| DIP'C [ 2) < p(2)A

The following results establish the relationship between zCDP and DP and the composition of zCDP.

Lemma 2.1 (Bun and Steinke| [2016]). If M : X — Y is (&,0)-DP, then M is 0-approximate
€2 /2-zCDP. If M is §-approximate p-zCDP, then M is (p + 2+/plog(1/8"),6 + 6" )-DP for §" > 0.

Lemma 2.2 (Bun and Steinke| [2016]). If My : X — Y is 61-approximate p1-zCDP and M- :
X x Y — V' is dy-approximate po-zCDP in its first coordinate, then M : X — )’ where M (x) =
(M (x), Ma(x, My (x))) is (61 + d2)-approximate (p1 + p2)-zCDP.

3 Privacy Filters

In order for us to reason about the overall privacy loss of an interaction with a sensitive dataset, we
will use the framework of privacy filters, introduced in|Rogers et al.|[2016]. Privacy filters allow an
analyst to adaptively select privacy parameters as a function of previous outcomes until some stopping
time that determines whether a target privacy budget has been exhausted. To denote that privacy
parameters may depend on previous outcomes, we will write p,, (x) to mean the privacy parameter
selected at round 7 that could depend on the previous outcomes A;.,,—1(z), and similarly for d,,(z).
We now state the definition of privacy filters in the context of approximate zCDP mechanisms.

Definition 3.1 (Privacy Filter). Let (A,, : X — Y),>1 be an adaptive sequence of algorithms such
that, foralln > 1, A, (- ;Y1:n-1) IS On(Y1.n—1)-approximate p,,(y1.n—1)-zCDP for all y1.,—1 €
Yl Lete > 0and § > 0 be fixed privacy parameters. Then, a function N : Y>* — N is an
(e, 0)-privacy filter if

1. for all (y1,y2, ) € Y*°, N(y1,y2, ) is a stopping time with respect to the natural

filtration generated by (A, (x))n>1, and

2. Ayn) (o) is (¢, 0)-differentially private where N (x) = N(Ay(x), Ao(x),---).

‘Whitehouse et al.| [2023]] showed that we can use composition bounds from traditional differential

privacy (which required setting privacy parameters for the interaction prior to any interaction) in the
more adaptive setting, where privacy parameters can be set before each query.

Theorem 1. Suppose (A, : X — Y)n>1 is a sequence of algorithms such that, for any n > 1,
A (-5 y1:n—1) i 0p(Y1.n—1)-approximate p,,(y1.n—1)-zCDP for all y1.,—1. Let € > 0 and 6 > 0,
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6" > 0 be fixed privacy parameters. Consider the function N : RS, — N given by the following
where 6 <3 11 Om(Y1:m—1) for all y1,y2, - - and

. 1
N(y1,y2,-+) :=inf¢{n:e<2 |log (5//> Z P (Y1:m—1) + Z P (Y1:m—1)

m<n+1 m<n+1

Then, the algorithm Ay.n(.)(+) is (€,0 + 8" )-DP, where N (z) := N ((An(2))n>1). In other words,
N is an (¢, )-privacy filter.

4 Ex-post Private Mechanisms

Although privacy filters allow a lot of flexibility to a data analyst in how they interact with a sensitive
dataset while still guaranteeing a fixed privacy budget, there are some algorithms that ensure a
bound on privacy that is adapted to the dataset. Ex-post private mechanisms define privacy loss as a
probabilistic bound which can depend on the algorithm’s outcomes, so some outcomes might contain
more information about an individual than others [Ligett et al., 2017, Whitehouse et al., [2022]. Note
that ex-post private mechanisms do not have any fixed a priori bound on the privacy loss, so by default
they cannot be composed in a similar way to differentially private mechanisms.

Definition 4.1. Let A : X x Y — Z be an algorithm and £ : Z x Y — Rx>( a function. We say
A(-5y) is (E( 5v),0(y))-ex-post private for all y € Y if, for any neighboring inputs © ~ ', we
have Pr [L(A(z;y)) > E(A(x;y);9)] < 0(y) forally € Y.

We next define a single noise reduction mechanism, which will interactively apply sub-mechanisms
and stop at some time k, which can be random. Each iterate will use a privacy parameter from an
increasing sequence of privacy parameters (s(") :n > 1) set in advance and the overall privacy will
only depend on the last privacy parameter €(*), despite releasing noisy values with parameters ¢
for ¢ < k. Noise reduction algorithms will allow us to form ex-post private mechanisms because
the privacy loss will only depend on the final outcome. We will write M : X — Y* to be any
algorithm mapping databases to sequences of outputs in ), with intermediate mechanisms written as
M®) : X — Y for the k-th element of the sequence and M (1:%) : X — V¥ for the first k elements.
Let 1 be a probability measure on ), for each k£ > 1 let 1y, be a probability measure on V.. and let
1" be a probability measure on Y*. We assume that the law of M (k) (z) on ) is equivalent to u, the
law of M (z) on V* is equivalent to 1*, and the law of M (*¥) () on V* is equivalent to sy, for every
k and every . Furthermore, we will write £ to be the privacy loss of M, L) be the privacy loss of
M), and £1*) to be the privacy loss of the sequence of mechanisms M (*¥). We then define noise
reduction mechanisms more formally.

Definition 4.2 (Noise Reduction Mechanism). Let M : X — Y be a mechanism mapping
sequences of outcomes and x, J: be any neighboring datasets. We say M is a noise reduction
mechanism if for any k > 1, L% = £,

We will assume there is a fixed grid of time values t() > ¢(2) > ... > ¢(%) > 0. We will typically
think of the time values as being inversely proportional to the noise we add, i.e. t() = (1 / E(i))Q

where e() < £(2) < ... An analyst will not have a particular stopping time set in advance and
will instead want to stop interacting with the dataset as a function of the noisy answers that have
been released. It might also be the case that the analyst wants to stop based on the outcome and the
privatized dataset, but in this work we consider stopping times that can only depend on the noisy
outcomes or possibly some public information, not the underlying dataset.

Definition 4.3 (Stopping Function). Let A : X — Y be a noise reduction mechanism. For v € X,
let (F*) () pen be the filtration given by F ) (z) := o (AW (x) : i < k). A function T : Y>*° — N
is called a stopping function if for any © € X, T(x) := T(A(x)) is a stopping time with respect to
(Fk) (x))k>1. Note that this property does not depend on the choice of measures i, t* and (.

We now recall the noise reduction mechanism with Brownian noise [Whitehouse et al., |[2022].

Definition 4.4 (Brownian Noise Reduction). Let f : X — R< be a function and (t(k))kzl be a
sequence of time values. Let (B(t))tzo be a standard d-dimensional Brownian motion and T' :

q
15837 https://doi.org/10.52202/075280-0696



(R4 — N be a stopping function. The Brownian mechanism associated with f, time values
(k) k>1, and stopping function T' is the algorithm BM : X — ((0 tM] x RY)* given b
() k> pping 4 ) given by

() (")
BM(x) : (t ,f(I) + B )kST(x) '

We then have the following result.

Lemma 4.1 (Whitehouse et al.| [2022]]). The Brownian Noise Reduction mechanism BM is a noise
reduction algorithm for a constant stopping function T'(x) = k. Furthermore, we have for any
stopping function T : Y>° — N, the noise reduction property still holds, i.e. L&T@) = £(T(=)),

Another noise reduction mechanism uses Laplace noise from [Koufogiannis et al.|[2017]], Ligett et al.
[2017]], which we consider in Appendix [C|

S General Composition of Ex-post Private Mechanisms

We consider combining zCDP mechanisms with mechanisms that satisfy ex-post privacy. We consider
a sequence of mechanisms (4,, : X — )),,>1 where each mechanism may depend on the previous
outcomes. At each round, an analyst will use either an ex-post private mechanism or an approximate
zCDP mechanism, in either case the privacy parameters may depend on the previous results as
well. We will write 0,,(x) := 6, (A1(x), -+ , An—1)(x)), pn(x) := p(A1(x), -, Ap—1)(z)), and
En(An(z)i2) 1= En(An(z); A1 (2), -, A1 ().

Definition 5.1 (Approximate zCDP and Ex-post Private Sequence). Consider a sequence of mecha-
nisms (Ay)n>1, where A, © X — Y. The sequence (Ay,)n>1 is called a sequence of approximate
zCDP and ex-post private mechanisms if for each round n, the analyst will select A,,(+) to be 6,,(-)-
approximate py,(-)-zCDP given previous outcomes A;(-) for i < n, or the analyst will select A, () to
be (E,(An(") ;+), 00 (-))-ex-post private conditioned on A;(-) for i < n. In rounds where zCDP is
selected, we will simply write £;(A;(+);-) = 0, while in rounds where an ex-post private mechanism
is selected, we will set p;(-) = 0.

We now state a composition result that allows an analyst to combine ex-post private and zCDP
mechanisms adaptively, while still ensuring a target level of privacy. Because we have two different
interactive systems that are differentially private, one that uses only zZCDP mechanisms and the other
that only uses ex-post private mechanisms, we can then use concurrent composition, see Appendix [A]
for more details.

Theorem 2. Lete,e’,0,6’,6"” > 0. Let (Ay,)n>1 be a sequence of approximate zCDP and ex-post
private mechanisms. We require that the ex-post private mechanisms that are selected at each round
n to have ex-post privacy functions &, that do not exceed the remaining budget from €. Consider the
following function N : Y>° — N as the following for any sequence of outcomes (Yp,)n>1

N((yn)nZh (yn) = inf {NZCDP((yl:nfl)nZIL Npost((yn)nZI)} )

where N,cop ((Yn)n>1) is the stopping rule given in Theoremwith privacy parameters €,0,0" and
Npost ((Yn)n>1) is the stopping rule where the sum of realized &, (yn; Y1, - - - , Yn—1) values cannot go
above €' nor can the sum of 8, (y1, -+, yn—1) go above &' (see Lemmal[B.2|with privacy parameters
€',0'). Then, the algorithm Ay, n(.y(-) is (e +€',0 + 0" +0")-DP, where N(x) = N ((An(7))n>1) -

Although we are able to leverage advanced composition bounds from traditional differential privacy
for the mechanisms that are approximate zCDP, we are simply adding up the ex-post privacy guaran-
tees, which seems wasteful. Next, we consider how we can improve on this composition bound for
certain ex-post private mechanisms.

6 Brownian Noise Reduction Mechanisms

We now consider composing specific types of ex-post private mechanisms, specifically the Brownian
Noise Reduction mechanism. From Theorem 3.4 inWhitehouse et al.|[2022], we can decompose the
privacy loss as an uncentered Brownian motion, even when the stopping time is adaptively selected.

A
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Theorem 3 (Whitehouse et al.[[2022[]). Let BM be the Brownian noise reduction mechanism associated
with time values (t\*));>1 and a function f. All reference measures generated by the mechanism are
those generated by the Brownian motion without shift (starting at f(x) = 0). For neighbors © ~ 1

and stopping function T, the privacy loss between BU T @) () and BT D) (2') is given by

1f(z') = f(2)]]2 f@") — f(z) (T D)
(TG <|f(fv’)f(rc)lz’B >

This decomposition of the privacy loss will be very useful in analyzing the overall privacy loss of a
combination of Brownian noise reduction mechanisms. In Appendix [C] we provide a more general
analysis than in[Whitehouse et al.|[2022] to show that both the Laplace noise reduction from |Ligett
et al. [2017]] and the Brownian noise reduction Whitehouse et al.|[2022]] are indeed noise reduction
mechanisms and give the form of the privacy loss at an adaptive stopping time.

1@, o~ @) = f(@)]3
£ (2,2) = =@

+

6.1 Backward Brownian Motion Martingale

We now present a key result for our analysis of composing Brownian noise reduction mechanisms.
Although in Whitehouse et al.|[2022]], the ex-post privacy proof of the Brownian mechanism applied
Ville’s inequality [for proof, cf. Howard et al.,[2020, Lemma 1] to the (unscaled) standard Brownian
motion (B®™),~, it turns out that the scaled standard Brownian motion (B® /t) forms a backward
martingale [cf. Revuz and Yor, 2013} Exercise 2.16] and this fact is crucial to our analysis.

Lemma 6.1 (Backward martingale). Let (B(t)) be a standard Brownian motion. Define the reverse
filtration g = U(B(“); u > t), meaning that ¢ > g if s < t. For every real \, the process

M® = exp(ABW /t — X2/(2t)); ¢ >0

is a nonnegative (reverse) martingale with respect to the filtration G = (G (t)). Further, at any t > 0,
E[M®] =1, M) = 1 almost surely, and E[M ()] < 1 for any stopping time T with respect to G
(equality holds with some restrictions). In short, M(7) is an “e-value” for any stopping time T — an
e-value is a nonnegative random variable with expectation at most one.

Let B; = (BY))tZO, By = (Bét))tzo, ... be independent, standard Brownian motions, with cor-
responding backward martingales M, (Ml(t))f,zo, My = (Mz(t))tzo, ... and (internal to each
Brownian motion) filtrations G; = (ggt))tzo, Go = (Qét))tzo, ... as defined in the previous lemma.

Select time values (tgk)) k>1. Let a Brownian noise reduction mechanism BM; be run using B
and stopped at 7;. Then E[Ml(n)] < 1 as per the previous lemma. Based on outputs from the

BM;, we choose time values (tgk))kzl IS (T(B;t);t > 71) := F1. Now run the second Brownian
noise reduction BM, using B, stopping at time 75. Since B1, By are independent, we still have that

IE[MQ(TQ) |F1] < 1. Let 75 := J((B%t))tzfl, (Bét))th) be the updated filtration, based on which
we choose time values (ték)) k>1. Because B3 is independent of the earlier two, at the next step, we

still have E[M. :,ETB) |F2] < 1. Proceeding in this fashion, it is clear that the product of the stopped
e-values F,,,, where

m m B(TS) )\2 m 1
Ep = [ M) = A e D Y 1
s exp ( 2 = 9 s ) ( )

s=1 s=1

is itself a (forward) nonnegative supermartingale with respect to the filtration F = (F,,),,>1, with
initial value FEy := 1. Applying the Gaussian mixture method [cf. Howard et al., 2021, Proposition

5], we get that for any v, d > 0 and with ¢ (¢;7,0) := \/(t + ) log (g—::),

m BgTs)

>

s=1 s

Pr | sup
m>1

>3 Qigwﬂ D Urayd| o] <6

s€m] s€[m]

This then provides an alternate way to prove Theorem 3.6 in[Whitehouse et al.|[2022].
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Theorem 4. Let (T;);>1 be a sequence of stopping functions, as in Deﬁnition and a sequence
of time values (tgj ) : j € [ki])i>1. Let BM; denote a Brownian noise reduction with statistic f; that
can be adaptively selected based on outcomes of previous Brownian noise reductions and f; has

{o-sensitivity 1. We then have, for any v,6 > 0,

sup Pr [Z ﬁ%j(”” > (Z 1/t§Ti($));’y,5>] <.
wa! i=1 i=1

In other words, (BMELT"('))) is (1/1 (Zfil l/tETi’(')); , 5) ,5) -ex post private.

i>1
6.2 Privacy Filters with Brownian Noise Reduction Mechanisms

Given Lemmal6.T|and the decomposition of the privacy loss for the Brownian mechanism given in
Theorem 3] we will be able to get tighter composition bounds of multiple Brownian noise reduction
mechanisms rather than resorting to the general ex-post privacy composition (see Lemma[B.2]in the
appendix). It will be important to only use time values with the Brownian noise reduction mechanisms
that cannot exceed the remaining privacy loss budget. We then make the following condition on
the time values ( 4 ));?;1 that are used for each Brownian noise reduction given prior outcomes

Y1, ,Yn—1 from the earlier Brownian noise reductions with time values (tz(-j ))?;1 and stopping
functions 7; for 7 < n and overall budget p > 0
1 1
—ay SpP— Ty 2
Qt’g‘?n) fKZn QtZ(Tz (ym))

Lemma 6.2. Let p > 0 and consider a sequence of (BMy,),>1 each with statistic f, : X — R4 with
Uy sensitivity 1, stopping function T,,, and time values ( $ﬂ ));?;1 which can be adaptively selected and
satisfies ). Consider the function N : Y*° — N U {oco} where ) contains all possible outcome

streams from (BMy,),>1 as the following for any sequence of outcomes (Ypn)n>1:

. 1
N((a)az1) =inf §nip= 37 — s

i€[n]

Then, for § > 0, BMy.n(.)(+) is (p + 2+/plog(1/0),6)-DP, where N (x) = N((BMp())n>1)-

One approach to defining a privacy filter for both approximate zCDP and Brownian noise reduction
mechanisms would be to use concurrent composition, as we did in Lemma in the appendix.
However, this would require us to set separate privacy budgets for approximate zCDP mechanisms
and Brownian noise reduction, which is an extra (nuissance) parameter to set.

‘We now show how we can combine Brownian noise reduction and approximate zCDP mechanisms
with a single privacy budget. We will need a similar condition on the time values selected at each
round for the Brownian noise reduction mechanisms as in (). Note that at each round either an
approximate zCDP or Brownian noise reduction mechanism will be selected. Given prior outcomes

Y1, »Yn—1 and previously selected zCDP parameters p1, p2(y1), - , Pn(y1.n—1) — noting that
at round n where BM is selected we have p,, (y1.,—1) = 0 or if a ZCDP mechanism is selected we
simply set k,, = 1 and t(%) = 0 — we have the following condition on p,,(y1.,—1) and the time
values ( 55 ));?;1 if we select a BM at round n and have overall budget p > 0,
0< L < 1 3
< m‘f'fon(yl:n—l) _P_Z Pi(ylzi—l)‘f'm . 3)
Qt” <n 2tz’

Theorem 5. Let p > 0 and 6 > 0. Let (A,,)n>1 be a sequence of approximate zCDP and ex-post
private mechanisms where each ex-post private mechanism at round n is a Brownian Mechanism
with an adaptively chosen stopping function T, a statistic f,, with {y-sensitivity equal to 1, and

time values (tﬁf));?;l that satisfy the condition in (3). Consider the function N : Y — N as the
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following for any sequence of outcomes (yp)n>1 -

N((yn)nzl) =inf{n:6< Z 0i(y1:i—1) orp = Z (pi(ylzi—l) + 1)

(Ti(y1:4))
i€[n+1] i€n] 2t;

Then for 6" > 0, the algorithm A,y (-) is (p +2+/2plog(1/6"),6 + 8")-DP, where the stopping
function is N(z) = N((An(x))n>1)-

7 Application: Bounding Relative Error

Our motivating application will be returning as many counts as possible subject to each count being
within a% relative error, i.e. if y is the true count and § is the noisy count, we require ||§/y| — 1| < .
It is common for practitioners to be able to tolerate some relative error to some statistics and would
like to not be shown counts that are outside a certain accuracy. Typically, DP requires adding a
predetermined standard deviation to counts, but it would be advantageous to be able to add large
noise to large counts so that more counts could be returned subject to an overall privacy budget.

7.1 Doubling Method

A simple baseline approach would be to use the “doubling method", as presented in [Ligett et al.
[2017]. This approach uses differentially private mechanisms and checks whether each outcome
satisfies some condition, in which case you stop, or the analyst continues with a larger privacy loss
parameter. The downside of this approach is that the analyst needs to pay for the accrued privacy loss
of all the rejected values. However, handling composition in this case turns out to be straightforward
given Theorem I] due to[Whitehouse et al|[2023]. We then compare the ‘doubling method" against
using Brownian noise reduction and applying Theorem [5

We now present the doubling method formally. We take privacy loss parameters (1) < ¢(2) < ...
where e(t1) = \/2¢() Similar to the argument in Claim B.1 in [Ligett et al.| [2017], we use the
/2 factor because the privacy loss will depend on the sum of square of privacy loss parameters, i.e.
S (e)2 up to some iterate m, in Theorem |l|as p; = (¢(V)2/2 is the zCDP parameter. This
means that if £* is the privacy loss parameter that the algorithm would have halted at, then we might
overshoot it by y/2¢*. Further, the overall sum of square privacy losses will be no more than 4(£*)2.
Hence, we refer to the doubling method as doubling the square of the privacy loss parameter.

7.2 Experiments

We perform experiments to return as many results subject to a relative error tolerance o and a privacy
budget £,6 > 0. We will generate synthetic data from a Zipf distribution, i.e. from a density
f(k) < k=@ fora > 0 and k € N. We will set a max value of the distribution to be 300 and @ = 0.75.
We will assume that a user can modify each count by at most 1, so that the ¢y-sensitivity is 300 and
{-sensitivity is 1. See Figure[3|in Appendix [B]for the data distribution we used.

In our experiments, we will want to first find the top count and then try to add the least amount of
noise to it, while still achieving the target relative error, which we set to be o = 10%. To find the top
count, we apply the Exponential Mechanism [McSherry and Talwar, |2007] by adding Gumbel noise
with scale 1/egy to each sensitivity 1 count (all 300 elements’ counts, even if they are zero in the
data) and take the element with the top noisy count. From Cesar and Rogers|[2021]], we know that the
Exponential Mechanism with parameter gy is £Zy;/8-zCDP, which we will use in our composition
bounds. For the Exponential Mechanism, we select a fixed parameter egy = 0.1.

After we have selected a top element via the Exponential Mechanism, we then need to add some
noise to it in order to return its count. Whether we use the doubling method and apply Theorem I for
composition or the Brownian noise reduction mechanism and apply Theorem 5] for composition, we
need a stopping condition. Note that we cannot use the true count to determine when to stop, but we
can use the noisy count and the privacy loss parameter that was used. Hence we use the following
condition based on the noisy count ¢ and the corresponding privacy loss parameter ¢(*) at iterate i:

l—a<|+1/eD)/(G—-1/eD)| <14+a and |j>1/e9.

Q
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Note that for Brownian noise reduction mechanism at round n, we use time values tg,,l ) =1 / (553 ))2.
We also set an overall privacy budget of (¢,6”) = (10,107°). To determine when to stop, we will
simply consider the sum of squared privacy parameters and stop if it is more than roughly 2.705,
which corresponds to the overall privacy budget of ¢ = 10 with 6" = 1075, If the noisy value from
the largest privacy loss parameter does not satisfy the condition above, we discard the result.

We pick the smallest privacy parameter squared to be (521 ) )2 = 0.0001 for each n in both the noise
reduction and the doubling method and the largest value will change as we update the remaining
sum of square privacy loss terms that have been used. We then set 1000 equally spaced parameters
in noise reduction to select between 0.0001 and the largest value for the square of the privacy loss
parameter. We then vary the sample size of the data in {8000, 16000, 32000, 64000, 128000} and
see how many results are returned and of those returned, how many satisfy the actual relative error,
which we refer to as precision. Note that if 0 results are returned, then we consider the precision to
be 1. Our results are given in Figure[2] where we give the empirical average and standard deviation
over 1000 trials for each sample size.

1000 Precision with (10,1e-06)-DP Results Returned with (10,1e-06)-DP

T a - . A BM ===
i 250 DGM
09751 | | [
A A A i +

0.950 L ik il 200

0,925 B
o €
o] 2 150 ===
2 0.900 &
¢ 2
= H

0.875 & 100

s
0.850
50 =
08251 1 gm
DGM ==

0.800

8000 16000 32000 64000 128000 8000 16000 32000 64000 128000
Sample Size Sample Size

Figure 2: Precision and number of results returned on Zipfian data for various sample sizes.

We also evaluated our approach on real data from Reddit comments from
https://github.com/heyyjudes/differentially-private-set-union/tree/
ea7b39285dace35cc9e9029692802759f3e1c8e8/data.  This data consists of comments
from Reddit authors. To find the most frequent words from distinct authors, we take the set of all
distinct words contributed by each author, which can be arbitrarily large and form the resulting
histogram which has ¢, -sensitivity 1 yet unbounded /»-sensitivity. To get a domain of words to
select from, we take the top-1000 words from this histogram. We note that this step should also
be done with DP, but will not impact the relative performance between using the Brownian noise
reduction and the Doubling Gaussian Method.

We then follow the same approach as on the synthetic data, using the Exponential Mechanism
with egy = 0.01, minimum privacy parameter 553) = 0.0001, relative error = 0.01, and overall
(¢ = 1,8 = 1075)-DP guarantee. In 1000 trials, the Brownian noise reduction precision (proportion
of results that had noisy counts within 1% of the true count) was on average 97% (with minimum
92%) while the Doubling Gaussian Method precision was on average 98% (with minimum 93%).
Furthermore, the number of results returned by the Brownian noise reduction in 1000 trials was on
average 152 (with minimum 151), while the number of results returned by the Doubling Gaussian

method was on average 109 (with minimum 108).

8 Conclusion

We have presented a way to combine approximate zCDP mechanisms and ex-post private mechanisms
while achieving an overall differential privacy guarantee, allowing for more general and flexible types
of interactions between an analyst and a sensitive dataset. Furthermore, we showed how this type of
composition can be used to provide overall privacy guarantees subject to outcomes satisfying strict
accuracy requirements, like relative error. We hope that that this will help extend the practicality of
private data analysis by allowing the release of counts with relative error bounds subject to an overall
privacy bound.

10
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A Concurrent Composition

We will use concurrent composition for differential privacy, introduced by [Vadhan and Wang| [2021]]
and with subsequent work in [Lyu|[2022], Vadhan and Zhang|[2023]], in our analysis, which we define
next. We first define an interactive system.

Definition A.1. An interactive system is a randomized algorithm S : (Q x V)* x Q — Y with input
an interactive history (q1,v1), (q2,y2), (G, y¢) € (Q x V)t with a query q;+1 € Q. The output
of S is denoted yi 11 ~ S((qi,Yi)ic], Gt+1)-

Note that an interactive system may also consist of an input dataset x that the queries are evaluated
on, which will then induce an interactive system. In particular, we will consider two neighboring

datasets (9) and z(), which will then induce interactive systems Si(b) corresponding to input data
x(® forb € {0,1} and i € [k]. We will use the concurrent composition definition from Lyu| [2022].

Definition A.2 (Concurrent Composition). Suppose S1,--- , Sy are k interactive systems. The
concurrent composition of them is an interactive system COMP (S, - - , Si) with query domain
[k] x Q and response domain ). An adversary is a (possibly randomized) query algorithm A :
([k] x @ x V)* — [k] x Q. The interaction between A and COMP (S, - -- ,Sy) is a stochastic
process that runs as follows. A first computes a pair (i1,q1) € [k] x Q, sends a query q, 10 S;,
and gets the response y1. In the t-th step, A calculates the next pair (i, q;) based on the history,
sends the t-th query q; to S;, and receives y;. There is no communication or interaction between the
interactive systems. Each system S; can only see its own interaction with A. Let IT(A : Sy,--- , Sk)
denote the random variable recording the transcript of the interaction.

We will be interested in how much the distribution of the transcript of interaction changes for
interactive systems with neighboring inputs. We will say COM P(Sy,- -, Sk) is (g, 0)-DP if for all

neighboring datasets z(°), 2(1), we have for any outcome set of transcripts F, we have for b € {0,1}
PrIT(A: 5" ... S e B] < et PrIT(A: S .. SUP) e ] 6.

We then have the following result from |Lyu|[2022].

Theorem 6. Let Ay, --- , Ay be k interactive mechanisms that run on the same data set. Suppose

that each mechanism A; satisfies (€;,0;)-DP. Then COMP (A : Ay, --- , Ay) is (g,9)-DP, where

€, 0 are given by the optimal (sequential) composition theorem|Kairouz et al.|[2017], [Murtagh and
Vadhan| [2016|].

This result is very powerful because we can consider the privacy of each interactive system separately
and still be able to provide a differential privacy guarantee for the more complex setting that allows
an analyst to interweave queries to different interactive systems.

B Missing Proofs and Figures

B.1 Missing Proofs from Section 3]

We start with a simple result that states that ex-post mechanisms compose by just adding up the
ex-post privacy functions. Similar to our notation for privacy filters, we will denote &, (- ; z) as the
privacy loss bound for algorithm A,, conditioned on the outcomes of Aj.,,—1(x).

Lemma B.1. Fix a sequence 91, ,0,, > 0. Let there be a probability measure pi.,, on Y, for each

n and the product measure on Y1 X -+ X V. Consider mechanisms A, : X X H?;ll Vi = YVn
forn € [m] where each Ap (- ;y1.n—1) is (En( 5 Y1.:n—1), On )-ex-post private for all prior outcomes
Y1:n—1)- Then the overall mechanism Ay.,,,(+) is (31w Ei(Ai(+) 3+), >oiv, 0;)-ex-post private with
respect to the product measure.

Proof. We consider neighboring inputs z, ' and write the privacy loss random variable £ 4 (A(x))
for A in terms of the privacy losses £;(4;(x)) of each A; fori € [m)]

m

Pr|La(A(z)) < Z&(Az(m)az)

i=1

m m

D Li(Ai(x) < Y Ei(Ai(x); o)

i=1 i=1

= Pr
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Because each mechanism A; is  (&(- ;x),0;)-ex post private, we have
Pr[L;(A(z)) > & (Ai(z); )] < 0; and hence

Pr Zﬁi(Ai(x)) < Z&(Ai(x);if) >Pr| () {Li(Ai(2) < E(Ai(w);2)}

1€[m]

=1-Pr U {Li(A;(x)) > E(Ai(x);x)}

1€[m]
>1- Z Pr[L;(A;(x)) > & (Ai(z); x)]
i€[m]
>1- ) 4
i€[m]
Hence, we have Pr [£ 4 (A(z)) > Y it Ei(Ai(2);2)] < 2 ic[m) i» as desired. O

For general ex-post private mechanisms, this basic composition cannot be improved. We can simply
pick &; to be the same as the privacy loss £; at each round with independently selected mechanisms
A; at each round ¢ € [m]. We now show how we can obtain a privacy filter from a sequence of
ex-post mechanisms as long as each selected ex-post privacy mechanism selected at each round
cannot exceed the remaining privacy budget. We will write ¢,,(x) to denote the parameter §,, selected
as a function of prior outcomes from A; (z),- -+ , A,—1(x).

Lemma B.2. Let ¢ > 0 and § > 0 be fixed privacy parameters. Let (A, : X — Y)n>1 be a
sequence of (€, (- ;x), 6, (x))-ex-post private conditioned on prior outcomes y1.n—1 = A1.n—1()
where for all y; we have

n—1
> Eilyisx) <e.
=1

Consider the function N : Y*° — N where

N((Yn)n>1) =inf<n:e= Z Ei(yisx) or § < Z 0i(y1:i-1)

i€[n] i€[n+1]

Then the algorithm Ay.n(.)(-) is (¢,0)-DP where

Proof. We follow a similar analysis in [Whitehouse et al.| [2023]] where they created a filter for
probabilistic DP mechanisms, that is the privacy loss of each mechanism can be bounded with high
probability. We will write the corresponding privacy loss variables of A,, to be £,, and for the full
sequence of algorithms A;., = (Ay,---, A,), the privacy loss is denoted as L1.,.

Define the events
D:={3n<N(z): L1, >¢}, and E:={3In < N(x): L, > E(An(2);2)}.
Using Bayes rule, we have that
Pr[D] = Pr[D N E°] + Pr[D N E] < Pr[D|E‘] + Pr[E] = Pr[E],

where the last inequality follows from how we defined the stopping function N (x). Now, we show
that Pr[E] < 4. Define the modified privacy loss random variables (L, ),en by

~ {En n < N(z)

L, = .
" 0 otherwise
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Likewise, define the modified privacy parameter random variables En (-;2) and gn(m) in an identical
manner. Then, we can bound Pr[F] in the following manner:

Pr[En < N(x): L, > &,(An(z);z)] = Pr [Hn eEN:L, > gn(An(x),x)}

n=1
<35 [a] =[S h0| -5| T s <a
n=1 n=1 n<N(x)
as desired. O]

Proof of Theorem[2] We will separate out the approximate zCDP mechanisms, (42°PF),~; from

the ex-post private mechanisms (AP°S'),,~; to form two separate interactive systems. In this case,
the parameters that are selected can only depend on the outcomes from the respective interactive
system, e.g. p,(z) can only depend on prior outcomes to mechanisms AZ“PP () for i < n. From

Theorem | we know that A?CJ\II)EDP( y(-) is (¢,6 + 6")-DP. We denote L5 to be the privacy loss
random variable for the ex-post private mechanism at round n. We will also write the stopping time

. . post AY
(fo/r gl:;a ]f;(l;post private mechanisms as Npos¢ (). From Lemma we know that A}’ Nyoue (4)( ) is
e’ 0")-

From Theorem |6} we know that the concurrent composition, which allows for both Alf,olf]t ) (1) and
:Npos

Aig\%im(,)b) to interact arbitrarily, will still be (¢ + &', 6 + &' + §”)-DP. O

Remark 1. Note that although DP is closed under post-processing, ex-post privacy is not. We
typically say that any post processing function of a DP outcome is also DP with the same parameter.
Our privacy analysis depends on getting actual outcomes from BM, rather than a post-processed
value of it. However, we also say post processing ensures that no one can compromise privacy by
taking the outcome and trying to learn more about the dataset. With ex-post privacy, we are not
trying to ensure privacy of each outcome, but rather the full interaction, so the full interaction will
still be DP under any post processing of any intermediate outcomes.

B.2 Missing Remarks from Section[6]

We now write out some remarks regarding Theorem 4]

Remark 2. We note here that the stoppzn§ time of each Brownian noise reduction is with respect
toH = (HW) where H") = o( );u > t), but f(x) is constant so the shifted process is
equivalent to the of the non- shlfted process Q as deﬁned above.

Remark 3. For the multivariate case we have B™) = (BW[i] : i € [d]) where each coordi-
nate is an independent Brownian motion, and we will write the filtration G[i] to be the natu-

ral reverse filtration corresponding to the Brownian motion for index i. We then define G() =
o (B™],---,B™[d] : u>t). From Lemma we have the following for all A € R, i € [d],
and0 < s <t

Elexp(ABW[i]/t = A*/(20)) | GP[] < 1
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We then consider the full d-dimensional Brownian motion so that with a unit vector v =
(v[1],- -+ ,v[d]) € R? we have

d
exp()\ Z’U ]- B®[] /t—>|gs)1
T o ALY | s
(e (10 5002 510) 19°]

(2

E[ex ()\ oli] - BO[]/t — ;M> gt H]

Il
&=
E&

1

IN
s

B.3 Missing Proofs from Section [6]

Proof of Lemmal6.2] We use the decomposition of the privacy loss E( *) at round n > 1 for

Brownian noise reduction in Theoremthat is stopped at time value t( ) to get the following with
the natural filtration (F,, (z)),>1 generated by (A, (z)),>1. Recall that we have for the Brownian

motion (B,(f) )t>0 used in the Brownian noise reduction

aw _ o 1 BYY
BT AR

From Lemma we have for all A\ € R and n > 1 with time value t%k)

2 1
E |exp [ AX(®) — A—k | Froi(z)| <1, where X =k _
2tF) 2t

We then form the following process

MFr k) = exp ()\f:Xi(ki) _ zn: )‘2> ) '

Hence, with fixed time values (t%k"))nzl for n > 1 we have for all ),

E [Mffl"‘"k“) | Fn,l(x)} <1.

We then replace (k;);<, with an adaptive stopping time functions (73), .,,, rather than fixing them in

advance, in which case we rename M, ") ag MBM We know from Lemmal6.1|that MBM is still

an e-value for any n. We then apply the optional stopping theorem to conclude that with the stopping

time N(z) that E {MB“(’[ )} < 1. By the definition of our stopping time, so that ZN(””) Tl“”) =p,

we have for all \ ,

N(z)
E|exp| (A=1) Z LET"("D)) < rA-Dp,

We then set A\ = 2p2y/ plog(1/9)

2 to get

S L) > py2y/plog(1/5)
=1

We then have a high probability bound on the overall privacy loss, which then implies differential
privacy. O
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Proof of Theorem B} We will show that Ay, (.(-) is d-approximate p-zCDP and then use Lemma[2.1]
to obtain a DP guarantee stopping at N (x) as defined in the theorem statement.

We follow a similar analysis to the proof of Theorem 1 in Whitehouse et al.|[2023]]. Let P;.,, and Q1.5
denote the joint distributions of (A4, ..., A,,) with inputs x and ', respectively. We overload notation
and write P1.,(y1,...,Yn) and Q1.,(y1, - . ., yn) for the likelihood of ¥, . . ., ¥, under input  and
a’ respectively. We similarly write P, (v | Y1:n—1) and @Qp(Yn | Y1.n—1) for the corresponding
conditional densities.

For any n € N, we have

Pl:n(yla"' 7yn) = H Pm(ym | ylszl)a
1

m

=

Ql:n(yh T 7yn) = Qm(ym ‘ ylszl)-

m=1

When then show that the two likelihoods can be decomposed as weighted mixtures of P’ and P”, as
well as Q" and Q”, respectively such that the mixture weights on P’ and @)’ are at least (1 — ¢), and
forall A > 1,

max{pA (P'|Q) . D (Q’||P’)} < pA. @

By our assumption of approximate zCDP at each step n, we can write the conditional likelihoods of
P, and ), as the following convex combinations:

Pn(yn ‘ yl:nfl) = (1 - 5n(y1:n71))PrlL(yn | yl:nfl) + 5n(y1:n71)PrlLI(yn | y1:n71),

Qn(yn ‘ yl:n—l) == (1 - 6n(y1:n—1))Q;1,(yn | yl:n—l) + 6n(y1:n—1)Qg(yn | yl:n—l)a
such that for all A > 1 and all prior outcomes ¥;.,—1, we have both

D>\ (Pr/L( ‘ yl:n—l) ” an( | yl:n—l)) < pn(yl:n—l))‘v (5)
D)\ (Q;l( | yl:nfl) || PTIL( | yl:nfl)) S pn(ylznfl))“ (6)

Note that at each round, we either select an approximate zCDP mechanism or select a Brownian
noise reduction, and in the latter case d,,(x) = 0 and p,,(x) = 0, which then means P, = P, and

' = @y at those rounds n. We will write the distribution P .,, for any prefix of outcomes from
Aq(z), -+, An(x) and similarly we will write the distribution Q1.,, for the prefix of outcomes from
Aq(a),- - Ap(2"). We can then write these likelihood as a convex combination of likelihoods, using
the fact that Y~ | 6, (y1:n—1) < & forall y1, 92, -.

Pl:n(ylv' T 7yn) = (1 - 5) Hpé(yf‘ylszl) +6P1//n(y17 T 7yn) (7)
(=1

P (Y1, 3yn)

QW1+ s yn) = (1= 08) [ Quwelyre—1) +0Q10 (wr, -+, yn)- ®)

{=1

/1:n,(y17'” 7yn)

For any fixed A > 1 and & > 1, consider the following filtration 7/ = (F},),>1 where F,, =
o(Y{, -, Yo), with Y] ~ PL Y5 | Y] ~ Py(- [ Y]), - Vi [ Yy ~ B | YY)

‘We will first consider the Brownian noise reduction mechanisms with time values (tﬁ,’“ tk > 1)p>1
to be stopped at fixed rounds (k,,)>1, although not every round will have a Brownian noise reduction
mechanism selected with Brownian motion (B,(f))t>o. We will write out the privacy loss for the

Brownian noise reduction mechanisms stopped at rounds (k,,),,>1 as Eg:k") where from Theorem
we have,
1 B/’(lkTI )

+ =
9ty T )

) = gl =
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We will add the noise reduction outcomes to the filtration, so that F/ =
oY{,---,Y 4, (B,(f))tzkn). From Lemma we know for all A € R

2
E [exp (A (5511:k"') - 1k ) - /\k ) | ]:5—1]
otkn) ) oplkn)

. AA+1
=FE {exp (Aﬁg'k") _AArl) (:) )> | ]:7/1/1]
2ty "

<1

We then replace (k;);<,, with an adaptive stopping time functions (7;);<, with corresponding
stopping times (7;(x));<n,. rather than fixing them in advance, in which case we rename L) ag
LB and the same inequality still holds with the filtration )/ = o(Y{,---, Y, 4, (Bﬁf))tZTn(m)).
Note that we will call Y;, = (f(x) + B,(lt))tZTn(m) so that 7/ = F,.

Atrounds n where a Brownian noise reduction mechanism is not selected, we simply have 1/ t(k "=

and ﬁg,l thn) _

L], where

= (. We also consider the modified privacy losses for the approximate zCDP mechanisms

P/ n n
L, = L (y1:n) = log (Q;((Zuzi))) , where y1.,, ~ Pj,,.

Due to mechanisms being zCDP, we then have for any A > 1
E [exp (A= 1)L}, = AA = D)pn (Y], 1)/2) | Fa] <1
Because at each round n, the mechanism selected is either approximate zCDP or a Brownian noise

reduction with a stopping function, we can write the privacy loss at each round i as the sum £ + £
so that for all A > 1 we have

1
X o= Z {Ei + L= (pi(yll:n1> + t(T(‘T)> } ) ©

i<n %
M = exp (()\ - 1)X,(ﬁ>) . (10)
We know that (1) is a supermartingale with respect to (F,),>1. From the optional stopping
theorem, we have
N

This will ensure (@) holds. Although for rounds n where we select a Brownian noise reduction we
have P, = P, and Q}, = Q,,, we still need to show that for rounds n where approximate zCDP
mechanisms were selected the original distributions P,, and @),, can be written as weighted mixtures
including P/, and Q/,, respectively. This follows from the same analysis as in Whitehouse et al.
[2023]], so that for all outcomes 1, y2, - - - Where Zle 0n(y1:n—1) < d we have

n
Pl:n(ylay27"' ayn Z H P ym | Y1:m— 1)

m=1

and similarly for Q1.,,. As is argued in Whitehouse et al.| [2023]], it suffices to show that the two
likelihoods of the stopped process P1.y and 1. can be decomposed as weighted mixtures of P 5
and P;’ ; as well as Q. and Q. 5, respectively such that the weights on Py, y, and Q. are at least
1 — é. Note that from our stopping rule, we haven for all A > 0

E[MG) <1 = B [AT08 @] < A0+,
We then still need to convert to DP, which we do with the stopping rule N (z) and the conversion
lemma between approximate zCDP and DP in Lemma[2.1]

O
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Data Distibution
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Figure 3: Data from a Zipf Distribution with parameter a = 0.75 and max value of 300.

B.4 Data Distribution Plot from Section 7]

In Section[7]we generate data from a Zipfian distribution, which we present in Figure 3]

C Noise Reduction Mechanisms

We provide a more general approach to handle both the Laplace and Brownian noise reduction
mechanisms from |Koufogiannis et al.|[2017]], |Ligett et al.|[2017]], [Whitehouse et al.|[2022]. Consider
a discrete set of times {a(!)} with 0 < a{?) < b. We will allow the stopping time and the number
of steps to be adaptive. We will handle the univariate case and note that the analysis extends to the
multivariate case. We will write time functions (¢(*), k > 1) to satisfy the following

oM =b>0,
d*) : {aD} x R = {a} such that ¥ (¢, z) < t forall (¢, 2) € {a} x Rand k > 2.

Consider the noise reduction mechanisms where we have M(P) = (1) = p, M (19 (z) = f(x) +

Z(t™M)) where Z(t) is either a standard Brownian motion or a Laplace process Koufogiannis et al.
[2017]], and for £ > 1 we have

MO () = 60 (=19 (), M9 (),
MO () = f(2) + Z(MED ().

We will then write

MW (@) = (MED (@), MED (@), -, (MO (@), MO () )

We then consider the extended mechanism M*(z) = (T'(z), MT(®) (1)), where T () is a stopping
function. Hence, M *(x) takes values in Z x ((0,b) x R)°°* where ((07 b] x R)>™ is a collection of
all finite sequences of the type ((t(?),2()) : i € [k]) for k =1,2,--- and 0 < t*) < ... (1) =
and 2 € R fori € [k].

Let m™ be the probability measure on this space generated by M *(z*) where z* is a point where
f(z*) = 0. Note that z* might be a fake value that needs to be added to make the function equal
zero. Let m(x) be the probability measure on this space generated by M*(x). We will then compute
densities with respect to m*.
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Let A be a measurable set in Z x ((0,b] x R)*>*. Let AU) C A on which the last (smallest)
p-coordinate of every point is equal to a?). Then

Pr[M*(z) € Al =Y Pr[M*(x) € AD)].

By construction, M*(z) is a function of (Z(t) + f(x),0 <t < b). Therefore, for each j, we have
Pr{M*(2) € AD] = Pr((Z(t) + £(2),0 < t < b) € (M*)"L(AD)]

where the set of paths is of the following form for a measurable subset D) € C([a"),b]) of

continuous functions on [a7) b]:

(M*)~L(AW)) = {(y(t) L0<t<b):(yt) W) <t<b)e D(j)} .

The standard Brownian motion and the Laplace process both have independence of increments, so
we have the following with p; as the density for Z(t)

Pr[(Z(t) + f(x): 0 <t <b) e {(y(t): 0 <t <b): (y(t): a¥) <t <b)e DU}
=Pr[(Z(t) + f(z): a9 <t <b) € DV]
P (Z(a) — f(fﬂ))]
Pat (Z(al9)))
Prrsy.a gy (Z(MT @D (g7)) — f(x))]

E {1 {(Z(t) ca¥) <t<b)e D(j)}

=E

14 M*(z*) € AY -
{pr@) e a9} Parr e ey (ZIT@ D (27)))

where the second equality follows from the fact that the law of a shifted process with independent
increments on (a(J)7 b) is equivalent to the law of the non-shifted process and its density is the ratio
of the two densities evaluated at its left most point. We then conclude that

Parre) ) (o) (Z(MT@IP) (2%)) — f(z))
P (@) (Z(MTE)P) (3%)))
Therefore m(x) is absolutely continuous with respect to m*. To write the density (the Radon-

Nikodym derivative), recall that the density is evaluated at some point s € Z x ({a()} x R)>*, Let
t(s) be the smallest p-value in s and z(s) be the corresponding space value. Then we have

_ dm(x) (s) = Pis) (2(8) — f(@))
dm* Pis) (2(8)) .

PriM*(z) € A]=E |1 {M"(z") € A}

P s)

Similarly, we consider M;*  (x) = (T (x), MT®)(x)) so that the state space is Z x {a?)} x R. We
will write 77* to be the probability measure on this space generated by M5 (z*) and m(z) to be the
probability measure on this space generated by M’ (). We then compute densities with respect to
m*.

Let A now be a measurable subset of Z x {a)} x R and let AU) C A with the p-coordinate equal
to a?). Then we follow a similar argument to what we have above to show that

Parcre ) ) (o) (Z(M T @) (7)) — f(ﬂf))]

Pr[Myy(z) € A] = E |1 {Myy(2") € A}

Prr ) (o) (Z(MTE)0) (27)))

Hence, for (k,t,2) € Z x {a")} x R we have
dm(z) s — f(2))
(T@) (k,t,2) = k,t,z) = .

We then consider the privacy loss for both M*, denoted as £(17(®)) and M’ ,, denoted as £(7(®)),
under neighboring data x and z’. We have

2@y (o (Z (M T (@)p) —
LT 1o [ PuTm ZMTR@) ZJ@)Y _ e (1
pM<T<m>,p>(w)(Z(M 2P (z)) — f(2'))
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‘We then instantiate the Brownian noise reduction, in which case

(e = S l2) = exp (=57~ ) + ;t) — exp (f(ﬁ“) - f“) |

2t t 2t
Without loss of generality, consider the function g(y) = f(y) — f(«) so that we apply

log [P —9@) ) _ g(a) o 9@)?
Og / - ! Z|g(l’ )| + :
pe(z —g(a)) g (=)t 2t
We then use the Brownian motion (B(¢)):>¢ to get the privacy loss Eé,l,;T(w))

oy _ (F@) = f@)?  f@) ~ f(a)
i 21 (@) = @)
(f@)~ f@)? 1 ,

= SR @) - @)W (MR (@))

where (W (t) = z - B(t)) is a standard Brownian motion for |z| = 1.

(@) = ()] B (MTO) (@)

There is another noise reduction mechanism based on Laplace noise, originally from Koufogiannis
et al.|[2017] and shown to be ex-post private in|Ligett et al.| [2017]. We first show that it is indeed a
noise reduction mechanism with a stopping function and consider the resulting privacy loss random
variable. We focus on the univariate case, yet the analysis extends to the multivariate case.

We construct a Markov process (X (¢)):>0 with X (0) = 0 such that, for each ¢ > 0, X (¢) has the
Laplace distribution with parameter ¢, which has density p(z) = o exp (—|z|/t) for = € R. The

process we construct has independent increments, i.e. for any 0 < t() < ¢ < ... < ¢(¥) the
following differences are independent,

XY, X (M) — X (), ... X (t®)) — x (D).

Hence, the process is Markovian. The idea of constructing such a process is that a Laplace random
variable with parameter ¢ > 0 is a symmetric, infinitely divisible random variable without a Gaussian
component whose Lévy measure has density

e~ l2l/t
g(z;t) = T, z # 0.

Let U be an infinitely divisible random measure on [0, 0o) with Lebesgue control measure and local
Lévy density

Y(zt) =t 2e 1t 2 £0,t> 0. (12)
We define X (t) = U([0,t]), where t > 0. Then X (0) = 0 and for ¢ > 0, X (¢) is a symmetric,
infinitely divisible random variable without a Gaussian component, whose Lévy measure has the

density equal to
t t oo
/w(z;u)du:/ ufzef‘z‘/“du:/ e F5ds = g(z;t).
0 0 1/t

That is X (¢) is a Laplace random variable with parameter ¢ and the resulting process has independent
increments by construction. Note that the process (X ());>o has infinitely many jumps near 0. On
an interval [t ¢+(2)] with 0 < (1) < ¢() it is flat with probability (t(") /¢(2))2,

We can then describe the Laplace noise reduction algorithm in a way similar to the Brownian Noise
Reduction.

Definition C.1 (Laplace Noise Reduction). Let f : X — R? be a function and (t*)) k>1 4 sequence
of time values. Let (X (t))>0 be the Markov process described above independently in each coordi-
nate and T : (R?)* — N be a stopping function. The Laplace noise reduction associated with f, time
values (t(k))kzl, and stopping function T is the algorithm LNR : X — ((0,tM)] x RY)* given by

LNR(z) = LNRET®) () = (t(k),f(x) +X(f(k))> <)

We then aim to prove the following
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Lemma C.1. The privacy loss Ly for the Laplace noise reduction associated with f, time values
(t*))x>1, and stopping function T can be written as

Lo = L35 ™ = £,

Furthermore we have

Lo " = M(Tf)() (X T2 @))] - X (7D () = Ay(f)])

Proof. Because the Laplace process has independent increments, we get the same expression for the
privacy loss as in (TT)) where we substitute the Laplace process for Z(t), which has the following
density

e = F@) /(o) =exp (= (12 = 1@ - D).

We will again use g(y) = f(y) — f(x) for neighboring datasets z, 2’ with f(2’) > f(x) without loss
of generality to get

1
log (pe(z = g(2))/pe(z = (")) = =5 (|| =z = g(a")]).
Therefore, we have from (TI)) that
1:T(x T(x
LT _ o)

LNR

s (XQITOP@)] - X Q1T @) = |f(w) - )],

as desired. O

We now want to show a similar result that we had for the Brownian noise reduction mechanism in
Lemma but for the Laplace process. Instead of allowing general time step functions ¢/), we will
simply look at time values 0 < t(*) < ... < ¢t(1) = b so that

LT = s (X GTEN] — [X ) ~ () F))

This form of the privacy loss for the Laplace noise reduction might be helpful in determining whether
we can get a similar backward martingale as in the Brownian noise reduction case in Lemmal[6.1] We
leave the problem open to try to get a composition bound for Laplace noise reduction mechanisms
that improves over simply adding up the ex-post privacy bounds as in Theorem [B.T]
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