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Abstract

Federated Learning (FL) is a privacy-constrained decentralized machine learning
paradigm in which clients enable collaborative training without compromising
private data. However, how to learn a robust global model in the data-heterogeneous
and model-heterogeneous FL scenarios is challenging. To address it, we resort
to data-free knowledge distillation to propose a new FL method (namely DFRD).
DFRD equips a conditional generator on the server to approximate the training
space of the local models uploaded by clients, and systematically investigates
its training in terms of fidelity, transferability and diversity. To overcome the
catastrophic forgetting of the global model caused by the distribution shifts of
the generator across communication rounds, we maintain an exponential moving
average copy of the generator on the server. Additionally, we propose dynamic
weighting and label sampling to accurately extract knowledge from local models.
Finally, our extensive experiments on various image classification tasks illustrate
that DFRD achieves significant performance gains compared to SOTA baselines.
Our code is here: |https://anonymous.4open.science/r/DFRD-0C83/.

1 Introduction

With the surge of data, deep learning algorithms have made significant progress in both established
and emerging fields [[IH3]. However, in many real-world applications (e.g., mobile devices [4]],
IoT [5]], and autonomous driving [6]], etc.), data is generally dispersed across different clients (i.e.,
data silos). Owing to the high cost of data collection and strict privacy protection regulations, the
centralized training that integrates data together is prohibited [7, 8]. Driven by this reality, Federated
Learning (FL) [9} [10]] has gained considerable attention in industry and academia as a promising
distributed learning paradigm that allows multiple clients to participate in the collaborative training
of a global model without access to their private data, thereby ensuring the basic privacy.

Despite its remarkable success, the inevitable hurdle that plagues FL research is the vast heterogeneity
among real-world clients [[11]. Specifically, the distribution of data among clients may be non-I1ID
(identical and independently distributed), resulting in data heterogeneity [42] (1213} [841]]. It has
been confirmed that the vanilla FL. method FedAvg [14] suffers from client drift in this case, which
leads to severe performance degradation. To ameliorate this issue, a plethora of modifications [15-
211134, 39] for FedAvg focus on regularizing the objectives of the local models to align the global
optimization objective. All of the above methods follow the widely accepted assumption of model ho-
mogeneity, where local models have to share the same architecture as the global model. Nevertheless,
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when deploying FL systems, different clients may have distinct hardware and computing resources,
and can only train the model architecture matching their own resource budgets [22, 24], resulting in
model heterogeneity. In this case, to enable the FL systems with model homogeneity, on the one
hand, clients with low resource budgets, which may be critical for enhancing the FL systems, will be
discarded at the expense of training bias [43l 8, 23]]. On the other hand, keeping a low complexity
for the global model to accommodate all clients leads to performance drop due to the limited model
capacity [30]. Therefore, the primary challenge of model-heterogeneous FL is how to conduct model
aggregation of heterogeneous architectures among clients to enhance the inclusiveness of federated
systems. To solve this challenge, existing efforts fall broadly into two categories: knowledge distilla-
tion (KD)-based methods [40 45,44, 25127] and partial training (PT)-based methods [30} 128} 29, [31],
yet each of them has its own limitations. Concretely, KD-based methods require additional public
data to align the logits outputs between the global model (student) and local models (teachers).
But the desired public data is not always available in practice and the performance may decrease
dramatically if the apparent disparity in distributions exists between public data and clients’ private
data [33]]. PT-based methods send width-based sub-models to clients, which are extracted by the
server from a larger global model according to each client’s resource budget, and then aggregate these
trained sub-models to update the global model. PT-based methods can be considered as an extension
of FedAvg to model-heterogeneous scenarios, which means they are implementation-friendly and
computationally efficient, but they also suffer from the same adverse effects from data heterogeneity
as FedAvg or even more severely. In a word, how to learn a robust global model in FL. with both data
and model heterogeneity is a highly meaningful and urgent problem.
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Figure 1: The full pipeline for DFRD combined with a PT-based method. DFRD works on the server
and contains two phases, training generator and robust model distillation, where Lirqn, Ldiv, Lfid

and Ly, Ly are the loss objectives of the conditional generator and the global model, respectively.

To this end, we systematically investigate the training of a robust global model in FL with both data
and model heterogeneity with the aid of data-free knowledge distillation (DFKD) [135,136L153}159]. See
the related work in Appendix [A]for more DFKD methods. Note that the strategy of integrating DFKD
to FL is not unique to us. Recently, FedFTG [48]] leverages DFKD to fine-tune the global model in
model-homogeneous FL to overcome data heterogeneity, and DENSE [49] aggregates knowledge
from heterogeneous local models based on DFKD to train a global model for one-shot FL. They all
equip the server, which possesses powerful hardware and computing resources, with a generator to
approximate the training space of the local models (teachers), and train the generator and the global
model (student) in an adversarial manner. However, the local models uploaded per communication
round are not only architecturally heterogeneous but also trained on non-IID distributed private data
in the situation of both data and model heterogeneity. In this case, the generator tends to deviate from
the real data distribution. Also, its output distribution may undergo large shifts (i.e., distribution
shifts) across communication rounds, causing the global model to catastrophically forget useful
knowledge learned in previous rounds and suffer from performance degradation. To confront the
mentioned issues, we propose a novel Data-Free Robust Distillation FL. method called DFRD, which
utilizes a conditional generator to generate synthetic data and thoroughly studies how to effectively
and accurately simulate the local models’ training space in terms of fidelity, transferability and
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diversity [48}149]. To mitigate catastrophic forgetting of the global model, an exponential moving
average (EMA) copy of the conditional generator is maintained on the server to store previous
knowledge learned from the local models. The EMA generator, along with the current generator,
provides training data for updates of the global model. Also, we propose dynamic weighting and label
sampling to aggregate the logits outputs of the local models and sample labels respectively, thereby
properly exploring the knowledge of the local models. We revisit FedFTG and DENSE, and argue
that DFRD as a fine-tuning method (similar to FedFTG) can significantly enhance the global model.
So, we readily associate the PT-based methods in model-heterogeneous FL with the ability to rapidly
provide a preliminary global model, which will be fine-tuned by DFRD. We illustrate the schematic
for DFRD as a fine-tuning method based on a PT-based method in Fig.[I} Although FedFTG and
DENSE can also be applied to fine-tune the global model from the PT-based methods after simple
extensions, we empirically find that they do not perform as well, and the performance of the global
model is even inferior to that of local models tailored to clients’ resource budgets.

Our main contributions of this work are summarized as follows. First, we propose a new FL
method termed DFRD that enables a robust global model in both data and model heterogeneity
settings with the help of DFKD. Second, we systematically study the training of the conditional
generator w.r.t. fidelity, transferability and diversity to ensure the generation of high-quality synthetic
data. Additionally, we maintain an EMA generator on the server to overcome the global model’s
catastrophic forgetting caused by the distribution shifts of the generator. Third, we propose dynamic
weighting and label sampling to accurately extract the knowledge of local models. At last, our
extensive experiments on six real-world image classification datasets verify the superiority of DFRD.

2 Notations and Preliminaries

Notations. In this paper, we focus on the centralized setup that consists of a central server and
N clients owning private labeled datasets {(X;, Y;)}¥,, where X; = {x?}}", follows the data
distribution D; over feature space X;, i.e., ) ~ D;, and Y; = {y}}2, C [C] :== {1,---,C}
denotes the ground-truth labels of X ;. And C refers to the total number of labels. Remarkably, the
heterogeneity for FL in our focus includes both data heterogeneity and model heterogeneity. For the
former, we consider the same feature space, yet the data distribution may be different among clients,
that is, label distribution skewness in clients (i.e., X; = X; and D; # D;, Vi # j,4,j € [N]). For the
latter, each client ¢ holds an on-demand local model f; parameterized by 8,. Due to the difference
in resource budgets, the model capacity of each client may vary, i.e., |0;| # |0;|,3i # j,4,j € [N].
In PT-based methods, we define a confined width capability R; € (0, 1] according to the resource
budget of client ¢, which is the proportion of nodes extracted from each layer in the global model f.
Note that f is parameterized by 0, and |a| denotes the number of elements in vector a.

PT-based method is a solution for model-heterogeneous FL, which strives to extract a matching
width-based slimmed-down sub-model from the global model as a local model according to each
client’s budget. As with FedAvg, it requires the server to periodically communicate with the clients.
In each round, there are two phases: local training and server aggregation. In local training, each
client trains the sub-model received from the server utilizing the local optimizer. In server aggregation,
the server collects the heterogeneous sub-models and aggregates them by straightforward selective
averaging to update the global model, as follows [28H31]]:

1
Gfl,k] = 27 Zpiaf,[l,k]v ey

JES: Pj 1€St

where S, is a subset sampled from [N] and p; is the weight of client ¢, which generally indicates
the size of data held by client ¢. At round ¢, 9@ K] denotes the k" parameter of layer [ of the global

model and 9; (LK) denotes the parameter B[tl K] updated by client . We can clearly see that Eq.

independently calculates the average of each parameter for the global model according to how many
clients update that parameter in round ¢. Instead, the parameter remains unchanged if no clients
update it. Notably, if |8 = |@*| for any i € [N], PT-based method becomes FedAvg. The key to
PT-based method is to select 8! from the global model 6° when given R;. And existing sub-model
extraction schemes fall into three categories: static [28l129], random [30] and rolling [31]].
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3 Proposed Method

In this section, we detail the proposed method DFRD. We mainly work on considering DFRD as
a fine-tuning method to enhance the PT-based methods, thus enabling a robust global model in FL
with both data and model heterogeneity. Fig. [I] visualizes the training procedure of DFRD combined
with a PT-based method, consisting of four stages on the server side: training generator, robust
model distillation, sub-model extraction and model aggregation. Note that sub-model extraction and
model aggregation are consistent with that in the PT-based methods, so we detail the other two stages.
Moreover, we present pseudocode for DFRD in Appendix [C]

3.1 Training Generator

At this stage, we aim to train a well-behaved generator to capture the training space of local models
uploaded from active clients. Specifically, we consider a conditional generator G(-) parameterized
by w. It takes as input a random noise z € R¢ sampled from standard normal distribution N (0, I),
and a random label y € [C] sampled from label distribution p(y), i.e., the probability of sampling
y, thus generating the synthetic data s = G(h = o(z,y),w). Note that o(z,y) represents the
merge operator of z and y. To the best of our knowledge, synthetic data generated by a well-trained
generator should satisfy several key characteristics: fidelity, transferability, and diversity [48],49].
Therefore, in this section, we construct the loss objective from the referred aspects to ensure the
quality and utility of G(-).

Fidelity. To commence, we study the fidelity of the synthetic data. Specifically, we expect G(-)
to simulate the training space of the local models to generate the synthetic dataset with a similar
distribution to the original dataset. To put it differently, we want the synthetic data s to approximate
the training data with label y without access to clients’ training data. To achieve it, we form the
fidelity loss L y;q at logits level:

Lyia = CE(Z Tiy fi(8,6i),y), 2

1E€ES

where C'E denotes the cross-entropy function, f;(s, 0;) is the logits output of the local model from
client s when s is given, 7; , dominates the weight of logits from different clients {i|i € S;} when y
is given. And Ly;q is the cross-entropy loss between the weighted average logits ) _, s, Tiyli (s,0;)
and the label y. By minimizing £ y;4, s is enforced to be classified into label i with a high probability,
thus facilitating the fidelity of s.

In reality, the conditional generator G(-) easily
generates synthetic data with low classification
errors (i.e. Ly;q close to 0) as the training pro-
ceeds. This may cause the synthetic data to fall
into a space far from the decision boundary of
the ensemble model (i.e., Y c s, i,y fi(-,0:))if  ©20
only Ly,q is optimized, as shown in the synthetic oo
data represented by red circles in Fig. [2] (a). Note
that ds and d denote the decision boundaries
of the global model (student) and the ensem-
ble model (teacher), respectively. An obvious
observation is that the red circles are correctly
classified on the same side of the two decision
boundaries (i.e., dg and dr), making it difficult
to transfer teacher’s knowledge to student. We
next explore how to augment the transferability
of the synthetic data to ameliorate this pitfall.

O O O O synthetic data
u real data

ds
(@)

Figure 2: The visualization of synthetic data and
decision boundaries of global model (student) and
ensemble model (teacher). Left panel: synthetic
data (red circles) are far away from the decision
boundary dp. Middle panel: synthetic data (black
circles) near the decision boundaries dp. Right
panel: synthetic data (yellow and purple circles)
Transferability is intended to guide G() in gen- cross over the decision b()undary dT-

erating synthetic data that moves the decision

boundary of the global model towards that of the ensemble model, such as synthetic data with black
circles in Fig. 2| (b). However, during the training of dg to approach dr, we find that G(+) can easily
generate two other types of synthetic data, the yellow and purple circles in Fig. [2](c). Both of them
are misclassified by the ensemble model (dr), while the yellow circles are correctly classified and
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the purple circles are misclassified by the global model (dg). For the conditional generator G(-) that
takes label information as one of the inputs, yellow and purple circles can mislead the generator,
thereby leading to dg approximating dr with a large deviation, as shown in Fig. 2| (c). Based on
the above observation, we reckon that the synthetic data s = G(h = o(z,y), w) is useful if it is
classified as y by the ensemble model but classified not as y by the global model. To realize it, we
maximize the logits discrepancy between the global model and the ensemble model on synthetic data
with black circles by leveraging Kullback-Leibler divergence loss, which takes the form:

Etran - _5KL(Z Ti,yfi(370i)vf(870))a (3)

1€St

where K L is Kullback-Leibler divergence function and f (s, @) denotes the logits output of the global
model on s with label y. Note that ¢ = 1if arg max f(s, ) # y and argmax ) ;s iy fi(s,0;) =
y hold, otherwise £ = 0. () '

We would like to point out that the existing works [48]] and [49] are in line with our research
perspective on the transferability of generator, which aims to generate more synthetic data with black
circles. However, they do not carefully frame learning objective for enhancing the transferability of
generator. Concretely, [48] does not consider the type of synthetic data, i.e., ¢ = 1 always holds,
thus inducing the generation of synthetic data with yellow and purple circles. (A) [49] focuses on
synthetic data satisfying arg max f(s, 8) # argmax ) ;s Ty fi(8, 6;), but enables the generation

of synthetic data with purple circles yet. (v)E]

Diversity. Although we enable G(-) to generate synthetic data that falls around the real data by
optimizing L¢;q and L4y, the diversity of synthetic data is insufficient. Due to the fact that the
generator may get stuck in local equilibria as the training proceeds, model collapse occurs [57, 58]
In this case, the generator may produce similar data points for each class with little diversity. Also,
the synthetic data points may not differ significantly among classes. This causes the empirical
distribution estimated by G(-) to cover only a small manifold in the real data space, and thus only
partial knowledge of the ensemble model is extracted. To alleviate this issue, we introduce a diversity
loss L4, with label information to increase the diversity of synthetic data as follows:

Laiw =exp(— Y |Is; = skll2 = |hj — hall2/B), “
J,k€[B]

where B denotes the batch size and s;,, = G(h;j/i = o(2z;/k,Y;/1), w). Intuitively, Lq;, takes
|lh; — hi|l2 as a weight, and then multiplies it by the corresponding ||s; — s||2 in each batch B,
thus imposing a larger weight on the synthetic data points pair (s; and s;,) at the more distant input
pair (h; and hy). Notably, we merge the random noise z with label y as the input of G(+) to overcome
spurious solutions [53]]. Further, we propose a multiplicative merge operator, i.e., o(z,y) = z x £(y),
where £ is a trainable embedding and x means vector element-wise product. We find that our merge
operator enables synthetic data with more diversity compared to others, possibly because the label
information is effectively absorbed into the stochasticity of z by multiplying them when updating €.
See Section [.3|for more details and empirical justification.

Combining L f;q, Liran and Lg;,, the overall objective of the generator can be formalized as follows:
»Cgen = Efzd + 5tran : ['tran + ﬁdiv : ['div7 ©)

where Byqn and Bg;,, are tunable hyper-parameters. Of note, the synthetic data generated by a well-
trained generator should be visually distinct from the real data for privacy protection, while it can
capture the common knowledge of the local models to ensure similarity to the real data distribution
for utility. More privacy protection is discussed in Appendices|[l|and[J]

3.2 Robust Model Distillation

Now we update the global model. Normally, the global model attempts to learn as much as possible
logits outputs of the ensemble model on the synthetic data generated by the generator based on
knowledge distillation [40, 46, 48| 49]. The updated global model and the ensemble model are
then served to train G(-) with the goal of generating synthetic data that maximizes the mismatch

*Note that A, v and ¢ denote the strategies for the transferability of generator in [48], in [49] and in this
paper, respectively.
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between them in terms of logits outputs (see transferability discussed in the previous section). This
adversarial game enables the generator to rapidly explore the training space of the local models to
help knowledge transfer from them to the global model. However, it also leads to dramatic shifts in
the output distribution of G(-) across communication rounds under heterogeneous FL scenario (i.e.,
distribution shifts), causing the global model to catastrophically forget useful knowledge gained
in previous rounds. To tackle the deficiency, we propose to equip the server with a generator G(-)
parameterized by w that is an exponential moving average (EMA) copy of G(+). Its parameters at the
t*" communication round are computed by

w=X-w (1= )) - w, (6)

where A € (0, 1) is the momentum. We can easily see that the parameters of G/(-) vary very little
compared to those of G(+) over communication rounds, if X is close to 1. We further utilize synthetic

data from G(+) as additional training data for the global model outside of G(-), mitigating the huge
exploratory distribution shift induced by the large update of G(-) and achieving stable updates of
the global model. Particularly, we compute the Kullback-Leibler divergence between logits of the
ensemble model and the global model on the synthetic data points s = G(h = o(z,y), w) and

s = G(h = o(z,y), w) respectively, which is formulated as follows:

Loma =L+ oLy =KL(f(5,0), Y 7i,fi(s.0,) +a-KL(f(3,0), Y 7;fi(56,), (7)

€S €S
where a is a tunable hyper-parameter for balancing different loss items.

Dynamic Weighting and Label Sampling. So far, how to determine 7; , and p(y) is unclear. The
appropriate 7; , and p(y) are essential for effective extraction of knowledge from local models.
For clarity, we propose dynamic weighting and label sampling, i.e., 7; , = ni{t/ngt’t and p(y) =
N3, 1/ 2ye(c) S, . Where ng, =37 (5,17, and nf, denotes the number of data with label y
involved in training on client ¢ at round ¢. Due to space limitations, see Appendix [F]for their detail
study and experimental justification.

4 Experiments

4.1 Experimental Settings

Datasets. In this paper, we evaluate different methods with six real-world image classification
task-related datasets, namely Fashion-MNIST [69] (FMNIST in short), SVHN [70], CIFAR-10,
CIFAR-100 [711], Tiny-imageNelE] and Food101 [[73]. We detail the six datasets in Appendix To
simulate data heterogeneity across clients, as in previous works [34} 137, [38]], we use Dirichlet process
Dir(w) to partition the training set for each dataset, thereby allocating local training data for each
client. It is worth noting that w is the concentration parameter and smaller w corresponds to stronger
data heterogeneity.

Baselines. We compare DFRD to FedFTG [48]] and DENSE [49]], which are the most relevant methods
to our work. To verify the superiority of DFRD, on the one hand, DFRD, FedFTG and DENSE are
directly adopted on the server to transfer the knowledge of the local models to a randomly initialized
global model. We call them collectively data-free methods. On the other hand, they are utilized as
fine-tuning methods to improve the global model’s performance after computing weighted average
per communication round. In this case, in each communication round, the preliminary global model
is obtained using FedAvg [14]] in FL with homogeneous models, whereas in FL with heterogeneous
models, the PT-based methods, including HeteroFL [29], Federated Dropout [30] (FedDp for short)
and FedRolex [31]], are employed to get the preliminary global model.

Configurations. Unless otherwise stated, all experiments are performed on a centralized network with
N =10 active clients. We set w € {0.01,0.1, 1.0} to mimic different data heterogeneity scenarios.
To simulate model-heterogeneous scenarios, we formulate exponentially distributed budgets for a

given N: R; = [4]min{o, e [N]), where o and p are both positive integers. We fix 0 = 4

3http://cs23 In.stanford.edu/tiny-imagenet-200.zip
“As an example, DFRD+FedRelox indicates that DFRD is used as a fine-tuning method to improve the
performance of FedRelox, and others are similar. See Tables E]and[?]for details.
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and consider p € {5,10,40}. See Appendix@]for more details. Unless otherwise specified, we set
Btran and Bg;, both to 1 in training generator, while in robust model distillation, we set A\ = 0.5
and o = 0.5. And all baselines leverage the same setting as ours. Due to space limitations, see
Appendix [E]for the full experimental setup.

Evaluation Metrics. We evaluate the performance of different FL methods by local and global test
accuracy. To be specific, for local test accuracy (L.acc for short), we randomly and evenly distribute
the test set to each client and harness the test set on each client to verify the performance of local
models. In terms of global test accuracy (G.acc for short), we employ the global model on the server
to evaluate the global performance of different FL methods via utilizing the original test set. Note that
L.acc is reported in round brackets. To ensure reliability, we report the average for each experiment
over 3 different random seeds.

Table 1: Top test accuracy (%) of distinct methods across w € {0.01,0.1, 1.0} on different datasets.

EMNIST | SVHN | CIFAR-10 | CIFAR-100
Algs w=10 w=0.1 w=001 | w=10 w=0.1 w=001 | w=10 w=0.1 w=001 | w=10 w=01 w=0.01
DENSE 139921 1396213 138312 160125208 145305 1306150 | 10470121 10285060 10.965103 1225010 Lllzo  Lllzon
(74.26:265)  (30.27+110)  (14.82355) (52.67+168)  (25.952042)  (13.09+166) | (46.89007)  (22.67x066)  (13.03x1.56) (21.68+023)  (13.612030)  (8.732009)
FedFTG  48.10s161  444dsiz0 2696533 18585141 17424208 1S4dwarz 2873 2197:us 1508207 1052009 L06z010 1112009
(1396:25)  (30332143)  (1479:36) | (547506  (26.39:03)  (1315:ie)  (47.67209)  (2295i0s) (130613 | (22.67:04)  (140l+os)  (882+021)
DFRD  65.38:0m  5255:i16  36.63z632 240309  18.53:042 1808205 | 3382eim  2458:em  20.59:2: | 320soss  155:ienn L3610
(T44ds20)  (04ds14) (14872360 | (55485150  (2687:011)  (1283:100) | (@8.33:117)  (2321kem)  (8:is) | (2331:0m)  (1415:0m)  (893:01)
FedAvg  89.71=00  8324z1a1 6089552 70632195 802212 3222:1ms | 6706200 56362 3292740 | 5731z0 495005 39225108
(8457506)  (6248558)  (981ens9) | (420259 (24.66:08)  (12.5721s) | (4982e14)  (Q192i0s)  (123717) | (4701099)  (2533:0s)  (11.25:052)
+DENSE  90.13:01s 84105155 6336562 7448108 624123 3284xnw 6973200 5748 3585iim | 58432005 S084s0e  40.24x10s
(B481k000)  (6280+57)  (2937+nw) | (B02+2es)  (2623:03)  (127251%)  (5346:1s9)  (2254x07)  (1241e1m) | (48.00z079)  (26.19+050)  (11.87:05%)
+FedFTG  OL1Stoz 8493+  64.80+65 7391ei7s  6l12+1er  37.07s6ss | 68.85:09  S8.07+22  33.93me9 | S8.8lsia  50.70£1m 40.50+117
(85.885070)  (63.14345)  (29.89:1a09) | (56.99:265)  (25.82:029)  (12.6921%0) | (51.05:1s)  (2239i066)  (123910) | (48.06£179)  (2640:041)  (12.15:061)
+DFRD  9165:009  85.66:121  65.23:717 778451 6579423 3925ium  TL54soes  613daia 407747 | 6149:02  S395i0e  d4347iies
86.165053)  (6379+429)  (29.58+1345) | (6031izs1)  (27.26:0)  (13.96:is)  (5359:119)  (23.00:0e8)  (1349:1s) | (49.97:0s)  (29.00:0w)  (14.09:109)

4.2 Results Comparison

Impacts of varying w. We study the performance of different methods at different levels of data
heterogeneity on FMNIST, SVHN, CIFAR-10 and CIFAR-100, as shown in Tablem One can see that
the performance of all methods degrades severely as w decreases, with DFRD being the only method
that is robust while consistently leading other baselines with an overwhelming margin w.r.t. G.acc.
Also, Fig.[3|(a)-(b) show that the learning efficiency of DFRD consistently beats other baselines (see
Fig. [B}{9]in Appendix [H|for complete curves). Notably, DFRD, FedFTG and DENSE as fine-tuning
methods uniformly surpass FedAvg w.r.t. G.acc and L.acc. However, their global test accuracies
suffer from dramatic deterioration or even substantially worse than that of FedAvg when they act
as data-free methods. We conjecture that FedAvg aggregates the knowledge of local models more
effectively than data-free methods. Also, when DFRD is used to fine-tune FedAvg, it can significantly
enhance the global model, yet improve the performance of local models to a less extent.

Impacts of different p. We explore the impacts of different model heterogeneity distributions
on different methods with SVHN, CIFAR-10, Tiny-ImageNet and FOOD101. A higher p means
more clients with %-Width capacity w.r.t. the global model. From Table , we can clearly see that
the performance of all methods improves uniformly with decreasing p, where DFRD consistently
and overwhelmingly dominates other baselines in terms of G.acc. Specifically, DFRD improves
G.acc by an average of 11.07% and 7.54% on SVHN and CIFAR-10 respectively, compared to
PT-based methods (including HeteroFL, FedDp and FedRolex). Meanwhile, DFRD uniformly and
significantly outstrips FedFTG and DENSE w.r.t. G.acc. The selected learning curve shown in Fig.
(c) also verifies the above statement (see Fig. [TOjI2]in Appendix [H] for more results). The above
empirical results show that DFRD not only is robust to varying p, but also has significantly intensified
effects on the global model for different PT-based methods. However, the results on Tiny-ImageNet
and FOOD101 indicate that PT-based methods suffer from inferior test accuracy. Although DFRD
improves their test accuracy, the improvement is slight. Notably, DFRD improves negligibly over
PT-based methods when all clients exemplify %ﬁ-width capability. We thus argue that weak clients
performing complex image classification tasks learn little useful local knowledge, resulting in the
inability to provide effective information for the global model.

4.3 Ablation Study
In this section, we carefully demonstrate the efficacy and indispensability of core modules and

key parameters in our method on SVHN, CIFAR-10 and CIFAR-100. Thereafter, we resort to
FedRolex+DFRD to yield all results. For SVHN (CIFAR-10, CIFAR-100), we set w = 0.1 (0.1, 1.0)
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Figure 3: Accuracy curves selected of DFRD and baselines on FMNIST, SVHN and CIFAR-10.

Table 2: Top test accuracy (%) of distinct methods across p € {5, 10,40} on different datasets.

SVHN | CIFAR-10 | Tiny-ImageNet | FOODI01
Algs p=5 p=10 p=40 | p=5 p=10 p=40 | p=5 p=10 p=40 | p=5 p=10 p =40
HeteroFL  29.56+17.60 23.07+1292 17.37+950 21.00+3.28 13.89+4373 11.16+195 8.27+021 1.03+020 0.73+0.11 9.61+097 1.52+017 1.16+0.07
(27.632535)  (30.90+570)  (25.28+113) | (23.94=263)  (24.70:080)  (26.55+129) | (6.72=0.43)  (5.46+033)  (6.90023) (7.79+049)  (9.12+066) (12.05:037)
+DENSE  31.16+1565 27.48+9.61 20.47+6.24 21.63+283 16.64+256 12.79+028 8.44+032 1.07+0.16 0.75+0.08 9.78+0385 1.90+039 1.24+0.11
(28.62+4.62) (31.51+427)  (24.88+152) (24.34+0.73) (26.80+1.17) (6.74+028)  (5.86+030) (7.15+035) (7.98+043)  (8.99+0.6) (11.99+033)
+FedFTG  32.22+1566 26.92+8386 19.02+451 18.79+458 15.69+291 8.38+020 1.08+0.17 0.74+0.10 9.85+1.07 1.94+044 1.26+0.17
(29.10+5.00) (31.56+4.45) (25.33+1.30) (24.3 (24.47+035) (26.46+1.12) (6.63+032) (6.01+0.69) (7.11x051) ‘ (7.88+047) (8.74+056) (11.870.16)
+DFRD  42.77+12.60 30.17+7.26 24.82+6.70 24.30+1.59 23.78+1.77 19.10-0.78 9.27 014 1.50+0.12 0.83-£0.01 11.54+032 3.05+0.73 1.58+0.23
(29.41+5.53) (31.56+456)  (26.140.47) (24.70£1.58) (24.35+067) (26.75+134) (8.09+020)  (8.13+033) (10.29-0.18) (9.28+007)  (10.94=0.07) (14.39+0.02)
FedDP 28.9941735 24.17+1836 20.03+13.90 17.3643.13 12524141 11.08+1.83 6.33+0.78 1154017 0.97x0.13 7.69+058 1.84-+059 1.75+028
(16.96+5.50) (14.95+259)  (14.38+176) (15.471.06) (15.48-+087) (15.83+1.07) (2.84:030) (1.144028) (0.97+0.10) (3.424022) (1.70+032) (1.70+0.28)
+DENSE  31.15+2251 26.38=18.60 22.33+14.46 19.66+1.15 14.55+1.50 12.2241.89 6.54+0.39 1.23+025 1.03+0.10 8.19+091 1.98+033 1.66-£0.49
(18394636  (15.73+400)  (14.65:293)  (15.632095)  (15.67+12¢)  (1548+121) | (275%029)  (1.17+033)  (0.99+0.1) (3.59+023)  (1.69+0.44) (1.69+025)
+FedFTG  32.30+2090 28.55+14.65 26.63+1264 23.67+2.70 13.80£0.41 12174187 6.32+053 1.22+019 0.98+021 7.93+049 2.08+024 1.69-+025
(18.004610)  (15.04+280)  (14.39+160) | (15.68+12¢)  (15512073)  (15.61+124) | (2.844025)  (1.16£031)  (0.96:0.17) (344+022)  (1.65+045) (1.68£028)
+DFRD  41.48+8.11 37.30+1222  32.89+1165 27.93+3.63 20.24+1.44 19424437 9.01+0.42 1.59+021 1.05+023 11284044 2.71+024 1.94+0.12
(19.02+4.75) (17.19+028)  (16.14+0.30) (16.69+0.82) (16.35+0.95) (15.97 +1.25) (3.83£007) (1.56-+0.20) (1.25+008) (4.62+0.13) (2.14+007) (1.82+0.01)
FedRolex  34.71+1368 23.48+13.00 22.39+1528 21.11£176 16.57+4.40 14.37+201 9.29+032 5.55+040 2.50+033 10.27+133 5.14+3.41 3.22+052
(14204204)  (13.854260)  (13.592211) | (16992067)  (16.124000)  (17.11+120) | (5.33%021)  (2.73+000)  (1.812020) (6.86£012)  (3.37+1.14) (2.95+0.17)
+DENSE  36.58+1253 26.69+13.11 243411481 23.72+5.48 19.65+1.47 16.44+189 9.33+006 5.40+0.40 2.40+020 10.83+0.78 7.54+046 3.07+053
(17.51252)  (1449+196)  (14.042105)  (17.16x067)  (1581x00)  (1726+134) | (5.16z018)  (2.76+001)  (1.82:033) (6.95+026)  (3.86+044) (2.99:0.11)
+FedFTG  38.07+1227 25.53+1384 24.06+1436 22.66+524 17.79+267 14.77+203 9.36+023 5.68+034 2.43+012 10.66+0.79 8.13+082 3.06+048
(17.64+254)  (14514221)  (14.032191) | (17.165103)  (1625+156)  (17.70+114) | (5.18%018)  (2.75+005)  (1.81+023) (6.85+0.11)  (3.75+048) (2.92+0.19)
+DFRD  46.30+10.12 34.78+9.19 32.86+15.54 26.68+1.21 25.57+137 19.86+2.76 10.93+0.05 6.80-+0.11 2.68+0.19 12.70+0.79 10.58+0.29 3.59+0.05
(1844+131)  (15.99+153)  (1517066)  (17.51=033)  (16.74x072)  (17.77+116) | (6.11=002)  (335+004)  (2.22:008) (8.02+008)  (4.86:0.16) (3.340.5)

and p = 10 (10, 5). Note that we also study the performance of DFRD with different numbers of
clients and stragglers, see Appendix |G| for details.

Impacts of different transferability con-
straints. It can be observed from Table [3] that
our proposed transferability constraint ¢) uni-
formly beats A and 57 w.r.t. global test perfor-
mance over three datasets. This means that ¢
can guide the generator to generate more effec-
tive synthetic data, thereby improving the test
performance of the global model. Also, we
conjecture that generating more synthetic data
like those with the black circles (see Fig. [2)
may positively impact on the performance of
local models, since ¢ also slightly and consis-
tently trumps other competitors w.r.t. L.acc.

Impacts of varying merge operators. To
look into the utility of the merge operator, we
consider multiple merge operators, including
mul, add, cat, ncat and none. Among them,
mul is o(z,y) = z x E(y), add is o(z,y) =
z + E(y), cat is o(z,y) = [z,E(y)], ncat
is o(z,y) = [z,y] and none is o(z,y) = =.
From Table [d] we can observe that our pro-
posed mul significantly outperforms other
competitors in terms of G.acc. This suggests
that mul can better exploit the diversity con-
straint to make the generator generate more
diverse synthetic data, thus effectively fine-
tuning the global model. Also, the visual-
ization of the synthetic data in Appendix [l
validates this statement.
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Table 3: Test accuracy (%) comparison among dif-
ferent transferability constraints over SVHN and
CIFAR-10/100.

T.C. SVHN | CIFAR-10 | CIFAR-100
AN 34.09+11.45 23.45+1.13 26.62+2.39
(15.38+2.50) (15.91+1.24) (12.76+0.51)
\V4 33.89+11.22 24.27+1.82 27.18+1.78
(15.28+2.59) (16.45+1.00) (12.8640.38)
O 34.78+9.19 25.57+1.37 28.08-+0.94
(15.99+1.53) (16.74+0.72) (13.03+0.16)

Table 4: Test accuracy (%) comparison among differ-
ent merger operators over SVHN and CIFAR-10/100.

M. O. SVHN \ CIFAR-10 \ CIFAR-100
mul  34.78+9.19 25.57+1.37 28.08+0.94
(15.99+153) (16.74+0.72) (13.03-+0.16)
add  32.83+8386 23.36+157 23.46+2.04
(16.04+1.25) (16.55+0.82) (12.22+0.44)
cat 32.84+10.80 21.78+0.20 24.14+231
(15.97+1.46) (16.58+0.72) (12.27+0.52)
ncat  29.58+9.29 20.93+0.80 23.38+1.43
(13.37+2.87) (16.87+0.62) (12.30-+0.16)
none  27.79+10.70 19.64+1.08 20.95+232
(13.99+2.82) (16.53+0.83) (12.81+232)
R
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Necessity of each component for DFRD. We report the test performance of DFRD after divest-
ing some modules and losses in Table 5} Here, EMA indicates the exponential moving average
copy of the generator on the server. We can evidently observe that removing the EMA generator
leads to a significant drop in G.acc, which implies that it can generate effective synthetic data
for the global model. The reason why the EMA generator works is that it avoids catastrophic
forgetting of the global model and ensures the stability of the global model trained in heteroge-
neous FL. We display synthetic data in Appendix [I] that further corroborates the above claims.
Meanwhile, we perform the leave-one-out test

to explore the contributions of Lyyq,, and Ly Table 5: Impact of each component in DFRD.
to DFRD separately, and further report the
test results of removing them simultaneously. SVHN | CIFAR-10 | CIFAR-100
From Table E deleting either Liran O Laiv baseline 34.789.19 ‘ 25.57+137 ‘ 28.08-0.94
adversely affects the performance of DFRD. (1599159 (16.74:072) | (13.03:0.6)

e LI -EMA 26.97+1228 19.80+2.25 24.57+0.93
In addition, their joint absence further exacer- (14.17239) (16.552057) (12.23200)
bates the degradation of G .acc. This suggests T 29301925 2297510 27 280w
that Lyyqy, and Lg;, are vital for the training (14.24:+3.08) (16.331.16) (12.79:£0.46)

: . -Liiv 27.68+9.75 22.12+1.03 26.94+1.60

of the generator. Interestingly, L4, benefits (14.262900) (16462119 (15.81208)
more to the global model than L;.,. We Lirans Laip 20.32+193 21.97+248 25.50+091
speculate that the diversity of synthetic data (13.65+1.13) (16.52+139) | (12.30+010)

is more desired by the global model under the
premise of ensuring the fidelity of synthetic data by optimizing L ;4.

Varying Biran and  [giy. We
explore the impacts of Biran and @ sv ) svi (© aPR10 @ R0

Bgiv on SVHN and CIFAR-10. o H/H\H
We select fByrqn and By, from 5= s )

{0.25,0.50,0.75,1.00, 1.25, 1.50}.

accuracy
o
g

. G.acc G.acc —— G.acc — G.ace
From Fig. @] we can see that DFRD . Tl oo G I
maintains stable test performance Lt
among all selections of (.4, and P P P P

Baiv over SVHN. At the same time,  Figure 4: Test accuracy (%) with varying SBiran and By .
G.acc fluctuates slightly with the

increases of B4, and B4;, on CIFAR-10. Besides, we observe that the worst G.acc in Fig. [
outperforms the baseline with the best G.acc in Table[2] The above results indicate that DFRD is not
sensitive to choices of 5.y, and [4;, over a wide range.

Varying o and . In order to delve
into the effect of the EMA generator (a) SVHN, G. acc (b) SVHN, L. acc (c) CIFAR-10, G. acc (d) CIFAR-10, L. acc
on DFRD IIl more detalls, we 1 {23:28 2365 2393 23.75 2035 LU0 1655 16.50 1661 16.56

perform grid testing on the choices o -
of control parameters v and A over : : o] [ 18

SVHN and CIFAR-10. We set o € ssre o o LR o R |
{0.25,0.50,0.75,1.00,1.25,1.50} -
and A € {0.1,0.3,0.5,0.7,0.9}.
It can be observed from Fig. [j Figure 5: Test accuracy (%) with varying (a ,\).

that high global test accuracies on

SVHN are mainly located in the region of & < 1.25 and A > 0.5, while on CIFAR-10 they are
mainly located in the region of o > 0.25 and A < 0.9. According to the above results, we deem that
the appropriate o and ) in a specific task is essential for the utility of the EMA generator. Notably,
high local test accuracies mainly sit in regions that are complementary to those of high global test
accuracies, suggesting that pursuing high G.acc and L.acc simultaneously seems to be a dilemma.
How to ensure high G.acc and L.acc simultaneously in the field of FL is an attractive topic that is
taken as our future work.

348
01 03 05 07 09 01 03 05 07 09 o1 03 05 07 09 01 03 05 07 09
A A A

5 Conclusion

In this paper, we propose a new FL method called DFRD, which aims to learn a robust global model
in the data-heterogeneous and model-heterogeneous scenarios with the aid of DFKD. To ensure the
utility, DFRD considers a conditional generator and thoroughly studies its training in terms of fidelity,

Q
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transferability and diversity. Additionally, DFRD maintains an EMA generator to augment the global
model. Furthermore, we propose dynamic weighting and label sampling to accurately extract the
knowledge of local models. At last, we conduct extensive experiments to verify the superiority of
DFRD. Due to space constraints, we discuss in detail the limitations and broader impacts of our
work in Appendixes[J]and [K] respectively.

6 Acknowledgments

This work has been supported by the National Natural Science Foundation of China under Grant
No.U1911203, and the National Natural Science Foundation of China under Grant No.62377012.

References

(1]

(2]

(3]

(4]

(3]

(6]

(7]

(8]

[9

—

(10]

(11]

[12]

[13]

(14]

(15]

(16]

Cordts, M., Omran, M., Ramos, S., Rehfeld, T., Enzweiler, M., Benenson, R., Franke, U., Roth, S., &
Schiele, B. (2016) The cityscapes dataset for semantic urban scene understanding. In Proceedings of the
1IEEE conference on computer vision and pattern recognition, pp. 3213-3223.

Krizhevsky, A., Sutskever, I., & Hinton, G. E. (2017) Imagenet classification with deep convolutional
neural networks. Communications of the ACM 60(6): 84-90.

Chen, Z., Li, B, Xu, J., Wu, S., Ding, S., & Zhang, W. (2022) Towards practical certifiable patch defense
with vision transformer. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern
Recognition, pp. 15148-15158.

Lim, W. Y. B, Luong, N. C., Hoang, D. T., Jiao, Y., Liang, Y. C., Yang, Q., Niyato, D., & Miao, C. (2020)
Federated learning in mobile edge networks: A comprehensive survey. IEEE Communications Surveys &
Tutorials 22(3): 2031-2063.

Nguyen, D. C., Ding, M., Pathirana, P. N., Seneviratne, A., Li, J., & Poor, H. V. (2021) Federated
learning for internet of things: A comprehensive survey. IEEE Communications Surveys & Tutorials 23(3):
1622-1658.

Li, Y., Tao, X., Zhang, X., Liu, J., & Xu, J. (2021) Privacy-preserved federated learning for autonomous
driving. IEEE Transactions on Intelligent Transportation Systems 23(7): 8423-8434.

Voigt, P., & Von dem Bussche, A. (2017) The eu general data protection regulation (gdpr). A Practical
Guide, 1st Ed., Cham: Springer International Publishing 10(3152676): 10-5555.

Kairouz, P., McMahan, H. B., Avent, B., Bellet, A., Bennis, M., Bhagoji, A. N., et al. (2021). Advances
and open problems in federated learning. Foundations and Trends® in Machine Learning 14(1-2): 1-210.

Kone¢ny, J., McMahan, B., & Ramage, D. (2015) Federated optimization: Distributed optimization
beyond the datacenter. arXiv preprint arXiv:1511.03575.

Konec¢ny, J., McMahan, H. B., Yu, F. X,, Richtdrik, P., Suresh, A. T., & Bacon, D. (2016). Federated
learning: Strategies for improving communication efficiency. arXiv preprint arXiv:1610.05492.

Li, T., Sahu, A. K., Talwalkar, A., & Smith, V. (2020) Federated learning: Challenges, methods, and
future directions. IEEE signal processing magazine 37(3): 50-60.

Zhao, Y., Li, M., Lai, L., Suda, N., Civin, D., & Chandra, V. (2018) Federated learning with non-iid data.
arXiv preprint arXiv:1806.00582.

Li, Q., Diao, Y., Chen, Q., & He, B. (2022) Federated learning on non-iid data silos: An experimental
study. In 2022 IEEFE 38th International Conference on Data Engineering (ICDE), pp. 965-978.

McMahan, B., Moore, E., Ramage, D., Hampson, S., & y Arcas, B. A. (2017) Communication-efficient
learning of deep networks from decentralized data. In Artificial intelligence and statistics, pp. 1273-1282.

Li, T, Sahu, A. K., Zaheer, M., Sanjabi, M., Talwalkar, A., & Smith, V. (2020). Federated optimization in
heterogeneous networks. Proceedings of Machine learning and systems 2: 429-450.

Karimireddy, S. P., Kale, S., Mohri, M., Reddi, S., Stich, S., & Suresh, A. T. (2020) Scaffold: Stochastic
controlled averaging for federated learning. In International Conference on Machine Learning, pp. 5132-
5143.

10

https://doi.org/10.52202/075280-0784 17863



[17] Acar, D. A. E., Zhao, Y., Navarro, R. M., Mattina, M., Whatmough, P. N., & Saligrama, V. (2021)
Federated learning based on dynamic regularization. arXiv preprint arXiv:2111.04263.

[18] Kim, J., Kim, G., & Han, B. (2022) Multi-level branched regularization for federated learning. In
International Conference on Machine Learning, pp. 11058-11073.

[19] Mendieta, M., Yang, T., Wang, P., Lee, M., Ding, Z., & Chen, C. (2022) Local learning matters: Rethinking
data heterogeneity in federated learning. In Proceedings of the IEEE/CVF Conference on Computer Vision
and Pattern Recognition, pp. 8397-8406.

[20] Lee, G., Jeong, M., Shin, Y., Bae, S., & Yun, S. Y. (2022) Preservation of the Global Knowledge by
Not-True Distillation in Federated Learning. Advances in Neural Information Processing Systems.

[21] Zhang,J., Li,Z., Li, B., Xu, J., Wu, S., Ding, S., & Wu, C. (2022) Federated learning with label distribution
skew via logits calibration. In International Conference on Machine Learning, pp. 26311-26329.

[22] Ignatov, A., Timofte, R., Chou, W., Wang, K., Wu, M., Hartley, T., & Van Gool, L. (2018) Ai benchmark:
Running deep neural networks on android smartphones. In Proceedings of the European Conference on
Computer Vision (ECCV) Workshops, pp. 0-0.

[23] Makhija, D., Han, X., Ho, N., & Ghosh, J. (2022) Architecture agnostic federated learning for neural
networks. In International Conference on Machine Learning, pp. 14860-14870.

[24] Hong,J., Wang, H., Wang, Z., & Zhou, J. (2022) Efficient split-mix federated learning for on-demand
and in-situ customization. arXiv preprint arXiv:2203.09747.

[25] Afonin, A., & Karimireddy, S. P. (2021) Towards model agnostic federated learning using knowledge
distillation. arXiv preprint arXiv:2110.15210.

[26] Cho, Y.J., Manoel, A., Joshi, G., Sim, R., & Dimitriadis, D. (2022) Heterogeneous ensemble knowledge
transfer for training large models in federated learning. arXiv preprint arXiv:2204.12703.

[27] Fang, X., & Ye, M. (2022) Robust federated learning with noisy and heterogeneous clients. In Proceedings
of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, pp. 10072-10081.

[28] Horvath, S., Laskaridis, S., Almeida, M., Leontiadis, 1., Venieris, S., & Lane, N. (2021) Fjord: Fair
and accurate federated learning under heterogeneous targets with ordered dropout. Advances in Neural
Information Processing Systems 34: 12876-12889.

[29] Diao, E., Ding, J., & Tarokh, V. (2020) HeteroFL: Computation and communication efficient federated
learning for heterogeneous clients. arXiv preprint arXiv:2010.01264.

[30] Caldas, S., Konec¢ny, J., McMahan, H. B., & Talwalkar, A. (2018) Expanding the reach of federated
learning by reducing client resource requirements. arXiv preprint arXiv:1812.07210.

[31] Alam, S., Liu, L., Yan, M. & Zhang, M. (2022) FedRolex: Model-Heterogeneous Federated Learning
with Rolling Sub-Model Extraction. Advances in neural information processing systems.

[32] Tang, Z., Zhang, Y., Shi, S., He, X., Han, B., & Chu, X. (2022). Virtual homogeneity learning: Defending
against data heterogeneity in federated learning. In International Conference on Machine Learning, pp.
21111-21132.

[33] Tan, Y., Long, G., Liu, L., Zhou, T., Lu, Q., Jiang, J., & Zhang, C. (2022) Fedproto: Federated prototype
learning across heterogeneous clients. In Proceedings of the AAAI Conference on Artificial Intelligence
36(8): 8432-8440.

[34] Luo, K., Li, X., Lan, Y., & Gao, M. (2023) GradMA: A Gradient-Memory-based Accelerated Federated
Learning with Alleviated Catastrophic Forgetting. arXiv preprint arXiv:2302.14307.

[35] Chen, H., Wang, Y., Xu, C., Yang, Z., Liu, C., Shi, B., Xu C., Xu C. & Tian, Q. (2019) Data-free learning
of student networks. In Proceedings of the IEEE/CVF International Conference on Computer Vision, pp.
3514-3522.

[36] Micaelli, P, & Storkey, A.J. (2019) Zero-shot knowledge transfer via adversarial belief matching.
Advances in Neural Information Processing Systems 32.

[37] Yurochkin, M., Agarwal, M., Ghosh, S., Greenewald, K., Hoang, N., & Khazaeni, Y. (2019, May)
Bayesian nonparametric federated learning of neural networks. In International conference on machine
learning, pp. 7252-7261.

11
17864 https://doi.org/10.52202/075280-0784



[38] Wang, H., Yurochkin, M., Sun, Y., Papailiopoulos, D., & Khazaeni, Y. (2020) Federated learning with
matched averaging. arXiv preprint arXiv:2002.06440.

[39] Li, Q., He, B., & Song, D. (2021) Model-contrastive federated learning. In Proceedings of the IEEE/CVF
Conference on Computer Vision and Pattern Recognition, pp. 10713-10722.

[40] Lin, T., Kong, L., Stich, S. U., & Jaggi, M. (2020) Ensemble distillation for robust model fusion in
federated learning. Advances in Neural Information Processing Systems 33: 2351-2363.

[41] Li, X., Jiang, M., Zhang, X., Kamp, M., & Dou, Q. (2021) Fedbn: Federated learning on non-iid features
via local batch normalization. arXiv preprint arXiv:2102.07623.

[42] Fallah, A., Mokhtari, A., & Ozdaglar, A. (2020) Personalized federated learning: A meta-learning
approach. In Advances in Neural Information Processing Systems.

[43] Pan, S.J., & Yang, Q. (2010) A survey on transfer learning. IEEE Transactions on knowledge and data
engineering 22(10): 1345-1359.

[44] Li, D., & Wang, J. (2019) Fedmd: Heterogenous federated learning via model distillation. arXiv preprint
arXiv:1910.03581.

[45] He, C., Annavaram, M., & Avestimehr, S. (2020) Group knowledge transfer: Federated learning of large
cnns at the edge. Advances in Neural Information Processing Systems 33:14068-14080.

[46] Zhang, S., Liu, M., & Yan, J. (2020) The diversified ensemble neural network. Advances in Neural
Information Processing Systems 33:16001-16011.

[47] Zhu, Z.,Hong,J., & Zhou, J. (2021) Data-free knowledge distillation for heterogeneous federated learning.
In International Conference on Machine Learning, pp. 12878-12889.

[48] Zhang, L., Shen, L., Ding, L., Tao, D., & Duan, L. Y. (2022) Fine-tuning global model via data-free
knowledge distillation for non-iid federated learning. In Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition, pp. 10174-10183.

[49] Zhang, J., Chen, C., Li, B., Lyu, L., Wu, S, Ding, S., Shen, C. & Wu, C. (2022) DENSE: Data-Free
One-Shot Federated Learning. In Advances in Neural Information Processing Systems.

[50] Heinbaugh, C. E., Luz-Ricca, E., & Shao, H. (2023) Data-Free One-Shot Federated Learning Under Very
High Statistical Heterogeneity. In The Eleventh International Conference on Learning Representations.

[51] Fang, G., Song, J., Wang, X., Shen, C., Wang, X., & Song, M. (2021) Contrastive model inversion for
data-free knowledge distillation. arXiv preprint arXiv:2105.08584.

[52] Yin, H., Molchanov, P., Alvarez, J. M., Li, Z., Mallya, A., Hoiem, D., Jha N. K., & Kautz, J. (2020)
Dreaming to distill: Data-free knowledge transfer via deepinversion. In Proceedings of the IEEE/CVF
Conference on Computer Vision and Pattern Recognition, pp. 8715-8724.

[53] Do, K., Le, T. H., Nguyen, D., Nguyen, D., Harikumar, H., Tran, T., Rana S., & Venkatesh, S. (2022) Mo-
mentum Adversarial Distillation: Handling Large Distribution Shifts in Data-Free Knowledge Distillation.
Advances in Neural Information Processing Systems 35: 10055-10067.

[54] Binici, K., Pham, N. T., Mitra, T., & Leman, K. (2022) Preventing catastrophic forgetting and distribution
mismatch in knowledge distillation via synthetic data. In Proceedings of the IEEE/CVF winter conference
on applications of computer vision, pp. 663-671.

[55] Binici, K., Aggarwal, S., Pham, N. T., Leman, K., & Mitra, T. (2022) Robust and resource-efficient
data-free knowledge distillation by generative pseudo replay. In Proceedings of the AAAI Conference on
Artificial Intelligence 36(6):6089-6096.

[56] Patel, G., Mopuri, K. R., & Qiu, Q. (2023) Learning to Retain while Acquiring: Combating Distribution-
Shift in Adversarial Data-Free Knowledge Distillation. In Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition, pp. 7786-7794.

[57] Odena, A., Olah, C., & Shlens, J. (2017) Conditional image synthesis with auxiliary classifier gans. In
International conference on machine learning, pp. 2642-2651.

[58] Kodali, N., Abernethy, J., Hays, J., & Kira, Z. (2017) On convergence and stability of gans. arXiv preprint
arXiv:1705.07215.

172
https://doi.org/10.52202/075280-0784 17865



[59] Yoo, J., Cho, M., Kim, T., & Kang, U. (2019) Knowledge extraction with no observable data. Advances in
Neural Information Processing Systems 60.

[60] Luo, L., Sandler, M., Lin, Z., Zhmoginov, A., & Howard, A. (2020) Large-scale generative data-free
distillation. arXiv preprint arXiv:2012.05578.

[61] Nayak, G. K., Mopuri, K. R., Shaj, V., Radhakrishnan, V. B., & Chakraborty, A. (2019) Zero-shot
knowledge distillation in deep networks. In International Conference on Machine Learning, pp. 4743-
4751.

[62] Wang, Z. (2021) Data-free knowledge distillation with soft targeted transfer set synthesis. In Proceedings
of the AAAI Conference on Artificial Intelligence 35(11): 10245-10253.

[63] Liu, R., Wu, F., Wu, C., Wang, Y., Lyu, L., Chen, H., & Xie, X. (2022) No one left behind: Inclusive
federated learning over heterogeneous devices. In Proceedings of the 28th ACM SIGKDD Conference on
Knowledge Discovery and Data Mining, pp. 3398-3406.

[64] Kim, M., Yu, S., Kim, S., & Moon, S. M. (2023) DepthFL: Depthwise Federated Learning for Heteroge-
neous Clients. In The Eleventh International Conference on Learning Representations.

[65] Singhal, K., Sidahmed, H., Garrett, Z., Wu, S., Rush, J., & Prakash, S. (2021) Federated reconstruction:
Partially local federated learning. Advances in Neural Information Processing Systems 34:11220-11232.

[66] Zhang, H., Bosch, J., & Olsson, H. H. (2021) Real-time end-to-end federated learning: An automotive
case study. In 2021 IEEE 45th Annual Computers, Software, and Applications Conference, pp. 459-468.

[67] Li, Z.,He, Y., Yu, H., Kang, J., Li, X., Xu, Z., & Niyato, D. (2022) Data heterogeneity-robust federated
learning via group client selection in industrial iot. IEEE Internet of Things Journal 9(18): 17844-17857.

[68] Zeng, S.,Li, Z., Yu, H., Zhang, Z., Luo, L., Li, B., & Niyato, D. (2023) Hfedms: Heterogeneous federated
learning with memorable data semantics in industrial metaverse. IEEE Transactions on Cloud Computing.

[69] Xiao, H., Rasul, K., & Vollgraf, R. (2017) Fashion-mnist: a novel image dataset for benchmarking
machine learning algorithms. arXiv preprint arXiv:1708.07747.

[70] Netzer, Y., Wang, T., Coates, A., Bissacco, A., Wu, B., & Ng, A. Y. (2011) Reading digits in natural
images with unsupervised feature learning.

[71] Krizhevsky, A., & Hinton, G. (2009) Learning multiple layers of features from tiny images.

[72] He, K., Zhang, X., Ren, S., & Sun, J. (2016) Deep residual learning for image recognition. In Proceedings
of the IEEE conference on computer vision and pattern recognition, pp. 770-778.

[73] Bossard, L., Guillaumin, M., & Van Gool, L. (2014) Food-101-mining discriminative components with
random forests. In Computer Vision—-ECCV 2014: 13th European Conference, pp. 446-461.

[74] Dwork, C. (2008) Differential privacy: A survey of results. In Theory and Applications of Models of
Computation, pp. 1-19.

[75] Geyer, R. C., Klein, T., & Nabi, M. (2017) Differentially private federated learning: A client level
perspective. arXiv preprint arXiv:1712.07557.

[76] Cheng, A., Wang, P., Zhang, X. S., & Cheng, J. (2022) Differentially Private Federated Learning with
Local Regularization and Sparsification. In Proceedings of the IEEE/CVF Conference on Computer Vision
and Pattern Recognition, pp. 10122-10131.

[77] Ma,J., Naas, S. A,, Sigg, S., & Lyu, X. (2022) Privacy-preserving federated learning based on multi-key
homomorphic encryption. International Journal of Intelligent Systems 37(9): 5880-5901.

[78] Zhang, L., Xu, J., Vijayakumar, P., Sharma, P. K., & Ghosh, U. (2022). Homomorphic encryption-based
privacy-preserving federated learning in iot-enabled healthcare system. IEEE Transactions on Network
Science and Engineering.

1R
17866 https://doi.org/10.52202/075280-0784





