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Abstract

We introduce general tools for designing efficient private estimation algorithms, in
the high-dimensional settings, whose statistical guarantees almost match those of
the best known non-private algorithms. To illustrate our techniques, we consider
two problems: recovery of stochastic block models and learning mixtures of
spherical Gaussians.

For the former, we present the first efficient (g, 0)-differentially private algorithms
for both weak recovery and exact recovery. Previously known algorithms achieving
comparable guarantees required quasi-polynomial time. We complement these re-
sults with an information-theoretic lower bound that highlights how the guarantees
of our algorithms are almost tight.

For the latter, we design an (e, §)-differentially private algorithm that recovers
the centers of the k-mixture when the minimum separation is at least O (k'/*/1).
For all choices of t, this algorithm requires sample complexity n > k91 dO®)
and time complexity (nd)®(*). Prior work required either an additional additive
Q(+/logn) term in the minimum separation or an explicit upper bound on the
Euclidean norm of the centers.

1 Introduction

Computing a model that best matches a dataset is a fundamental question in machine learning and
statistics. Given a set of n samples from a model, how to find the most likely parameters of the
model that could have generated this data? This basic question has been widely studied for several
decades, and recently revisited in the context where the input data has been partially corrupted (i.e.,
where few samples of the data have been adversarially generated—see for instance [37} |18} 22, [20]]).
This has led to several recent works shedding new lights on classic model estimation problems, such
as the Stochastic Block Model (SBM) [28, 146, |44l 25) 121}, |40] and the Gaussian Mixture Model
(GMM) [30 36l 9] [10] (see Definitions [T.T]and [I.2).

Privacy in machine learning and statistical tasks has recently become of critical importance. New
regulations, renewed consumer interest as well as privacy leaks, have led the major actors to adopt
privacy-preserving solutions for the machine learning [[1} 2} 3]]. This new push has resulted in a flurry
of activity in algorithm design for private machine learning, including very recently for SBMs and
GMMs [55,1321 116} 160]. Despite this activity, it has remain an open challenge to fully understand how
privacy requirements impact model estimation problems and in particular their recovery thresholds
and the computational complexity. This is the problem we tackle in this paper.

*Much of this work was done while the author was at ETH Ziirich.
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While other notions of privacy exist (e.g. k-anonymity), the de facto privacy standard is the differential
privacy (DP) framework of Dwork, McSherry, Nissim, and Smith [24]. In this framework, the privacy
quality is governed by two parameters, € and d, which in essence tell us how the probability of seeing
a given output changes (both multiplicatively and additively) between two datasets that differ by any
individual data element. This notion, in essence, quantifies the amount of information leaked by a
given algorithm on individual data elements. The goal of the algorithm designer is to come up with
differentially private algorithms for ¢ being a small constant and & being of order 1/n®(%),

Differentially private analysis of graphs usually considers two notions of neighboring graphs. The
weaker notion of edge-DP defines two graphs to be neighboring if they differ in one edge. Under
the stronger notion of node-DP, two neighboring graphs can differ arbitrarily in the set of edges
connected to a single vertex. Recently, there is a line of work on node-DP parameter estimation
in random graph models, e.g. Erdos-Rényi models [61] and Graphons [[12} [13]. However, for the
more challenging task of graph clustering, node-DP is sometimes impossible to achieveE] Thus itis a
natural first step to study edge-DP graph clustering.

Very recently, Seif, Nguyen, Vullikanti, and Tandon [55]] were the first to propose differentially
private algorithms for the Stochastic Block Model, with edge-DP. Concretely, they propose algorithms
achieving exact recovery (exact identification of the planted clustering) while preserving privacy of
individual edges of the graph. The proposed approach either takes n©(°2™) time when ¢ is constant,
or runs in polynomial time when ¢ is Q(logn).

Gaussian Mixture Models have also been studied in the context of differential privacy by 32,116\ [60]
using the subsample-and-aggregate framework first introduced in [52] (see also recent work for
robust moment estimation in the differential privacy setting [35, 18, [29]). The works of [32, [16]
require an explicit bound on the euclidean norm of the centers as the sample complexity of these
algorithms depends on this bound. For a mixture of k£ Gaussians, if there is a non-private algorithm
that requires the minimum distance between the centers to be at least A, then [16}160] can transform
this non-private algorithm into a private one that needs the minimum distance between the centers to
be at least A + y/log n, where n is the number of samples.

In this paper, we tackle both clustering problems (graph clustering with the SBM and metric clustering
with the GMM) through a new general privacy-preserving framework that brings us significantly
closer to the state-of-the-art of non-private algorithms. As we will see, our new perspective on the
problems appear to be easily extendable to many other estimation algorithms.

From robustness to privacy Inrecent years a large body of work (see [[19122}140L 118137, 141136} (30]
and references therein) has advanced our understanding of parameter estimation in the presence of
adversarial perturbations. In these settings, an adversary looks at the input instance and modifies
it arbitrarily, under some constraints (these constraints are usually meant to ensure that it is still
information theoretically possible to recover the underlying structure). As observed in the past
[23L 135] 41], the two goals of designing privacy-preserving machine learning models and robust
model estimation are tightly related. The common objective is to design algorithms that extract global
information without over-relaying on individual data samples.

Concretely, robust parameter estimation tends to morally follow a two-steps process: (i) argue that
typical inputs are well-behaved, in the sense that they satisfy some property which can be used
to accurately infer the desired global information, (ii) show that adversarial perturbations cannot
significantly alter the quality of well-behaved inputs, so that it is still possible to obtain an accurate
estimate. Conceptually, the analysis of private estimation algorithms can also be divided in two parts:
utility, which is concerned with the accuracy of the output, and privacy, which ensures there is no leak
of sensitive information. In particular, the canonical differential privacy definition can be interpreted
as the requirement that, for any distinct inputs Y, Y”, the change in the output is proportional to the
distance’|between Y and Y.

It is easy to see this as a generalization of robustness: while robust algorithm needs the output to
be stable for typical inputs, private algorithms requires this stability for any possible input. Then,

?In particular, we cannot hope to achieve exact recovery. We could isolate a vertex by removing all of its
adjacent edges. Then it is impossible to cluster this vertex correctly. See below for formal definitions.
3The notion of distance is inherently application dependent. For example, it could be Hamming distance.
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stability of the output immediately implies adding a small amount of noise to the output yields privacy.
If the added noise is small enough, then utility is also preserved.

Our work further tightens this connection between robustness and privacy through a simple yet crucial
insight: if two strongly convex functions over constrainted sets —where both the function and the set
may depend on the input— are point-wise close (say in a /3-sense), their minimizers are also close
(in the same sense). The alternative perspective is that projections of points that are close to each
other, onto convex sets that are point-wise close, must also be close. This observation subsumes
previously known sensitivity bounds in the empirical risk minimization literature (in particular in the
output-perturbation approach to ERM, see for a comparison).

The result is a clean, user-friendly, framework to turn robust estimation algorithms into private
algorithms, while keeping virtually the same guarantees. We apply this paradigm to stochastic block
models and Gaussian mixture models, which we introduce next.

Stochastic block model The stochastic block model is an extensively studied statistical model for
community detection in graphs (see [4]] for a survey).

Model 1.1 (Stochastic block model). In its most basic form, the stochastic block model describes
the distributiorﬂ of an n-vertex graph G ~ SBM,,(d, v, x), where x is a vector of n binar)E] labels,
d € N, v > 0, and for every pair of distinct vertices i, j € [n] the edge {i,j} is independently added
to the graph G with probability (1 + v - ; - :cj)% .
For balanced label vector z, i.e., with roughly the same number of 4+1’s and —1’s, parameter d roughly
corresponds to the average degree of the graph. Parameter y corresponds to the bias introduced by
the community structure. Note that for distinct vertices 4, j € [n], the edge {i, j} is present in G with
probability (1 + W)% if the vertices have the same label z; = x; and with probability (1 — 7)% if the

vertices have different labels z; # x; E]

Given a graph G sampled according to this model, the goal is to recover the (unknown) underlying
vector of labels as well as possible. In particular, for a chosen algorithm returning a partition
Z(G) € {£1}™, there are two main objective of interest: weak recovery and exact recovery. The
former amounts to finding a partition &(G) correlated with the true partition. The latter instead
corresponds to actually recovering the true partition with high probability. As shown in the following
table, by now the statistical and computational landscape of these problems is well understood
(17,142} 148149 28]

can be achieved (and effi-
ciently so) iff

weak recovery Pgsem,, (d,v,2) (%|<$, #(G))| = Qdﬁ(l)) >1—0(1) | 42-d>1
exact recovery PGseMm, (d,y,2) (:%(G) € {x, —x}) >1-0(1) _d_ <1 /1= 72) >1

logn

Objective

Learning mixtures of spherical Gaussians The Gaussian Mixture Model we consider is the
following.

Model 1.2 (Mixtures of spherical Gaussians). Let Dy, ..., Dy, be Gaussian distributions on R¢
with covariance Id and means p1, . .., py satisfying ||pi — pjl| = A for any i # j. Given a set
Y = {y1,-.-,¥Yn} of n samples from the uniform mixture over D1, ..., Dy, estimate (i1, . . ., [t}

It is known that when the minimum separation is A = o(+/log k), superpolynomially many samples
are required to estimate the means up to small constant error [54]. Just above this threshold,
at separation 21/ for any constant -, there exist efficient algorithms based on the sum-of-
squares hierarchy recovering the means up to accuracy 1/ poly(k) [30} 36, [59]. In the regime

“We use bold characters to denote random variables.

SMore general versions of the stochastic block model allow for more than two labels and general edge
probabilities depending on the label assignment. However, many of the algorithmic phenomena of the general
version can in their essence already be observed for the basic version that we consider in this work.

SAt times we may write d,, , v, to emphasize that these may be functions of n. We write o(1),w(1) for
functions tending to zero (resp. infinity) as n grows.
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where A = O(+/log k) these algorithms yield the same guarantees but require quasipolynomial time.

Recently, [39] showed how to efficiently recover the means as long as A = O(log(k)/2*¢) for any
constant ¢ > 0.

1.1 Results

Stochastic block model We present here the first (g, §)-differentially private efficient algorithms
for exact recovery. In all our results on stochastic block models, we consider the edge privacy model,

in which two input graphs are adjacent if they differ on a single edge (cf. [Definition C.T).

Theorem 1.3 (Private exact recovery of SBM). Let x € {£1}" be balancecﬂ For any v,d,e,6 > 0
satisfying

d (1_\/@)29(1) and O”d>ﬂ(1-1°g(1/5)+1>,

logn g2 logn €

there exists an (e, d)-differentially edge private algorithm that, on input G ~ SBM,,(d, v, x), returns
#(GQ) € {x, —x} with probability 1 — o(1). Moreover, the algorithm runs in polynomial time.

For any constant € > 0, states that (£, 0)-differentially private exact recovery is possible,
in polynomial time, already a constant factor close to the non-private threshold. Previous results
[55]] could only achieve comparable guarantees in time O(n°(1°2™)) 1t is also important to observe
that the theorem provides a trade-off between signal-to-noise ratio of the instance (captured by the
expression on the left-hand side with ~, d) and the privacy parameter ¢ . In particular, we highlight
two regimes: for d > Q(logn) one can achieve exact recovery with high probability and privacy
parameters § = n~>(") & = O(1/y 4 1/?). For d > w(log n) one can achieve exact recovery with
high probability and privacy parameters ¢ = o(1),d = n~“1) .[Theorem 1.3|follows by a result for
private weak recovery and a boosting argument (cf. [Theorem C.3|and |Appendix C.2)).

Further, we present a second, exponential-time, algorithm based on the exponential mechanism [43]]
which improves over the above in two regards. First, it gives pure differential privacy. Second, it
provides utility guarantees for a larger range of graph parameters. In fact, we will also prove a lower
bound which shows that its privacy guarantees are information theoretically optimal{®| All hidden
constants are absolute and do not depend on any graph or privacy parameters unless stated otherwise.
In what follows we denote by err (Z, z) the minimum of the hamming distance of & and «, and the
one of —Z and z, divided by n.

Theorem 1.4 (Slightly informal, see [Theorem C.18|in the supplements for full version). Let yv/d >

Q (1), z € {£1}" be balanced, and ( > exp (—Q (vzd)). For any e > Q (logi%), there exists

an algorithm which on input G ~ SBM,, (v, d, x) outputs an estimate &(G) € {£1}" satisfying
err (2(G), z) < ¢ with probability at least 1 — (. In addition, the algorithm is e-differentially edge

private. Further, we can achieve error © (1/\/log(1/()) with probability 1 — e™".

A couple of remarks are in order. First, our algorithm works across all degree-regimes in the literature
and matches known non-private thresholds and rates up to constantsﬂ In particular, for v2d = O(1),
we achieve weak/partial recovery with either constant or exponentially high success probability.
Recall that the optimal non-private threshold is 42d > 1. For the regime, where v2d = w(1), it is
known that the optimal error rate is exp(—(1 — o(1))y?d) [64] even non-privately which we match
up to constants - here o(1) denotes a function that tends to zero as y2d tends to infinity. Moreover, our
algorithm achieves exact recovery as soon as y2d = Q(log n) since then ¢ < % This also matches
known non-private threshholds up to constants [3,147]. We remark that [S5] gave an e-DP exponential
time algorithm which achieved exact recovery and has inverse polynomial success probability in the

utility case as long as € > Q(l‘fd"). We recover this result as a special case (with slightly worse

constants). In fact, their algorithm is also based on the exponential mechanism, but their analysis
only applies to the setting of exact recovery, while our result holds much more generally. Another

A vector x € {£1}" is said to be balanced if 37" | x; = 0.

81t is optimal in the "small error" regime, otherwise it is almost optimal. See[Theorem C.22|for more detail.
“For ease of exposition we did not try to optimize these constants.

il
https://doi.org/10.52202/075280-2980 68137



crucial difference is that we show how to privatize a known boosting technique frequently used in the
non-private setting, allowing us to achieve error guarantees which are optimal up to constant factors.

It is natural to ask whether, for a given set of parameters -y, d,( one can obtain better privacy
guarantees than|[Theorem 1.4] Our next result implies that our algorithmic guarantees are almost tight.

Theorem 1.5 (Informal, see in the supplements for full version). Suppose there
exists an e-differentially edge private algorithm such that for any balanced x € {+1}", on input

G ~ SBM,,(d, v, x), outputs (G) € {£1}" satisfying
P(err(2(G),z) <¢) =1 —1.

Then,
log(1 log(1
e q(los/Q) | log(1/n) (1.1
vd Cnyd
This lower bound is tight for e-DP exact recovery. By setting ¢ = 1/n and n = 1/poly(n),

Theorem 1.5|implies no e-DP exact recovery algorithm exists for £ < O(lo,ygd"). There exist e-

DP algorithms (Algorithm C.19|in the supplements and the algorithm in [53]) exactly recover the

community for any € > Q(=27).

Notice is a lower bound for a large range of error rates (partial to exact recovery).

For failure probability n = (, the lower bound simplifies to ¢ > Q(logg%) and hence matches

Theorem 1.4|up to constants. For exponentially small failure probability, n = e™", it becomes
S e

To compare, [T 4requires € > Q(ﬁ) in this regime, using the substitution

V1og(1/¢) = ¢.
Further, while formally incomparable, this e-DP lower bound also suggests that the guarantees

obtained by our efficient (. §)-DP algorithm in [Theorem 1.3|might be close to optimal. Note that

setting ( = % in [Theorem 1.5(requires the algorithm to exactly recover the partitioning. In this
setting, [Theorem 1.3|implies that there is an efficient (¢, n~©(1))-DP exact recovery algorithm for

yd ~yd
Further, for standard privacy parameters that are required for real-world applications, such as ¢ ~ 1
and § = n19, [Theorem 1.3 requires that vd > Q(logn). shows that for pure-DP
algorithms with the same setting of ¢ this is also necessary. We leave it as fascinating open questions
to bridge the gap between upper and lower bounds in the context of (&, §)-DP.

e < O(\/ l9en) ITheorem 1.5|states any e-DP exact recovery algorithm requires & > Q('€%),

Learning mixtures of spherical Gaussians Our algorithm for privately learning mixtures of k
spherical Gaussians provides statistical guarantees matching those of the best known non-private
algorithms.
Theorem 1.6 (Privately learning mixtures of spherical Gaussians). Consider an instance of[Model 1.2
Lett > 0 be such that A > O (\/ikl/t). Forn > Q (ko(l) . do(t)) k> (log n)1/5 , there exists
an algorithm, running in time (nd)o(t), that outputs vectors fi1, . . . , fu satisfying

max || [ty — <Ok 12

ZE[@THM tr (o, < OR™1),
with high probability, for some permutation 7 : [k] — [k] . Moreover, fore > k719§ > n=19  the
algorithm is (g, 0)-differentially privatﬂ for any input Y .

The conditions € > k719, § > n~19 in[Theorem 1.6|are not restrictive and should be considered a
formality. Moreover, setting ¢ = 0.01 and § = n~'" already provides meaningful privacy guarantees

in practice. The condition that k& > (log n)l/ 5 is a technical requirement by our proofs.

Prior to this work, known differentially private algorithms could learn a mixture of k-spherical
Gaussian either if: (1) they were given a ball of radius R containing all centers [32, [16]1""| or (2
the minimum separation between centers needs an additional additive 2(/log n) term [16} [60

"Two input datasets are adjacent if they differ on a single sample. See[Definition D.1in the supplements.
'"In [321[16]] the sample complexity of the algorithm depends on this radius R.

2For k < n°™Y our algorithm provides a significant improvement as v/log k = o(v/logn).

q
68138 https://doi.org/10.52202/075280-2980



To the best of our knowledge, is the first to get the best of both worlds. That is, our
algorithm requires no explicit upper bounds on the means (this also means the sample complexity
does not depend on R) and only minimal separation assumption O(+/log k). Furthermore, we remark
that while previous results only focused on mixtures of Gaussians, our algorithm also works for
the significantly more general class of mixtures of Poincaré distributions. Concretely, in the regime
k > +/logd, our algorithm recovers the state-of-the-art guarantees provided by non-private algorithms
which are based on the sum-of-squares hierarchy [36} 30} 59]{13]

e If A > kYY" for some constant £*, then by choosing ¢ > Q(t*) the algorithm recovers the
centers, up to a 1/ poly(k) error, in time poly(k, d) and using only poly(k, d) samples.

o If A > Q(y/logk) then choosing ¢ = O(log k) the algorithm recovers the centers, up
to a 1/ poly(k) error, in quasi-polynomial time poly(ko(t),do(tQ)) and using a quasi-
polynomial number of samples poly (k, d°®)) .

For simplicity of exposition we will limit the presentation to mixtures of spherical Gaussians.
We reiterate that separation Q(+/log k) is information-theoretically necessary for algorithms with
polynomial sample complexity [S4].

Subsequently and independently of our work, the work of [6] gives an algorithm that turns any
non-private GMM learner into a private one based on the subsample and aggregate framework. They
apply this reduction to the classical result of [45] to give the first finite-sample (&, ¢)-DP algorithm
that learns mixtures of unbounded Gaussians, in particular, the covariance matrices of their mixture
components can be arbitrary.

2 Techniques

We present here our general tools for designing efficient private estimation algorithms in the high-
dimensional setting whose statistical guarantees almost match those of the best know non-private
algorithms. The algorithms we design have the following structure in common: First, we solve
a convex optimization problem with constraints and objective function depending on our input Y.
Second, we round the optimal solution computed in the first step to a solution X for the statistical
estimation problem at hand.

We organize our privacy analyses according to this structure. In order to analyze the first step,
we prove a simple sensitivity bound for strongly convex optimization problems, which bounds the
£2-sensitivity of the optimal solution in terms of a uniform sensitivity bound for the objective function
and the feasible region of the optimization problem.

For bounded problems —such as recovery of stochastic block models— we use this sensitivity bound,
in the second step, to show that introducing small additive noise to standard rounding algorithms is
enough to achieve privacy.

For unbounded problems —such as learning GMMs— we use this sensitivity bound to show that on
adjacent inputs, either most entries of X only change slightly, as in the bounded case, or few entries
vary significantly. We then combine different privacy techniques to hide both type of changes.

Privacy from sensitivity of strongly convex optimization problems Before illustrating our
techniques with some examples, it is instructive to explicit our framework. Here we have a set of
inputs ) and a family of strongly convex functions F()) and convex sets X())) parametrized by
these inputs. The generic non-private algorithm based on convex optimization we consider works as
follows:

1. Compute X := argmin y ¢y fy (X);
2. Round X into an integral solution.

For an estimation problem, a distributional assumption on ) is made. Then one shows how, for typical
inputs Y sampled according to that distribution, the above scheme recovers the desired structured
information.

1/2+c)

3We remark that [39] give a polynomial time algorithm for separation Q(log(k) for constant ¢ > 0 in

the non-private setting but for a less general class of mixture distributions.

A
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We can provide a privatized version of this scheme by arguing that, under reasonable assumptions
on F(Y) and K(Y), the output of the function argmin y ¢ (y fy (X) has low £>-sensitivity. The
consequence of this crucial observation is that one can combine the rounding step 2 with some
standard privacy mechanism and achieve differential privacy. That is, the second step becomes:

2. Add random noise N and round X + N into an integral solution.

Our sensitivity bound is simple, yet it generalizes previously known bounds for strongly convex
optimization problems (we provide a detailed comparison later in the section). For adjacent YY" €
Y, it requires the following properties:

(i) Foreach X € K(Y) N K(Y") itholds | fy (X) — fy/(X)| < a;
(ii) For each X € KC(Y) its projection Z onto IC(Y) N KC(Y) satisfies | fy (X) — fy/(Z)| € .
Here we think of « as some small quantity (relatively to the problem parameters). Notice, we may

think of (i) as Lipschitz-continuity of the function g(Y, X) = fy (X) with respect to Y and of (ii)
as a bound on the change of the constrained set on adjacent inputs. In fact, these assumptions are

enough to conclude low {5 sensitivity. Let X and X’ be the outputs of the first step on inputs Y, Y.

Then using (i) and (ii) above and the fact that X is an optimizer, we can show that there exists
Z € K(Y) N K(Y’) such that

(X)) = iy (2)| + | fy (X') = fy(Z)] < O(a) .

By k-strong convexity of fy , fy this implies
. 2 . 2
a2 <ot
2 2

which ultimately means | X —X’||2 < O(/) (see[Lemma B.1). Thus, starting from our assumptions
on the point-wise distance of fy , fy+ we were able to conclude low /5-sensitivity of our output!

A simple application: weak recovery of stochastic block models The ideas introduced above,
combined with existing algorithms for weak recovery of stochastic block models, immediately imply
a private algorithm for the problem. To illustrate this, consider with parameters v2d > C,
for some large enough constant C' > 1. Let # € {&-1}" be balanced. Here Y is an n-by-n matrix
corresponding to the rescaled centered adjacency matrix of the input graph:

1 AT T
= (1—-2%) ifij e BE(G
mj — {'yd 1( n) J ; ( )
—— otherwise.
n
The basic semidefinite program [28, 146] can be recasl{]ﬂ as the strongly convex constrained op-
timization question of finding the orthogonal projection of the matrix Y onto the set K :=

{X eR™"™ | X =0,X;; =1 Vi} . Thatis
X = argminy ¢ ||Y —XH% .

Let fy (X) := ||X||12; — 2(X,Y) and notice that X = argminy . fy (X). It is a standard fact that,
if our input was G ~ SBM,,(d, v, z), then with high probability X (G) = argminyx fy(a)(X)
would have leading eigenvalue-eigenvector pair satisfying

AM(G)>1-0(1/7%d) and (v1(G),z/|z]))* = 1— 0 (1/+%d) .

This problem fits perfectly the description of the previous paragraph. Note that since the constraint
set does not depend on Y, Property (ii) reduces to Property (i). Thus, it stands to reason that the

projections X, X’ of Y,Y” are close whenever the input graphs generating Y and Y are adjacent.

By Hoélder’s Inequality with the entry-wise infinity and ¢;-norm, we obtain | fy (X) — fy/(X)| <

21X || IIY = Y'||,. By standard facts about positive semidefinite matrices, we have || X || <

"“The objective function in [28] 46] is linear in X instead of quadratic. However, both programs have similar
utility guarantees and the utility proof of our program is an adaption of that in [28] (see[Cemma C.8). We use the
quadratic objective function to achieve privacy via strong convexity.
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forall X € K. Also, Y and Y can differ on at most 2 entries and hence ||Y — Y”||; < O(%). Thus,
IX = X'[I} < O(5a)-

nyd
The rounding step is now straightforward. Using the Gaussian mechanism we return the leading
eigenvector of X + N where N ~ N(0, ;= - bgi#)"xn. This matrix has Frobeinus norm

significantly larger than X but its spectral norm is only

nlog(1/9) n 1 log(1/4)
i) < YRR

nyd 3 c ’Yd

Thus by standard linear algebra, for typical instances G ~ SBM,,(d, v, x), the leading eigenvector of

X (G) + N will be highly correlated with the true community vector 2z whenever the average degree
d is large enough. In conclusion, a simple randomized rounding step is enough!

Remark 2.1 (From weak recovery to exact recovery). In the non-private setting, given a weak
recovery algorithm for the stochastic block model, one can use this as an initial estimate for a
boosting procedure based on majority voting to achieve exact recovery. We show that this can be

done privately. See[Appendix C.2)in the supplements.

An advanced application: learning mixtures of Gaussians In the context of SBMs our argument
greatly benefited from two key properties: first, on adjacent inputs Y — Y’ was bounded in an
appropriate norm; and second, the convex set K was fixed. In the context of learning mixtures of
spherical Gaussians as in[Model 1.2] both this properties are not satisfied (notice how one of this
second properties would be satisfied assuming bounded centers!). So additional ideas are required.

The first observation, useful to overcome the first obstacle, is that before finding the centers, one
can first find the n-by-n membership matrix W (Y) where W (Y');; = 1 if 4,5 where sampled
from the same mixture component and 0 otherwise. The advantage here is that, on adjacent inputs,
|[W(Y) = W(Y")||% < 2n/k and thus one recovers the first property Here early sum-of-squares
algorithms for the problem [30} 36] turns out to be convenient as they rely on minimizing the function
HW||§ subject to the following system of polynomial inequalities in variables 211 ,. .. , 21k 5 - - - 5 Znk»
with Wi; = >, zigzj¢ for all i, j € [n] and a parameter ¢ > 0.

2 = Zit Vi€ [n],0€[k] (indicators)
Z zig <1 Vi € [n] (cluster membership)
telk]

zZie * zig =0 Vi € [n],£ € [k] (unique membership)
Z zie =n/k Ve e [k] (size of clusters| ]

k

py = o Z Zie -+ Yi V¢ € [k] (means of clusters)
k

~ Z ziolyi — ppyu)?t < (208 - |lully, Yu € RY, £ € [k] (subgaussianity of t-moment)

(PY)

For the scope of this discussion we may disregard computational issues and assume we have
access to an algorithm returning a point from the convex hull £(Y") of all solutions to our system of
inequalities Each indicator variable z; € {0, 1} is meant to indicate whether sample y; is believed

"*Notice for typical inputs Y from[Model 1.2{one expect |W (Y)||7 =~ n?/k.

!Formally, we would replace the constraint on the size of the clusters by one which requires them to be of
size (1 £ o) 7, for some small o

17 . A . . . . s . . . .

While this is far from being true, it turns out that having access to a pseudo-distribution satlsfymgls

enough for our subsequent argument to work, albeit with some additional technical work required.

18We remark that a priori it is also not clear how to encode the subgaussian constraint in a way that we could
recover a degree-t pseudo-distribution satisfying in polynomial time. By now this is well understood, we

discuss this in[Appendix Alin the supplements.
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to be in cluster Cy. In the non-private setting, the idea behind the program is that —for typical Y
sampled according to with minimum separation A > k'/*\/t— any solution W(Y) €
K(Y) is close to the ground truth matrix W*(Y) in Frobenius norm: |[W(Y) — W*(Y)||z <
1/ poly(k) . Each row W (Y); may be seen as inducing a uniform distribution over a subset of Y
Combining the above bound with the fact that subgaussian distributions at small total variation
distance have means that are close, we conclude the algorithm recovers the centers of the mixture.

While this program suggests a path to recover the first property, it also possesses a fatal flaw: the
projection W' of W € K(Y') onto K(Y) N K(Y”) may be far in the sense that |||WH§ - HW’||%\ >
QW2+ |W'||2) = Q(n?/k) . The reason behind this phenomenon can be found in the constraint

. zi¢ = n/k . The set indicated by the vector (214 ... , z,¢) may be subgaussian in the sense of
for input Y but, upon changing a single sample, this may no longer be true. We work around
this obstacle in two steps:

1. We replace the above constraint with >, z;y < n/k.

2. We compute W := argminy, solving P(v) |1 — WHIQJ , where .J is the all-one matrix

The catch now is that the program is satisfiable for any input Y since we can set z;; = 0 whenever
necessary. Moreover, we can guarantee property (ii) (required by our sensitivity argument) for
a < O(n/k), since we can obtain W’ € K(Y) N KC(Y”) simply zeroing out the row/column in W
corresponding to the sample differing in Y and Y. Then for typical inputs Y, the correlation with
the true solution is guaranteed by the new strongly convex objective function.

We offer some more intuition on the choice of our objective function: Recall that W;; indicates
our guess whether the ¢-th and j-th datapoints are sampled from the same Gaussian component. A
necessary condition for IV to be close to its ground-truth counterpart W*, is that they roughly have
the same number of entries that are (close to) 1. One way to achieve this would be to add the lower
bound constraing ) _, z;¢ 2 7. However, such a constraint could cause privacy issues: There would
be two neighboring datasets, such that the constraint set induced by one dataset is satisfiable, but the
constraint set induced by the other dataset is not satisfiable. We avoid this issue by noticing that the
appropriate number of entries close to 1 can also be induced by minimizing the distance of W to the
all-one matrix. This step is also a key difference from [35], explained in more detail below.

From low sensitivity of the indicators to low sensitivity of the estimates For adjacent inputs
Y, Y let W, W' be respectively the matrices computed by the above strongly convex programs. Our
discussion implies that, applying our sensitivity bound, we can show || — W’||2 < O(n/k) . The
problem is that simply applylng a randomized rounding approach here cannot work. The reason is
that even tough the vector W; induces a subgaussian distribution, the vector W; + v forv € R™,
might not. Without the subgaussian constraint we cannot provide any meaningful utility bound. In
other words, the root of our problem is that there exists heavy-tailed distributions that are arbitrarily
close in total variation distance to any given subgaussian distribution.

On the other hand, our sensitivity bound implies |[W —W’||? < o(||W||1) and thus, all but a vanishing
fraction of rows i € [n] must satisfy ||IW; — W/||; < < o(||Wil|1). For each row i, let u; , 11} be the
means of the distributions induced respectively by W; , W! . We are thus in the following setting:

1. Foraset of (1 —o(1)) - n good rows ||; — il < o(1),
2. For the set B of remaining bad rows, the distance ||;; — 1||, may be unbounded.

We hide differences of the first type as follows: pick a random subsample S of [n] of size n¢, for
some small ¢ > 0, and for each picked row use the Gaussian mechanism. The subsampling step is
useful as it allows us to decrease the standard deviation of the entry-wise random noise by a factor
n'~¢. We hide differences of the second type as follows: Note that most of the rows are clustered
together in space. Hence, we aim to privately identify the regions which contain many of the rows.

“More generally, we may think of a vector v € R™ as the vector inducing the distribution given by v/||v]|1
onto the set Y of n elements.

2We remark that for technical reasons our function in in the supplements will be slightly
different. We do not discuss it here to avoid obfuscating our main message.
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Formally, we use a classic high dimensional (e, §)-differentially private histogram learner on S and
for the k largest bins of highest count privately return their average (cf. CLemma A.T3). The crux of
the argument here is that the cardinality of BN S is sufficiently small that the privacy guarantees of
the histogram learner can be extended even for inputs that differ in |3 N S| many samples. Finally,
standard composition arguments will guarantee privacy of the whole algorithm.

Comparison with the framework of Kothari-Manurangsi-Velingker Both Kothari-Manurangsi-
Velingker [35] and our work obtained private algorithms for high-dimensional statistical estimation
problems by privatizing strongly convex programs, more specifically, sum-of-squares (SoS) programs.
The main difference between KMV and our work lies in how we choose the SoS program. For the
problem of robust moment estimation, KMV considered the canonical SoS program from [30,36]
which contains a minimum cardinality constraint (e.g., >, 2y 2 % in the case of GMMs). Such a
constraint is used to ensure good utility. However, as alluded to earlier, this is problematic for privacy:
there will always exist two adjacent input datasets such that the constraints are satisfiable for one but
not for the other. KMV and us resolve this privacy issue in different ways.

KMYV uses an exponential mechanism to pick the lower bound of the minimum cardinality constraint.
This step also ensures that solutions to the resulting SoS program will have low sensitivity. In
contrast, we simply drop the minimum cardinality constraint. Then the resulting SoS program is
always feasible for any input dataset! To still ensure good utility, we additionally pick an appropriate
objective function. For example, in Gaussian mixture models, we chose the objective |V — .J ||?D
Our approach has the following advantages: First, the exponential mechanism in KMV requires
computing O(n) scores. Computing each score requires solving a large semidefinite program, which
can significantly increase the running time. Second, proving that the exponential mechanism in KMV
works requires several steps: 1) defining a (clever) score function, 2) bounding the sensitivity of
this score function and, 3) showing existence of a large range of parameters with high score. Our
approach bypasses both of these issues.

Further, as we show, our general recipe can be easily extended to other high dimensional problems of
interest: construct a strongly convex optimization program and add noise to its solution. This can
provide significant computational improvements. For example, in the context of SBMs, the framework
of [35] would require one to sample from an exponential distribution over matrices. Constructing and
sampling from such distributions is an expensive operation. However, it is well-understood that an
optimal fractional solution to the basic SDP relaxation we consider can be found in near quadratic
time using the standard matrix multiplicative weight method [7, 58], making the whole algorithm
run in near-quadratic time. Whether our algorithm can be sped up to near-linear time, as in [[7, 58],
remains a fascinating open question.

Comparison with previous works on empirical risk minimization Results along the lines of the
sensitivity bound described at the beginning of the section (see for a formal statement)
have been extensively used in the context of empirical risk minimization [[15} 34} 57, [11} 163} 150].
Most results focus on the special case of unconstrained optimization of strongly convex functions.
In contrast, our sensitivity bound applies to the significantly more general settings where both the
objective functions and the constrained set may depend on the input)~'| Most notably for our settings
of interest, [15] studied unconstrained optimization of (smooth) strongly convex functions depending
on the input, with bounded gradient. We recover such a result for X’ = X in (ii). In [50], the authors
considered constraint optimization of objective functions where the domain (but not the function)
may depend on the input data. They showed how one can achieve differential privacy while optimize
the desired objective function by randomly perturbing the constraints. It is important to remark that,
in [50], the notion of utility is based on the optimization problem (and their guarantees are tight only
up to logarithmic factors). In the settings we consider, even in the special case where f does not
depend on the input, this notion of utility may not correspond to the notion of utility required by the
estimation problem, and thus, the corresponding guarantees can turn out to be too loose to ensure the
desired error bounds.

2IThe attentive reader may argue that one could cast convex optimization over a constrained domain as
unconstrained optimization of a new convex function with the approprlate penalty terms. In practice however,

this turns out to be hard to do for constraints such as
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A Preliminaries

We use boldface characters for random variables. We hide multiplicative factors logarithmic in n
using the notation O(-), (-). Similarly, we hide absolute constant multiplicative factors using the
standard notation O(-),€(-), ©(-). Often times we use the letter C' do denote universal constants
independent of the parameters at play. We write o(1),w(1) for functions tending to zero (resp.
infinity) as n grows. We say that an event happens with high probability if this probability is at least
1 — o(1). Throughout the paper, when we say "an algorithm runs in time O(q)" we mean that the
number of basic arithmetic operations involved is O(q). That is, we ignore bit complexity issues.

Vectors, matrices, tensors We use 1d,, to denote the n-by-n dimensional identity matrix, J,, €
R™*" the all-ones matrix and 0,, , 1,, € R™ to denote respectively the zero and the all-ones vectors.
When the context is clear we drop the subscript. For matrices A, B € R"*™ we write A = B if
A — B is positive semidefinite. For a matrix M, we denote its eigenvalues by A1 (M), ..., A\, (M),
we simply write A; when the context is clear. We denote by || M || the spectral norm of M. We

denote by R the set of real-valued order-t tensors. for a d x d matrix M, we denote by M®* the
t-fold Kronecker product M @ M ® --- ® M. We define the flattening, or vectorization, of M to

t times
be the d¢-dimensional vector, whose entries are the entries of M appearing in lexicographic order.
With a slight abuse of notation we refer to this flattening with M, ambiguities will be clarified form

d®t T . . . .
context. We denote by N (0, 02) the distribution over Gaussian tensors with d* entries with
standard deviation o. Given u,v € {£1}", we use Ham(u,v) := Y_"" | 1, 4,,] to denote their

Hamming distance. Given a vector u € R"™, we let sign(u) € {£1}" denote its sign vector. A vector
u € {£1}" is said to be balanced if Y, u; =0

Graphs We consider graphs on n vertices and let G,, be the set of all graphs on n vertices. For
a graph G on n vertices we denote by A(G) € R™*™ its adjacency matrix. When the context is
clear we simply write A . Let V(G) (resp. E(G)) denote the vertex (resp. edge) set of graph G.
Given two graphs G, H on the same vertex set V., let G \ H := (V, E(G) \ H(G)). Given a graph
H, H' C H means H' is a subgraph of H such that V(H') = V(H) and E(H) C E(H). The
Hamming distance between two graphs G, H is defined to be the size of the symmetric difference
between their edge sets, i.e. Ham(G, H) := |E(G)AE(H)|.

A.1 Differential privacy

In this section we introduce standard notions of differential privacy [24].

Definition A.1 (Differential privacy). An algorithm M : Y — O is said to be (g, 0)-differentially
private for €,0 > 0 if and only if, for every S C O and every neighboring datasets Y,Y' € Y we
have

PIM(Y) €8] < et PIM(Y') €S| +4.

To avoid confusion, for each problem we will exactly state the relevant notion of neighboring datasets.
Differential privacy is closed under post-processing and composition.

Lemma A.2 (Post-processing). If M : Y — O is an (e, )-differentially private algorithm and
M' Y — Z is any randomized function. Then the algorithm M' (M(Y)) is (g, §)-differentially
private.

In order to talk about composition it is convenient to also consider DP algorithms whose privacy
guarantee holds only against subsets of inputs.

Definition A.3 (Differential Privacy Under Condition). An algorithm M : Y — O is said to be
(e, 9)-differentially private under condition ¥ (or (&, §)-DP under condition ¥) for e,5 > 0 if and
only if, for every S C O and every neighboring datasets Y,Y' € Y both satisfying ¥ we have

PIM(Y) €8] < et PIM(Y') € S]+4.

It is not hard to see that the following composition theorem holds for privacy under condition.

15
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Lemma A.4 (Composition for Algorithm with Halting, [35]]). Let M; : Y — O U{L} My :
O xY = OU{L},... My: Oy xY — O U{L} be algorithms. Furthermore, let M
denote the algorithm that proceeds as follows (with Oy being empty): Fori = 1 ...t compute
0; = M;(0i—1,Y) and, if o, = L, halt and output L. Finally, if the algorithm has not halted, then
output oy. Suppose that:

e Forany 1 <1 < t, we say that Y satisfies the condition V; if running the algorithm on'Y’
does not result in halting after applying M, ... M.

° M1 is (61,51)-DP

o M, is (g;,0;)-DP (with respect to neighboring datasets in the second argument) under
condition ¥;_1 foralli = {2,...,t} .

Then M is (3, €,y 0;)-DP.

A.1.1 Basic differential privacy mechanisms

The Gaussian and the Laplace mechanism are among the most widely used mechanisms in differential
privacy. They work by adding a noise drawn from the Gaussian (respectively Laplace) distribution
to the output of the function one wants to privatize. The magnitude of the noise depends on the
sensitivity of the function.

Definition A.5 (Sensitivity of function). Let f : Y — RY be a function, its {,-sensitivity and
Uy-sensitivity are respectively

Apri= max  [If(Y) = f(Y)ll, Appr= max  [[f(Y) = fY), -
Y., Y'ey Y., Y'ey
Y Y’ are adjacent Y Y’ are adjacent

For function with bounded ¢, -sensitivity the Laplace mechanism is often the tool of choice to achieve
privacy.

Definition A.6 (Laplace distribution). The Laplace distribution with mean p and parameter b > 0,
denoted by Lap(u, b), has PDF Qibe*‘””’“‘/b . Let Lap(b) denote Lap(0, b).

A standard tail bound concerning the Laplace distribution will be useful throughout the paper.
Fact A.7 (Laplace tail bound). Let « ~ Lap(u,b). Then,
Pl —pul >t <e ¥/’
The Laplace distribution is useful for the following mechanism
Lemma A.8 (Laplace mechanism). Let f : Y — R? be any function with {1 -sensitivity at most A fi1-

®d
Af*l) to f is (¢,0)-DP.

g

Then the algorithm that adds Lap (

It is also useful to consider the "truncated" version of the Laplace distribution where the noise
distribution is shifted and truncated to be non-positive.

Definition A.9 (Truncated Laplace distribution). The (negatively) truncated Laplace distribution w
with mean p and parameter b on R, denoted by tLap (i, b), is defined as Lap(u, b) conditioned on the
value being non-positive.

Lemma A.10 (Truncated Laplace mechanism). Let f : ) — R be any function with {1 -sensitivity at
most Ay 1. Then the algorithm that adds tLap (—Aﬁl (1 + M) ,Af’l/s) to f is (¢,0)-DP.

The following tail bound is useful when reasoning about truncated Laplace random variables.

Lemma A.11 (Tail bound truncated Laplace). Suppose p < 0 and b > 0. Let  ~ tLap(u,b).
Then,for y < p we have that

e(y_ﬂ/b)

P[ib<y]<m.

In constrast, when the function has bounded ¢5-sensitivity, the Gaussian mechanism provides privacy.

Lemma A.12 (Gaussian mechanism). Let f : J — RY be any function with (s-sensitivity at most
2 o
Ayo. Let 0 < €,0 < 1. Then the algorithm that adds N (O, w . Id) to f is (e,8)-DP.

€
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A.1.2 Private histograms

Here we present a classical private mechanism to learn a high dimensional histogram.

Lemma A.13 (High-dimensional private histogram learner, see [33l]). Let q,b,e > 0 and
0 < < 1/n. Let {I;}2_., be a partition of R into intervals of length b, where I; =
{reR|q+ (i—1)-b< < q+i-b}. Considerthe partition of R? into sets {Bi, i, }o
where

01 ye.stg=1
..... s={zeR|Vjed,z e}

Let Y = {y1,...,yn} € R? be a dataset ofn points. For each B, . ., let p, . ., =
Li{jen] |y €Bi,. i} Forn > ca - log 2 55 » there exists an efficient (,)-differentially

private algorithm that returns 1, 1,...,Di,,...ias - - - SAtisfying
P . Inax |p11, ﬁilw-widl >a|l <p.
1. 77/(1
Proof. We consider the following algorithm, applied to each i1, ...,iq € Noninput Y:
1. If py, .. = 0 set p;,,..;, = 0, otherwise let p;, . ;, = Diy,..i, + T Where 7 ~
2
Lap (0, na) .

2. Ifpiy iy < M setpi,...i, = 0.

First we argue utility. By construction we get p;, .. ;, = 0 whenever p;, . ;, = 0, thus we may
focus on non-zero p;, ... ;,. There are at most n non zero p;, ... ;,. By choice of n, § and by [Fact A.7]
the maximum over n independent trials 7 ~ Lap (0, =) is bounded by « in absolute value with
probability at least 5.

It remains to argue privacy. Let Y = {y1,...,yn} , Y’ = {y},..., vy, } be adjacent datasets. For
i1,...,1q € N, let

Pir,eia = {7 € [n] [ 95 € Biy,.ig b
pgl’--, ’{je !yj GBH’ ﬂd}’
Since Y, Y” are adjacent there exists only two set of indices Z := {i1,...,iq4} and J := {j1,...,ja}

such that pz # Py and py ;é p'; . Assume without loss of generality pz > p7. Then it must be

pI = p7 +1/nand ps = p’; —1/n. Thus by the standard tail bound on the Laplace distribution in
and bym we immediately get that the algorithm is (g, §)-differentially private. [J

A.2 Sum-of-squares and pseudo-distributions

We introduce here the sum-of-squares notion necessary for our prlvate algorithm learning mixtures of
Gaussians. We remark that these notions are not needed for [Appendix C}

Let w = (wy,wa,...,w,) be a tuple of n indeterminates and let R[w] be the set of polynomials
with real coefficients and indeterminates w, ..., w,. We say that a polynomial p € Rfw] is a
sum-of-squares (sos) if there are polynomials gy, . . ., ¢, such that p = ¢ + - - - + ¢

A.2.1 Pseudo-distributions

Pseudo-distributions are generalizations of probability distributions. We can represent a discrete (i.e.,
finitely supported) probability distribution over R™ by its probability mass function D: R” — R
suchthat D > 0and 3, c,p(p) P(w) = 1. Similarly, we can describe a pseudo-distribution by its
mass function. Here, we relax the constraint D > 0 and only require that D passes certain low-degree
non-negativity tests.

Concretely, a level-¢ pseudo-distribution is a finitely-supported function D : R™ — R such that
> Dw)=1and ", D(w)f(w)? > 0 for every polynomial f of degree at most ¢/2. (Here, the
summations are over the support of D.) A straightforward polynomial-interpolation argument shows
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that every level-oco-pseudo distribution satisfies D > 0 and is thus an actual probability distribution.
We define the pseudo-expectation of a function f on R¢ with respect to a pseudo-distribution D,

denoted ]ED(w)f(w), as
Ep(w)f(w) =Y D(w)f(w) . (A1)

The degree-¢ moment tensor of a pseudo-distribution D is the tensor E (., (1, w1, wa, ..., wn)w. In
particular, the moment tensor has an entry corresponding to the pseudo-expectation of all monomials
of degree at most £ in w. The set of all degree-¢ moment tensors of probability distribution is a
convex set. Similarly, the set of all degree-¢ moment tensors of degree d pseudo-distributions is also
convex. Key to the algorithmic utility of pseudo-distributions is the fact that while there can be no
efficient separation oracle for the convex set of all degree-¢ moment tensors of an actual probability
distribution, there’s a separation oracle running in time n°®) for the convex set of the degree-¢
moment tensors of all level-¢ pseudodistributions.

Fact A.14 (56,53, 51, 38]). For any n,¢ € N, the following set has a n°)-time weak separation
oracle (in the sense of [27]]):

{fED(w) (1,wy,wa, ..., w,)%? | degree-d pseudo-distribution D over R"} . (A.2)

This fact, together with the equivalence of weak separation and optimization [27] allows us to
efficiently optimize over pseudo-distributions (approximately)—this algorithm is referred to as the
sum-of-squares algorithm.

The level-C sum-of-squares algorithm optimizes over the space of all level-¢ pseudo-distributions that
satisfy a given set of polynomial constraints—we formally define this next.

Definition A.15 (Constrained pseudo-distributions). Let D be a level-£ pseudo-distribution over R".
Let A={f1 20,f2 20,..., fmn = 0} be a system of m polynomial inequality constraints. We say

that D satisfies the system of constraints A at degree r, denoted D I? A, if for every S C [m] and
every sum-of-squares polynomial h with deg h + ), _ s max{deg f;, 7} <,

Eph - H fi = 0.
€S
We write D |= A (without specifying the degree) if D If A holds. Furthermore, we say that D I% A

holds approximately if the above inequalities are satisfied up to an error of 9—n". Il - TTiesll fi
where ||-|| denotes the Euclidean norn@ of the coefficients of a polynomial in the monomial basis.

>

We remark that if D is an actual (discrete) probability distribution, then we have D |= A if and only
if D is supported on solutions to the constraints .A.

We say that a system .4 of polynomial constraints is explicitly bounded if it contains a constraint of
the form {||w||> < M}. The following fact is a consequence of and [27],

Fact A.16 (Efficient Optimization over Pseudo-distributions). There exists an (n + m)°©)-time
algorithm that, given any explicitly bounded and satisfiable syste A of m polynomial constraints
in m variables, outputs a level-{ pseudo-distribution that satisfies A approximately.

A.2.2 Sum-of-squares proof

Let f1, fa,. .., f» and g be multivariate polynomials in w. A sum-of-squares proof that the constraints
{fi 2 0,..., fm = 0} imply the constraint {g > 0} consists of sum-of-squares polynomials
(ps)gg[m] such that
9= > ps-Tesfi. (A3)
SC[m]

. . . — £ .
2The choice of norm is not important here because the factor 2~" swamps the effects of choosing another
norm.

BHere, we assume that the bit complexity of the constraints in A is (n + m)°®.
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We say that this proof has degree ¢ if for every set S C [m], the polynomial psII;c g f; has degree at
most £. If there is a degree ¢ SoS proof that {f; > 0 | ¢ < r} implies {g > 0}, we write:

{(fiz0li<rifr{g=>0}. (A.4)

Sum-of-squares proofs satisfy the following inference rules. For all polynomials f, g: R® — R and
for all functions F: R” — R™, G: R* — R¥, H: RP — R" such that each of the coordinates of
the outputs are polynomials of the inputs, we have:

Al {f 2 0,9>0) Alz{f >0} Al {g> 0}
Al {f+g9=20 Al {f-9>0}

(addition and multiplication)

A B,B-C
IT—K (transitivity)
A E'Z/ C
F>0 G=20 o
{ } |7 { } (substitution)

{F(H) > 0} fymmy {G(H) > 0}

Low-degree sum-of-squares proofs are sound and complete if we take low-level pseudo-distributions
as models.

Concretely, sum-of-squares proofs allow us to deduce properties of pseudo-distributions that satisfy
some constraints.
Fact A.17 (Soundness). If D = A for a level-{ pseudo-distribution D and there exists a sum-of-

squares proof A |7—, B, then D

ror’ 4!
If the pseudo-distribution D satisfies .4 only approximately, soundness continues to hold if we require

an upper bound on the bit-complexity of the sum-of-squares A |7 B (number of bits required to
write down the proof).

In our applications, the bit complexity of all sum of squares proofs will be n°) (assuming that
all numbers in the input have bit complexity n®()). This bound suffices in order to argue about
pseudo-distributions that satisfy polynomial constraints approximately.

The following fact shows that every property of low-level pseudo-distributions can be derived by
low-degree sum-of-squares proofs.

Fact A.18 (Completeness). Suppose d > ' > r and A is a collection of polynomial constraints with
degree at most r, and A= {3, w? < B} for some finite B.

Let {g > 0} be a polynomial constraint. If every degree-d pseudo-distribution that satisfies D l? A
also satisfies D l? {g = 0}, then for every € > 0, there is a sum-of-squares proof A lg {9 > —¢}.

A.2.3 Explictly bounded distributions

We will consider a subset of subgaussian distributions denoted as certifiably subgaussians. Many
subgaussians distributions are known to be certifiably subgaussian (see [36]).

Definition A.19 (Explicitly bounded distribution). Lett € N. A distribution D over R? with mean
is called 2t-explicitly o-bounded if for each even integer s such that 1 < s < t the following equation
has a degree s sum-of-squares proof in the vector variable u

2s s s 2
B { B = ) < (09)° - Jull}’}

Furthermore, we say that D is explicitly bounded if it is 2t-explicitly o-bounded for everyt € N. A
finite set X C RY is said to be 2t-explicitly o-bounded if the uniform distribution on X is 2t-explicitly
o-bounded.

Sets that are 2t-explicitly o-bounded with large intersection satisfy certain key properties. Before

introducing them we conveniently present the following definition.
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Definition A.20 (Weight vector inducing distribution). Let Y be a set of size n and let p € [0,1]™ be
a vector satisfying ||p||; = 1. We say that p induces the distribution D with support Y if
Pyply = vl =pi.

Theorem A.21 ([36, 30]). Let Y C RY be a set of cardinality n. Let p,p’ € [0,1]" be weight
vectors satisfying ||p||, = ||p’||; = 1 and ||p — p'||; < B. Suppose that p (respectively p') induces a
2t-explicitly o1 -bounded (resp. o2) distribution over Y with mean ) (resp. pup). There exists an
absolute constant 8* such that, if B < 8%, then for o = o1 + 02 :

< B2 0 (m) .

H“(p) — H(p)

In the context of learning Gaussian mixtures, we will make heavy use of the statement below.

Theorem A.22 ([36, 30]). Let Y be a 2t-explicitly o-bounded set of size n. Let p € R" be the
weight vector inducing the uniform distribution over Y. Let p' € R™ be a unit vector satisfying
lp—p'|l;, < B for some 3 < B* where 3* is a small constant. Then p' induces a 2t-explicitly

(o + O(B*=1/2%))-bounded distribution over Y .

B Stability of strongly-convex optimization

In this section, we prove ¢, sensitivity bounds for the minimizers of a general class of (strongly)
convex optimization problems. In particular, we show how to translate a uniform point-wise sensitivity
bound for the objective functions into a /5 sensitivity bound for the minimizers.

Lemma B.1 (Stability of strongly-convex optimization). Let ) be a set of datasets. Let K(Y) be a
Samily of closed convex subsets of R™ parametrized by Y € Y and let F()) be a family of functions
fy : K(Y) = R, parametrized by Y € Y, such that:

(i) for adjacent datasets Y,Y' € Y and X € K(Y') there exist Z € K(Y) N K(Y") satisfying
lfy (X) = fy(Z2)| S aand |fy(Z) = fy (Z)] < a.

(ii) fy is k-strongly convex in X € K(Y).

Then forY,Y' € Y, X = arg minyex vy fy (X) and X' = arg miny ey fy(X'), it holds

2
X -X'|| < 12a
2 K
Proof. Let Z € K(Y) N K(Y’) be a point such that fy(X)—fy/(Z)‘ < « and
|fyv(Z) — fy/(Z)] < a. By k-strong convexity of fy and fy+ (Proposition G.2) it holds

~ ~ 112 ~ 2 2
i -5 < - vl 2]

<5 (WD) = fr () + fr(2) = f (X))

Suppose w.l.o.g. fy (X) < fy/(X’), for a symmetric argument works in the other case. Then

(Z) < fy(Z)+a< fr(X)+2a
and
X)) < (X< fri(Z) < fr(X) +a.
It follows as desired

H(Z) = fy(X) + fy(Z2) — fr (X') < 3a.
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C Private recovery for stochastic block models

In this section, we present how to achieve exact recovery in stochastic block models privately and
thus prove [Theorem 1.3} To this end, we first use the stability of strongly convex optimization
(Cemma B.1)) to obtain a private weak recovery algorithm in [Appendix C.I| Then we show how
to privately boost the weak recovery algorithm to achieve exact recovery in [Appendix C.2| In

we complement our algorithmic results by providing an almost tight lower bound on
the privacy parameters. We start by defining the relevant notion of adjacent datasets.

Definition C.1 (Adjacent graphs). Let G, G’ be graphs with vertex set [n]. We say that G , G’ are
adjacent if |[E(G)AE(G')| =1.

Remark C.2 (Parameters as public information). We remark that we assume the parameters n,y, d
to be public information given in input to the algorithm.

C.1 Private weak recovery for stochastic block models

In this section, we show how to achieve weak recovery privately via stability of strongly con-
vex optimization (Cemma B.I). We first introduce one convenient notation. The error rate
of an estimate & € {£1}" of the true partition 2 € {£1}" is defined as err(#,z) := 1

min{Ham(Z, =), Ham(Z, —x)}@ Our main result is the following theorem.

Theorem C.3. Suppose vv/d > 12800, ¢, > 0. There exists an (Algorithm C.4)) such that, for any
x € {£1}", on input G ~ SBM,, (v, d, x), outputs (G) € {£1}" satisfying

1 N 1 log(2/5)>

n

wWd yd e

with probability 1 — exp(—Q(n)). Moreover, the algorithm is (e, §)-differentially private for any
input graph and runs in polynomial time.

err (#(G),z) < O (

Before presenting the algorithm we introduce some notation. Given a graph G, let Y(G) :=
% (A(G) — £J) where A(G) is the adjacency matrix of G and .J denotes all-one matrices. Define
K:={X eR™" | X =0,X; =1 Vi}. The algorithm starts with projecting matrix Y (G) to set
KC. To ensure privacy, then it adds Gaussian noise to the projection X; and obtains a private matrix
Xo. The last step applies a standard rounding method.

Algorithm C.4 (Private weak recovery for SBM).
Input: Graph G.

Operations:

1. Projection: X + argmin ¢, [|Y (G) — X||%.

' nyd g2

nxn
2. Noise addition: X < X1 + W where W ~ N (0 24 10g(2/§)) .

3. Rounding: Compute the leading eigenvector v of Xo and return sign(v).

In the rest of this section, we will show is private in [Cemma C.7] and its utility

guarantee in[Lemma C.8| Then[I'heorem C.3|follows directly from|Lemma C.7|and |Lemma C.38|

Privacy analysis Let ) be the set of all matrices Y (G) = %(A(G) — 4.7) where G is a graph on
n vertices. We further define ¢ : ) — K to be the function

q(Y) := argmin y ¢ |V — X ||3. (C.1)

We first use [Lemma B.1|to prove that function g is stable.
24

Lemma C.5 (Stability). The function q as defined in|Eq. (C.1)|has {2-sensitivity Ag o < vd

*Note (2, z)| = (1 — 2err(#,x)) - nforany &,z € {£1}".
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Proof. Letg : Y x K — R be the function g(Y, X) := || X5 — 2(Y, X). Applying[Lemma B.1]
with fy (-) = g(Y,-), it suffices to prove that g has ¢1-sensitivity n%d with respect to Y and that it is
2-strongly convex with respect to X. The ¢;-sensitivity bound follows by observing that adjacent

YY" satisfy [[Y — Y'||; < 2% and thatany X € K satisfies | X||, < ;. Thus it remains to prove
strong convexity with respect to X € K. Let X, X’ € K then
2 2 2
X e = [IX[JE +2(X" = X, X) + || X = X'[|}
= [X[f + 20X XX Y =)+ X - X[y
= g(Y.X) + (X' = X, Vg(X, 1) +2(X".Y) + | X = X'|[7.

That is g(Y, X) is 2-strongly convex with respect to X. Note any X € K is symmetric. Then the
result follows by O

Remark C.6. In the special case where the contraint set KC does not depend on input dataset Y
(e.g. stochastic block models), the proof can be cleaner as follows. Let fy (X) = || X||% — 2(X,Y).

Let X := argminyx fy (X) and X' := argminy o fy+(X). Suppose without loss of generality
Iy (X) < fy/(X"), for a symmetric argument works in the other case. Then

Fr(X) < (X)) < fr(X) < fy(X) +a.

Then it is easy to show the algorithm is private.

Lemma C.7 (Privacy). The weak recovery algorithm (Algorithm C.4)) is (¢, §)-DP.

Proof. Since any X € K is symmetric, we only need to add a symmetric noise matrix to obtain
privacy. Combining [Lemma C.5| with [Lemma A.12] we immediately get that the algorithm is
(e, 9)-private. O

Utility analysis Now we show the utility guarantee of our priavte weak recovery algorithm.

Lemma C.8 (Utility). For any x € {£1}", on input G ~ SBM,,(v, d, z), |Algorithm C.4|efficiently
outputs T(G) € {1} satisfying

. 6400 7000 log(2/9)
err (2(G),z) < + . ,
1 (£(G), ) Wd vd e?

with probability 1 — exp(—Q(n)).

To prove we need the following lemma which is an adaption of a well-known result in

SBM [28| Theorem 1.1]. Its proof is deferred to[Appendix H]
Lemma C.9. Consider the settings of With probability 1 — exp(—Q(n)),

2 _ 800
F\V\/E

800
Sy m=rlnd
F vWd (. d)

with probability 1 — exp(—£2(n)). We condition our following analysis on this event happening.

1
HXl(G) - ExxT

Proof of[Lemma C.8] By[Lemma C.9] we have

HXl(G) - %xxT

1
< HXl(G) - ﬁxxT

Let u be the leading eigenvector of X;(G). Let A; and Ay be the largest and second largest

eigenvalues of X;(G). By Weyl’s inequality (Lemma F.1) and the assumption vv/d > 12800, we
have

1
)\1 —)\2 2 1—2T(’y,d) 2 5
Let v be the leading eigenvector of X;(G) + W. By Davis-Kahan’s theorem (Lemma F.2), we have

2||W]

u-— <

< 4w,
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[u— /|| <2 HX1<G> - %mf < 2r(7, d).

Putting things together and using we have

v —z/v/n|| < Ju—v] + [[u—-z/Va| < 24\f\/10g72/5 )

with probability 1 — exp(—Q(n)).

Observe Ham(sign(y), z) < ||y — z||? for any y € R™ and any = € {4-1}". Then with probability
1 —exp(—Q(n)),

6400 n 7000 log(2/9)

— - Ham(sign(v <|v- x/f” Vi =

n

Proof of[Theorem C.3] By|Lemma C.7|and |[Lemma C.§| O

C.2 Private exact recovery for stochastic block models

In this section, we prove [Theorem 1.3] We show how to achieve exact recovery in stochastic block
models privately by combining the private weak recovery algorithm we obtained in the previous
section and a private majority voting scheme.

Since exact recovery is only possible with logarithmic average degree (just to avoid isolated vertices),
it is more convenient to work with the following standard parameterization of stochastic block models.
Let a > § > 0 be fixed constants. The intra-community edge probability is « - log " and the inter-

community edge probability is 3 10%. In the language ofModel 1.1} itis SBM (O‘+B logn, a-HBi , ).
Our main result is the following theorem.

Theorem C.10 (Private exact recovery of SBM, restatement of [Theorem 1.3). Let ¢, 8 > 0. Suppose
«, B are fixed constants satisfyin

Va—+/B>16 and a6>§2<12.10g(2/5)+1), (C.2)

€ logn €

Then there exists an algorithm (Algorithm C.12)) such that, for any balanceaﬁx € {£1}", on input
G ~ SBM (a+ﬁ logn, a+g’ x), outputs £(G) € {x, —x} with probability 1 — o(1). Moreover,
the algorithm is (g, 0)-differentially private for any input graph and runs in polynomial time.

Remark C.11. In a standard regime of privacy parameters where € < O(1) and 6 = 1/ poly(n),
the private exact recovery threshold[Eq. (C.2)|reads

Va—/B>16 and a—p=Q(e 2+,

Recall the non-private exact recovery threshold is \/o. — \/B > /2. Thus the non-private part in

[Eq. (C2)] i.e. 16, is close to optimal.

starts with randomly splitting the input graph G into two subgraphs G; and Go.
Settlng the graph-splitting probability to 1/2, each subgraph will contam about half of the edges of G.

Then we run an (g, 4)-DP weak recovery algorithm ( on G to get a rough estimate
Z(Gy) of accuracy around 90%. Finally, we boost the accuracy to 100% by doing majority voting
on G, based on the rough estimate Z(G). That is, if a vertex has more neighbors
from the opposite community (according to Z(G1)) in G, then we assign this vertex to the opposite
community. To make the majority voting step private, we add some noise to the vote.

1n the language of[Model 1.1| for any ¢ we have /oo — /B > t if and only if logn( V1i=9?) > é
Recall a vector z € {1} is said to be balanced if > | x; = 0.
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Algorithm C.12 (Private exact recovery for SBM).
Input: Graph G

Operations:

1. Graph-splitting: Initialize G to be an empty graph on vertex set V(QG). Independently
put each edge of G in Gy with probability 1/2. Let Gy = G \ G1.

2. Rough estimation on G1: Run the (£,0)-DP partial recovery algorithm (Algorithm C.4,
on G to get a rough estimate Z(G).

3. Majority voting on Go: Run the (g,0)-DP majority voting algorithm (Algorithm C.13

with input (Gz, Z(G1)) and get output X.

4. Return X.

Algorithm C.13 (Private majority voting).
Input: Graph G, rough estimate & € {+1}"

Operations:
1. For each vertexv € V(QG), let Z,, = S,, — D,, where

* D, = Z{uﬂ)}EE(G) ]]'[fi:ﬁéiu] ’
* Sv = Z{u,v}GE(G) ]l[i’u:i’U] .
Set x, = sign(Z, + W,,) - (G1), where W,, ~ Lap(2/e).

2. Return x.

In the rest of this section, we will show orithm C.12|is private in and it recovers
the hidden communities exactly with high probability in[Cemma C.17] Then[Theorem C.10|follows

directly from [Lemma C.15|and[Lemma C.17]

Privacy analysis. We first show the differential privcay of the majority voting algorithm (Algo-
with respect to input graph G (i.e. assuming fixed the input rough estimate).

Lemma C.14. |Algorithm C.13|is (£,0)-DP with respect to input G.

Proof. Observing the ¢;-sensitivity of the degree count function Z in step is 2, the (¢, 0)-DP follows

directly from Laplace mechanism (Cemma A.12)) and post-processing (Cemma A.2). O
Then the privacy of the private exact recovery algorithm is a consequence of
composition.

Lemma C.15 (Privacy). [Algorithm C.12|is (g, 8)-DP.

Proof. Let Ay : G, — {£1}" denote the (£, §)-DP recovery algorithm in step 2. Let As : G,, X
{£1}™ — {£1}" denote the (&, 0)-DP majority voting algorithm in step 3. Let .A be the composition
of A; and As.

We first make several notations. Given a graph H and an edge e, H. is a graph obtained b adding e to
H. Given a graph H, G1(H) is a random subgraph of H by keeping each edge of H with probability
1/2 independently.

Now, fix two adjacent graphs G and G, where edge e appears in G, but not in G. Also, fix two
arbitrary possible outputs z1, 2o € {£1}" of algorithm A}*/| It is direct to see,

P(A(G) = (z1,22) = 3 P(A1(H) = 21) P (Ao(G\ H, 1) = 22) P (G4 (G) = H). (C3)

HCG

*"We can imagine that algorithm A first outputs (1, z2) and then outputs x> as a post-processing step.
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Since P(G1(G) = H) =P(G1(G.) = H) + P(G1(G¢) = H.) forany H C G, we have
]P)(.A(Ge) = (.131,@‘2)) = Z ]P)(.Al(H) = 1‘1)P(A2(Ge \H,xl) = $2)P(G1(Ge) = H)

HCG
+P(A1(He) =21)P(Ax(Ge \ Heyx1) = 22) P(G1(Ge) = He)
(C.4)
Since both A; and A; are (g, §)-DP, we have for each H C G,
P(Ay(He) =21) < e P(A1(H) =21) + 0, (C.5)
P(A3(Ge \ H,z1) = x2) < P (A2(G\ H,21) = x2) + 6. (C.6)

Plugging [Eq. (C.5)]and[Eq. (C.6)]into[Eq. (C.4)] we obtain
P(A(Ge) = (1,22)) < D [P (Ai(H) = 21) P(A2(G \ H,21) = w2) + 6] P(G1(G) = H)
HCG
=e"P(A(G) = (x1,22)) + 0.
Similarly, we can show
P(A(G) = (z1,72)) < e P(A(G,) = (21, 72)) + 4. (C.7)
O

Utility analysis. We first show the utility guarantee of the priavte majority voting algorithm.
a—p

» a+30

balanced x and then for each vertex removing at most A < O(log2 n) adjacent edges arbitrarily.

Then on input G and a balanced rough estimate % satisfying Ham(z, z) < n/16, |Algorithm C.13
efficiently outputs &:(G) such that for each vertex v,

P(2(G)y # xy) < exp <_614 ce(a—B) -logn) +2-exp (—1; . (C;:_BB)Q -10gn> .

Lemma C.16. Suppose G is generated by first sampling G ~ SBMn(a—JQFﬁ -logn x) for some

Proof. Let us fix an arbitrary vertex v and analyze the probability P (z(G), # z,). Let r :=
Ham (%, xz)/n. Then it is not hard to see

P(#(G), #2,) KP(B+A'—A-B +W >0) (C.8)
where

* A ~ Binomial((1/2 — r)n — A, alOTgl” ), corresponding to the number of neighbors that

are from the same community and correctly labeled by z,

* B’ ~ Binomial(rn — A, 3 10%), corresponding to the number of neighbors that are from
the different community but incorrectly labeled by z,

* B ~ Binomial((1/2 — r)n, ﬂlc’i”), corresponding to the number of neighbors that are

from the different community and correctly labeled by z,

* A’ ~ Binomial(rn, aloi ), corresponding to the number of neighbors that are from the

same community but incorrectly labeled by z,

* W ~ Lap(0,2/¢), independently.

The A term appearing in both A and B’ corresponds to the worst case where A “favorable” edges
are removed. If > Q(1), then A = O(log® n) is negligible to 7n = ©(n) and we can safely ignore
the effect of removing A edges. If » = o(1), then we can safely assume Z is correct on all vertices
and ignore the effect of removing A edges as well. Thus, we will assume A = 0 in the following
analysis.
For any ¢,t’, we have

PAA+B-A-B'+W>0)<PA'+B+W>1{)+P(A+B' <)

<PA +B2t—th+P(W=t)+PA+B <t).

We choose ¢, t’ by first picking two constants a, b > 0 satisfying a + b < 1 and then solving
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« E[A’+B]—t=a- (E[A+B]—E[A’+ B]) and
=(1—a—1b) (E[A+B]-E[A’+B]).

By>t> (_t,g)< (_(1/4_r)(1—a—b). y
<exp (-7 ) <exp > (o — ) logn).

By|Fact E.4| m and the assumption r < 1/16, we have

_ o — B)2
P(A+B' <t) <exp (— (E[;ILEL]?_]B,;) ) < exp (—(1/4 —r)%a? - (OH—? : logn> .

Setting b = 1/2, by [Fact E.4]and the assumption r < 1/16, we have

T / —7"2 a— 2
PA'+B>t—t) < exp( (t —tt’+IﬁEi[E;’i]]3_3>]]) )gexp<— (1/47 ) .(Oé+@ -logn>.

Further setting a = 1/3, we have

1/4 — 1/4 — 1)2 _ A)2
P(£(G)y # xy) < exp (—/1270 ce(la—p) -logn> +2-exp (—( / 9 . (O; _1_%) . logn) .
Finally, plugging the assumption r < 1/16 to conclude. O

Then it is not difficult to show the utility guarantee of our priavte exact recovery algorithm.
Lemma C.17 (Utility). Suppose «, 3 are fixed constants satisfying

Va—\/B>16 and a_5>g<1.10g(2/5)+1)

2 logn 5

Then for any balanced x € {+1}", on input G ~ SBMn(aJQFﬁ log n, a+g, x), |Algorithm C.12

efficiently outputs &:(G) satisfying £(G) € {x, —x} with probability 1 — o(1).
Proof. We will show the probability of a fixed vertex being misclassified is at most o(1/n). Then by

union bound, exact recovery can be achieved with probability 1 — o(1).

As the graph-splitting probability is 1/2, G follows SBM,, (5 - 105”, g : 1"%, x). By[Theorem C.3|
the rough estimate z(G1) satisﬁe@

14000  log(2/0)
(a—B)e?  logn
with probability at least 1 — exp(—(n)). Without loss of generality, we can assume
Ham(#(G1),z) < rn, since we consider —z otherwise. By m Fact E.2] the maximum degree of

G is at most A := 2log? n with probability at least 1 — n exp(—(logn)?/3). In the following, we
condition our analysis on the above two events regarding Z(G1) and G1.

err(Z(Gq),z) < r:=o(1) + (C.9)

Now, let us fix a vertex and analyze the probability p. that it is misclassified after majority voting.
With GG; being fixed, G2 can be thought of as being generated by first sampling G and then removing

G from G To make r < 1/16, it suffices to ensure o — 500 loﬁgg J) by|[Eq. (C.9)|Then by
ILemma C.16} we have

_ B2
Pe < €Xp (_614 E(a—b’)-logn)—&-Z exp( 122-%-10gn>.

To make p. at most o(1/n), it suffices to ensure

1 1 (a—p)
—e(aa—pf)>1 and — —F > 1.
64 (=) 162 «a+p3
21t is easy to make the output of[Algorithm C.4|balanced at the cost of increasing the error rate by a factor of
at most 2.
76
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Note (o — 8)?/(a + B) > (va — /B)? for a > 3. Therefore, as long as
< &02 log(2/9) 64

- > 16 d -B= = —,
Va—+/8 and o —f = log 1 + 5
Algorithm C.12|recovers the hidden communities exactly with probability 1 — o(1). O
Proof of[Theorem C.10| By[Lemma C.15|and [Lemma C.17} O

C.3 Inefficient recovery using the exponential mechanism

In this section, we will present an inefficient algorithm satisfying pure privacy which succeeds for all
ranges of parameters - ranging from weak to exact recovery. The algorithm is based on the exponential
mechanism [43]] combined with the majority voting scheme introduced in section[Appendix C.2} In
particular, we will show

Theorem C.18 (Full version of [Theorem 1.4). Let yv/d > 12800 and x € {£1}" be balanced. Let

¢ > 2exp (—%). For any € > %{f/o, there exists an algorithm, |Algorithm C.19} which on

input G ~ SBM,, (v, d, x*) outputs an estimate &(G) € {+1}" sarisfying

err (#(G),2") < ¢

with probability at least 1 — (. In addition, the algorithm is e-private. Further, by slightly modifying
the algorithm, we can achieve error 20/+/log(1/¢) with probability 1 — e_".

A couple of remarks are in order. First, our algorithm works across all degree-regimes in the literature
and matches known non-private thresholds and rates up to constants. We remark that for ease of
exposition we did not try to optimize these constants. In particular, for v2d a constant we achieve
weak recovery. We reiterate, that v2d > 1 is the optimal non-private threshold. For the regime, where
7%d = w(1), it is known that the optimal error rate is exp (—(1 — o(1))y*d) even non-privately
[64], where o(1) goes to zero as «2d tends to infinity. We match this up to constants. Moreover,
our algorithm achieves exact recovery as soon as y2d > 512logn since then ¢ < % This also
matches known non-private threshholds up to constants [5,47]. Also, our dependence on the privacy
parameter ¢ is also optimal as shown by the information-theoretic lower bounds in

We also emphasize, that if we only aim to achieve error on the order of

7= (7o)
Wd log(1/¢) )

we can achieve exponentially small failure probability in n, while keeping the privacy parameter £
the same. This can be achieved, by ommitting the boosting step in our algorithm and will be clear
from the proof of We remark that in this case, we can also handle non-balanced
communities.

Again, for an input graph G, consider the matrix Y (G) = L (A(G)
define the score function

4J). Forz € {+1}" we

sag(x) = (x,Y(G)x) .

Since the entries of A(G) are in [0, 1] and adjacent graphs differ in at most one edge, it follows
immediately, that this score function has sensitivity at most

A= max lsa(o) —sla) = - max (@ (AG) ~ AG) )| < .
re{£1}" ze{£1}"

*The first, smaller, error guarantee additionally needs the requirement that ¢ < exp(—640). The second one
does not.
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Algorithm C.19 (Inefficient algorithm for SBM).
Input: Graph G, privacy parameter € > Q

Operations:

1. Graph-splitting: Initialize G to be an empty graph on vertex set V (QG). Independently
assign each edge of G to Gy with probability 1/2. Let Gy = G \ G1.

2. Rough estimation on G1: Sample T from the distribution with density

p(z) x exp (i(w, Y(Gﬁx)) ,

where A = 2.
yd

3. Majority voting on Ga: Run the e-DP majority voting algorithm with
input (Ga, Z(G1)). Denote its output by X.

4. Return X.

We first analyze the privacy guarantees of the above algorithm.

Lemma C.20. is e-DP.

Proof. For simplicity and clarity of notation, we will show that the algorithm satisfies 2¢-DP. Clearly,
the graph splitting step is 0-DP.[Step 2|corresponds to the exponential mechanism. Since the sensitivity
of the score function is at most A = % it follows by the standard analysis of the mechanism that this

step is e-DP [43]. By[Lemma C.14] the majority voting step is also e-DP. Hence, the result follows
by composition (cf. [Lemma A.4). O
Next, we will analyze its utility.

Lemma C.21. Let vW/d > 12800 and x € {+1}" be balanced. Let exp(—640) > ¢ >

2 exp —%) JE = %{(ﬁ/{)’ and G ~ SBM,,(v,d,x*), the output & (G) € {£+1}" of |Algo;
rithm C. 19 satisfies

err (#(G), 2%) < ¢
with probability at least 1 — (.

Proof. We will first show that the rough estimate # obtained in achieves
20

V/log(1/¢)

with probability e~". This will prove the second part of the theorem - for this we don’t need that

¢ < exp(—640). In fact, arbitrary ¢ works. The final error guarantee will then follow by|Lemma C.16
First, notice that similar to the proof of [28, Lemma 4.1], using Bernstein’s inequality and a union

bound, we can show that (cf. for a full proof)

err (Z,z%) <

B lx* | 2 100n 5
xQ%nLP@)n (>]>\w@<ﬁ%wo

with probability at least 1 — exp~1°", Recall that sg(7) = (x,Y(G)x). Let a = ﬁ We
og

call z € {+1}" good if sg(z) > (1 — 3a)n. It follows that for good z it holds that

1 1
o (x,2*)? > (2,Y(G)z) — ‘<z, {Y(G) — nz*(x*)T] x>‘ > (1 —4a)n.
Which implies that
1-4 1-4 2
2err(x,x*)<l—\/l—4a:1—7a<1 a_ @ <da,

Vi—da © 1-2a 1-2a

7R
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where we used that & < 1/4 and that /1 — 4z < 1 — 2z for > 0. Hence, we have for good z that
20
Vlog (1/¢)

Since s@(z*) = (1 — a)n,there is at least one good candidate. Hence, we can bound the probability
that we do not output a good x as

£ (1— .en
¢ ()20 ) <o

exp (ﬁ(l - a)n) .

err(z,z*) <

where we used that

2¢ea _ 641og(2/¢) 5vd
N 4 a0 > 3204/log (1/¢) > 2.

We will use to proof the final conclusion of the theorem. In what follows, assume
without loss of generality that Ham (z, 2*) < Ham (2, —z*). The above discussion implies that
40n n

Viog (1/0) ~ 16

where the last inequality uses ¢ < e~%4°. Further, by it also follows that the maximum

degree of G is at most O (log? n) (by some margin). Recall that Go ~ SBM (d,~,z*). In the
parametrization of this means that

Ham (z,2*) < 8an <

_(d+7)d _(=md
logn logn
2vd 2d
a—f= v , a+ = .
logn logn

Thus, it follows that the output & of the majority voting step satisfies for every vertex v
1 _ 2
P(2(G)y # xy) < exp (— el —p) ~logn) +2-exp (— )i -1ogn)

162 a+p
1
< exp <—32 ~57d> + exp (_162 -72d>

S+
By Markov’s Inequality it now follows that
P (err (#(G), 2%) > €) <.

C.4 Lower bound on the parameters for private recovery

In this section, we prove a tight lower bound for private recovery for stochastic block models. Recall
the definition of error rate, err(u, v) := + - min{Ham(u, v), Ham(u, —v)} for u,v € {+1}". Our
main result is the following theorem.
Theorem C.22 (Full version of [Theorem 1.5). Suppose there exists an e-differentially private algo-
rithm such that for any balanced x € {£1}", on input G ~ SBM,,(d, v, x), outputs &(G) € {£1}"
satisfying

P(err(#(G),z) < () = 1—n,

wher@ 1/n < ¢ < 0.04 and the randomness is over both the algorithm and stochastic block models.

Then,
log(1 log(1
2o 150080/ los1/m) .10
vd Cnyd
3Error rate less than 1/n already means exact recovery. Thus it does not make sense to set ¢ to any value
strictly smaller than 1/n. The upper bound ¢ < 0.04 is just a technical condition our proof needs for|Eq. (C.12)
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Remark C.23. Both terms in lower bound are tight up to constants by the following
argument. Considering typical privacy parameters €< 1 then 625 -1~ 25 For exponentially small
fallure probablllty ie. n = 2" the lower bound reads ¢ > QL - 1), whlch is achieved by

d
[Algorithm C. 19 without the boosting step - see the discussion af S For polynomzally

smallfallure probability, i.e.y = 1/ poly(n), the lower bound C.10) reaa’s €= Q( -log C)

which is achieved by [Theorem C.18

By setting ¢ = 1/n in[Theorem C.22] we directly obtain a tight lower bound for private exact recovery
as a corollary.

Corollary C.24. Suppose there exists an e-differentially private algorithm such that for any balanced
x € {£1}", on input G ~ SBM,,(d, v, x), outputs (G) € {£1}" satisfying

P(#(G) € {z,—z}) 21—,
where the randomness is over both the algorithm and stochastic block models. Then,
log(n) + log 1
625—1>Q<()n . (C.11)
~vd

Remark C.25. The lower bound[Eq. (C.11)\for priavte exact recovery is tight up to constants, since
there exists an ( inefficient) e-differentially priavte exact recovery algorithm with e < O( log") and

n = 1/ poly(n) by[Theorem C.18|and [53] Theorem 3.7].

In rest of this section, we will prove The proof applies the packing lower bound
argument similar to [29] Theorem 7.1]. To this end, we first show err(-,-) is a semimetric over
{&1}m.

Lemma C.26. err(-, ) is a semimetric over {+1}".

Proof. Symmetry and non-negativity are obvious from the definition. We will show err(+, -) satisfies
triangle inequality via case analysis. Let u,v,w € {Z1}"™ be three arbitrary sign vectors. By
symmetry, we only need to consider the following four cases.

Case 1: Ham(u,v), Ham(u, w), Ham(v,w) < n/2. This case is reduced to showing Hamming
distance satisfies triangle inequality, which is obvious.
Case 2: Ham(u,v), Ham(u,w) < n/2 and Ham(v, w) > n/2. We need to check two subcases.
First,
err(u,v) < err(u, w) + err(v, w) < Ham(u,v) + Ham(v, w) < Ham(u, w) +n
< Ham(u,v) + H(u,v) + H(u,w) < Ham(u, w) + n
< Ham(u,v) < n/2.
Second,
err(v, w) < err(u,v) + err(u, w) < n < Ham(v, w) + Ham(u, v) + Ham(u, w)
n < 2Ham(v, w).
Case 3: Ham(u,v) < n/2 and Ham(u, w), Ham(v, w) > n/2. This case can be reduced to case 1
by considering u, v, —w.

Case 4: Ham(u, v), Ham(u, w), Ham(v, w) > n/2. This case can be reduced to case 2 by consider-
ing —u, v, w. O

Proof of[Theorem C.22] Suppose there exists an e-differentially private algorithm satisfying the
theorem’s assumption.

We first make the following notation. Given a semimetric p over {£1}", a center v € {£1}", and a
radius r > 0, define B,(v,7) := {w € {£1}" : 1Tw = 0, p(w,v) < r}.

Pick an arbitrary balanced z € {£1}". Let M = {z',2?,...,2™} be a maximal 2{-packing of
Beyr (2, 4€) in semimetric err(+, -). By maximality of M, we have Beyy(x,4¢) C UM Bey (27, 2€),
which implies

| err $ 4C Z ‘Berr {,C 2C
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- |BHam(x74<)| < ZQ : ’BHam($i72C>’ =2m- |BHam(x72C)|

i=1
)44” 2¢n
:< L ) (C.12)

)y

For each i € [m], define Y; := {w € {£1}" : err(w, ') < ¢}. Then Y;’s are pairwise disjoint. For
each i € [m], let P; be the distribution over n-vertex graphs generated by SBM,,(d, v, z*). By our
assumption on the algorithm, we have for any ¢ € [m] that

th i) = 1—n.
B, Q) €Y) > 1y

Al=

n 2
—9m 2 |BHam($74<n)‘ _ (2!2)2 2 (
| Biam (€, 2¢n)| (n/Z) (
in

Ko

Combining the fact that Y;’s are pairwise disjoint, we have

P (#(G)eY,)= P (2(G)eurY;)) <1 = P (2(G)eY;)<n (C13
> P, ((G) €YD = (P, (G(G) € ULY) > F, (@G €D < €13
In the following, we will lower bound Pg..p, (£(G) € Y;) for each i € [m] \ {1} using group
privacy.

Note each P; is a product of (;) independent Bernoulli distributions. Thus for any 4, j € [m], there
exists a coupling w;; of P; and P; such that, if (G, H) ~ w, then
Ham(G, H) ~ Binomial(N;;, p),

where p = 2vd/n and N;; = Ham(z*,27) - (n — Ham(2%, 27)). Applying group privacy, we have
for any two graphs G, H and for any S C {£1}" tha@

P(2(G) € S) < exp(e - Ham(G, H)) - P (&(H) € S). (C.14)
For each i € [m)], taking expectations on both sides of [Eq. (C.14)|with respect to coupling w;; and
setting S = Y;, we have

E P(z(G) €eY;) < E exp(e - Ham(G,H)) - P(z(H) € Y;). C.15
i, FEG eY) < (E e (G, H)) - P(i(H) € Yi) (C.15)
The left side of [Eq. (C.13)]is equal to

E Pz(G)eY)= P (2(G)eY;)>1—n.
B, BG@EY)= P (@) eY)>1-n

Upper bounding the right side of [Eq. (C.15)|by Cauchy-Schwartz inequality, we have

E ¢-Ham(G,H)) -P(z(H) € Y;
(GVH)NwileXP( am( )) - P(2(H) )
1/2

1/2
< E  exp(2 - Ham(G,H : E  P(2(H) cY;)?
((G,H)W xp( ( >>) (<G,H>w“ (#(HY) ))

exp(2e - X)) v : (Hﬁprl P (#(H) € 1@)2> v .

= E
X~Binomial(N;1,p)
Using the formula for the moment generating function of binomial distributions, we have

E exp(2e-X) = (1—p+p-e¥)Nin,
X~Binomial(N;1,p)

and it is easy to see

~ 2 ~
L PEME) eY)’ = E (Elgmey)) < P (#(H)€Y).
~I

~Py = H~P;
Putting things together, [Eq. (C.15)|implies for each ¢ € [m] that
(1—n)?

P (z(H) € Y;) > .
HNPl(CE( Jety) (1—p+p-e2)Na

3'n[Eq. (C.14)| the randomness only comes from the algorithm.

(C.16)
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Since 2¢ € Bey(,4¢) fori € [m], by assuming ¢ < 1/16, we have

N;1 = Ham(a2%, 2') - (n — Ham(z', 2%)) < 8¢n(n — 8¢n). (C.17)
Recalling p = 2vd/n and combining|Eq. (C.12)} [Eq. (C.13)}[Eq. (C.16)|and [Eq. (C.17), we have
(1—n)?

~1)- <.
(m—1) (1 —p+p-e2)8n(n—8¢n) S

By taking logarithm on both sides, using ¢ > log(1 + ¢) for any ¢ > —1, and assuming ¢ < 1/(8e),
we have . )
log et log 5

2 _ 1> .
c ~ o~ (nvyd

D Private algorithms for learning mixtures of spherical Gaussians

In this section we present a private algorithm for recovering the centers of a mixtures of & Gaussians

(cf. [Model 1.2). Let Y C (R?) “" be the collection of sets of n points in R?. We consider the
following notion of adjacency.

Definition D.1 (Adjacent datasets). Two datasets Y, Y’ € Y are said to be adjacent if |[Y NY'| >
n—1.

Remark D.2 (Problem parameters as public information). We consider the parameters n, k, A to be
public information given as input to the algorithm.
Next we present the main theorem of the section.

Theorem D.3 (Privately learning spherical mixtures of Gaussians). Consider an instance of[Model 1.2}
Lett € N be such that A > O (\/fkl/t). Forn > (k:o(l) . do(t)) k> (logn)'/® , there exists
an algorithm, running in time (nd)o(t), that outputs vectors [i1, . . ., [ty satisfying

foo — (o ||, < O™,

max ‘
Le k]

with high probability, for some permutation 7 : [k] — [k] @Moreave}; fore > k=10 5 > n=10
the algorithm is (e, §)-differentially private for any input Y.

We remark that our algorithm not only works for mixtures of Gaussians but for all mixtures of

2t-explicitly bounded distributions (cf. [Definition A.T9).

Our algorithm is based on the sum-of-squares hierarchy and at the heart lies the following sum-
of-squares program. The indeterminates 211, ..., 21k, - - - , 2nk and vector-valued indeterminates

why ..., g, will be central to the proof of [Theorem D.3| Let n, k, t be fixed parameters.

25 = zi Vi€ [n], ¢ €[k] (indicators)
Z zig <1 Vi € [n] (cluster mem.)
Le (k]
Zie - zier =0 Vi € [n],£ € [k] (uniq. mem.)
Z zig <nfk Ve € [k] (size of clusters)

i

k

=)z Yi Ve e [k f clust

g nzi:ze Y € [k] (means of clusters)
d k - / 2s ®s]|2 s 2s
Vv € R%: ~ Z%e(% — 1 0)* + [|QUE||T = (25)° - [lvll; Vs < t,0 € [k] (t moment)
i=1

(Prkt(Y))

32We remark that we chose constants to optimize readibility and not the smallest possible ones.
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We remark that the moment constraint encodes the 2¢-explicit 2-boundedness constraint introduced
in[Definition A.T9] Note that in the form stated above there are infinitely many constraints, one for
each vector v. This is just for notational convenience. This constraint postulates equality of two
polynomials in v. Formally, this can also be encoded by requiring there coefficients to agree and hence
eliminating the variable v. It is not hard to see that this can be done adding only polynomially many
constraints. Further, the matrix variable () represents the SOS proof of the 2¢-explicit 2-boundedness
constraint and we can hence deduce that forall 0 < s < ¢

v k " s s S
Pl {nszyi—uW < (29|13 } .
i=1

Before presenting the algorithm we will introduce some additional notation which will be convenient.
We assume ¢, n, k to be fixed throughout the section and drop the corresponding subscripts. For
Y € Y, let Z(Y) be the set of degree-10¢ pseudo-distributions satisfying P(Y"). For each ( € Z(Y)
define W (() as the n-by-n matrix satisfying

W(C)i; = E( Z Zil " Zje
Le k]

Welet W(Y):={W({)|¢e Z()}.

Recall that J denotes the all-ones matrix. We define the function g : R"*™ — R as
2
g(W) =Wy — (10) %> (T, W)

and let

W(CA(Y)) = argming cyy vy 9(W) .

We also consider the following function

Definition D.4 (Soft thresholding function). We denote by ¢ : [0, 1] — [0, 1] the function

0 ifr <0.8,
olx) =41 ifx>0.9,
09'“_0(')'88 otherwise.

Notice that ¢(-) is ﬁ = 10 Lipschitz. Next we introduce our algorithm. Notice the algorithm
relies on certain private subroutines. We describe them later in the section to improve the presentation.

23
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Algorithm D.5 (Private algorithm for learning mixtures of Gaussians).
Input: Set of n points Y CR?,e,5 >0,k,t € N,d* =100logn,b=k™1°.

1. Compute W = W ({(Y)).

€

3 0f|r| = ntTor ||p(W)], < %2 (1= 55 — 72w) + T reject.

n0

4. Foralli € [n], compute the n-dimensional vector

L@ )0 ) if le(Wi)ll, =0
le(Wi)lly 32, ¢(Wij) -y;  otherwise.

5. Pick a set S of n®°1 indices i € [n] uniformly at random.

€

7. Pick® ~ N (O, d%)d* xd ,q “~" [0, b] and run the histogram learner o,

with input ®0 | ..  S7 and parameters

6. Foreachi € 8Slet v = v + w where w ~ N (07n*0'18 . M . Id) .

_ 10 o 0 10%50
q7b7a:k 1075:’” 1075 :E’E :EW
Let B1,...,By, be the resulting d*-dimensional bins with highest counts. Break ties
randomly.
8. Rejectif mincpy |{j | @0V € B, }| < 25
9. Foreachl € [k] output
= L o D
00 € B.J] |

P eB;

where w' ~ N (07 N (0,32 120 log(2kn/0) Id)).

For convenience, we introduce some preliminary facts.
Definition D.6 (Good Y). Let Y be sampled according to[Model 1.2] We say that Y is good if:

1. for each { € [k], there are at least 3 — n%6 and most ¥+ nY6 points sampled from Dy in
Y. Let Y, C Y be such set of points.

2. Each Y is 2t-explicitly 2-bounded.

It turns out that typical instances Y are indeed good.

Lemma D.7 (|30} 136]]). Consider the settings of|[Theorem D.3| Then Y is good with high probability.
Further, in this case the sets Z(Y') and W(Y') are non-empty.

D.1 Privacy analysis

In this section we show that our clustering algorithm is private.

Lemma D.8 (Differential privacy of the algorithm). Consider the settings of Then
Algorithm D.5\is (e, §)-differentially private.

We split our analysis in multiple steps and combine them at the end. On a high level, we will argue
that on adjacent inputs Y, Y’ many of the vectors v/() by the algorithm are close to each other and
a small part can be very far. We can then show that we can mask this small difference using the

4
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Gaussian mechanism and afterwards treat this subset of the vectors as privatized (cf. [Cemma L.4).
Then we can combine this with known histogram learners to deal with the small set of 2/(")’s that is
far from each other on adjacent inputs.

D.1.1 Sensitivity of the matrix W

Here we use to reason about the sensitivity of ¢(W (C(Y))). For adjacent datasets Y, Y’ €

Y we let ¢, ¢’ be the pseudo-distribution corresponding to W (C(Y)) and W (((Y”)) computed in
of the algorithm, respectively. We prove the following result.

Lemma D.9 (¢;-sensitivity of ¢(W)). Consider the settings of [Theorem D.3| Let W, W' be re-
spectively be the matrices computed in step 1 by |Algorithm D.5| on adjacent inputs Y,Y' € ).
Then

lp(W) — ¢(W)[|; <n'.
For all but n°® rows i of (W), p(W"), it holds
(W) — d(W')ill, < n®%.

Proof. The second inequality is an immediate consequence of the first via Markov’s inequality. Thus
it suffices to prove the first. Since ¢(+) is 10-Lipschitz, we immediately obtain the result if

[wicon) -wom, <.

Thus we focus on this inequality. To prove it, we verify the two conditions of First
notice that g is 2-strongly convex with respect to its input W. Indeed for W, W’ € W(Y'), since
Vi, j € [n],W;; > 0itholds that
2 2 2
W e = IWIls + W = W[ + 20" = W, W)

= (WG + W = W[5+ 2007 = W.W) + (W = W, (10) K = )

= (W) + [W = W[l + (W' = W, V(W) + (W', (10)"°k*.7)
where we used that Vg(W) = 2W — (10)'°%30.J. Thus it remain to prove (i) of [Lemma B.1]

Let ¢ € Z(Y), (' € Z(Y) be the pseudo-distributions such that Wy (¢) = W and Wy (¢') = W',
We claim that there always exists (uqj € Z (Y') N Z (Y”) such that

L [g(W(C)) — g(W (Gagi)| < 22+ ((10)10K3%° + 1) < 3+ (10)104300n
2. gy (W (Cagi)) — 9(W (Cagi)| = 0.

Note that in this case the second point is always true since g doesn’t depend on Y. Together with

[Cemma B.T|these two inequalities will imply that

[wicorn —wicon|, <1s- a0oxon.

By assumption on n, an application of Cauchy-Schwarz will give us the desired result.

So, let i be the index at which Y, Y differ. We construct (,q; as follows: for all polynomials p of
degree at most 10¢ we let

B [p] = Ec[p]  if p does not contain variables z;, for any £ € [k]
Ga lPI =1 otherwise.

By construction (i € Z(Y) N Z(Y'). Moreover, W ((), W ((yq) differ in at most 2n/k entries.
Since all entries of the two matrices are in [0, 1], the first inequality follows by definition of the
objective function. O
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D.1.2 Sensitivity of the resulting vectors

In this section we argue that if the algorithm does not reject in then the vectors v(*) are stable
on adjacent inputs. Concretely our statement goes as follows:

Lemma D.10 (Stabiliti of the V)’s). Consider the settings of{Theorem D.3| Suppose|Algorithm D.5

does not reject in|step 3| on adjacent inputs YY" € Y. Then for all but 55 indices i € [n], it holds:

(@)

Hz/}(, Uy § o (n*O'l) .

The proof of 0| crucially relies on the next statement.
Lemma D.11 (Covariance bound). Consider the settings of [[heorem D. 3] Let W be the matrix
computed by |Algorithm D.5|on input Y € Y. Fori € [n], if [¢(W))[[, = % - (1 — %) then v

induces a 2-explicitly 40-bounded distribution over Y .

Proof. First, by assumption notice that there must be at least 7 ( kls% ) entries of ¢(WW;) larger

than 0.8. We denote the set of j € [n] such that W;; > 0.8 by G.Let ¢ € Z(Y) be the degree 10t
pseudo-distribution so that W = W (¢ (Y)). Since ¢ satisfies P(Y"), for ¢ € [k] it follows from the
moment bound constraint for s = 1 that for all unit vectors w it holds that

,Plz ZZ]Z :u’l? > <2 ’

Using the SOS triangle inequality (cf. laT (a+b)? < 2(a® + b?) it now follows that

0<E, | = , — )2 <

I L7 n Z Z]gzjg y]) _8Id
J,j'€ln]

and thus

_ | g2 )
0=Ec |0 D> zuzmeze- (g —y)¥| < 81d.
CEIR] j 15 €ln]

Furthermore using P(Y I— {ziezie = 0} for £ # ¢’ we have

E E ziezjezjre | = K¢ E ZieZje | - g Zip 2

telk] j,j'€[n] te[k] ,j€n] t'elk] ' €[n]

Now, for fixed j, j’ € [n], using

{a=a,b* =b} 557 {1+ab—a—b=1-ab—(a—b)* >0}

with a = Zee[k] zi¢zj¢ and b = Ze/e[k] Zig 2100 We get

E¢ Z ZieZje Z ziwzpe | | = Ee Z ZieZj0 + Z Zipr Zjrer | —
Lek] 0 e[k]

Le[k] 2 e[k
:Wz'j +Wij/ —1.
Now if j, 7' € G we must have

Z ]E< [Zingng/g] = EC Z ZilZj0 Z Zigr 2y 2 0.6.

Le(k] Le[k] ' elk]

Since ¢(W;;) < 1 by definition and [|¢(W;)||; > % - (1 — 2%), we conclude

oWl ™2 | D o(Wij)e(Wigr) (y; — yr) %

7.3’ €ln]
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k2 ~
250 Yo Eclzmezezpd - (95 —yi)®”
j.3'€ln] eelk]
< 401d..

as desired. O

We can now prove [Cemma D.10

Proof of[Lemma D.10} Let W, W’ be the matrices computed by |Algorithm D.5|in [step 1] on input
Y, Y, respectively. Let G C [n] be the set of indices ¢ such that

lo(W)i — p(W');ll, < n®.
Notice that |G| > n —n"® by Since on input Y the algorithm did not reject instep 3| we

must have
n? 1 1 7o " 2
||¢(W)||1>k'<1—,p.1—km>_” >k'(l_k100)'

Let gy be the number of indices i € G such that [|¢(W);||; > % - (1 — 7). It holds that

n? 2 n n n 1
k'<1_k10o>ggW'k+(n—|g|)'k+(G|—gw)k'<1—k5o>
n 1 nt® n? 1
Sowe g Tt U
n 1 n? 1 1
Sowe om0 T g )

Rearring now yields

3

Similarly, let gy be the number of indices i € G such that [|[¢(W’);[; = % - (1 — 7). By an
analogous argument it follows that gy > n - (1 k5°) Thus, by the pigeonhole principle there are
atleast gy > n - (1 - k%) indices ¢ such that

LlleW)illy = & (1= )

2 eWilly = & (1= 7o)

3. lo(W)i — o(W)ill, < n®®
Combining these with[Cemma D.T1|we may also add

4. the distribution induced by ||¢(W, )H1 @(W;) is 2-explicitly 40-bounded,

//\ ?r‘

5. the distribution induced by ||¢(W, )||1 »(W/) is 2-explicitly 40-bounded.

Using that for non-zero vectors x, y it holds that qu ‘ < | T ||z — y|| points 1 to 3 above
imply that
9n0-8
1ol s0ws) = lowoll” oW, < 5=y =0 (7%
k k50

Hence, applying [Theorem A 2T|with ¢ = 1 it follows that

Hu,(,i) 1/)(,12 < O(n_o'l) .

7
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D.1.3 From low sensitivity to privacy

In this section we argue privacy of the whole algorithm, proving Before doing that we
observe that low-sensitivity is preserved with high probability under subsampling.

Fact D.12 (Stability of S). Consider the settings of [Theorem D.3| Suppose[Algorithm D.5|does not
reject in on adjacent inputs Y | Y’ € Y. With probability at least 1 — """ over the random
choices of S, for all but 102;501 indices 1 € 8, it holds:

(@) (@)

HVY - VY/

, <O (nfo'l) .

Proof. There are at most % such indices in [n] by [Lemma D.10} By Chernoff’s bound, cf. [Fact E4|

the claim follows.

Finally, we prove our main privacy lemma.

Proof of[Lemma D.8| For simplicity, we will prove that the algorithm is (5¢, 59)-private. Let Y, Y’ €
Y be adjacent inputs. By [Lemma A.10| and [Lemma D.9| the test in [step 3| of [Algorithm D.5|is
(e, d)-private.

Thus suppose now the algorithm did not reject in on inputs Y,Y’. By composition (cf.
ILemma A.4) it is enough to show that the rest of the algorithm is (g, §)-private with respect to Y, Y’

under this condition. Next, let 1/§,1 )7 R l/}(/n) and 1/§,1,), R 1/)(,7) be the vectors computed in step 4

of the algorithm and S be the random set of indices computed in step 5@ By[Lemma D.10|and
-

act D.12|with probability 1 — e~ over the random choices of S we get that for all but 10250501
indices 7 € S, it holds that

Hu,(,i) — 1/)@ , <O (n_o'l) .

Denote this set of indices by G. Note, that we may incorporate the failure probability e~ <

min {¢/2, §/2} into the final privacy parameters using [Fact I.3]

Denote by V, V" the |S|-by-d matrices respectively with rows 4" . .| y}(f‘s') and (). ui(/i,‘s'),

where i1, ..., 4s| are the indices in S . Recall, that |G| rows of V and V" differ by at most O (n‘o'l)
in -norm. Thus, by the Gaussian mechanism used in|[step 6| (cf. [Lemma A.12) and [Lemma L.4]it is
enough to show that|step 7|to [step 9] of the algorithm are private with respect to pairs of inputs V/
and V" differing in at most 1 row}**| In particular, suppose these steps are (&1, d; )-private. Then, for
m = n%01 — |G| < 10,?;)(;01 , by it follows thatto are (&', 8")-differentially

private with

e i=e4+me,

§ = efmem Vs, 4+ 6.

Consider [steps 7] and [8] Recall, that in we invoke the histogram learner with parameters

50
b=k15,q " 0,0 = k10,8 =n 106" = O, = I
n n-

Hence, by|Lemma A.13|this step is (¢*, §*)-private since
8 ( 2 ) 200 - k10 . 001 20 - n0-01
. Og < -

0*3
fore > k=10, is private by post-processing.

$Note that since this does not depend on Y or Y, respectively, we can assume this to be the same in both
cases. Formally, this can be shown, e.g., via a direct calculation or using[Lemma A.4]

3*Note that for the remainder of the analysis, these do not correspond to V and V', since those differ in m
TOWS. handles this difference.

o 10 F0. ¢ 108" = oo cloansn
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Next, we argue that[step 9]is private by showing that the average over the bins has small £5-sensitivity.
By[Lemma A.4|we can consider the bins By, . . ., B‘ computed in the previous step as fixed. Further,
we can assume that the algorithm did not reject in step SI i.e., that each bin contains at least %
points of V and V" respectively. As a consequence, every bin contains at least two (projections of)
points of the input V" or V' respectively. In particular, it contains at least one (projection of a) point
which is present in both V' and V’. Fix a bin B; and let 7* be such that it is both in V" and V' and
®r* € B;. Also, define

S, ::Hj‘@@ eB,»}

Sl = ({] ‘ ) ¢ Bi}‘ .

Assume V' and V" differ on index j. We consider two cases. First, assume that @Dg ) and <I>D§,j,)

both lie in B;. In this case, S; = S} and using it follows that with probability n =% <
min {e/2,/2} it holds that
)

< 20-Vd*-b<200- k712,
And hence we can bound

*

] <~

+ ’ 7 — Dg?H <10- (H@DQ) — &
2

+ thﬂg,) — o
2

1 1 Hlj}(/J) - 17)(/]'/) 400 k711
5() 5() 2 :
S, E . 5 E , Y S S, S o0 -
207 eB, ! ®rJ)eB,

2

Next, assume that <I>173(,j ) ¢ B; and 'I>17}(,j,) € B, (the other case works symetrically). It follows that
S; = 5] — 1 and we can bound

1 _(9) 1 _(9) 1 _(9) _(j)
oY eB, ! ®\)eB, ) ! oY eB, ) eB,

1 . .
=g |5+ > W

Si- 5 )
'1>l/y, €B; 9
Lo L 5@
= Y 7 E 2
St Sy s cn
v/ l 2

* 11
< Var b . 20 - k
S, n0.01

e e -1t
Hence, the /5-sensitivity is at most A := 200k
n

log(2/(6* log(2
IA2 . o0g(2/(6"/k)) —39. 120, og(2kn/d)
(5*/k)2 52
and w' ~ N (0, 32 k120 108CEn/0) 1q) it follows that outputing fy; is (=* /k, 6* /k)-DP by the
Gaussian Mechanism that. By it follows|step 9]is (¢*, §*)-private.
Hence, by [Lemma A.4] it follows that [step 7|to [step 9| are (2¢*, 26*)-differentially private. Using

10:10(;01 it now follows by |Lemma L4 that|step 6| to |step 9| are (¢’, 0")-private for

. Since

m <

e =4 2me* < 3¢,
. 1)
§ = 2eme™ D25 4§ < 2me - — +85<36.
n

Thus, combined with the private check and in the whole algorithm is (5¢, 59)-private.
O
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D.2 Utility analysis
In this section we reason about the utility of and prove[Theorem D.3] We first introduce

some notation.

Definition D.13 (True solution). Let Y be an input sampled from[Model 1.2} Denote by W*(Y) €
W(Y) the matrix induced by the true solution (or ground truth). lLe., let

1 iftv,J were both sampled from the same component of the mixture,

(YY), =
W (Y)i {O otherwise.

Whenever the context is clear, we simply write W* to ease the notation.

First, we show that in the utility case [step 3| of [Algorithm D.5|rejects only with low probability.
Lemma D.14 (Algorithm does not reject on good inputs). Consider the settings of
Suppose Y is a good set as per|Definition D.6| Then HW(&Y)) %2 . (1 —n04 — (10)1%

|,>
1
and|Algorithm D.5|rejects with probability at most exp (—Q (n1'7)).

Proof. Since Y is good, there exists W* € W(Y), corresponding to the indicator matrix of the true
solution, such that

2 2
% Lopl6 (10)10k300 (7; _ nl‘ﬁ)
k

n? k 107.300
(1 o (1 1)),

Since g(W(((Y))) < g(W*) it follows that

g(W*) = [W*||2 — 1010830 (], W) <

~ N n2
(10)° K, W(EY)) = lg(W(EY D) > 7 <(10)1°k300 <1 _ n’f) i nk) ,

Since,

W((Y)) Hl > (J,W(C(Y))) the first claim follows rearranging the terms. This means

that the algorithm rejects only if |[7| > n'7. Recall that T ~ tLap (—nl'ﬁ (1 + M) ,g)
Hence,by it follows that
exp (—n'7 + £ + log(1/6))

P (|T| > nlj) S 2 —exp (—e —log(1/6))

= exp (—Q (n1'7)) .

O

The next step shows that on a good input Y the matrix ¢(W (¢(Y))) is close to the true solution.

Lemma D.15 (Closeness to true solution on good inputs). Consider the settings of [Theorem D.3|
i

Suppose Y is a good set as per|Definition D.6| Let W(Y) € W(Y) be the matrix computed by
Suppose the algorithm does not reject. Then

n?® 3

le(W(Y)) = W7l < 5~ 755 -

The proof is similar to the classical utility analysis of the sum-of-squares program found, e.g., in

130, 26]. We defer it to[Appendix I}

Together, the above results imply that the vectors () computed by the algorithm are close to the true
centers of the mixture.
Lemma D.16 (Closeness to true centers). Consider the settings of[Theorem D.3| Suppose Y is a

good set as per|Definition D.6| Let W € W(Y ) be the matrix computed by |Algorithm D.5| Suppose
the algorithm does not reject in |step 3| Then for each € [k], there exists T - (1 — W) indices

i € [n], such that

ol <o)

an
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Proof. We aim to show that for most indices ¢ € [n] the vectors ||¢(W )||171 »(W;) and

W7, "' W induce a 2-explicitly 40-bounded distribution over Y. If additionally the two vectors
are close in é 1-norm, the result will follow by [Theorem A.21]

Note that |[W?||;" W7 induces a 2-explicitly 40-bounded distribution by By Markov’s
inequality and [Lemma D.15|there can be at most n/k*® indices j € [n] such that

3
lo(W); = Will, > £ 55

Consider all remaining indices 7. It follows that
N " n k 3 n 10
le(Wallly = W3, = 6(W)i = Wil > (1 04 k50> Z T (1 - kso) :
Hence, by the distribution induced by [|¢(W,)||] " ¢(W) is 2-explicitly 40-bounded

distribution. Further, using [|[W7||, > % (1 — -&) we can bound
= oWl WL - HIWE L 6(Wa) = ll6(Wa)ll, Wi,
< LWl W - (Wl = W] (W)l + l6(Wally - [6(W2) = W)

. . 6 7
< ||W1H1 2[|¢p(W;) = W[, < £50 . (1 _ %) < 50

oWl oW — W71 W

Hence, by [Theorem A.21|for each | € [k] there are at least % —n06 k% > % . (1 — %) indices 7
such that

VO (W)~ Wiy wayj <O (k™).

2
The result now follows by standard concentration bounds applied to the distribution induced by
Wl W 0

An immediate consequence of [Lemma D.16|is that the vectors &(*) inherits the good properties of the
vectors () with high probability.
Corollary D.17 (Closeness to true centers after sub-sampling). Consider the settings of[Theorem D.3|

Suppose Y is a good set as per Let W € W(Y) be the matrix computed by
Algorithm D.5| Suppose the algorithm does not reject. Then with high probability for each { € [k],

01 .
n— (1 — 438) indices i € S, such that

oo, <01,

Proof. For each ¢ € [k], denote by 7, the set of indices in [n] satisfying
oo, <06

By|Lemma D.16|we know that 7, has size at least | . i 1-— k—?n) Further, let S be the set of indices

selected by the algorithm. By Chernoff’s bound |Fact E.4| with probability 1 — e~ , we have
SNTy > L - 150) " Taking a union bound over all ¢ € [k] we get that with probabilit
% k g g p y
Q 0.01
1—e ™" for each £ € [k], there exists 27— - (1 — 152) indices i € & such that

ol <o)

Now, we obtain the corollary observing (cf. with m = 1) that with probability at least
1—e " forallic 8
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For each ¢, denote by G, C S the set of indices ¢ € S satisfying
o, <o)

Let G := |J G¢. We now have all the tools to prove utility of [Algorithm D.5| We achieve this by

Le[k]
showing thst with high probability, each bin returned by the algorithm at step [/]satisfies G,» C By
for some ¢, ¢’ € [k] . Choosing the bins small enough will yield the desired result.

Lemma D.18 (Closeness of estimates). Consider the settings of[Theorem D.3] Suppose Y is a good
set as per Let W € W(Y) be the matrix computed by |Algorithm D.5| Suppose the

algorithm does not reject. Then with high probability, there exists a permutation 7 : [k| — [k] such
that

ma[|e — e[, <O (K7)

Proof. Consider distinct £, ¢’ € [k]. By|Corollary D.17|for each ) | 5() € G, it holds that

H,;(i) _ ,;(j)H <C- k2,
2

for some universal constant C' > (. Moreover, by assumption on /i, s1¢: for each (¥ € G, and
() € Gy
H,)(i) _ Ij(j)H >A-0 (k‘_25) )
2

Thus, by with probability at least 1 — ¢®(@") > 1 — n=100 jt holds that or each
v 5 e Gyand " € Gy with 0/ #£ ¢,

|ov —@v)| <tk and |@r® - @p

2

>A—C*'k_25
2

for some other universal constant C* > C. Let Q(G¢) C R be a ball of radius C* - (k~2°) such
that Vi € G, it holds ®() ¢ Qa(G). Thatis, Q& (G /) contains the projection of all points in G, .

Recall that d* = 100log(n) < 100k° and b = k~*°. Let B = {B,};-, be the sequence of bins

computed by the histogram learner of [Lemma A.13[for R%" at step [7|of the algorithm. By choice of
b, and since q is chosen uniformly at random in [0, b], the probability that there exists a bin B € B
containing Q4 (G/) is at least
c* 100C*
1—d* — (k) >1-
p ) ;

0 >1-0 (k)

where we used that d* = 100logn < 100k°. A simple union bound over £ € [k] yields that with
high probability for all £ € [k], there exists B € B such that Q¢ (G¢) C B . For simplicity, denote
such bin by By.

We continue our analysis conditioning on the above events, happening with high probability. First,
notice that for all | € [k]

12 * 72 o5 _ A C* k=%
ug%zé)éeﬂu—uﬂzgd-b < 100k <T,
and thus there cannot be £, ¢ € [k] such that Q&(G/) C By and Q(G;) C B, . Moreover, by
(Corolfary D.T7]and
) n0.0l 150
min |G| > ' (1 - k47> ;

Lefk) k

and hence 0.01
150 n” 150
0.01 _
IS\ G| <n AT T R A6

it must be that step[/|returned bins By, . .., Bg. This also implies that the algorithm does not reject.
Further, by for all ), »0) such that ®o(", &) € By it holds that
HDW - D(j)H2 <C*. H<I>z7<“ - <I>D(j)H2 <O* -V b<O(k12).
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And hence, by triangle inequality, we get

o, <00,
Finally, recall that for each ¢ € [k],

1 .
— § ' () /
= - — . v +w,
{7 ] @v € Bi}| &) B,

where w' ~ N (0, N (o, 32. 120 . logkn/) Id)). Since by choice of n, k, ¢ it holds that

39. 120 . 10%(2];7”/5) <0 (kfgo)
€

)

we get with probability at least 1 — e+ for each £ € [k], by , with m = 1, and a union
bound that
Wl <O (k=) .

Since all #(*) such that () € By are at most O (k~'?)-far from /4, also their average is. We
conclude that

leie = pully < OK™"2) + [[wll, < O(KR™").
This completes the proof. O

Now is a trivial consequence.

Proof of[Theorem D.3| The error guarantees and privacy guarantees immediately follows combining
[Cemma D.8| [Lemma D.T5| [Cemma D.T4]and [Lemma D.T8] The running time follows by [Fact A.T6
O

E Concentration inequalities

We introduce here several useful and standard concentration inequalities.

Fact E.1 (Concentration of spectral norm of Gaussian matrices). Let W ~ N(0,1)™*". Then for
any t, we have
2

P (Vi = Vi~ t < 0uin(W) < (W) Vi Vi +1) > 1= 20xp (=5 ).

where omin(+) and omax(-) denote the minimum and the maximum singular values of a matrix,
respectively.

Let W' be an n-by-n symmetric matrix with independent entries sampled from N(0,0?). Then
[IW'|| < 30+/n with probability at least 1 — exp(—§(n)).
Fact E.2 (Maximum degree of Erd6s-Rényi graphs). Let G be an Erdds-Rényi graph on n vertices

with edge probability p. Then with probability at least 1 — n exp(—np/3), any vertex in G has degree
at most 2np.

Fact E.3 (Gaussian concentration bounds). Let X ~ N(0,0?). Then for anyt > 0,

2
max {P(X >1),P(X < —t)} <exp <22) .
o
Fact E.4 (Chernoff bound). Let X1, ..., X, be independent random variables taking values in
{0,1}. Let X := """ | X; and let yu := EX. Then for any 6 > 0,

P(X < (1 6)) < oxp (—‘52‘”)

240
Lemma E.5 ([31]]). Let ® be a d-by-n Gaussian matrix, with each entry independently chosen from
N(0,1/d). Then, for every vector u € R™ and every o € (0,1)

B(|ull = (1:£a) ful) > 1 - e 2D

P(X > (1+0)u) < exp (— p )
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F Linear algebra

Lemma F.1 (Weyl’s inequality). Let A and B be symmetric matrices. Let R = A — B. Let
Q1 = - = ap be the eigenvalues of A. Let B1 = - -+ = B, be the eigenvalues of B. Then for each

i€ [n],

i = Bil < ||R]|.
Lemma F.2 (Davis-Kahan’s theorem). Let A and B be symmetric matrices. Let R = A — B.
Let ay > --+ = «, be the eigenvalues of A with corresponding eigenvectors v1,...,v,. Let
81 = = B, be the eigenvalues of B with corresponding eigenvectors uq, . .., uy. Let 6; be the

angle between +v; and tu; . Then for each i € [n],

2||R
sin(20,) < —IAL__
ming; |a; — oyl

G Convex optimization

Proposition G.1. Let f : R™ — R be a convex function. Let K C R™ be a convex set. Then y* € K
is a minimizer of f over K if and only if there exists a subgradient g € O f(y*) such that

(y—y*,9) =0 Vyek.

Proof. Define indicator function

0, wyek,
, y¢K.

(0.9]

Ix(y) = {

Then for y € I, one has
Olx(y) ={g €eR™ : (g, y —y') 2 0Vy' € K}.

Note y* is a minimizer of f over X, if and only if y* is a minimizer of f + Ix over R™, if and
only if 0,,, € O(f + Ix)(y*) = Of (v*) + Olk(y*), if and only if there exists g € 9 f(y*) such that
(9,y —y*) = 0forany y € K. O

Proposition G.2 (Pythagorean theorem from strong convexity). Let f : R™ — R be a convex
Sfunction. Let KK C R™ be a convex set. Suppose [ is k-strongly convex over KC. Let x* € K be a
minimizer of f over K. Then for any x € K, one has

I < 2 (7@~ 7)),

|z — 2z*

Proof. By strong convexity, for any subgradient g € Jf(x*) one has

@) > fa*) + @ —a*,g) + & [l — ||

By [Proposition G.1} (x — 2*, g) > 0 for some g € 9f(«*). Then the result follows. O

H Deferred proofs SBM

We prove restated below.

Lemma H.1 (Restatement of[Cemma C.9). Consider the settings of[Lemma C.8 With probability
1 — exp(—Q(n)) over G ~ SBM,,(v,d, x),

2800

< —.
F ’Y\/a

Proof. Recall K = {X € R™™: X = 0,X;; = 1/nVi}. Let X* := Loz 7. Since X = X (Y (G))
is a minimizer of minx ek ||Y (G) — X||% and X* € K, we have

. 2 X 2 X
HX—Y(G)HF< IX* — V(G2 <= HX—X* F<2<X—X*,Y(G)—X*>.

a4
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The infinity-to-one norm of a matrix M € R™*" is defined as

|| M]] =max {(u, Mv) :u e {£1}", v e {£1}"}.

oco—1

By [28] Fact 3.2], every Z € K satisfies

KG

(Z,Y(G) - X7 < —= - [Y(G) - X7

co—17

where Ko < 1.783 is Grothendieck’s constant. Similar to the proof of [28, Lemma 4.1], using
Bernstein’s inequality and union bound, we can show (cf.

100n
co—1 \ 7\/3

with probability 1 — exp(—S2(n)). Putting things together, we have

IY(G) - X7

2
_ 400- K¢

AV
with probability 1 — exp(—£2(n)). O

X(Y(G)) - %xa?—r

Fact H2. Let v > 0,d € N,z* € {£1}", and G ~ SBM(y,d,z*). Let Y(G) =
% (A(G) — L), where A((G)) is the adjacency matrix of (G) with entries d/n on the diago-
nal. Then

100n

T 71.17*1‘*T£E [t
max |z (Y(G) —a( )) |<’y\/a

cze{£1}"

with probability at least 1 — e~ 107,

Proof. The result will follow using Bernstein’s Inequality and a union bound. Define E =Y (G) —
La*(2*)7. Fixz € {£1}" and for 1 < i < j < n, let Z;; = E; jz;z;. Thenz' Ex =
23 1<i<j<n Zi,j- Note that

EZ;; =0,

1 n 1 1
Zost (o)e oL
| - | yn d + ydn ~ yd

d 1 n 2 1 1
2

EZ. =Var|lY(Q): ;| <EY (G n

,J r[ ( )Z,j]\ ( ) (1 '7)n ’}/n2 {(d 1) ﬁ2n2:|+72n2

1 n 1 3
dy2n  42n2 T 42dn’

<(1+7)

By Bernstein’s Inequality (cf. [62, Proposition 2.14]) it follows that

4
50 2100 3
P(Tzu> D) <r(Taux 00 oo (-
i<j i<j YV Ydn T 32
10*n
= 2exp ( 51 100) < exp (—50n) .
Vi

Hence, by a union bound over all x € {+1}" it follows that

100n

T 1 %/ %\ T

max |z (Y(G)— =z (x | < ——

ze{il}"’ (V(G) = a"(@)7) yWd

with probability at least 1 — e~ 107, O
a5
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I Deferred proofs for clustering

In this section, we will prove Cemma D.T5|restated below.
Lemma (Restatement of [Cemma D.13). Consider the settings of[Theorem D.3| Suppose Y is a good
set as per [Definition D.6| Let W (Y ) € W(Y) be the matrix computed by|Algorithm D.5| Suppose

the algorithm does not reject. Then

n? 3

W) - Wl < 7

We will need the following fact about our clustering program. Similar facts where used, e.g., in
[30L126)]. One difference for us is that we don’t have a constraint on the lower bound on the cluster
size indicated by our SOS variables. However, since we maximize a variant of the ¢; norm of the
second moment matrix of the pseudo-distribution this will make up for this

Fact I.1. Consider the same setting as m Let0 <6 < 15 % . k2°1 and denote by
Y

Cy,...,Cy C [n] the indices belonging to eac true cluster. Then W satisfies the following
three properties:

1. Foralli,j € [n] it holds that 0 < W, ; < 1,

2. foralli € [n] it holds that 2?21 W, ; < ¢ and for at least (1 —

ToooTon )1 indices i € [n]

3. forallr € [k] it holds that 3o, joc, Wiy <0+ 1.
We will prove at the end of this section. With this in hand, we can proof
Proof of[Lemma D.T3] For brevity, we writt W = W(Y). Since $(W*) = W* and ¢ is 10-
Lipschitz we can also bound
(W) = W*[|; <10- [[W — W], .

Let § < ﬁ . ﬁ and again let Cq,...,Cy C [n] denote the indices belonging to each
true cluster. Note that by assumption that Y is a good sample it holds for each r € [k] that
% _n0.6 < |CT| < % +n0.6

Let r,r" € [k]. We can write

k k
W—Wo =" Y Wi —1[+> > [Wi;—0 1.1

r=14,j€C, r=14i€C,,j¢C,

Note that we can bound the second sum by & - § %2 using[Item 3| Further, in what follows consider
only indices 4 such that 37} W; ; > (1 — W) - . By we can bound the contribution
of the other indices by

- (% +n00) < 2
10004100 k = 1000k100

Focusing only on such indices, for the first sum in|Eq. (I.1) fix r € [k]. We will aim to show that most
entries of W are large if and only if the correspondmg entry of W is 1. By tem 3[and Markov’s

Inequality, it follows that for at least a (1 — W) -fraction of the indices ¢ € C,. it holds that

> Wiy < 10008 18 < 1000810 - 2o < 200015+ 2,
j€C

where we used that |C,.| > 7 — n?-¢. Call such indices good. Notice that for good indices it follows

using [ftem 2] that

n 1 101
jezcj W, ;> ~ [0y 2000k1°15) .

4A
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Denote by G the number of j € C, such that W; ; > 1 — m. Using the previous display and
that W, ; < 1 we obtain

n 1 101 1
n. (1—(10)%200—200% 6) < Z W,; <G -1+ (|Cr| = G) - (1 — 15505m00)

JjEC,
G- 10001k100 + % ’ (1 + kn10~4) ’ (1 - 10001k100)
G- 100()1k100 + % (1 + kn10~4) )

where we also used |C,| < % + n"®. Rearranging now yields

1 103599 2
G>".(1 EELL S 106k1016) % <12'10%1015> :

NN

10004100 n0-4 1000100

We can now bound

SNoWi—1= Y Wi -1+ > (Wi — 1

i,j€C, i,j€C.,i is good i,j€C.,i is not good
C.l- ((|C7“‘ —G)-1+|C, - 100()1k100) + 10001k100 -|Cx
C,|* (1 + sppm0) — G- |Cy |
S+ 2021+ soik0) — 5 (1 — a0 — 2 - 10961016) (1 — —kp)
(30 109K1016 + —oALr) < 22 - (30 - 10°K1°06 + il

| 2

-2
2

INCINCININ N
3, 7R,

%
NN

.
k  125k101
Putting everything together, it follows that

* 12 * n2 2 n2 n2
[6(W) — W*|[& < |¢(W) — W*||, <10 2 (5k+ o000 125;’;100) <n.Aignl 3

It remains to verify

Proof of[Fact I} Let P = P, 1+(Y) be the system of [Eq. (P, ,+(Y))l Recall that W, ; =
E> e #ii%j,- Since

Plri0< Zzi,lzy, Zzu ;

l€[k] le[k]
it follows that 0 < W, ; < 1. Further, for each i € [n] it holds that

Plz § Zjlzll k § Zvl\%

j€[nllelk]

implying that el Wi, ; < 7. Further, by [Lemma D.14

n? 1 n2 1
wil > (1-note o ) (o o )
Wl 2 < n (10)10k3oo> L ( (10)9k30°)

Denote by W, the i-th row of W and by L the number of rows which have ¢; norm at least
(1- W) - #¢. Since for all 7 it holds that [[W;||, < 7 it follows that

TL2 1 n
k'(l (10%300) EZ]”W”l i+ =0 (1 o) -
n n2

a7
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Rearranging then yields L > (1 — 15am0) - 7@ which proofs

It remains to verify [[tem 3} Fix r,1 € [k] and define z(C,) = £ > icc, Zii- Lett > 0 be an integer.
We aim to show that Tor all unit vectors v it holds that

o

1
P 10t Zl(cr) : E Z#: ZZ(CT’)<,UT - MT’;U>2t < % , (L.2)

where A is the minimal separation between the true means. Before proving this, let us examine how
we can use this fact to prove [ltem 3] Note, that for all 7 # 7’ it holds that

2t
s—Hu 2t
Z <Mr - My, HZS,'Z“W> > A

s,u€[k]

Hence, if the above SOS proof indeed exists, we obtain

k 2
Z WlJ = Z Z Zi %51 = %]EZ[(CT) . Z ZZ(CT’)

i€C,,j¢C, =1 i€C,,jgC, rat
" R 3 2t
<sm@ 3 BalC): X a(Cr) (e — v ety
s,u€lk] rir
X ékQ . "7‘72 = 6 n72
k k2 k

In the remainder of this proof we will prove [Eq. (I.2)] We will use the following SOS version of the
triangle Inequality (cf.

z,y _
l7 (x + y)Qt < 92t 1($2t + y2t)_

Recall that ) = % >, ziy; and denote by fir(;) the true mean corresponding to the i-th sample.
Let v be an arbitrary unit vector, it follows that

P ll_Ot {ZZ(CT) ’ é Z Zl(Cr/)<,LLr - uw,v>2t

r’#r
22t-1 2t 2t
/ /
<ZZ(CT)F ZZZ(CT’) (</~47"_Ulvv> —|—</,LT/—/,LZ,U> )
r’#r
92t—1 K 92t—-1 . 7
< S 2 a(C) (e — ) = e =Yzl — 10
r=1 i=1

where we used that P l— Zle z1(C,) < 1. Using the SOS triangle inequality again and that
P l— 2,1 < 1 we obtain

10t 1
P {2(C) - g7 2 2(Crr) (b = iy, o)
r/Zr
24t71

1 - 2t k - / 2t
<M'<k'nz<yiuw(i)vv> +E;Zi,l<%‘*mav> }-

i=1

We start by bounding the first sum. Recall that by assumption the uniform distribution over each true
cluster is 2¢-explicitly 2-bounded. It follows that

k k
1~k I~k
Ig{ Z @) = Y S D i e ) < Y~ [C] (20 ol (@3)
r=1 i€C, r=1
k t t
< (1 + no4> S(2t) < 2(20), (I4)
4R
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where we used that |C,.| < 7 + n%6. To bound the second sum, we will use the moment bound
constraints. In particular, we know that

k ,
P ot {n Z%,z(yi — pp,v)? < (2t)t} ) (L5)
=1

Combining [Eq. (T.4)] and [Eq. (I.5)| now yields

1 22t+1 ()t 8t \*
P oz § 21(Cr) - A2t Z 21(Crr )t — Mr'ﬂ’)% < k% <k <A2>
r/Z#r

Note that by assumption A > O(V'tk!/t). Overloading notation, we can choose the ¢ parameter in
the SOS proof to be 202 times the ¢ parameter in the lower bound in the separation to obtai

2

n
> W<t
i€C,,j¢C

I.1 Small Lemmas

Fact 1.2 (Lemma A.2 in [36l])). For all integers t > 0 it holds that

z,y _
lT(x‘H/)% <2215 1(x2t+y2t).

Fact L.3. Lete,6 > 0. Let M: Y — O be a randomized algorithm that, for every pair of adjacent
inputs, with probability at least 1 — ~v > 1/2 over the internal randomness of satisfies (g,0)-
privacy. Then M is (¢ + 27,8 + v)-private.

Proof. Let X, X' be adjacent input and let B be the event under which M is (g, d)-private. By
assumption, we know that P (B) > 1 — ~. Let S € O, it follows that

P(M(X) € S)=P(B) P(M(X)€eS|B)+P(B°) -P(M(X)eS|B°)
SPM(X)eS|B)+y
<eEP(M(X) €S| B)+6+7

P(M(X)€ES)+d+7

P(B)

1
esHos (1) PM(X)eS)+(6+7)
T P(M(X)€S)+(5+7),
where we used that log(1 — ) > —2 fory € [0,1/2]. O

N IN

I.2 Privatizing input using the Gaussian Mechanism

In this section, we will proof the following helpful lemma used in the privacy analysis of our clustering
algorithm (Algorithm D.3)). In summary, it says that when restricted to some set our input has small
{5 sensitivity, we can first add Gaussian noise proportional to this sensitivity and afterwards treat this
part of the input as "privatized". In particular, for the remainder of the privacy analysis we can treat
this part as the same on adjacent inputs. Note that we phrase the lemma in terms of matrix inputs
since this is what we use in our application. Of course, it also holds for more general inputs.

3Note that this influences the exponent in the running time and sample complexity only by a constant factor

and hence doesn’t violate the assumptions of

%1n particular, this randomness is independent of the input

49
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Lemma L4. Let V,V' € R"*4 m € [n] and A > 0 be such that there exists a set S of size at least
n — m satisfying

Vi€ S ||Vi— Vil < A%,

where V;, V! denote the rows of V, V', respectively. Let Ay: R"*? — O be an algorithm that
is (9, 02)-differentially private in the standard sense, i.e,., for all sets S C O and datasets
X, X" €: R™*4 differing only in a single row it holds that

P(As (X) € S) <eP (A (X) € 5) + s
Further, let A; : R"*% — R"*? be the Gaussian Mechanism with parameters A\, e1,01. Le., on input
nxd
M it samples W ~ N (0, 2A2 . log(:#) and outputs M + W.

Then for
¢ =¢e1 +meq,
§ = eStmem Ve, 4§,
Ag o Ay is (¢/,8")-differentially private with respect to V and V', i.e., for all sets S C O it holds that
P((Az0 A1) (V) €S) <eP((AgoAy) (V) e S)+4.

Proof. Without loss of generality, assume that S = {1, ..., m}. Denote by V1, V5 the first m and
last n — m rows of V respectively. Analogously for V', V. We will later partitin the noise W of the
Gaussian mechanism in the same way. Further, for a subset A of R"*™ and Y € R™*™ define

TA,Y _ {X c R(nfm)xn (ig) c A} C R(nfm)xn )

Note that (‘;5) c Aifandonlyif X € Ty y.

Let S C O. It now follows that
Paaw (a0 d) (V) €S| = B F{V+Wed;" (5)]

= [ A () e @] |

= Ajﬂwz [v@l {H‘ {V1 +W; e TAgl(s),V2+wzH ‘ W%

e E. {v]gl [“4 {Vf + W€ TA;WS)vVﬁW?H ’ Wg] o

_a V1/+W1 1
e .AEW{%{(%+W2>EA2 (S)H+51,

where the inequality follows by the guarantees of the Gaussian Mechanism. Further, we can bound

Sl () e o] =g g e (0w <5} W]

’
<e™2 . | [E {H‘ {A2 <Vl +W1) c S} ‘ W:|:| +m6(m71)5252

W | A, Vy + Wy

/
=M. AEW {H‘ { <“2/ i g;) € Ag_l (S)}] + me(m—De2g, )
2,

where the inequality follows by the privacy guarantees of .45 combined with standard group privacy
arguments.

Putting the above two displays together and plugging in the definition of £’, ¢’ we finally obtain
Pa,w [(Az041) (V) € 8] < e Payw [(Az 0 A) (V') € S]+7.
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