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17TH INTERNATIONAL CONFERENCE

ON INFORMATION SECURITY AND CRYPTOLOGY
17. ULUSLARARASI BIiLGi GUVENLIGIi VE KRiPTOLOJi KON-
FERANSI

Yer: Cumhurbaskanhgi Millet Kiitiiphanesi, Bestepe/Ankara
Location: Presidential Nation Library, Bestepe/Ankara

(ISCTURKIYE 2024)
CONFERENCE PROGRAM
KONFERANS PROGRAMI

ANA TEMA / MAIN THEME
SIBER DAYANIKLILIK VE OLGUNLUK / CYBER RESILIENCE AND
SOVEREIGNTY
1. GUN/DAY-1 ANA SALON / MAIN ROOM

16 EKIM / OCTOBER 2024 CARSAMBA / WEDNESDAY

08:30 KAYIT / REGISTRATION

09:15 ACILIS KONUSMALARI/ OPENING SPEECHES

Sn. Prof. Dr. Mustafa ALKAN — Bilgi Giivenligi Dernegi Y onetim Kurulu Baskani1
Sn. Dog. Dr. Oguz YAYLA, Konferans Akademik Baskant

Sn. Prof. Dr. Yusuf SARINAY — TOBB ETU Rektrii

Sn. Prof. Dr. Ahmet YOZGATLIGIL — Orta Dogu Teknik Universitesi Rektorii

Sn. Yusuf TANCAN — Cumhurbaskanlig1 Dijital Doniistim Ofisi Baskani
Sn. Abdulkadir URALOGLU — Ulastirma ve Altyap: Bakani
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- Sn. Binali YILDIRIM - Tiirk Kenesi Aksakallilar Konseyi Baskani ve son Bagbakan

10:30 SIBER GUVENLIK USTUN HiZMET ODULLERI - ODUL TORENI/ CY-
BER SECURITY EXCELLENCE AWARDS - AWARD CEREMONY

10:45 CAY & KAHVE ARASI/ TEA & COFFEE BREAK

11:15 DAVETLI KONUSMACILAR
HABERLESMEDE SiBER DAYANIKLILIK / CYBER RESILIENCE IN COM-
MUNICATIONS

Davetli Konusmacilar/Invited Speakers:
- Omer Abdullah KARAGOZOGLU, BTK Baskani

- Ahmet Hamdi ATALAY, Tiirksat Genel Miidiirii

- Prof. Dr. Vehbi Cagrt GUNGOR, Turkcell Sebeke Teknolojilerinden Sorumlu Genel Miidiir
Yardimcist

- Ali TASKIN, Tiirk Telekom Genel Miidiir Yrd.

- Ozlem KESTIOGLU, Vodafone Tiirkiye icra Kurulu Bagkan Yardimcisi

12:00 OTURUM 1: SIBER DAYANIKLILIK VE OLGUNLUK/ CYBER RE-
SILIENCE AND SOVEREIGNTY

Konusmacilar/ Speakers:
- Prof. Dr. Talha KOSE, Milli Istihbarat Akademisi Baskan1

- Onur GENCER, UAB Haberlesme Genel Miidiir Yardimcisi

- Mustafa YAMAN, ASELSAN Genel Miidiir Yardimcisi

- Biilent ARSAL, STM Siber Giivenlik ve Biligim Sistemleri Direktorii

- Burcu ALTINTAS, Vodafone Tiirkiye Kurumsal Teknoloji Coéziimleri Direktorii

12:45 OGLE ARASI / LUNCH BREAK

13:45 OTURUM 2: SIBER DAYANIKLILIK VE OLGUNLUK/ CYBER RE-
SILIENCE AND SOVEREIGNTY
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Konusmacilar/ Speakers:
- Av. Dr. Duhan KALKAN, Ankara Kalkinma Ajans1 Genel Sekreteri

- Boran DEMIRCILER, Huawei Tiirkiye Cyber Security and Privacy Officer
- E. Tugg. Halil ibrahim BUYUKBAS, Kita Bilisim Alan Danismani

- Salih TALAY, Havelsan Siber Giivenlik Direktori

- Oguz YILMAZ, Labris Networks / BGD Genel Sekreteri

15:15 DAVETLI KONUSMACI OTURUMU / KEYNOTE SPEAKER SESSION
Konu/Topic
- Biiyiik Dil Modelleri ile Genel Yapay Zekaya Biiyiik Adim / Big Step from LLM to Artificial
General Intelligence...N/A
Davetli Konusmaci/Keynote Speaker:
- Prof. Dr. Serdar KOZAT, Bilkent Universitesi

15:45 CAY & KAHVE ARASI / TEA & COFFEE BREAK

16:15 OTURUM 3: DiJITAL HIZMETLERDE SiBER GUVENLIK VE KiMLIiK
DOGRULAMA / CYBER SECURITY AND AUTHENTICATION IN DIGITAL
SERVICES
Konusmacilar/ Speakers:

- Dr. Mert OZARAR, Hazine ve Maliye Bakanligi, Bilgi Teknolojileri Genel Miidiirii

- Mustafa CANLI, MEB Yenilik ve Egitim Teknolojileri Genel Miidiirii
- Mehmet Ali ERKUL, Tiirksat Siber Giivenlik Y 6netimi Direktorii
- Nusret Atilla BILER, Bionay Genel Miidiir Yardimcist

17:00 Odiillii Yarisma/ Competition With Prize

17:15 1. GUN KAPANISI/ 1TH DAY CLOSING
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2. GUN/DAY-2

17 EKIM / OCTOBER 2024 PERSEMBE / THURSDAY
08:30 KAYIT / REGISTRATION

SALON/ROOM 1 (6. KAT/FLLOOR)

09:00 AKADEMIK OTURUM 1/ ACADEMIC SESSION 1

SIBER GUVENLIK VE TEHDIT TESPIiTi/ CYBERSECURITY AND THREAT
DETECTION

Oturum Baskani / Session Chair: Prof. Dr. Seref SAGIROGLU (Gazi Universitesi)

Bildirili Konusmacilar/ Speakers with Accepted Articles:

Esra Sogiit and Mihrac Kiipeli

Assessment of the Cybersecurity Efficiency of G20 Countries Using Data Envelopment
Analysis...1

Havvanur Bozomeroglu and Zeynep Giirkas Aydin

Elektrikli Ara¢ Sarj Istasyonlarmin Siber Giivenligi: CIC-EVSE 2024 Veri Kiimesi ile IDS
Sistemlerinin Performans Analizi...5

Hakan Aydin, Burak Aydin and Sedat Gormiis

Resilient 6TiSCH IoT Network Joining: Detecting and Mitigating Malicious Proxy Nodes...11
Cagri1 Burak Aslan, Eftun Tiirksanl, Ramazan Emre Erkan, Mustafa Oztiirk and Ciineyt
Akdeniz

Unveiling Hidden Patterns in T-Pot Honeypot Logs: A Latent Topic Analysis...17

10:30 CAY & KAHVE ARASI/ TEA & COFFEE BREAK

11:00 AKADEMIK OTURUM 2 / ACADEMIC SESSION 2
SISTEM GUVENLIGI VE TASARIM / SYSTEM SECURITY AND DESIGN
Oturum Bagskani / Session Chair: Dog. Dr. Oguz YAYLA (ODTU)

Bildirili Konusmacilar/ Speakers with Accepted Articles:

16-17 OCTOBER 2024, 17™ INTERNATIONAL CONFERENCE ON INFORMATION SECURITY AND CRYPTOLOGY, ANKARA-TURKEY



—)

www.ISCTurkiye.org

17TH INTERNATIONAL CONFERENCE

ON INFORMATION SECURITY AND CRYPTOLOGY
17. ULUSLARARASI BILGI GUVENLIGI VE KRIPTOLOJI KONFERANS]

Murat Demircioglu, Berkan Ufuk and Ali Isikh

An Overview of Secure by Design: Enhancing Systems Security through Systems Security
Engineering and Threat Modeling...23

Alperen Aksoy and Dogan Kesdogan

Enhanced Closed-Loop Control Anonymity Protection Model with Inactive Period Feedback...29
Furkan Bekar and Alp Arslan Bayrakci

Hybrid Cost-Effective Decapsulation of Chips for Successful Laser Fault Injection...35

Ahmet Tortumlu and Kemal Bicakci

Friends, Not Foes: Enhancing Attack Surface Metrics of Web Applications with Large Lan-guage
Models...41

Neyire Deniz Sarier

On the Redundancy of Lattice-based Encryption for Biometric Cryptosystems: Summary and
Outlook...N/A

12:30 OGLE ARASI / LUNCH BREAK

13:30 AKADEMIK OTURUM 3 / ACADEMIC SESSION 3
KRIPTOGRAFI / CRYPTOGRAPHY
Oturum Baskani / Session Chair: Dog. Dr. Cihangir TEZCAN (ODTU)

Bildirili Konusmacilar/Speakers with Accepted Articles:

Ahmet Malal

High-Performance FPGA Implementations of Lightweight ASCON-128 and ASCON-128a
with Enhanced Throughput-to-Area Efficiency...47

Tegrid Fettuh and Oguz Yayla

Single Secret Leader Election in Proof-of-Stake Blockchains: A Concise Review...54

Ugur Sen, Murat Osmanoglu and Ali Aydin Selcuk

An Efficient Solution for the Collusion Problem of DECO...60

Melike Cakmak, Ahmet Siak and Oguz Yayla

Constructions of Self-Orthogonal Codes and LLCD Codes Over Finite Fields...66

15:00 CAY & KAHVE ARASI / TEA & COFFEE BREAK

15:30 AKADEMIiK OTURUM 4 / ACADEMIC SESSION 4

MAKINE OGRENMESI VE YAPAY ZEKA UYGULAMALARI / MACHINE
LEARNING AND AI APPLICATIONS
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Oturum Baskani / Session Chair: Prof. Dr. Ali Aydin SELCUK (TOBB ETU)
Bildirili Konusmacilar/ Speakers with Accepted Articles:

+  Imren Dasdemir Yasar and Aysun Coskun
A Study on Classification of Mobile Application Network Traffic on MIRAGE-COVID-
CCMA-2022 Dataset via Machine/Deep Learning and Feature Selection Methods...72

*  Samed AL and Seref Sagiroglu
Saldir1 Tespit Sistemlerinde Aciklanabilir Yapay Zeka Uzerine Bir inceleme...78

e Siileyman Muhammed Arikan, Aynur Kocak and Mustafa Alkan
Atomic Lifecycle for Cyber Threat Intelligence...84

+  Cihan Cmar, ibrahim Alper Do gru and Ismail Atacak
Machine Learning Supported Network Attack Detection with a Novel Method Based on
Random Forest-Based Feature Fusion...90

SALON/ROOM 2 (6. KAT/FLLOOR)

11:00 BILGI GUVENLIi DERNEGI KURUMSAL UYE OTURUMU / INFORMA -
TION SECURITY ASSOCIATION CORPORATE MEMBER SESSION

Oturum Bagkani / Session Chair: Ahmet Hamdi ATALAY, Tiirksat Genel Miidiirii

Onemli Not: Sadece Bilgi Giivenligi Dernegi kurumsal iiyeleri katilabilir.

ANA SALON / MAIN ROOM

09:00 OGRENCIi OTURUMU 1/STUDENT SESSION 1

OGRENCI PROJELERI / STUDENT PROJECTS
Oturum Bagkani / Session Chair: Oguzhan ALKAN, BGD Geng¢ Bagkani
Proje 1: Blokzincir Tabanh Akademik Makale Yayinlama Platformu...N/A

Kutay Kaan Kogak, Ali Berkay Gorgiilii, Hiiseyin Ozgiir Kamali, Ankara Universitesi Bilgisayar ve
Yazilim Miihendisligi,

Danisman: Dog. Dr. Murat KARAKUS, Ankara Universitesi, Y azilim Miihendisligi Béliimii
Proje 2: Yapay Zeka Destekli Blokzincir Istihbarat Araci...N/A

Diizgiin Kiiciik, Emre Cakar, Omer Faruk Yakut, Firat Universitesi
Danisman: Dog. Dr. Fatih ERTAM, Firat Universitesi Adli Bilisim Miihendisligi

Proje 3: Akilli Sebekeler icin Zeki Siber Giivenlik Coziimleri Gelistirme: Yapay Zeka Destekli
Saldir: Tespit Sistemi Gelistirme...N/A
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Samed AL, Gazi Universitesi, Bilgi Giivenligi Miihendisligi ABD
Danisman: Prof. Dr. Seref Sagiroglu, Gazi Universitesi, Bilgisayar Miihendisligi Boliimii
Proje 4: Yapay Zeka ile Tehdit istihbarat ve Savunma...N/A

Hakan KOCAK (Yildiz Teknik Universitesi), Hayriye SARISOY (Afyon Kocatepe Universitesi),
Hiiseyin YAMAN (Sakarya Universitesi), Oguzhan SARI (istinye Universitesi), Sude Nur KOMUR
(Dokuz Eyliil Universitesi), Erkam SEFOGLU (Ayfon Kocatepe Universitesi)

Danisman: Giilhan ERTURK, ARVIS Teknoloji
Proje 5: Biiyiik Dil Modelleri ile Siber Giivenlik Farkindahigini Artirma...N/A
Emre AKDOGAN, Gazi Universitesi Bilgisayar Miihendisligi Boliimii

Danisman: Prof. Dr. Seref Sagiroglu, Gazi Universitesi, Bilgisayar Miihendisligi Boliimii
10:30 CAY & KAHVE ARASI / TEA & COFFEE BREAK

11:00 OGRENCIi OTURUMU 2 / STUDENT SESSION 2

BGD GENC OTURUMU / BGD YOUTH SESSION
Oturum Bagkani / Session Chair: Oguzhan ALKAN, BGD Geng Bagkani
Konusmacilar/ Speakers:

- Sakir SIMSEK, Siber Anadolu Topluluklar1 Baskani

- Sakir SIMSEK, ODTU Siber Giivenlik Toplulugu Baskan1

- Fatih PURTAS, TED Universitesi Siber Giivenlik Toplulugu Baskani

- Elif Nur MERCAN, Gazi Universitesi Siber Giivenlik Toplulugu Baskani

- Tolga DEMIREL, Gazi Universitesi Siber Giivenlik Arastirma ve Gelistirme Toplulugu Baskani
- Alperen Tolga KARACAM, TOBB ETU Siber Giivenlik Toplulugu Baskani

- Bilge KELES, Ankara Yildirrm Beyazit Universitesi Siber Giivenlik Toplulugu Baskani

12:30 OGLE ARASI / LUNCH BREAK

13:30 EGITIM OTURUMU 1 /TRAINING SESSION 1
Egitim konusu: USOM Ulusal Faaliyetleri
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Egitmen: Hac1 Ozdemir, USOM Giivenlik Testleri Ekip Lideri
16:00 CAY & KAHVE ARASI / TEA & COFFEE BREAK

16:15 EGITIM OTURUMU 2 /TRAINING SESSION 2

Egitim konusu: Siber Giivenlikte Yapay Zeka
Egitmen: Ata Seren, Havelsan Siber Giivenlik Uzmani

17:00 KAPANIS VE DEGERLENDIRMELER / CLOSING CEREMONY
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