2024 1EEE 32nd International
Conference on Network Protocols
(ICNP 2024)

Charlerol, Belgium
28-31 October 2024

I E E E IEEE Catalog Number: CFP24065-POD
° ISBN: 979-8-3503-5172-9



Copyright © 2024 by the Institute of Electrical and Electronics Engineers, Inc.
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

*** This Is a print representation of what appears in the IEEE Digital
Library. Some format issues inherent in the e-media version may also
appear in this print version.

IEEE Catalog Number: CFP24065-POD
ISBN (Print-On-Demand): 979-8-3503-5172-9
ISBN (Online): 979-8-3503-5171-2
ISSN: 1092-1648

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

proceedings

.com



TABLE OF CONTENTS

MAIN CONFERENCE

Non-Idle Machine-Aware Worker Placement for Efficient Distributed Training in GPU Clusters...................... 1
Jin Fang, Gongming Zhao, Hongli Xu, Luyao Luo, Zhen Yao, An Xie

SatFlow: Scalable Network Planning for LEO Mega-Constellations............ccovevererinininenineeee e 12
Sheng Cen, Qiying Pan, Yifei Zhu, And Bo Li

SoftNB: A Fully Functional NB-IoT PHY for Various SDR Platforms..........c.ccccceviiiiininiiiiiiic e, 23
Jingze Zheng, Chaojie Gu, Yuanchao Shu, Xiuzhen Guo, Shibo He, Zhiguo Shi, Jiming Chen

MONR: Multi-Objective Optimizing Network Reconfiguration Using Deep Reinforcement
1S3y 111 1 VTSP PSS PP PP PR PP 34
Yugi Dai, Hua Zhang, Jingyu Wang, Jianxin Liao

Demystifying Datapath Accelerator Enhanced Off-Path SmartNIC.............ccocoiiiiiiiiiiiis 46
Xuzheng Chen, Jie Zhang, Ting Fu, Yifan Shen, Shu Ma, Kun Qian, Lingjun Zhu, Chao Shi,
Yin Zhang, Ming Liu, Zeke Wang

Congestion Control Optimization for Short Video Services: User-End and Edge Server
010111 oTe) 14 o) 1 11 g 1o 5 Lot T USRS PTOP 58
Jupeng Zhang, Yan Liu, Jack Y. B. Lee, Shengtong Zhu

STARVERLI: Efficient and Accurate Verification for Risk-Avoidance Routing in Leo Satellite

Do) 4 <SRRI 69
Chenwei Gu, Qian Wu, Zeqi Lai, Hewu Li, Jihao Li, Weisen Liu, Qi Zhang, Jun Liu, Yuanjie
Li

Deepdetangle: Deep Learning-Based Fusion of Chirp-Level and Packet-Level Features for Lora
Paralle]l DECOGING ....vviuiiiiiiiiiiii it b et et 80
Weiwei Chen, Runze Zhang, Xianjin Xia, Shuai Wang, Shuai Wang, Tian He

DockRDMA: Hybrid RDMA Virtualization for Containerized Clouds ..........c.ccoovererininininenieeee e 91
Xiaoyu Li, Ran Shu, Zhongjie Chen, Xiaohui Luo, Yiran Zhang, Bo Wang, Qingkai Meng,
Fengyuan Ren

A High-Speed Robust Tunnel Using Forward Erasure Correction in Segment Routing ...........cccocevivervenennnn. 103

Louis Navarre, Francois Michel, Tom Barbette

Proteus: A Difficulty-Aware Deep Learning Framework for Real-Time Malicious Traffic Detection.............. 115
Chupeng Cui, Qing Li, Guorui Xie, Ruoyu Li, Dan Zhao, Zhenhui Yuan, Yong Jiang

Scalable, Fast, and Low-Memory Table Lookups for Network Applications with One CRC-§....................... 127
Yi Liu, Shougian Shi, Ruilin Zhou, Yuhang Gan, Chen Qian

Bidirectional Bandwidth Coordination Under Half-Duplex Bottlenecks for Video Streaming.............cc..c...... 139
Jing Chen, Bo Wang, Zhiyuan Xu, Yan Zhang, Minhu Wang, Mingwei Xu, Zili Meng

Scalable Verification of Multi-ACK Properties in Loss-Based Congestion Control Implementations ............ 151
Minh Vu, Hamid Bagheri, Lisong Xu, Wei Sun, Mingrui Zhang



Joint Scheduling and Power Control for Predictable Per-Packet Reliability in URLLC .........cccceviiininninnene 163
Zhibo Meng, Hongwei Zhang

Optimizing Traffic in Public-Facing Data Centers Amid Internet Protocols.........cccovvviriiiniecieieninene e 174
Sen Lin, Jianfeng Wang, Aleksandar Kuzmanovic

Linc: Enabling Low-Resource in-Network Classification and Incremental Model Update .............ccccvvnnnee. 186
Haolin Yan, Qing Li, Guorui Xie, Gareth Tyson, Yong Jiang

Luori: Active Probing and Evaluation of Internet-Wide IPv6 Fully Responsive Prefixes..........ccccvierieenennnn. 198
Daguo Cheng, Lin He, Chentian Wei, Qilei Yin, Boran Jin, Zhaoan Wang, Xiaoteng Pan, Sixu
Zhou, Ying Liu, Shenglin Zhang, Fuchao Tan, Wenmao Liu

Mompe: Multiparty Oblivious Multivariate Polynomial Evaluation.............c.ccocoeviviininiii 210
Duobin Lyu, Hongwei Zhang, Zening Zhao, Jinsong Wang

Infiltrating the Sky: Data Delay and Overflow Attacks in Earth Observation Constellations..............cc.cccve..e. 221
Xiaojian Wang, Ruozhou Yu, Dejun Yang, And Guoliang Xue

HifiCNet: High-Fidelity Cloud Network Validation Platform at Scale by Hybrid Architecture ...................... 232
Jiawei Liu, Gongming Zhao, Hongli Xu, Baoqing Wang, Peng Yang, Chun-Jen Chung, Min
Chen, Xuwei Yang

Impossible Trinity in Underwater Optical Wireless COmmUNICAtiON ..........ecvreeierieriineresreneeeee e 244
Qiwei Wang, Chi Lin, Yi Wang, Yu Sun, Lei Wang, Xin Fan, Guowei Wu

Kspeed: Beating I/0 Bottlenecks of Data Provisioning for RDMA Training CIUusters...........c.ccooeviiennninnnn 255
Jianbo Dong, Hao Qi, Tianjing Xu, Xiaoli Liu, Chen Wei, Rongyao Wang, Xiaoyi Lu, Zheng
Cao, Binzhang Fu

Paraleon: Automatic and Adaptive Tuning for DCQCN Parameters in RDMA Networks........cccoeveieenennn. 267
Ziteng Chen, Menghao Zhang, Guanyu Li, Jiahao Cao, Yang Jing, Mingwei Xu, Renjie Xie,
He Liu, Fangzheng Jiao, Xiaohe Hu

SpotMon: Enabling General Hotspot Monitoring in Key-Value Stores ..........c.ccviveiiiiiiiiiiinieneeneeeeiennns 279
Zhengyan Zhou, Jinhan Zu, Enhao Huang, Zizhao Wang, Haifeng Zhou, Dong Zhang, Xiang
Chen, Chunming Wu

Ptu: Pre-Trained Model for Network Traffic Understanding............ccccoovevininiiiiiiiininnsecee e 291
Lingfeng Peng, Xiaohui Xie, Sijiang Huang, Ziyi Wang, Yong Cui

From Entanglement Purification Scheduling to Fidelity-Constrained Entanglement Routing..............cccc.e..... 303
Ziyue Jia, Lin Chen

Balancing Sdn Control Plane Availability and Traffic Engineering Efficiency in Data Centers ...................... 314
Brian Chang, Keqiang He, Shawn Shuoshuo Chen, Jiaxin Lin, Mingyang Zhang, Wenfei Wu,
Aditya Akella

Lmlora: Enhancing Link Performance for Mobile Lora NetWorks ..........ccocvviriiieiininiie e 326

Ciyuan Chen, Zhuqing Xu, Xiaohua Jia, Jingkai Lin, Runqun Xiong, Dian Shen, Xirui Dong,
Junzhou Luo

6Vision: Image-Encoding-Based IPv6 Target Generation in Few-Seed Scenarios..........c.ccoovvveicieniiinnnce, 337
Wenjian Zhang, Guanglei Song, Lin He, Jinlei Lin, Songyun Wu, Zhiliang Wang, Chenglong
Li, Jiahai Yang



Rina: Enhancing Ring-Allreduce with in-Network Aggregation in Distributed Model Training..................... 349
Zixuan Chen, Xuandong Liu, Minglin Li, Yinfan Hu, Hao Mei, Huifeng Xing, Hao Wang,
Wanxin Shi, Sen Liu, Yang Xu

Holocube: 3D Opitcal IoT Connections Via Software Defined Pepper's Ghost ...........c.ccoovviiiiicieninnniene, 361
Xiao Zhang, Li Xiao, Matt W. Mutka

Escape Cache Traps by Rate Feedback for Ndn Real-Time Video Streaming ...........cccoevvirviininniinnnnnnn 373
Zhaohua Zhu, Yongrui Chen, Linggang Li, Zhijun Li, Weizhe Zhang, Yu Zhang

High-Throughput Stateless-But-Complex Packet Processing Within a Tbps Programmable Switch .............. 384
Yutaro Yoshinaka, Yuki Koizumi, Junji Takemasa, Toru Hasegawa

Zebra: Accelerating Distributed Sparse Deep Training with in-Network Gradient Aggregation for

HOE PATAIMELETS ..ottt e b e e e b e ek e e e b s be e e ne s reenne e 396
Heng Pan, Penglai Cui, Zhenyu Li, Ru Jia, Penghao Zhang, Leilei Zhang, Ye Yang, Jiahao
Wu, Mathy Lauren, Gaogang Xie

Following the Compass: LLM-Empowered Intent Translation with Manual Guidance..............cccocoeeninnennene 407
Lingqi Guo, Jingyu Wang, Jianyu Wu, Caijun Yan, Haifeng Sun, Zirui Zhuang, Qi Qi, Yi
Dong, Haibao Ren, Jianxin Liao

Netmamba: Efficient Network Traffic Classification Via Pre-Training Unidirectional Mamba....................... 419
Tongze Wang, Xiaohui Xie, Wenduo Wang, Chuyi Wang, Youjian Zhao, Yong Cui

TrafficGrinder: A 0-RTT-Aware QUIC Load BalancCer............coiuriiiieiieiiieiie e 430
Robert J. Shahla, Reuven Cohen, Roy Friedman

FedSSA: Reducing Overhead of Additive Cryptographic Methods in Federated Learning with
SKEECI ...ttt 441

Zirui Ou, Shujie Han, Qihuan Zeng, Qun Huang

Efficient Routing on Quantum Networks Using Adaptive CIUStETINgG.........cccvvrveieriirininiiineciee e 453
Connor Clayton, Xiaodi Wu, Bobby Bhattacharjee

Roundabout: Solving PFC Deadlocks with Distributed Detection and Buffer Collaboration................ccccv.e.. 465
Kai Lv, Heng Pan, Chengjun Jia, Jiaxing Zhang, Luyang Li, Jianer Zhou, Yanbiao Li, Zhenyu
Li, Gaogang Xie

RLGFuzz: Reinforcement Learning Guided Fuzzing with State-Coverage Mapping Environment ................ 477
Yanlong Shen, Yu Liu, Ying Zhou

Towards Practical Overlay Networks for Decentralized Federated Learning............c.ccoovvvvvinviiencnincnenene, 486
Yifan Hua, Jinlong Pang, Xiaoxue Zhang, Yi Liu, Xiaofeng Shi, Bao Wang, Yang Liu, Chen
Qian

NDN's Stateful Forwarding Plane in the Presence of Ground-Satellite Handovers ...........ccccceeveveiiiinininnnn 497
Sirapop Theeranantachai, Beichuan Zhang, Lixia Zhang

Configtrans: Network Configuration Translation Based on Large Language Models and Constraint
SOLVIIIE ..ttt bt e bR bR b bt Rt R R R R R e R R Rt Rt st e nn e r e ene s 508
Naigong Zheng, Fuliang Li, Ziming Li, Yu Yang, Yimo Hao, Chenyang Liu, Xingwei Wang

The Space Above the Sky: Uniting Global-Scale Ground Station as a Service for Efficient Orbital
DALA PTOCESSINE ... ettt ettt ettt h e bbbt s e b e b e b e e et e et e ae e eh e e Rt e Rt e R e s e e R e R e e nr e ne e 520
Heng Zhao, Sheng Cen, Yifei Zhu



Tackling Bit-Rate Variation of RTC Through Frame-Bursting Congestion Control ............ccocevevevenininnnnenne. 531
Zhidong Jia, Yihang Zhang, Qingyang Li, Xinggong Zhang

Learning-Based Heavy Hitters and Flow Frequency Estimation in Streams..........c.ccocvvvreiineeienenenene e 542
Rana Shahout, Michael Mitzenmacher

CLOUD-EDGE CONTINUUM (CEC) WORKSHOP

Towards Multi-Tier Stream Data Tiering in the Cloud-Edge Continuum ...........cccccoeviiiriininiinienenicne e 554
Omar Jundi, Raul Gracia-Tinedo, Sean Ahearne, Pascal Spérri, Bernard Metzler

Integrating Post-Quantum Cryptography Plugins for [Psec Offloads to Data Processing Units in the
CloUd-EdZE CONMIMUUIN.....c.viitiieiiieiieieie ettt sr e se st bt e e e ne e r e s bbb e e esnenrenn e enenns 560
Abraham Cano, Carlos Rubio Garcia, Raphaél Frantz, Idelfonso Tafur Monroy, José Luis
Imaria, Juan José Vegas

Exploring Secure and Efficient Temporary Data Sharing Between Co-Located Kubernetes
L0701 L 11410 T PR TP U PR PP PRI 566
Aitor Arjona, Bernard Metzler, Pascal Sporri

Enhancing HPC with Serverless Computing: Lithops on MareNOStrumS.........c.ccceovvinireninienieienenese e 572
Andres Benavides Arevalo, Daniel Coll Tejeda, Aaron Call, Pedro Garcia Lopez, Ramon Nou
Castell

ELEVATE: Optimal Scheduling of Time-Sensitive Tasks on the Heterogeneous Reconfigurable

Ingo Hoyer, Tarek Zaarour, Ahmed Khalid, Alexander Utz, Karsten Seidl, Ken Brown, Ahmed
H. Zahran

Toward Private, Trusted, and Fine-Grained Inference Cloud Outsourcing with on-Device
ODbfuscation and VETTfICATION ..........eiiiiiiiiciitie et e et e e e ete e e s et e e e e e te e e e s ba e e e e atbeeeesabeeeesabeeeeasbeeeeanseeeesnreeens 584
Shuai Zhang, Jie Ma, Haili Bai, Yuxin Ren, Ning Jia, Xinwei Hu

Safeguarding Blockchain and Dlts from Arbitrary and Malicious COntent...........cccocererireiineenenenenenennens 590
Alan Barnett, Merry Globin, Tarek Zaarour, Sean Ahearne, Ahmed Khalid

Data-Connector: An Agent-Based Framework for Autonomous ML-Based Smart Management in
Cloud-Edge CONIMUUINL......uiiviiiiiiieiieiiie ittt s bbb bbb sn e an e b sr s 596
Peini Liu, Joan Oliveras Torra, Marc Palacin, Jordi Guitart, Josep Ll. Berral, Ramon Nou

Efficient Data Confidence Fabrics with Compact ANNOAIONS ..., 602
Asfa Khalid, Sean Og Murphy, Cormac Sreenan, Utz Roedig

THE WORKSHOP ON INTELLIGENT CLASSIFICATION OF HIGH-SPEED NETWORK
TRAFFIC (ICNT)

Detecting Attacks at Switching Speed: Ai/MI and Active Learning for in-Network Monitoring in
DT o 0 TS 608
Belén Brandino, Pedro Casas, Eduardo Grampin

DoS-Dam: A Hierarchical Method for Identifying and Mitigating DDoS Attacks in High-Speed
NEEWOTK TTATTIC ..ttt e 614
Yihang Hao, Liyuan Chang, Wei Guo, Haizhen Qi, Gang Yang, Jin’Ao Cuil, Gen Li, Yue Song



Learning-Augmented Frequency Estimation in Sliding Windows ..........c.ccoiviiiiiiiiiiice
Rana Shahout, Ibrahim Sabek, Michael Mitzenmacher

An Encrypted Network Traffic Classification Strategy: Combining Locality-Sensitive Hashing with
Transformer ENcoder and CININ ... ..ottt sttt e b e st e e sbe et e e sbesseesbeesbeesbeeneeaneas
Junrui Wu, Wenyong Wang, Yuwei Li, Haoran Luo, Shuisong Hu, Yubo Li

A Novel DDoS Detection Model for SDN Using Single-Class Cluster Oversampling and Weighted
ENSEmDBIE IMETIOM.....cceiiiieieiiee ettt e e bt h bbbt b bR e e nreenreennas
Hao Zhang, Shugi Wu, Jie Pan, Zhi Wang, Xiaolong Sun

E-DDoS: An Evaluation System for DDoS Attack Detection ............ccovvireiinieeiienieiesese e
Kaiwen Chi, Xiaohui Xie, Yannan Hu, Dongyang Zhao, Yuming Xie, Liang Zhang, Yong Cui

Measuring Video QoE from Encrypted Traffic: A Collaborative Approach Using Machine Learning
AN StAllING DELECTION ....vevviiiiiiie ettt r e e e s e e m e s r e e n et e e e e e nreenreenreenreennas
Longjie Wang, Wenyong Wang, Wei Jiang, Bin Zhang, Qixun Zhu, Jun Deng, Junrui Wu

Envisioning a Unified Programmable Dataplane to Monitor SIow Attacks ..........ccccvvviiiiiniinicienncneie,

Cuidi Wei, Shaoyu Tu, Toru Hasegawa, Yuki Koizumi, K. K. Ramakrishnan, Junji Takemasa,
Timothy Wood

7TH EUROPEAN P4 WORKSHOP (EUROP4°24)

Scion Edge Router for Legacy IP Applications Based on Intel Tofino..........cccoovvveneiniiiiiiinece e
Lars-Christian Schulz, Robin Wehner, David Hausheer

Secure in-Band Network Telemetry for the SCION Internet Architecture on Tofino..........ccoveveviiiieiiiiiieninns
Robin Wehner, Tony John, Lars-Christian Schulz, David Hausheer

P4chaskey: An Efficient Mac Algorithm for Pisa SWItChes .........cocvviiiiiiiiiiii e
Martim Francisco, Bernardo Ferreira, Fernando M. V. Ramos, Eduard Marin, Salvatore
Signorello

Deliberately Congesting a Switch for Better Network Functions Performance ...........ccccoooveiiiiiiiiininneennn,
Mariano Scazzariello, Tommaso Caiazzi, Marco Chiesa

Towards Real-Time Intrusion Detection in P4-Programmable 5G User Plane Functions.............cccocevvenienen.
Aristide Tanyi-Jong Akem, Marco Fiore

POSTER & DEMO

Demo: Fast Routing-Loops Identification in Multi-Protocol Multi-Instance IP Networks ...........ccccceveenennne.
Youcef Magnouche, Sebastien Martin, Jérémie Leguay, Mei Cong, Guofeng Qian

Poster: Domino: Towards a Testbench for Stress Testing Internet Critical Infrastructure...........c.ccovevereennennn.
Elham Ehsani Moghadam, Fabian E. Bustamante, Adrian Perrig, Walter Willinger

Poster: Enhancing the Performance of a Single Connection Using Multipath QUiC ..........ccocoveviiiiniicnincnen
Vany V. Ingenzi, Tom Barbette, Olivier Bonaventure

Poster: Topocloud: Getting Datacenter Network Experiments into the Right Shape ...........cccoooviiiiiiinenn,
Pavani Kuppili, Aleksander Maricq, Brent E. Stephens, Ryan Stutsman, Robert Ricci



Poster: The Congestion Path Multiplicity Problem in RDMA Multicast Congestion Control ..............ccce.eee. 695
Keita Aoki, Miki Yamamoto

Poster: Distributed Learned Hash Table ..o 698
Shengze Wang, Yi Liu, Xiaoxue Zhang, Liting Hu, Chen Qian

Poster: Automatic Network Protocol Fingerprint Discovery with Difference-Guided Fuzzing....................... 700
Yuxi Zhu, Hanyi Peng, Jiahao Cao, Renjie Xie, Xinda Wang, Mingwei Xu, Jianping Wu

Poster: Quantifying the Proportion of Hijacked Prefixes Among the Identified Prefix Hijackers ................... 702
Ebrima Jaw, Moritz Miiller, Cristian Hesselman, Lambert Nieuwenhuis

Poster: Toward an Optimal Implementation of Chacha20-Poly1305 for Smartnics...........ccocevvvrivvrincninennnn 705
Kanta Tamura, Yuki Koizumi, Junji Takemasa, And Toru Hasegawa

Poster: NDN+SCION: Global Name-Based ROULING.........ccocviiiiiiiiiiisine e 708
Ken Calvert, Jeremiah Davis

Demo: Testing AI-Driven Mac Learning in Autonomic NEtWOTKS.........ccevviiiriiiinianeiie e 711
Leonard Paeleke, Navid Keshtiarast, Paul Seehofer, Roland Bless, Holger Karl, Marina
Petrova, Martina Zitterbart

Poster: An FPTAS for Shortest-Longest Path Problem ..........c.ccocviiiiiiiiiiiice e 713
Jianwei Zhang, Xin Li, Bowen Cui, Chunling Yang

Poster: in-Network Total Order Guarantees Supporting State Machine Replication with P4
Programmable SWItChES ........ciiiiiiiiiiiiii s 715
Bochra Boughzala, Boris Koldehofe

Poster: Tcp Congestion Control Based on Transmission Rate of Wireless Lan Interfaces............ccoocevverennnen. 718
Akira Okada, Daiki Nobayashi, Takeshi Ikenaga

Demo: Ara Pawr Wireless Living Lab for Smart and Connected Rural Communities..........ccocvevveviiininnennne 720
T U. Islam, J. O. Boateng, M. Nadim, G. Zu, M. Shahid, X. Li, T. Zhang, S. Reddy, W. Xu, A.
Atalar, V. Lee, E. Gossling, E. Permatasari, Z. Meng, S. Babu, M. Soliman, A. Hussain, D.
Qiao, M. Zheng, O. Boyraz, Y. Guan, A. Arora, M. Selim, A. Ahmad, M. B. Cohen, H. Zhang

Author Index





