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Abstract

Recently, there have been some works studying self-supervised adversarial training,
a learning paradigm that learns robust features without labels. While those works
have narrowed the performance gap between self-supervised adversarial training
(SAT) and supervised adversarial training (supervised AT), a well-established for-
mulation of SAT and its connections with supervised AT are under-explored. Based
on a simple SAT benchmark, we find that SAT still faces the problem of large
robust generalization gap and degradation on natural samples. We hypothesize
this is due to the lack of data complexity and model regularization and propose a
method named as DAQ-SDP (Diverse Augmented Queries Self-supervised Dou-
ble Perturbation). We first challenge the previous conclusion that complex data
augmentations degrade robustness in SAT by using diversely augmented samples
as queries to guide adversarial training. Inspired by previous works in supervised
AT, we then incorporate a self-supervised double perturbation scheme to self-
supervised learning (SSL), which promotes robustness transferable to downstream
classification. Our work can be seamlessly combined with models pretrained
by different SSL frameworks without revising the learning objectives and helps
to bridge the gap between SAT and AT. Our method also improves both robust
and natural accuracies across different SSL frameworks. Our code is available at
https://github.com/rzzhang222/DAQ-SDP.

1 Introduction

Deep neural network has shown its power in various machine learning tasks. In spite of its beneficial
properties in optimization and generalization, deep neural network is vulnerable to adversarial attack
as samples with carefully designed tiny perturbations may cause significant deviations of model
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predictions [16, 25, 12, 36]. One of the most successful defenses tackling this problem is adversarial
training, which generates perturbations that makes the largest output deviation and trains the model
with perturbed samples [40, 25]. Many following methods [21, 10, 39, 32, 40] have further developed
more advanced adversarial training techniques based on this adversarial training framework.

The adversarial defenses mentioned above require full supervision. However, in real situations full
labels may not be available. For the semi-supervised setting, some works [26, 3, 2] suggested that
unlabeled data can be useful in improving model robustness by designing auxiliary pseudo label
losses. However, the performance is largely affected by the amount of available labels. Later, some
works studied adversarial robustness in self-supervised learning (SAT). In this scenario, adversarial
training (AT) is integrated with self-supervised learning (SSL) to get robust features that can be
efficiently finetuned [22, 20, 14, 38, 18, 24, 37, 23]. Some works [22, 20, 14, 24, 37] combined
contrastive learning (CL) with AT to tackle this task. In this paper we term those works as ACL
methods.
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Figure 1: Motivation: Large robust generalization gap and reduced clean accuracy for SAT (SimCLR)
on CIFAR-100 and CIFAR-10. The left part of the figure is the results on CIFAR-100 and the right
part is for CIFAR-10. The robust generalization gap is over 20% on both datasets.

The ACL methods above were restricted to the CL framework and could not generalize to other
SSL methods. Previously, Zhang et al. [38] proposed to disentangle the task of SSL and AT into
two stages of learning, which first trains SSL models with natural data and then enables AT under
the pseudo-supervision of the naturally trained SSL features. This learning framework brings
consistent performance boost for both contrastive and non-contrastive methods. Moreover, the feature
pseudo-supervision in this framework takes a form similar to the supervision in supervised and
semi-supervised AT, thus providing a unified perspective to analyze AT paradigms under different
supervision. In this paper, we regard this learning framework as a simple benchmark for SAT.

While previous works on ACL and SAT have achieved remarkable performance that is comparable
to supervised AT, there is neither a well-established formulation nor an analysis of the general
learning process as in the supervised counterpart. To better understand the limitations of this learning
paradigm, we start from the SAT benchmark proposed by Zhang et al. [38], which advocates an SAT
process that is much more efficient than previous ACL works (100 vs. 1000 epoches of adversarial
training). As shown in Figure 1, we record finetuned train-set and test-set accuracies after SAT
pretraining on CIFAR-10 with ResNet-34 as backbone and find that there is a robust generalization
gap of around 19% and clean accuracy gap of around 6%. The results are similar for CIFAR-100,
which gives a robust generalization gap of around 22% and clean accuracy gap of around 9%. The
results show that there exists a large robust generalization gap and natural performance degradation,
similar to the AT counterpart.

Given that both SSL and AT are hard tasks [38], we hypothesize these problems to be caused by
insufficient data complexity and model regularization. In order to solve the problems, we propose a
method termed as DAQ-SDP (Diverse Augmented Queries Self-supervised Double Perturbation) and
handle the problems from two aspects. First, while previous papers [24, 38] concluded that complex
augmentation techniques are crucial for SSL but harmful for SAT robustness, we argue that strong
and diverse augmentations could help SAT if used properly. Specifically, we find that every training
distribution is worth one set of BatchNorm layers in SAT and propose an Augmentation-Adversary
(Aug-Adv) Pairwise-BatchNorm adversarial training method. It turns out that naturally trained
SSL models with a single set of batch norm layers can provide effective guidance for multi-branch
adversarial training. Second, while previous works on SAT focused on designing sample adversarial
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perturbation for SSL, we find that self-supervised model perturbation also contributes to downstream
robustness with a proper training scheme. Despite the task mismatch from pretraining to finetuning,
there exists a cross-task transferability of robust generalization. Our work finds a general method that
can be directly applied to different SSL frameworks without revising learning objectives, providing
insights that contribute to the understanding of SAT.

As far as we know, we are the first to analyze SAT as a general learning paradigm in an SSL-
framework-agnostic way and solves its problems by revealing its traits related to clean performance
degradation and robust generalization. The main contributions are summarized as follows:

• In contrast to the conclusion of previous works [38, 24], we suggest that strong and diverse
augmentations can boost self-supervised robustness and propose an Aug-Adv Pairwise-
BatchNorm technique for better robust generalization and less natural degradation.

• Different from previous works [22, 20, 14, 38, 18, 24, 37, 23] that focused on introducing
sample adversarial perturbation from supervised AT to SSL, we use model perturbation in
SSL pre-training to boost downstream robustness. We then propose a self-supervised double
perturbation scheme in the later stage of SAT to improve robust generalization without
affecting the learning of natural features.

• We conduct experiments on CIFAR-10 and CIFAR-100, the commonly used datasets in
previous works. On CIFAR-100, our proposed method improves over 2% on AutoAttack
[7] and clean data results with ResNet-34. On CIFAR-10, our method improves over 1% on
AutoAttack [7] and over 2% on clean data results with ResNet-34. The experimental results
demonstrate the effectiveness of our method across SSL frameworks, models and datasets.

2 Related Works

The task of SAT integrates AT into SSL and aims at learning robust feature representations that enable
efficient finetuning. Here we will give a brief summary of previous works related to this field.

Supervised Adversarial Training (supervised AT) Given deep neural network’s vulnerability to
adversarial perturbations, many defense methods have been proposed. Among them adversarial
training, originally proposed by Goodfellow et al. [16], has become a prevalent method. Adversarial
training simulates a min-max process that finds the perturbation with largest distortion and then
minimize the training loss over the adversarial data. Madry et al. [25] proposed a representative
adversarial training method and uses random initialized multi-step projected gradient descent to gen-
erate adversarial samples. Many following works [21, 10, 39, 32, 40] further revised the adversarial
learning framework and applied more advanced techniques such as logits pairing, boundary guidance
and consistency regularization for improving robustness while keeping the accuracy on clean data.

Self-Supervised Learning (SSL) Self-supervised learning is the task of learning feature representa-
tions with no label available. In this case, a discriminative self-supervised method generally relies
on a pretext task for pretraining to learn useful information. Previously, many pretext methods have
been proposed [15, 11, 28]. One of the most successful pretext task is instance discrimination [6, 4].
Contrastive learning defines a instance discrimination task and learns the features using similarities
between positive and negative pairs. The recent development from contrastive learning methods
MoCo [6] and SimCLR [4] to non-contrastive methods BYOL [17] and SimSiam [5] has revised the
contrastive loss to a positive-pair loss and further simplified the framework. Moreover, some works
[29, 13, 19] combined the contrastive framework with some more advanced techniques including
positive and negative pair mining, prototypes and customized contrastive view crafting to enrich the
information learned by the contrastive framework for effective and efficient learning.

Self-Supervised Adversarial Training (SAT) The development of self-supervised learning provides
a new direction for acquiring robust features. In self-supervised learning, the emergence of instance
discrimination as the new state of art self-supervised pretext task provides a natural setting for
adversarial robustness to fit in. While constructing reliable decision boundary using ground truth
labels is not feasible, previous works [22, 20, 14, 24, 37] proposed to exploit contrastive loss
adversarial training for promoting robustness. The assumption is that if the feature space near the data
sample is smooth enough, the feature prediction of adversarially perturbed data will be consistent
with its clean counterpart. Gupta et al. [18] suggested that contrastive learning has intrinsic sensitivity
to adversarial perturbations and proposed a simple method to remove false negative pairs. This
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method enhances robustness in SSL without revising AT and is orthogonal to ours. Xu et al. [37]
proposed to use causal reasoning in ACL and used adversarial invariance regularization to enhance
ACL. While achieving an impressive performance, the methods above were still restricted to the
contrastive learning framework.

Later, Some works have started to explore robustness in the broader SSL picture. Zhang et al. [38]
formulated SAT as a two-stage framework that first trains an SSL model and then uses the learned
features as guidance for AT. This work has set a strong baseline for this task and can be directly
generalized to different SSL frameworks. Thus we take this two-stage SAT framework as the baseline
to explore robustness in the broader picture of SSL. Kim et al. [23] proposed an interesting idea that
carefully crafted targeted adversarial perturbations can help enhancing robustness for non-contrastive
SSL methods. However, the improvements on contrastive frameworks are not as consistent as in
the non-contrastive case. Moreover, some works [38, 24] suggested that complex augmentations
are crucial for SSL but destructive for SAT. In this work, we approach the task of SAT by studying
its learning process and drawing an analogy to supervised AT, with the goal of acquiring a better
understanding of the difference and similarity between these two learning paradigms. We then
propose a method to tackle the potential problems in SAT. In the following sections, we will introduce
the problem statement and then describe our motivation and method.

3 Preliminary

Self-Supervised Learning As the most representative contrastive learning framework, SimCLR [4]
uses data in the same batch as negative pairs and optimizes the following objective:

ℓCL(τ1(x), τ2(x)) = − log

(
exp(sim(zi, zj)/t)

exp(sim(zi, zj)/t) +
∑N

k ̸=i exp(sim(zi, zk)/t)

)
. (1)

In the equation above,τ1(x), τ2(x) are two augmented views of the same image. zi = g · f(τi(x)) is
the projected feature of the corresponding view. zi and zj are a positive pair. N is the number of
negative samples.

Contrastive SSL relies on large batch size or extra maintained queue for negative pairs and can be
computationally expensive. In contrast, positive-only frameworks only include positive pairs. The
learning objective of SimSiam [5], a representative positive-only method, can be formulated as:

ℓss(τ1(x), τ2(x)) = −1

2

p1 · stopgrad(z2)
∥p1∥2∥z2∥2

− 1

2

p2 · stopgrad(z1)
∥p2∥2∥z1∥2

. (2)

In the equation above, τ1(x), τ2(x) are two augmented views of the same image. zi = g · f(τi(x))
and pi = h · zi are the projected and predicted feature of the corresponding view, in which g is a
projector helps to preserve instance dicriminative features and h is a predictor helps to prevent model
callapse.

Adversarial Contrastive Learning Based on the framework of contrastive learning (CL), multiple
previous works have proposed adversarial contrastive learning (ACL) methods, which aims at
improving the robustness of the learned features. Pevious works have adopted such a learning
framework but each had some revision of the loss term [22, 20, 14]. In general, those methods can be
formulated as:

ℓadv
CL = ℓCL(τ1(x), τ2(x), x

adv), (3)

where
xadv = x+ argmax

δ
ℓCL(τ1(x), τ2(x), x+ δ). (4)

In the equations above, ℓadv
CL is the adversarial contrastive loss with an extra variable for the adversarial

view. It is often calculated as the average of the pairwise contrastive loss [14]. xadv is the adversarial
sample generated with this loss.
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Self-Supervised Adversarial Training To find a general method that can improve robustness for
different SSL frameworks, we start from a basic SAT framework [38]:

ℓstage1 = ℓSSL, (5)

and
ℓstage2 = Sim(f2(x), f1(x)) + λ · Sim(f2(x

adv), f2(x)), (6)
where

xadv = x+ argmax
δ

(−Sim(f2(x+ δ), f1(x))). (7)

This SAT framework separates the adversarial training process into two stages. In the first stage, an
SSL model f1 is trained with clean data. Then the features predicted by the clean model are used as
pseudo-supervision for adversarial training of f2 in the second stage. The clean samples providing
guiding features can be regarded as queries that help to distill useful information from the clean
model. Compared to ACL methods mentioned above, this type of method is more general and also
more computationally efficient. In our work, we adopt this framework as the baseline.

4 Method

In this paper, we aim at finding a method that can solve the problem of robust generalization and
clean accuracy degradation in SAT. Note that our work proposes a general method that can be directly
combined with different pretrained SSL models for improvements instead of requiring adversarially
re-training the models from scratch. Figure 2 demonstrates the overall framework of our method. In
the following sections, we will introduce each part of our method.

4.1 Diverse Augmented Query

Previously in supervised AT, some works have discussed about the effects of complex augmentation
strategies on robustness [31, 30, 1]. The idea is to fit the model to the labels on the generalized
sample distributions to reduce overfitting. However, in SAT, there is no ground truth label to provide
supervision on training or generalized data distributions. We hypothesize that SSL models trained
with natural data, especially instance discrimination based ones, already contain certain level of
generalization capability as the feature space is learned with large amount of data under strong and
complex augmentations. However, this capability of generalization can be lost during AT. Thus we
propose to use the diversely augmented clean features as supervision for AT.

In the field of ACL and SAT, previous works [38, 24] have concluded that strong and diverse
augmentations are essential for SSL but harmful for robustness. Thus Luo et al. [24] proposed to
gradually reduce the strength of augmentation during the training and Zhang et al. [38] proposed to
only use random resized crop and horizontal flip in adversarial training. In this paper, we argue that
diversely augmented samples help SAT given that the model has sufficient capacity, as it’s actually
essential for the robust model to distill rich information to keep the capability of generalization.

Note that data augmentation strategies including AutoAugment [9] and RandAugment [8] require
labels to calculate validation accuracy in the process of searching for optimal augmentation policies,
thus can not be directly applied to SAT. In this paper, we propose to use TrivialAugment [27], which
is a dataset-independent and search-free method that randomly samples the augmentation policy
and strength. Since we need to improve the generalization while also specialize on the testing
distribution, we need to fit the adversarial model with clean model features both on the diversely
augmented and basic augmented distributions. Inspired by previous work in supervised AT [1],
we adopt a multi-stream structure that takes samples from different distributions as inputs. In the
previous ACL and SAT works, there were no clear conclusion on the usage of BatchNorm layers.
While some works [22, 14] suggested to use different BatchNorm layers for adversarial sample,
Zhang et al. [38] suggested that separate BatchNorm layers are not necessary. In this work, we find
that each training distribution is worth one set of BatchNorm parameters in SAT and even if the
clean model only contains one set of BatchNorm layers, it can provide effective guidance for the
multi-BatchNorm adversarial model. Specifically, we define four different input streams based on
the combination of their adversarial type (adversarial vs. natural) and augmentation type (strong
vs. weak), where the basic augmentation contains random resized crop and horizontal flip while
diverse augmentation contains Trivial Augmentation [27] and basic augmentation. In the first stage
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Figure 2: A demonstration of our proposed DAQ-SDP. The single BatchNorm encoder of pretrained
model is extracted as teacher for our Pairwise-BatchNorm robust encoder for adversarial training.

of our method, we can either use a single set of BatchNorm to train a clean model or directly use a
pretrained SSL model with no consideration for robustness. Then in the second stage, we propose
an Aug-Adv pairwise-BatchNorm strategy for adversarial training, where each stream of features is
pseudo-supervised by the features predicted by the clean model. After training, we only keep the
basic-adv BatchNorm layers.

The formulation of our method is:

ℓdiverse−aug = ℓclean + λ · ℓadv, (8)

where
ℓclean =

∑
augi

Sim(f2−augi−clean(xaugi), f1(xaugi)), (9)

and
ℓadv = Sim(f2−augi−adv(x

adv
augi

), f2−augi−clean(xaugi)), (10)

and
xadv

augi
= x+ argmax

δ
(−Sim(f2(x

adv
augi

), f1(xaugi))). (11)

In the equations above, Sim(., .) is the cosine similarity between two features and augi corresponds to
the augmentation type mentioned above. f2−augi−adv and f2−augi−clean are the student model with
the corresponding pairwise-BatchNorm layers. Our method forces the pseudo-supervised adversarial
model to inherit the generalization capability from clean model with diversely augmented queries. The
AugAdv pairwise-BN helps features of each training distribution to fit the clean feature counterparts
without interfering with each other. The experimental results demonstrate that diverse and complex
augmentations can improve SAT robustness. This finding helps to narrow the gap between improving
SAT and supervised AT.

4.2 Adversarial Self-Perturbed Weight

Previous works in ACL and SAT have borrowed the idea of adversarial sample perturbation from
supervised AT to SAT and made revisions either on the specific training loss term [20, 22] or the
effective way of generating sample perturbations [14, 23]. However, whether more advanced ideas in
supervised AT can bring improvements in SAT is under-explored. In this section, we suggest that
adversarial weight perturbation can be introduced into SSL pretext task for downstream robustness.
Note that in the method proposed by Wu et al. [35], adversarial weight perturbation is applied to
different supervised AT frameworks including vanilla PGD [25], TRADES [39], RST [3] and MART
[34]. However, all those methods require full or partial labels and are based on classification loss.
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The adversarial weight perturbation can be expressed as:

LAWP = max
θ̂∈µ(θ)

LCE(fθ̂(x, y)) + βLadv(fθ̂(x
adv, y)), (12)

where µ is the perturbation size of the model weight.

In contrast, in our work the weight perturbation is introduced into the SSL pretext task. Thus the
perturbation doesn’t regularize the weight classification-loss landscape, but works on the feature
similarity loss in a label-free paradigm instead. This transition of learning paradigm makes it
interesting to see whether such perturbations respect to the SSL objective can benefit downstream
robust generalization. Specifically, the self-supervised weight adversarial perturbation perturbs the
model weight in the direction of enlarging the self-supervised cosine similarity loss and increases the
smoothness of this similarity loss landscape. The weight perturbation can be formulated as:

θ̂2 = arg min
θ2∈µ(θ)

Sim(f2(xaug-weak), f1(xaug-weak)) + λ · Sim(f2(x
adv
aug-weak), f2(xaug-weak)). (13)

The weight perturbation finds the “worst” adversarial scenario which is beneficial for model robust-
ness. However, this extra adversarial component also further increases the difficulty of the task. In
supervised AT, the existence of ground truth labels helps the model to converge despite the enlarged
difficulty. However, both AT and SSL are difficult tasks. In the early stage of SAT, regulating
the model to learn this rather difficult objective with respect to insufficiently learned adversarial
features could impede the learning of natural features and we propose to apply this weight adversarial
perturbation only in the later stage of learning when the pseudo-supervised learning of clean and
adversarial features is stabilized. Without our weight self-perturbation scheme, there is a clean
accuracy drop of 0.7% and PGD robust accuracy drop of 0.8% on CIFAR-10 with ResNet-34.

The adversarial weight perturbation calculated on weakly augmented data is combined with sample
adversarial perturbations over the four sample distributions in the previous section. The overall
learning objective is:

ℓswap−diverse−aug =
∑
augi

ℓclean + λ · ℓadv, (14)

where
ℓclean = Sim(fθ̂2−augi−clean(xaugi), fθ1(xaugi)), (15)

and
ℓadv = Sim(fθ̂2−augi−adv(x

adv
augi

), fθ̂2−augi−clean(xaugi)). (16)
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Figure 3: The generalization gap of SAT (SimCLR) with our proposed DAQ-SDP. The left part is the
result on CIFAR-100. The right part is the result on CIFAR-10.

As shown in Figures 1 and 3, the robust generalization gap is reduced by around 3% and the test
clean accuracy improves by more than 1.5% on average with our proposed method, which means
properly regulating the smoothness of weight SSL-loss landscape in pre-training can improve the
robust generalization of downstream classification despite the lack of labels.

4.3 Towards Unified Understanding of SAT and supervised AT

Despite the task difference between the learning paradigms, our method steps forward to an unified
understanding of SAT and supervised AT by revealing their similar characteristics with respect to
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Figure 4: 1D visualization of the downstream weight loss landscape. The plot on the left is for the
baseline method and the plot on the right shows that for our method with self-perturbed weight. The
x-axis represents the magnitude to move the model weight.

Table 1: Results on ResNet-34 trained on CIFAR-10 with SimCLR framework.

Evaluation Method Clean PGD AutoAttack
DynACL[24]+AIR[37] 79.79 51.07 47.61

Simple Linear TARO[23] 84.23 53.36 45.68
Finetuning DecoupledACL[38] 82.46 56.86 47.99

DAQ-SDP (ours) 84.57 58.57 49.22

generalization. In this work, We also provide a “higher" level of perspective than previous narrower
methods that focus on SAT with single SSL framework. We look forward to seeing future works with
general approaches that improve adversarial training across different supervision settings.

5 Experiment

In this section, we demonstrate the effectiveness of our method. First, we evaluate the effectiveness
when DAQ-SDP is plugged into contrastive and positive-pair only SSL frameworks. Then we conduct
an ablation study for each part of our method. We also visualize the representation learned by our
method through t-SNE [33] in Appendix.

Table 2: Results on ResNet-34 trained on CIFAR-100 with SimCLR framework.

Evaluation Method Clean PGD AutoAttack
DynACL[24]+AIR[37] 47.02 23.91 20.66

Simple Linear TARO[23] 51.28 29.46 21.14
Finetuning DecoupledACL[38] 51.44 30.68 21.31

DAQ-SDP (ours) 53.54 33.09 23.42

Experimental Setup: We apply our method on top of SimCLR [4], SimSiam [5] and BYOL [17]
to evaluate the performance improvements across SSL frameworks. We also conduct extensive
experiments on ResNet-18, ResNet-34 and ResNet-50. We find that the improvements are less
significant on the smaller model ResNet-18. The rationale may be that simply increasing data
complexity for ResNet-18 by using one extra strongly-augmented view could decrease the training
set clean accuracy from 54.45% to 52.78% on CIFAR-100, suggesting insufficient model capacity to
distill richer information while fitting well on clean data. This is understandable as model capacity
takes a significant role in adversarial robustness and many techniques in supervised AT [30, 1, 35]
require models with sufficient capacity to be effective. Given the complexity of AT and SSL, we
expect a model larger than ResNet-18 is needed to learn rich information from the training data.

All SSL models in our method are first trained with clean data for 1000 epochs, then adversarially
trained with 5-step PGD attack with the epsilon size of 8/255. Methods in previous works are
adversarially trained for 1000 epoches as mentioned in their papers. The robustness is evaluated with
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Table 3: Results on other SSL frameworks with ResNet-34 backbone. Note that most previous works
are based on SimCLR and can not be used in Positive-Pair only SSL frameworks. The dataset is
CIFAR-10.

SSL Framework Method Clean PGD AutoAttack
SimSiam TARO[23] 81.71 52.61 44.46
SimSiam DecoupledACL[38] 78.40 57.17 47.20
SimSiam DAQ-SDP (ours) 80.42 58.53 47.69
BYOL TARO [23] 86.84 52.01 44.76
BYOL DecoupledACL[38] 83.15 55.22 47.67
BYOL DAQ-SDP (ours) 85.91 56.53 49.07

Table 4: Results on ResNet-18 trained on CIFAR-10 with SimCLR framework.

Method Clean PGD AA
DynACL[24]+AIR[37] 78.08 49.12 45.17

TARO[23] 82.86 52.44 43.99
DecoupledACL[38] 80.17 53.95 45.31

DAQ-SDP(ours) 81.76 55.15 45.12

AutoAttack [7] and PGD attack with 20 iterations and epsilon size of 8/255. λ is set to 2. We use
double adversarial perturbation after 60 epochs of training and weight perturbation size constraint of
0.002. The SLF and AFF finetuning details are the same as previous works [14, 38] with 25 steps of
training and initial learning rate of 0.1. The experimental results in our method is the average of 5
runs, with a maximal variation range of ±0.5 for clean accuracy and ±0.35 for robust accuracy. All
experiments are conducted on 2 RTX 3090 GPUs.

5.1 Effectiveness of DAQ-SDP across SSL Frameworks, Models and Datasets

a) We first conduct experiments with different SSL frameworks on ResNet-34. As shown in Table 1
and Table 2, our method contributes to significant improvements on both clean and robust accuracy
on both CIFAR-100 and CIFAR-10 with SimCLR [4]. Note that TARO [23] is an adversarial sample
generation method that needs to be combined with specific SAT baselines. In this work we combine
it with the same baseline framework we use for better performance and fair comparison. Although
TARO [23] gives slightly better clean accuracy on CIFAR-10, our method outperforms TARO [23] on
robust accuracy by a large margin. On CIFAR-100, both our clean and robust accuracy outperforms
TARO [23]. Also note that methods except TARO [23], DecoupledACL [38] and ours are contrastive
based methods and don’t generalize to positive-pair only SSL frameworks. In Table 3, we compare
our method with previous works on SimSiam [5] and BYOL [17]. As shown in the results, our work
provides a consistent improvements for different SSL frameworks. This is because we treat differently
trained models as the teacher that provides supervision for the clean data feature space. Once we
obtain the supervision, we take an SSL-framework agnostic process for robustness improvements.

b) We then conduct experiments on ResNet-18 and ResNet-50. From Table 4 and Table 5, our method
shows improvement across model sizes.

c) We also provide cross-dataset transfer learning results. Table 6 shows transfer learning from
CIFAR-100 to CIFAR-10, in which our work outperforms other SAT methods. In Table 7, we provide
the transfer learning SLF results from CIFAR-10 to STL-10, which shows that our method can
transfer well across datasets from more different domains.

Table 5: Results on ResNet-50 trained on CIFAR-10 with SimCLR framework.

Method Clean PGD AA
DynACL[24]+AIR[37] 80.67 / 47.56

TARO[23] 84.57 53.60 46.86
DecoupledACL[38] 83.32 55.70 48.24

DAQ-SDP(ours) 85.22 58.05 49.49
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Table 6: Cross-dataset transfer learning from CIFAR-100 to CIFAR-10. Note that the methods
compared here are not restricted to specific SSL framework. We use both simple linear finetuning
(SLF) and adversarial full finetuning (AFF) in this experiment. We use ResNet-34 as the backbone
model.

SLF AFF
Method Clean PGD Clean PGD

DecoupledACL[38] 55.03 25.78 86.16 52.97
TARO[23] 57.13 23.99 86.00 52.71

DAQ-SDP (ours) 57.66 26.83 86.83 53.08

Table 7: Cross-dataset transfer learning from CIFAR-10 to STL-10. We use ResNet-34 as the
backbone model.

Method Clean PGD
Baseline 63.84 40.66

DAQ-SDP(ours) 66.79 40.75

Table 8: Ablation study for our method with SimCLR on CIFAR-100. We use ResNet-34 as the
backbone model.

Method Clean PGD
Baseline 51.44 30.68

DAQ(single-BN) 52.27 31.56
Diverse Augmented Query 52.67 32.11

Weight Self-Perturbed Scheme 51.56 32.37
DAQ-SDP(ours) 53.54 33.09

5.2 Ablation Study

In this section we evaluate each part of our method. Table 8 shows the results on CIFAR-100. With
our Diverse Augmented Query, the clean accuracy increases by 1.23% and the PGD robust accuracy
increases by 1.43%. With our Diverse Augmented Query and Weight Self-Perturbed Scheme, the
clean accuracy increases by 2.10% and the robust accuracy increases by 2.41% . As shown in
Figures 1 and 3, both robust generalization and clean accuracy are improved compared to the
baseline. These improvements brought by our proposed method demonstrate the effectiveness of the
enhanced sample complexity and model regularization with the SSL loss term.

The smoothness of the weight loss landscape has been shown to be important for robust generalization
in supervised AT [35]. In Figure 4 we also analyze the effect of our method to downstream weight
loss landscape through 1D visualization as previous work in supervised AT [35] did. From Figure 4
we can see that the regularizing effect transferred to downstream loss landscape is actually much
attenuated compared with directly regularizing classification loss in supervised AT [35], showing
difficulty of such a transferred improvement from SSL pretext tasks.

6 Conclusion

In this paper, we observe that SAT has the similar problem of large robust generalization gap and
clean accuracy degradation as in supervised AT. We then propose a general method to solve this
problem, which can be directly combined with different pretrained SSL models without further
changing learning objectives. We first challenge the previous conclusion that diverse and strong
augmentations harms SAT and propose a diversely augmented query based method with Aug-Adv
Pairwise-BatchNorm to distill generalizable and diverse information from clean model. Second,
different from previous works that focused on introducing sample perturbation to the SSL pretext
task, we suggest that regulating the smoothness of the SSL loss landscape by adversarial weight
self-perturbation boosts robust generalization transferable to downstream classification. Our method
not only improves the performance across different SSL frameworks, but also provides insights for
narrowing the gap between the study of these two adversarial learning paradigms.
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A Appendix / supplemental material

A.1 Feature Visualization

In this section, we visualize the the learned features of the test set of CIFAR-10 with t-SNE[33]. Each
data point is colored with its label. As shown in 5, the features of different classes learned by our
DAQ-SDP has a clearer boundary than the baseline method.

Figure 5: T-SNE results of the test set features. The left part of the figure is the features predicted
by our adversarial training baseline and the right part of the figure is the features predicted by our
DAQ-SDP.

A.2 Societal Impacts

Our work is useful for pretraining robust models with no labels. However, it generated one more
adversarial data and perturbed weights, which takes more computation. So it can cause more
consumption of energy and pollution. Despite this limitation, we believe our method is still beneficial
for the society and promotes model robustness in real life.
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NeurIPS Paper Checklist

1. Claims
Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: We claim that we find a general method to solve the robust generalization and
clean accuracy reduction problem for different SSL frameworks. This claim is accurately
reflected and supported in the analysis and experiments.

Guidelines:

• The answer NA means that the abstract and introduction do not include the claims
made in the paper.

• The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

• The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

• It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?

Answer: [Yes]

Justification: We mentioned in the introduction that to distill diverse and generalizable
information from clean model, we need to have a backbone model that has sufficient
capacity.

Guidelines:

• The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

• The authors are encouraged to create a separate "Limitations" section in their paper.
• The paper should point out any strong assumptions and how robust the results are to

violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

• The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

• The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

• The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

• If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

• While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory Assumptions and Proofs
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Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?
Answer: [NA]
Justification: In this work we analyzed the problem of current SAT methods and provided
experimental results for our method.
Guidelines:

• The answer NA means that the paper does not include theoretical results.
• All the theorems, formulas, and proofs in the paper should be numbered and cross-

referenced.
• All assumptions should be clearly stated or referenced in the statement of any theorems.
• The proofs can either appear in the main paper or the supplemental material, but if

they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

• Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

• Theorems and Lemmas that the proof relies upon should be properly referenced.
4. Experimental Result Reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?
Answer: [Yes]
Justification: We provided all the hyperparameters and formulas for our method.
Guidelines:

• The answer NA means that the paper does not include experiments.
• If the paper includes experiments, a No answer to this question will not be perceived

well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

• If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

• Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

• While NeurIPS does not require releasing code, the conference does require all submis-
sions to provide some reasonable avenue for reproducibility, which may depend on the
nature of the contribution. For example
(a) If the contribution is primarily a new algorithm, the paper should make it clear how

to reproduce that algorithm.
(b) If the contribution is primarily a new model architecture, the paper should describe

the architecture clearly and fully.
(c) If the contribution is a new model (e.g., a large language model), then there should

either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

16

43803https://doi.org/10.52202/079017-1389



5. Open access to data and code
Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [No]

Justification: The URL of the code will be released if got accepted.

Guidelines:

• The answer NA means that paper does not include experiments requiring code.
• Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

• While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

• The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

• The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

• The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

• At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

• Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLs to data and code is permitted.

6. Experimental Setting/Details
Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]

Justification: All the training and testing details are provided.

Guidelines:

• The answer NA means that the paper does not include experiments.
• The experimental setting should be presented in the core of the paper to a level of detail

that is necessary to appreciate the results and make sense of them.
• The full details can be provided either with the code, in appendix, or as supplemental

material.

7. Experiment Statistical Significance
Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [No]

Justification: For the computation complexity of adversarial training and self-supervised
learning, we didn’t include confidence interval or sigma error bars. However, we run each
experiments for 5 times and took the average results and also included the range of variation
of our results in the experiment section.

Guidelines:

• The answer NA means that the paper does not include experiments.
• The authors should answer "Yes" if the results are accompanied by error bars, confi-

dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.
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• The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

• The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

• The assumptions made should be given (e.g., Normally distributed errors).
• It should be clear whether the error bar is the standard deviation or the standard error

of the mean.
• It is OK to report 1-sigma error bars, but one should state it. The authors should

preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

• For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

• If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

8. Experiments Compute Resources
Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]

Justification: We included the compute resources in the experiment section.

Guidelines:

• The answer NA means that the paper does not include experiments.
• The paper should indicate the type of compute workers CPU or GPU, internal cluster,

or cloud provider, including relevant memory and storage.
• The paper should provide the amount of compute required for each of the individual

experimental runs as well as estimate the total compute.
• The paper should disclose whether the full research project required more compute

than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

9. Code Of Ethics
Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]

Justification: We conformed to the code of ethics.

Guidelines:

• The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.
• If the authors answer No, they should explain the special circumstances that require a

deviation from the Code of Ethics.
• The authors should make sure to preserve anonymity (e.g., if there is a special consid-

eration due to laws or regulations in their jurisdiction).

10. Broader Impacts
Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]

Justification: Our work helps to build robust models under no label conditions, which can
be useful in real life.

Guidelines:

• The answer NA means that there is no societal impact of the work performed.
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• If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

• Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

• The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

• The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

• If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

11. Safeguards
Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]

Justification:

Guidelines:

• The answer NA means that the paper poses no such risks.
• Released models that have a high risk for misuse or dual-use should be released with

necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

• Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

• We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

12. Licenses for existing assets
Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]

Justification: The contents used in this paper are cited

Guidelines:

• The answer NA means that the paper does not use existing assets.
• The authors should cite the original paper that produced the code package or dataset.
• The authors should state which version of the asset is used and, if possible, include a

URL.
• The name of the license (e.g., CC-BY 4.0) should be included for each asset.
• For scraped data from a particular source (e.g., website), the copyright and terms of

service of that source should be provided.
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• If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

• For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

• If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.

13. New Assets
Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]

Justification: The model and code will be released if got accepted.

Guidelines:

• The answer NA means that the paper does not release new assets.
• Researchers should communicate the details of the dataset/code/model as part of their

submissions via structured templates. This includes details about training, license,
limitations, etc.

• The paper should discuss whether and how consent was obtained from people whose
asset is used.

• At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

14. Crowdsourcing and Research with Human Subjects
Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]

Justification:

Guidelines:

• The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

• Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

• According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

15. Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects
Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]

Justification:

Guidelines:

• The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

• Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.
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• We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

• For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.
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