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A Data Leakage in Collaborative Inference

A.1 Input Leakage from the Representation

With the received representation r;, the server can reconstruct the input I::g";s f:;?;?;:g
data x; on the edge device by conducting model inversion (MI) attacks [17]. "
Notably, the head model on the edge device is usually shallow due to the e -
computation resource limitation, which aggravates input leakage from the i h_l
representation [11]. We conduct experiments on CIFAR10 with ResNet18 :

to demonstrate the input leakage problem. One convolutional layer is m =
deployed on the device as the head model, and one basic block is deployed :

as the classifier. The malicious server conducts Knowledge Alignment ) ¥ i
(KA) attack [17] to recover the input image from the received representation o | .
through a generator. The detailed experimental settings can be found in h é
Sec. 5. The reconstructed images are shown in Fig. 8. The high-quality

reconstructed images illustrate the collaborative inference’s vulnerability ~Figure 8: Reconstructed im-
to the device’s input leakage from the representation. ages of KA attack.

A.2 Prediction Leakage from the Feature

The training process enables the cloud server to extract high-level features useful for the collaborative
inference task. These high-level features allow the malicious server to fine-tune a classifier head with
very few labeled data and accurately conduct inference. The leakage of the prediction makes the edge
device holder’s privacy, including behavior and preference, exposed to the cloud server. For example,
prediction leakage of a collaborative inference-based navigation mobile app allows the cloud server to
infer the positions and destinations of the app users. To demonstrate the extent of prediction leakage by
the features, we follow the experimental setup in Appendix A.1 and let the cloud server conduct model
completion (MC) attack [14] to train a classifier using a small number of auxiliary labeled samples. We
also let the cloud server train an entire model with the auxiliary dataset from scratch for comparison.
The results are shown in Tab. 1.

Table 1: Compared accuracy of the classifier on the device and the models on the cloud server by conducting MC
attack and training from scratch.

Accuracy(%)
Classifier on the device (clean accuracy) 77.20
MC attack on the server(40 labels) 69.31
Train from scratch on the server(40 labels) 15.34

It is shown that by fine-tuning a classifier with the collaboratively trained encoder, the cloud server can
achieve an accuracy of nearly 70% using an auxiliary dataset with only 40 labeled samples. However,
training from scratch cannot achieve decent accuracy using the same auxiliary dataset, which shows
that the high-level features extracted by the encoder on the server cause prediction leakage.
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B Algorithm

Algorithm 1 Training algorithm of InfoScissors. < means information is sent to the server; <
means information is sent to the device; red steps are conducted on the cloud server.

Input: Dataset {(z;,y;)} .-, ; Learning rate 7).
Output: 0";0°;0%:1;¢.

1: Initialize 8" ,0°,0°,4,¢;

2: for abatch of data {(z4,3:) },.5 do

3: {ri}tics {fghh (x:)}ien;

4 Liat %loggd) (wilr:);
1€
5 Y=Y +nVyLa a;
6: {Zi}ieﬂf—{f;a(rz)}ieg;
7: ﬁcPW%E(ﬁc(zi),yi);
ic
8:

Liat 5 2 loghas (yil=:);
K
9:  0°¢0°—nVocLe;
10: ¢(;¢+77v¢[’l_a;
11: {yn: }ien  randomly sample {y,,; }icr from {yi }ic(v):
12: {ay; }icr « randomly sample {xy; }icp from {@: }ic vy

130 Lao e 52 —loggy (xk \r?):
i€B

14: Lo, ﬁZ—loghgﬁ (yn/_ |zf),
i€B ‘

15: {in‘C}iEB {vZf, [(1 7Ad*)‘l)£c+)\l£l,a+Al£lj;
+AiLla a+NaLa r]}icr;
16: ng[leﬁzvz,ﬁvmzi;
i€B
17: 0°<0°—nVoe L,
18: {Vr,iL}iege{vzi£V,4,,.,z,,¢},,-gg;
19: V@h,c%ﬁzvriLVQhTi;
i€B

200 00" —nV Ll
21: end for
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C Proofs of theorems

Proof. According to Corollary 3.3 in [39], we have:
I(z;y) <LicLus(z;y) +KL(p(y|2)[hg (y]2))- (18)

Then we have

I(z;y) =Ep(y)logp(y|z) —Ep ) logp(y) <e, (19)

where € = LicLug(z;y) + KL(p(y|2)||he (y|2)). With the samples {z;,y;}, I(z;y) has an unbiased
estimation as:

Nzlogp Yilzi)— Zlogp Yi) (20)

i=1

Suppose the adversary has an optimal model 2™ to estimate p(y;|z;) such that h™ (y;|z;) = p(yi|z:)
for any ¢, then

—Zlogh (i) — Zlogp Vi) @1)
For classification tasks, we have

N
1
N E CE[h”L (ZZ) ,yi} > CE’r’andom —E€. (22)
=1

Proof. Similar with Eq. (20), we derive the following for data protection:

Zlogp wilri)— Zlogp ;) (23)

where € = LycLu(r;X) + KL(p(z|r)||gy (z|r)). Following the assumption that p(x|r) follows a
Gaussian distribution of variance 1, suppose the adversary obtains an optimal estimator g,,, of the mean
of p(z|r) such that g™ (x;|r;) =p(z;|r;) for any i. Then we have

1 1
Nzloggm(%m) < NZlogp(a:,»H—e

6 2["EL qm(rl)] [zi—g (TI)]< Zlogp xl “+€
i=1

Zlog

(24)
N
—leizzfogm‘Jv;[”””‘gm(mm—gmmﬂ<zlv;%gpmm
LSS o T m 1 N Ve
ﬁ;[xiiq (r)] [ri—g (7’1:)]>N;logmf
%ZMSE[Qm(m),xi] > 2(22_6). (25)
]
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D Baselines and Additional Experimental Results

D.1 Baselines

We compare InfoScissors with five existing defense baselines: (1) Differential Privacy (DP) [10, 11,
19] protects the data with a theoretical guarantee by clipping the representation and gradients norm and
injecting perturbations to the representations and gradients. (2) Adding Noise (AN) [40] is proven
effective against data leakage in collaborative learning by adding Laplacian noise to the representations
and gradients. (3) Data Compression (DC) [20] prunes representations and gradients that are below a
threshold magnitude, such that only a part of the representations and gradients are sent to the server.
(4) Privacy-preserving Deep Learning (PPDL) [41] is a comprehensive privacy-enhancing method
including three defense strategies: differential privacy, data compression, and random selection. (5)
Mutual Information Regularization Defense (MID) [18] is the SOTA defense against data leakage
in split learning and collaborative inference. MID is also based on mutual information regularization
by applying Variational Information Bottleneck (VIB).

D.2 Additional results

The malicious server uses models with different architectures (MLP and MLP_sim) to conduct MC
attacks. MLP_sim has one FC layer. MLP has three FC layers with a hidden layer of size 512 x 256.

Besides the experiments in Sec. 5, we also evaluate our defense against the KA attack with a larger
auxiliary dataset on the malicious server. The server has 80 and 800 labeled samples to conduct KA
and MC attacks for CIFAR10 and CIFAR 100, respectively, and the results are shown in Fig. 9.

1.0 0.8 =
= ) 74 I
08 o / 06 i
= = 17 1
7 0.6 7 - I/
v < 0.4 ’
0.4 - /
0.2 0.2 J
38 40 42 44 46 48 60 64 68 72 76 80
Accuracy(%) Accuracy(%)
(a) CIFAR10 (b) CIFAR100

Figure 9: Model accuracy v.s. SSIM on CIFAR10 and CIFAR100 against KA attack with double numbers of
auxiliary samples in Fig. 3.
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2. Limitations
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tested on a few datasets or with a few runs. In general, empirical results often depend on
implicit assumptions, which should be articulated.
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* The authors should discuss the computational efficiency of the proposed algorithms and
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* While the authors might fear that complete honesty about limitations might be used by
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limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an important
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specifically instructed to not penalize honesty concerning limitations.
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complete (and correct) proof?

Answer: [Yes]
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Justification: Please check Sec. 4.

Guidelines:

The answer NA means that the paper does not include theoretical results.

All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

All assumptions should be clearly stated or referenced in the statement of any theorems.

The proofs can either appear in the main paper or the supplemental material, but if they
appear in the supplemental material, the authors are encouraged to provide a short proof
sketch to provide intuition.

Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

Theorems and Lemmas that the proof relies upon should be properly referenced.

4. Experimental Result Reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main
experimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: Please check Sec. 5.

Guidelines:

The answer NA means that the paper does not include experiments.

If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of whether
the code and data are provided or not.

If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all submis-
sions to provide some reasonable avenue for reproducibility, which may depend on the
nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct the
dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case authors
are welcome to describe the particular way they provide for reproducibility. In the
case of closed-source models, it may be that access to the model is limited in some
way (e.g., to registered users), but it should be possible for other researchers to have
some path to reproducing or verifying the results.

5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instructions
to faithfully reproduce the main experimental results, as described in supplemental material?
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Answer: [Yes]
Justification: Please check our supplementary material.
Guidelines:

* The answer NA means that paper does not include experiments requiring code.

* Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

¢ The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

 The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLs to data and code is permitted.
6. Experimental Setting/Details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]
Justification: Please check Sec. 5.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

¢ The full details can be provided either with the code, in appendix, or as supplemental
material.
7. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]
Justification: Please check Sec. 5.
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* The answer NA means that the paper does not include experiments.

* The authors should answer "Yes" if the results are accompanied by error bars, confidence
intervals, or statistical significance tests, at least for the experiments that support the
main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula, call
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 The assumptions made should be given (e.g., Normally distributed errors).

* It should be clear whether the error bar is the standard deviation or the standard error of
the mean.

44497 https://doi.org/10.52202/079017-1412


https://nips.cc/public/guides/CodeSubmissionPolicy
https://nips.cc/public/guides/CodeSubmissionPolicy
https://nips.cc/public/guides/CodeSubmissionPolicy
https://nips.cc/public/guides/CodeSubmissionPolicy

It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CIL, if the hypothesis
of Normality of errors is not verified.

* For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).
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* The paper should indicate the type of compute workers CPU or GPU, internal cluster, or
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* The paper should disclose whether the full research project required more compute than
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* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best faith
effort.

12. Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]

Justification: We cite the corresponding papers when using the pre-trained models and existing
datasets.

Guidelines:

» The answer NA means that the paper does not use existing assets.
* The authors should cite the original paper that produced the code package or dataset.

* The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

¢ For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

* If assets are released, the license, copyright information, and terms of use in the package
should be provided. For popular datasets, paperswithcode.com/datasets has
curated licenses for some datasets. Their licensing guide can help determine the license
of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of the
derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to the
asset’s creators.

13. New Assets
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Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]
Justification: We do not have new datasets.
Guidelines:

* The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

14. Crowdsourcing and Research with Human Subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as well
as details about compensation (if any)?

Answer: [NA|
Justification: The paper does not involve crowdsourcing nor research with human subjects.
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with

human subjects.

* Including this information in the supplemental material is fine, but if the main contri-
bution of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

15. Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects

Question: Does the paper describe potential risks incurred by study participants, whether such
risks were disclosed to the subjects, and whether Institutional Review Board (IRB) approvals
(or an equivalent approval/review based on the requirements of your country or institution)
were obtained?

Answer: [NA]
Justification: The paper does not involve crowdsourcing nor research with human subjects.
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with

human subjects.

* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.
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