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Abstract

Generative learning, recognized for its effective modeling of data distributions,
offers inherent advantages in handling out-of-distribution instances, especially for
enhancing robustness to adversarial attacks. Among these, diffusion classifiers, uti-
lizing powerful diffusion models, have demonstrated superior empirical robustness.
However, a comprehensive theoretical understanding of their robustness is still
lacking, raising concerns about their vulnerability to stronger future attacks. In this
study, we prove that diffusion classifiers possess O(1) Lipschitzness, and establish
their certified robustness, demonstrating their inherent resilience. To achieve non-
constant Lipschitzness, thereby obtaining much tighter certified robustness, we
generalize diffusion classifiers to classify Gaussian-corrupted data. This involves
deriving the evidence lower bounds (ELBOs) for these distributions, approximating
the likelihood using the ELBO, and calculating classification probabilities via
Bayes’ theorem. Experimental results show the superior certified robustness of
these Noised Diffusion Classifiers (NDCs). Notably, we achieve over 80% and 70%
certified robustness on CIFAR-10 under adversarial perturbations with £ norms
less than 0.25 and 0.5, respectively, using a single off-the-shelf diffusion model
without any additional data.

1 Introduction

Despite the unprecedented success of discriminative learning [32,122]), they are vulnerable to adversar-
ial examples, which are generated by imposing human-imperceptible perturbations on natural exam-
ples but can mislead target models into making erroneous predictions [44) |8]]. To improve the robust-
ness of discriminative learning, numerous defense techniques have been developed [29, 5111351127, 134].
However, since discriminative models are directly trained for specific tasks, they often find shortcuts
in the objective function, exhibiting non-robust nature [[7, 36]. For example, adversarial training
exhibits poor generalization against unseen threat models [45,134]], and purification-based methods
typically cannot completely remove adversarial perturbations, leaving subsequent discriminative
classifiers still affected by these perturbations [[1} 25} 3} [15]].

On the contrary, generative learning is tasked with modeling the entire data distribution, which
offers a degree of inherent robustness without any adversarial training [53} 9]]. As the current state-
of-the-art generative approach, diffusion models provide a more accurate estimation of the score
function across the entire data space. Thus, they have been effectively utilized as generative classifiers
for robust classification, known as diffusion classifiers [26] 3, 5]]. Specifically, they calculate the
classification probability p(y|x) o p(x|y)p(y) through Bayes’ theorem and approximate the log
likelihood log p(x|y) via the evidence lower bound (ELBO). This method establishes a connection
between robust classification and the fast-growing field of pre-trained generative models. Although
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promising, there is still a lack of rigorous theoretical analysis, raising questions about whether their
robustness is overestimated and whether they will be vulnerable to (potentially) stronger future
adaptive attacks. In this work, we use theoretical tools to derive the certified robustness of diffusion
classifiers, fundamentally address these concerns, and gain a deeper understanding of their robustness.

We begin by analyzing the smoothness of diffusion classifiers through the derivation of their Lip-
schitzness. We prove that diffusion classifiers possess an O(1) Lipschitz constant, demonstrating
their inherent robustness. This allows us to certify the robust radius of diffusion classifiers by di-
viding the gap between predictions on the correct class and the incorrect class by their Lipschitz
constant. Although we obtain a non-trivial certified radius, it could be much tighter if we could derive
non-constant Lipschitzness (i.e., the Lipschitzness at each point). Randomized smoothing [6, 38]],
a well-researched technique, allows us to obtain tighter Lipschitzness based on the output at each
point. However, randomized smoothing requires the base classifier (e.g., diffusion classifiers) to
process Gaussian-corrupted data x, where 7 is the noise level. To address this, we generalize diffu-
sion classifiers to calculate p(y|x,) by estimating log p(x|y) using its ELBO and then calculating
p(y|x,) using Bayes’ theorem. We named these generalized diffusion classifiers as Noised Diffusion
Classifiers. Hence, the core problem becomes deriving the ELBO for noisy data.

Naturally, we conceive to generalize the ELBO in Sohl-Dickstein et al. [41]] and Kingma et al. [[17] to
7 # 0, naming the corresponding diffusion classifier the Exact Posterior Noised Diffusion Classifier
(EPNDC). EPNDC achieves state-of-the-art certified robustness among methods that do not use extra
data. Surprisingly, we discover that one can calculate the expectation or ensemble of this ELBO
without any additional computational overhead. This finding allows us to design a new diffusion
classifier that functions as an ensemble of EPNDC but does not require extra computational cost. We
refer to this enhanced diffusion classifier as the Approximated Posterior Noised Diffusion Classifier
(APNDC). Towards the end of this paper, we reduce the time complexity of diffusion classifiers by
significantly decreasing variance through the use of the same noisy samples for all classes and by
proposing a search algorithm to narrow down the candidate classes for the diffusion classifier.

Experimental results substantiate the superior performance of our methods. Notably, we achieve
82.2%, 70.7%, and 54.5% at {5 radii of 0.25, 0.5, and 0.75, respectively, on the CIFAR-10 dataset.
These results surpass the previous state-of-the-art [47]] by absolute margins of 5.6%, 6.1%, and 4.1%
in the corresponding categories. Additionally, our approach registers a clean accuracy of 91.2%,
outperforming Xiao et al. [47] by 3.6%. Moreover, our time complexity reduction techniques decrease
the computational burden by a factor of 10 on CIFAR-10 and by a factor of 1000 on ImageNet, without
compromising certified robustness. Furthermore, our comparative analysis with heuristic methods
not only highlights the tangible benefits of our theoretical advancements but also provides valuable
insights into several evidence lower bounds and the inherent robustness of diffusion classifiers.

The contributions of this paper are summarized as follows:
* We derive the Lipschitz constant and certified lower bound for diffusion classifiers, demon-

strating their inherent provable robustness.

* We generalize diffusion classifiers to classify noisy data, enabling us to derive non-constant
Lipschitzness and state-of-the-art certified robustness.

* We propose a variance reduction technique that greatly reduces time complexity without
compromising certified robustness.

2 Background

2.1 Diffusion Models

For simplicity in derivation, we introduce a general formulation that covers various diffusion models.
In Appendix we show that common models, such as Ho et al. [11]], Song et al. [42], Kingma
et al. [17]] and Karras et al. [16], can be transformed to align with our definition.

Given x := x¢ € [0, 1]P with a data distribution q(xg), the forward diffusion process incrementally
introduces Gaussian noise to the data distribution, resulting in a continuous sequence of distributions

{a(x¢) == qu(x¢)}{—; by:
4(xe) = / a(x0)a(xs]x0)dxo, )
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Figure 1: Illustration of our theoretical contributions. We derive the Lipschitz constant and the
corresponding certified radius for diffusion classifiers [3]. Additionally, we introduce two novel
evidence lower bounds, which are used to approximate the log likelihood. These lower bounds are
then employed to construct classifiers based on Bayes’ theorem. By applying randomized smoothing
to these classifiers, we derive their certified robust radii.

where q(x;|x0) = N (x¢;%0,071), i.e., x; = X + o1€, € ~ N(0,I). Typically, o; monotonically
increases with ¢, establishing one-to-one mappings ¢(o) from o to ¢ and o (¢) from ¢ to . Additionally,
o is large enough that ¢(x7) is approximately an isotropic Gaussian distribution. Given p := py
as the parameterized reverse distribution with prior p(x7) = N (xr; 0, 02.I), the diffusion process
used to synthesize real data is defined as a Markov chain with learned Gaussian distributions [11}42]:

T
p(xor) = p(xr) [ [ p(xe-1lx0). @

In this work, we parameterize the reverse Gaussian distribution p(x;_1|x;) using a neural network
hy(x¢,t) as

ot (0fi1 — of)

p(Xe-1lxe) = N(xp-1; pg (%4, 1), ——5—1),
Oi4+1 3)
(07 — 07_1)ho(xt,00) + 071X
Ne(xtat) = o2 :
i

The parameter 6 is usually trained by optimizing the evidence lower bound (ELBO) on the log
likelihood [41}, 11} [17]:
T
log p(x0) > = Y Ee [wy|[ho(xs,00) = x0[3] + C1, “
t=1

where w; = =t is the weight of the loss at time step ¢ and C is a constant. Similarly, the

f+1
conditional diffusion model p(x;—_1|x:,y) is parameterized by hy(x¢, o+, y). A similar lower bound
on conditional log likelihood is

Ot41
3
i

T
log p(xoly) > — ZEe [we|[hg(x¢, 00, y) — %0|13] + C, (5

t=1
where C is another constant.

2.2 Diffusion Classifiers

Diffusion classifier [3,[5, 26] DC(-) : [0,1]” — R is a generative classifier that uses a single
off-the-shelf diffusion model for robust classification. It first approximates the conditional likelihood
log p(y|xo) via conditional ELBO (i.e., using ELBO as logit), and then calculates the class probability
p(y|x0) o p(xgly) through Bayes’ theorem, with the assumption that p(y) is a uniform prior:
exp(—pp D¢y Be [wel|ho(xe, 01, y) — xol3])
T -
325 exD (= 57 2imy Ee [willho(xi, 04, 9) — %0[3])
~ _oplogp(xoly)) _  p(xoly)p(y)
> exp (logp(xol9)) >, p(%0l9)p(9)

DC(xg)y ==

(6)

p(ylxo).
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In other words, it utilizes the ELBO of each conditional likelihood log p(y|xo) as the logit of each
class. This classifier achieves state-of-the-art empirical robustness across several types of threat
models and can generalize to unseen attacks as it does not require training on adversarial examples [3]].
However, there is still lacking a rigorous theoretical analysis, leaving questions about whether they
will be vulnerable to (potentially) future stronger adaptive attacks.

2.3 Randomized Smoothing

Randomized smoothing [23}16, 48, [20] is a model-agnostic technique designed to establish a lower
bound of robustness against adversarial examples. It is scalable to large networks and datasets
and achieves state-of-the-art performance in certified robustness [48]]. This approach constructs a
smoothed classifier by averaging the output of a base classifier over Gaussian noise. Owing to the
Lipschitz continuity of this classifier, it remains stable within a certain perturbation range, thereby
ensuring certified robustness.

Formally, given a classifier f : [0,1]” — R¥ that takes a D-dimensional input x, and predicts class
probabilities over K classes, the y-th output of the smoothed classifier g is:

9(x0)y = P(argmax f(xo+ 0, -€)y =1y), @)
ged{1,..., K}

where € ~ N (0, I) is a Gaussian noise and o, is the noise level. Let @1 denote the inverse function
of the standard Gaussian CDF. Salman et al. [38] prove that ' (g(xo), ) is %-Lipschitz. However,
the exact computation of g(xg) is infeasible due to the challenge of calculating the expectation in a
high-dimensional space. Practically, one usually estimates a lower bound p 4 of g(xg), and an upper
bound p5 of maxy+, g(xo)y using the Clopper-Pearson lemma, and then calculates the lower bound
of the certified robust radius R for class y as

Or — 1
3:7@ Y(pa) — @ ' (PB)) - (®)
Typically, the existing class1ﬁers are tramed to cla551fy images in clean distribution ¢(x¢). However,
the input distribution in Eq is ¢(x;) = [ q(x0)q(x+|x0)dxo. Due to the distribution discrepancy,
g(xg) constructed by classifiers trained on clean distribution ¢(xg) exhibits low accuracy on ¢(X; ).
Due to this issue, we cannot directly incorporate the diffusion classifier [3]] with randomized smooth-
ing. In this paper, we propose a new category of diffusion classifiers, that can directly calculate
p(y|x,) via an off-the-shelf diffusion model.

To handle Gaussian-corrupted data, early work [6, [38] trains new classifiers on ¢(x,) but is not
applicable to pre-trained models. Orthogonal to our work, there is also some recent work on using
denoiser for certified robustness [39} 46]], and some of them choose diffusion model as denoiser [2,
47, [52]]. They first denoise x, ~ ¢(x;), followed by an off-the-shelf discriminative classifier for
classifying the denoised image. However, the efficacy of such an algorithm is largely constrained by
the performance of the discriminative classifier.

3 Methodology

In this section, we first derive an upper bound of the Lipschitz constant in Sec. [3.1] Due to the
difficulty in deriving a tighter Lipschitzness for such a mathematical form, we propose two variants
of Noised Diffusion Classifiers (NDCs), and integrate them with randomized smoothing to obtain a
tighter robust radius, as detailed in Sec.[3.2]and Sec. Finally, we propose several techniques in
Sec.[3.4]to reduce time complexity and enhance scalability for large datasets.

3.1 The Lipschitzness of Diffusion Classifiers

We observe that the logits — 4 S/ w,Ee [||/hg(x¢, o) — x0l[3] of diffusion classifier in Eq. (@)
can be decomposed as

1 T
DT Z e [Iho(xe,00)5] + lIx0ll3 — 2Be [ho(xs,0¢) "] x0) - ©)
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Algorithm 1 EPNDC

1: Require: A pre-trained diffusion model hy, a noisy input image x,, noisy level 7.
2: fory=0to K —1do
3: fort=7+1to7T do

4: Calculate the analytical form of Eq(x,x, %, ,y) [Xt] DY

. (Ut2+1_0t2)xr+(0t2_02)xt+1
: P
oi1—032
(071 —0)h(X41,0¢41,¥)+07 %41

2
Tt1

5: Calculate the analytical form of E

6: end for ) ,

7: Calculate the lower bound log p(x-|y) of log p(x-|y) using w!” = %
=l S L t TINTi41 7%

[

x¢| by:

P(Xt\XtJrLy)[

by:

T T
Zt:7—+1 wt( )Eq(xt+1\x7) HEQ(xtlxtﬁ»l’xTay) [Xt] - ]Ep(xt‘xti»l»y) [Xt}
8: end for 1
9: Approximate po (y|x-) oxp (08 by (x7 1))

by m, and Return: g = arg maXy pe (y‘xr)

Given that E [||hg(x¢, 0¢)||3] and E. [hy(x;, 0;)] are smoothed by Gaussian noise and lie within
the range [0, 1], they satisfy the Lipschitz condition [38]. Consequently, the logits of diffusion
classifiers should satisfy a Lipschitz condition. Thus, it can be inferred that the entire diffusion
classifier is robust and possesses a certain robust radius.

We derive an upper bound for the Lipchitz constant of diffusion classifiers in the following theorem:
Theorem 3.1. The upper bound of Lipschitz constant of diffusion classifier is given by:

1 < wy \/5 2
|DC(X0+5)y—DC(X0)y|Sm;Q7T( ;"‘ﬁ)”‘sﬂz- (10)

If one can get a lower bound pa for DC(Xg), and a upper bound pg for maxy., DC(Xo)4 (e.g.,
probabilistic bound by Bernstein inequality [30]), the lower bound of certified radius for diffusion
classifier can be obtained:

_ V2T (ps — DB)
2/VD +\/2/7) Y wifor

Proof. (Sketch; details in Appendix[A.2). Employing a similar methodology to that used by Salman
et al. [38], we derive the gradient of the diffusion classifier. Since the gradient norm of a neural
network is unbounded, we transfer the target of the gradient operator from the neural network to the
Gaussian density function, so that we can bound the gradient norm and the Lipschitz constant. [

(11)

Rpc

As demonstrated in Theorem [3.1] the Lipschitz constant of diffusion classifiers is nearly identical
to that in the “weak law” of randomized smoothing (See Appendix [A.3] or Lemma 1 in Salman
et al. [38]]). This constant is small and independent of the dimension D, indicating the inherent
robustness of diffusion classifiers. However, similar to the weak law of randomized smoothing,
such certified robustness has limitations because it assumes the maximum Lipschitz condition
is satisfied throughout the entire perturbation path, i.e., it assumes the equality always holds in
| f (Xadv)y — f(x)y] < L||x — Xqdol|2 when f has Lipschitz constant L. As a result, the equality
also holds in f(Xadv)y > f(X)y - LHX - XadeQ and f(xadv)g) < f(x)ﬁ + L”X - Xade2 for
maxyzy f(x)g. To guarantee the prediction is unchanged (i.e., f(Xadv)y > f(Xadv)y), its requires
the perturbation ||x — X4y ||2 must be less than 5-.

To be specific, under the weak law of randomized smoothing, it is impossible to achieve a certified
radius greater than 1.253. According to Eq. (TT), a certified radius greater than 0.39 is unattainable,
and empirically, the average certified radius achieved is only 0.156 (refer to Appendix [C.3). This is
significantly lower than the empirical robustness upper bound obtained through adaptive attacks as
reported in Chen et al. [3].

On the other hand, the “strong law” of randomized smoothing (See Eq. (8) or Lemma 2 in Salman
et al. [38]]) can yield a non-constant Lipschitzness, leading to a more precise robust radius, with the
upper bound of the certified radius potentially being infinite. Therefore, in the subsequent sections,
we aim to combine diffusion classifier with randomized smoothing to achieve a tighter certified radius,
thus thoroughly explore its robustness.
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Algorithm 2 APNDC
1: Require: A pre-trained diffusion model hy, a noisy input image x,, noisy level 7.
2: fory=0to K —1do
3: Calculate the lower bound log p(x|y) of log p(x+|y) by:

Sy wellho(xr, o) — ho(xt, 0041, 9) |12
4: end for
5: Approximate pg(y|x-) by

o — 0O
, where wy = 5% L

t+1
exp (logpg (x-|y)) |
>4 exp (log po (%~ 1))’
6: Return: § = arg maxy po(y|x-).

3.2 [Exact Posterior Noised Diffusion Classifier

As explained in Sec.[2.3] randomized smoothing constructs a smoothed classifier g from a given base
classifier f by aggregating votes over Gaussian-corrupted data. This process necessitates that the
base classifier can classify data from the noisy distribution ¢(x, ). However, the diffusion classifier
in Chen et al. [3] is limited to classifying data solely from ¢(x(). Therefore, in this section, we
generalize the diffusion classifier to enable the classification of images from ¢(x. ) for any given 7.

Similar to Chen et al. [3]], our fundamental idea involves deriving the ELBO for log p(x,|y) and
subsequently calculating p(y|x,) using the estimated log p(x.|y) via Bayes’ theorem. Drawing
inspiration from Ho et al. [[11]], we derive a similar ELBO for log p(x ), as elaborated in the following
theorem (the conditional ELBO is similar to unconditional one, see Appendix for details):

Theorem 3.2. (Proof in Appendices and . The ELBO of log p(x.) is given by:

T
10gp(xr) > = 3w By e o) I Bq e s o) (Xe) = B ey (e I12) + Co, (12)
t=71

where

(041 — 00)%r + (07 — 02) %411

2 _ 52
Oi41 — 07

Xet1 ~ (X1 [%r)s Egeeyxep s 20 [Xe] = ;
(13)
() _ U?+1 - 03

w (0F1 — o) h(Xiq1, Org1) + 07 X1
‘ 2(07 —02)(071y —07)’

EP(xtle-l) [xt} =

2
O¢t1

Remark 3.3. Notice that the summation of KL divergence in the ELBO of log p(x) starts from 7+ 1
and ends at 7', while that of log p(x() starts from 1. Besides, the posterior is ¢(x;|x;+1, X, ) instead
of q(x¢[x¢41,X0).

Remark 3.4. When 7 = 0, this result degrades to the diffusion training loss ““5—"*||xo —

&

h(x;y1,0¢41)]|%, consistent with Kingma et al. [17] and Karras et al. [16].

Due to the page width limit, we only present the unconditional ELBO in the main text. We can get
the conditional ELBO by adding y to the condition. Using the conditional ELBOs as approximation

for log likelihood (i.e., using ELBOs as logits), one can calculate p(y|x,) = e for

Zg elog pg (x719)
classification. We name this algorithm as Exact Posterior Noised Diffusion Classifier (EPNDC), as
demonstrated in Algorithm I}

Although this classifier achieves non-trivial certified robustness, it still has limitations. For instance,

we cannot theoretically determine the optimal weight wET) (see Appendix for details). Addi-
tionally, the time complexity is high. In the next section, we propose a new diffusion classifier
called the Approximated Posterior Noised Diffusion Classifier (APNDC), which addresses these
problems and acts like an ensemble of EPNDC so that greatly enhanced certified robustness without
any computational overhead.

3.3 Approximated Posterior Noised Diffusion Classifier

Greatly inspired by Song et al. [42] and Meng et al. [31]], we propose to approximate the posterior in
a similar manner:

Q(Xt\xt-s-l,XT) = q(Xt|Xt+17x7'7X0 = he(xm UT)) ~ (J(Xt|xt+17x0 = h9(x7'7 UT))' (14)
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Table 1: Certified accuracy at CIFAR-10 test set. The clean accuracy for each smoothed model is in
the parentheses. The certified accuracy for each cell is from Xiao et al. [47]], same as the results from
their respective papers. Carlini et al. [2] and Xiao et al. [47] use ImageNet-21k as extra data.

Certified Accuracy at R (%)
0.25 0.5 0.75 1.0

(71.0)99 o (44.0)9 _ _

(75.00g1.0 (75043, (653032 (650093
(82.0)g8 0 (16054 0 (680047 (64039
(178)gg.8 (158581 (729485 (52:3)37.8
(810719 G159 (660460 (660138
#9706 (68)gpq (LO524 (7300388
(M Dgr.9 (Th57g (42477 (61.8)379
(72.0)56 () (62.0)47 o (620)9g  (44.0)19
9)60.0 420 (280 (190
(88.0)73'8 (88'0)56.2 (8840)41.6 (74.2)31.0
(87‘6>76.6 <87'6)64.6 (87.6)50.4 (7346)37.4
(87'5>68.8 (87.5)53.1 (87.5)41.2 (73,4)25'6
(89.1)77.4 <89'1)60.0 (89.1)35.7 (74,8)24'4
(89'5>80.7 <89'5)68.8 (89'5)50.8 (76,2)35'2
<91'2)82.2 (91.2)70‘7 (91.2)54.5 (77'3)38.2

Method Off-the-shelf Extra data

PixelDP [23]

RS [6]]

SmoothAdv [38]]
Consistency [13]

MACER [50]

Boosting [12]

SmoothMix [14]
Denoised [39]

Lee [24]

Carlini [2]

DensePure [47]
DiffPure+DC (baseline, ours)
EPNDC (T" = 100, ours)
APNDC (T” = 100, ours)
APNDC (T" = 1000, ours)

AN N NN N T T T T
X ™ X XN N X XXX XX X X X

As aresult, the KL divergence can be simplified using this approximation:

D (q(x¢|x¢41,%7) |po(x¢|x¢41)) = Dir(q(x¢[x¢41, %0 = ho(x7,0,))|[po(x¢[xe41))

o -0 15
R L | Y0 B MO | e ()
Ot+1
Intriguingly, Eq. is the ELBO of Ey(x xy=hy(x, 0, ) [l0g - (X)), i.e.,
T-1
Eq(ﬁ,|x0:hg(xT,aT))[IngT()A(T)] > C(4 - Z thq(xt\xo:hg(xT,a.,-))[||h9(xt7gt) - XOH%] (16)
t=7+1

Therefore, one can use the ELBO in Eq. as a approximation for log p(x,) (i.e., employing the EL-
BOs of this expected log likelihood as the logits), and calculate the class probabilities through Bayes’
theorem. We name this method as Approximated Posterior Noised Diffusion Classifier (APNDC), as
shown in Algorithm

APNDC is functionally equivalent to an ensemble of EPNDC, as it calculates the ELBO of
Eq (%, |xo=hs (x, . )) 10 Pr (X+)], which corresponds to the expected log p(x,|y). This nearly-free
ensemble can be executed with only one more forward pass of UNet to compute hy(x,, 7). For
detailed explanations, please refer to Appendix

Remark 3.5. From a heuristic standpoint, one might consider first employing a diffusion model for
denoising (named DiffPure by Nie et al. [34]]), followed by using a diffusion classifier for classification.
This approach differs from our method, where we calculate the diffusion loss only from 7 4 1 to 7',
and the noisy samples x, are obtained by adding noise to x instead of x¢. In Table[I] we demonstrate
that our APNDC method significantly outperforms this heuristic approach (DiffPure+DC).

3.4 Time Complexity Reduction

Variance reduction. The main computational effort in our approach is dedicated to calculating
the evidence lower bound for each class. This involves computing the sum of reconstruction
losses. For instance, in DC, the reconstruction loss is ||xo — hg(x;,04+1)||3. In EPNDC, it is
1B, 1501 1.%) [Xe] = B [x,.1) [X¢] |3, and in APNDC, the loss is ||hg (X, 07 ) —ho(X¢41, 0041) 13,
with the summation carried out over ¢. Chen et al. [3] attempt to reduce the time complexity by
only calculating the reconstruction loss at certain timesteps. However, this approach proves ineffec-
tive. We identify that the primary reason for this failure is the large variance in the reconstruction
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Table 2: Certified accuracy at ImageNet-64x64. The clean accuracy is in the parentheses.

Method Off-the-shelf Extradata | ) C"mﬁgflsACC‘“acyof‘;SR (%) o

RS [6] X X (455)373 (488)266 (3701209 (37015
SmoothAdv [38] X X (444374 (44979 (G4Tp1 1 (471790
Consistency [13] X X (436)369 (436)315 (36260 (Bl66
MACER [50] X X (46.3)357 (463)371 (463)156 (387113
Carlini [2] v X (411375 (94307 (9446 (94217
DensePure [47] v X (677354 (77293 G770 B77186
APNDC (Sift-and-Refine, ours) v X (54.4)46.3 (544383 (43.5)35) (43:5)33 8

loss, necessitating sufficient calculations for convergence. To address this, we propose an effective
variance reduction technique that uses identical input samples across all categories at each timestep.
In other words, we use the same x; for different classes. This approach significantly reduces the
difference in prediction difficulty among various classes, allowing for a more equitable calculation of
the reconstruction loss for each class. As shown in Figure 2(a)] we can utilize a much smaller number
of timesteps, such as 8, without sacrificing accuracy, thereby substantially reducing time complexity.

Sift-and-refine algorithm. The time complexity of these diffusion classifiers is proportional to the
number of classes, presenting a significant obstacle for their application in datasets with numerous
classes. Chen et al. [3] suggest the use of multi-head diffusion to address this issue. However, this
approach requires training an additional diffusion model, leading to extra computational overhead.
In our work, we focus solely on employing a single off-the-shelf diffusion model to construct a
certifiably robust classifier. To tackle the aforementioned challenge, we propose a Sift-and-refine
algorithm. The core idea is to swiftly reduce the number of classes, thereby limiting our focus to a
manageable subset of classes. We provide more detailed analysis in Algorithm

4 Experiment

Following previous studies [2} 47, 52], we evaluate the certified robustness of our method on two
standard datasets, CIFAR-10 [19] and ImageNet [37]], selecting a subset of 512 images from each.
We adhere to the certified robustness pipeline established by Cohen et al. [6], although our method
potentially offers a tighter certified bound, as demonstrated in Appendix To make a fair
comparison with previous studies, we also select o, € {0.25,0.5,1.0} for certification (thus 7 is
determined) and use EDM [[16]] as our diffusion models. For a re-clarification on the hyper-parameters
and additional experiments (including ablation studies on diffusion checkpoints and time complexity
comparison), please refer to Appendix

4.1 Results on CIFAR-10

Experimental settings. Due to computational constraints, we employ a sample size of N = 10, 000
to estimate p4. The number of function evaluations (NFEs) for each image in our method is
O(N - T" - K), amounting to 10® for 77 = 100 and 10° for 7" = 1000 since K = 10 in this dataset.
In contrast, the NFEs for the previous state-of-the-art method [47] are 4 - 10%, which is four times
higher than our method when 7" is 100. It is important to highlight that our sample size N is 10 times
smaller than those baselines in (Table[I]), potentially placing our method at a significant disadvantage,
especially for large 0.

Experimental results. As shown in Table[I] our method, utilizing an off-the-shelf model without
the need for extra data, significantly outperforms all previous methods at smaller values of € =
{0.25,0.5}. Notably, it surpasses all previous methods on clean accuracy, and exceeds the previous
state-of-the-art method [47] by 5.6% at € = 0.25 and 6.1% at e = 0.5. Even with larger values of
€, our method attains performance levels comparable to existing approaches. This is particularly
noteworthy considering our constrained setting of N = 10,000, substantially smaller than the
N = 100,000 used in prior works. Considering that the community of randomized smoothing
employs hypothesis tests to establish a probabilistic upper bound of the smoothed function, with
consistent type-one error rates, our method encounters significant disadvantages. This is particularly
the case since, with equivalent accuracy on noisy data, certified robustness is a monotonically
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Figure 2: (a) The accuracy (%) on CIFAR-10 dataset with time complexity reduction technique in
Chen et al. [3] and ours. (b, ¢) The upper envelop of certified radii of different methods.

increasing function with respect to sample size N. However, we still achieve competitive performance
despite its inherent sample size disadvantage.

4.2 Results on ImageNet

Experimental settings. We conduct experiments on ImageNet64x64 due to the absence of con-
ditional diffusion models for 256x256 resolution. Due to computational constraints, we employ a
sample size of N = 1000, 10 times smaller than all other works in Table[2] We use the Sift-and-Refine
algorithm to improve the efficiency.

Experimental results. As demonstrated in Table[2]and Figure our method, only employing a
single off-the-shelf diffusion model without requiring extra data, significantly outperforms previous
training-based and training-free approaches. In contrast, diffusion-based purification methods, when
applied with small CNNs and no extra data, do not maintain their superiority over training-based
approaches. It is noteworthy that our experiments are conducted with only one-tenth of the sample
size typically used in previous works. This success on a large dataset like ImageNet64x64 underscores
the scalability of diffusion classifiers in handling extensive datasets with a larger number of classes.

4.3 Discussions

Comparison with heuristic methods. From a heuristic standpoint, one might consider initially
using a diffusion model for denoising, followed by a diffusion classifier for classification. As shown in
Table[T} this heuristic approach outperforms nearly all prior off-the-shelf and no-extra-data baselines.
However, the methods derived through our theoretical analysis significantly surpass this heuristic
strategy. This outcome underscores the practical impact of our theoretical contributions.

Trivial performance of EPNDC. Although EPNDC exhibits non-trivial improvements compared to
previous methods, it still lags significantly behind APNDC. There are two main reasons for this gap.
First, as extensively discussed in Appendix [C.2] the weight in EPNDC is not optimal, and we cannot
theoretically determine the optimal weight. Additionally, APNDC is equivalent to an ensemble of
EPNDC, which may contribute to its superior performance compared to EPNDC.

Explanation of Eq. (11). Eq. is extremely similar to the weak law of randomized smoothing.
When o, is larger, it could potentially have a larger certified radius, but the input images will be more
noisy and hard to classify. This trade-off is quite similar to the role of o in randomized smoothing.
However, there are two key differences. First, the inputs to the network contain different levels of
noisy images, which means the network could see clean images, less noisy images, and very noisy
images, hence could make more accurate predictions. Besides, the trade-off parameter is '(f—: allowing
users some freedom to select different noise levels and balance them by w;. We observe that this is
the common feature of such denoising and reconstructing classifiers. We anticipate this observation
will aid the community in developing more robust and certifiable defenses.
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5 Conclusion

In this work, we conduct a comprehensive analysis of the robustness of diffusion classifiers. We
establish their non-trivial Lipschitzness, a key factor underlying their remarkable empirical robustness.
Furthermore, we extend the capabilities of diffusion classifiers to classify noisy data at any noise
level by deriving the evidence lower bounds for noisy data distributions. This advancement enable
us to combine the diffusion classifiers with randomized smoothing, leading to a tighter certified
radius. Experimental results demonstrate substantial improvements in certified robustness and time
complexity. We hope that our findings contribute to a deeper understanding of diffusion classifiers in
the context of adversarial robustness and help alleviate concerns regarding their robustness.
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APPENDIX
Appendix organization:

Appendix [A} Proofs.

[AT} Assumptions and Lemmas.

[A7} Lipschitz Constant of Diffusion Classifiers.

[A3} Stronger Randomized Smoothing When f Possess Lipschitzness.
[A.4} ELBO of log p-(x,) in EPNDC.

[A°5} The Analytical Form of the KL Divergence in ELBO.

[A-C} The Weight in EPNDC.

[A.7F The ELBO of log p, (x,) in APNDC.

[A-Z} Converting Other Diffusion Models into Our Definition.

Appendix [Bf Experimental Details.

[ETt Certified Robustness Details.

[E7} ImageNet Baselines.

[E3t Ablation Studies of Diffusion Models.

[57} Ablation Studies on Time Complexity Reduction Techniques.

Appendix [C} Discussions.

[CTF ELBO, Likelihood, Classifier and Certified Robustness.
|:t Certified Robustness of Chen et al. [3].

[CZF The Loss Weight in Diffusion Classifiers.

[C7} Time Complexity Reduction Techniques that Do Not Help.

A Proofs

A.1 Assumptions and Lemmas

Assumption A.1. We adopt the following assumptions. These assumptions are quite common in the
context of certified robustness [38, 6] and diffusion models [42} 28], and they apply to most common
neural networks:

1. Input image x € [0, 1]P.
2.0 <t <T,q(x) €C? h(x,0;) € C! and eq(x)[HxH%] < o0.
3. For any classifier f mentioned in this paper, f(x) € Ct, and 3C > 0,V¥x : || f(x)[2 < C.

4. The output of the diffusion U-Net is bounded: h(x, o;) € [0, 1] for all x and ¢. This property
can be ensured by using the CLIP operator to clip the output of the U-Net.

Lemma A.2. The second norm of the gradient of softmax function H%softmax(x/ B)yl|2 is less than
or equal to ﬁ In other words,

| sofmax(x/8), 1> < *Ng -

Proof.

max ||E%softmax(x/ﬁ)y|\2
softmax(x/B)y,
5 2

= max% . \/softmax(x/ﬁ)%[(l — softmax(x/3)y)? + Z softmax(x/3)?]
i#y

= max ||(e, — softmax(x/[3))

< max\? . \/softmax(x/ﬁ)?/(l — softmax(x/3),)? < m
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A.2 Lipschitz Constant of Diffusion Classifiers

Lemma A.3. (Adapted from Chen et al. [3|].) The gradient of the diffusion classifier is given by

d 0log p(x4|x 2
L Bellal1,00,9) 18] = Bl ER D x5 x4 Belh s r,) ~ 30 2,
M ogplalx) 0 Ix - x|
og p(x;|x x; — X3 X —X;  O€ €
grospxx) _ 9 X T Xy XT X e _ €
ox ox exp ( 202 ) o? o oy

Lemma[A.3]already derive the gradient of the diffusion classifier, and transfer the target of nabla
operator to distribution function. Hence, we only need to bound the /5 norm of both term in

Lemma

For the first term:
dlog p(x¢|x)

ox
| / S i, o,) = x Bldell

<— max uT/ (€)e|hg(x¢, 04, y) — x||3de
Ot |lull2=1

D —,—/ [ho(x¢, 00, ) — x|I3
=— max u €)e de
o ul>=1 ple) D

D /2

<—4/=.

Ot ™

[ho (x¢,0¢,y)— 3
D

The last inequality holds since *l2 is a function in [0, 1]P, thus it satisfies the condition

of Lemma 1 in Salman et al. [38]. For the second term, since x € [0, 1]2 and hy(x¢, o¢,y) € [0,1]7,
hence hy(x;, 01, y) — x € [0,1]7, consequently,

el o (%, 00, y) — x|13]]l2

The term in Salman et al. [38]

[ Eel(ho(xr, 01, 4) — x)(%mg = | Ee[(ho(xe, 01, ) — x)}ug% <VD- 0,3

Therefore,

I By e .) — 3] < D\f+f 2o twy2evm

(7
Both Chen et al. [3]], Li et al. [26]], Clark and Jaini [5] formulate the logit of the diffusion classifier
as Zthl Ec[||lho(x¢, 01, y) — xH%] However, in practice, both Chen et al. [3] and Li et al. [26] use
MSE loss rather than L2 loss in the diffusion classifier. In other words, they multlply the logit by
DT Therefore, in this paper, we directly formulate the diffusion classifier using the MSE loss, as

demonstrated in Eq. (6). Consequently, the maximum gradient norm of the logits in the diffusion
classifier is:

d 1 & 1 & w 2 2
a4 - E[|h xS 2 (2 . 18
de DT ;wt [” 9(Xt70t>y> X||2]||2 =T Z o < T + /D> (18)

t=1

Remark A.4. There may be concerns regarding how the selection of temperature (whether multiplying
logits by ﬁ) can significantly influence certified robustness. However, this is not the case. The
temperature simultaneously affects both the scale of output from the diffusion classifier and the
Lipschitz scale, with these scales changing proportionately. This is analogous to multiplying a
function by a constant &: the Lipschitz constant will increase by a factor of k, but the gap between
the outputs will also increase by the same factor, thus leaving the certified robustness unchanged.

Eq. provides the maximum gradient norm (Lipschitz constant) in the logit space. One can already
use Eq. (I8) to perform certified robustness in the logit space, which is precisely what we did in
our experiments. However, since our diffusion classifier is defined by the class probabilities rather
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than the logits, to ensure consistency with our main text, we will derive the Lipschitz constant of the
diffusion classifier in the class probabilities space in the following.

Let’s define one-hot vector e; in R to be the vector where the i- th element is 1 and all other elements
are 0. Hinton et al. [10] proves that -2 7x log softmax(x/f)y = 3 L (e, — softmax(x/f3)), where 3 is

the softmax temperature. Consequently,

aﬂxsoftmax(x/ﬁ)y = (;{ log softmax(x/ﬁ)y> softmax(x/3),

= (e, — softmax(x/f3)) softma;(x/ﬁ)y.
We can derive the maximum /5 norm of the gradient as
0
HTXOP(MXO)”Q
0
:H—softmax(f(x))yﬂg
Xo
—HZ asoftmax(f(x)) o—pr Z;f:l Ee [wy|[hg(x,t,y) — x0l3]) I
=1 0= 7 Lot Be [wilho (i, £, ) — x0l3]) %o
i 8softmax(f(x)) ol O(— 57 S 1—y Ee [wellho(x1,t, ) — x0]13]) I
= (=7 Lim Be [wil|ho(xe, t,y) — xo13]) %o

2\fz \f\ﬁ

The last step is get by using Lemmal[A.2]for the first term and Eq. for the second term. Denote u
as a unit vector, the Lipschitz constant of the diffusion classifier p(y|x) is
o

19)
It is important to note that this represents the upper bound of the Lipschitz constant for the diffusion
classifier. In practical scenarios, the actual Lipschitz constant is much smaller, due to the conservative
nature of the inequalities used in the derivation. To gain an intuitive understanding of the practical
Lipschitz constant for diffusion classifiers, we measure the gradient norm of the classifier on clean
and noisy data. Furthermore, employing the algorithm from Chen et al. [4]], we empirically determine
the maximum gradient norm. Our results on the CIFAR-10 test set indicate that the gradient norm is
less than 0.02, suggesting that the Lipschitz constant for our diffusion classifier is smaller than 0.02
on this dataset.

macu” o p(yb) = max a2 pule) = -plbe)l = - WZ

A.3 Stronger Randomized Smoothing When f Possess Lipschitzness

In this section, we will show that if f has a smaller Lipschitz constant, it will induce a more smoothed
function g, thus has a higher certified robustness. Here we discuss a simple case: the weak law of
randomized smoothing proposed in Salman et al. [38] with 0 = 1. We complement the derivation of
this law with much more details, and we hope our detailed explanation could assist newcomers in the
field in quickly grasping the key concepts in randomized smoothing.

To derive the Lipschitz constant of the smoothed function g, we only need to derive the maximum
dot product between the gradient of g and a unit vector u for the worst f.

m?x u' Vyeg(x) = m?x u' ViE[f(x + €)]

= m?x u' Vy /p(e)f(x + €)de

lell3

1
Zm?XuTVxW/GXP (— Vf(x + €)de
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In the next step, we transition to another orthogonal coordinate system, denoted as u, ug, - -- , up.
This change is made with the assurance that the determinant of the Jacobian matrix, representing the
transformation from the old coordinates to the new ones, equals 1. We then decompose the vector
t — x in the new coordinate system as follows:

t—x=au+asus +asus+---+apup.

Therefore,
max (27$n/2 /exp (—@)[u—r(t —x)|f(t —x)dt
= mex (2&/2 e (- lova +axa sty 10+ 0pU01G) )
:mjz}x (27571/2 /exp (_a% +ag+ ag oo tap a1 f(a)da
:mjz}x (27571/2 /:: exp (—%%)al /:: exp (—%%) e /_O:o exp (—%)f(a)daldag ~--dap
<t [ e Giastantor [ owBrtes [ ow-Pian

1 ° a?
=max / exp (—?)alf(al)dal

1 > 52
Smaxilm/ exp(—?)sds.
0

We could get easily the result by change of variable:

1 00 52 1 o2 _ |
(27T)1/2/o eXp(fE)sds = W(fexp(fg)) too _ s

The classifier will robustly classify the input data as long as the probability of classify the noisy data
as the correct class is greater than the probability of classifying the noisy data as the wrong class. If
one estimate a lower bound p 4 of the accuracy of the correct class over noisy sample and a upper
bound pg of the probability of classify the noisy input as wrong class using the Clopper-Pearson
interval, we could get the robust radius by

™

R=1/Z(a—p5
2(])714 pB)7

which will ensure that for any ||d||2 < R and any wrong class § # y:
g(x+0)y,=P(f(x+0+€)=y)>gx+0);=P(f(x+d+e€) =7).
Hence, g(x) will robustly classify the input data.

When f satisfies the Lipschitz condition with Lipschitz constant L, since it is impossible to be one
when z > 0 and zero when z < 0, the inequality here can be tighter, so we can get a smaller Lipschitz
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constant. In fact, in this case, the maximum Lipschitz constant of g is:

+oo
\/12?/ exp(—s%/2)sf(s)ds
t., 0 < f(s) <1, f(s)is L-lipschitz

max

However, obtaining an analytical solution for the certified radius when f adheres to Lipschitz
continuity appears infeasible. To understand why, consider the following: firstly, f should approach
zero as x tends toward negative infinity and one as x tends toward positive infinity. Secondly, f must
be an increasing function, with only one interval of increase. Additionally, within this interval, f is
either zero or one outside the bounds of increase, and it must take a linear form within, with a slope
of - L 'We define the left endpoint of this increasing interval as a, which necessarily lies in the range

[— L , O] Also notice that both a = —+ and a = 0 yield the same certified radius. However, when
a€(—+ 0) the certified radius must be smaller. To see why, let’s consider
0, s<a 0, s<0
1 1
fa(s) = L(s — a), agsga—i—z , with special case fo(s) = Ls, 0<s< 7 -
1 1
1 > — 1 > =
R s>a-+ 7 R s 7

Denote f,(z) = \/% exp(—2?%/2)x f.(x). The difference of Lipschitz constant between two ran-
domized function is

+oo R 0 ~ R —a R 1/L R N
/ Fols) — fuls)lds = / Fols) — Fuls)] + / Fols) — Fuls)] + / [Fo(s) — Fu(s)]

o A ve B
= [ el + [l - A <0
0 —a

Consequently, the corner case for a must lie within the open interval (—1/L,0). However, the
corresponding integral lacks an analytical solution, and taking the derivative of it results in a function
whose zero points are indeterminable. Therefore, obtaining an analytical solution for the improvement
in certified robustness when a function exhibits Lipschitz continuity is challenging. Nevertheless, we
can approximate the result with numerical algorithms, and it is evident that this Lipschitzness leads
to a non-trivial enhancement in certified robustness of randomized smoothing.

A.4 ELBO for Noisy Data in EPNDC

Similar to Ho et al. [[11], we derive the ELBO as

log p(x,) = 1og/p<XT:T)q(XTH:T|XT)dXTH:T
Q(XT+1ZT‘XT)

q(XT+1:T|XT)
p(XT)p(XT:T—1|XT)]
q(XTJrl:T‘XT)
p(XT)p(XT:T71|XT)]
Q(XT+1ZT‘XT)
T—1
p(xr) ] —r P(Xe|Xe41)
= EQ(XT+1:T|XT)[1Og T—1 ! ]
r—r A(Xeg1]Xe,Xr)
p(xr) H?:?lp(xt|xt+1) ]

T—1 g(xe41xr)q(xe[Xe41,%r)
t=1 q(xt]|xr)

= log E

XT+1:T\XT)[

= logEy(

Xr41:T|X7) [

> Eq(xT+1:T|xr)[log

= EQ(XT+1;T|XT)[1Og

=E

q(XT+1:T|XT)[ g

p(x )HtT_Tl P(x¢|Xt11) H q Xt+1\XT

Ht - (J(Xt|Xt+1,Xr) Xt‘XT
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T—-1
X Xt X g
B oo PO I ptbn) g,

Ht T q(Xt|Xt+17XT) q(XT|XT)
H ‘r p XtIXt-‘rl) Q(XTle)
= EQ(XT+1:T|XT)[1Og = — log ]
Ht T Q(Xt|xt+1,Xr) p(xT)

H — p(Xt|Xt+1)
= Eq(xr+1:T|XT)[log TilT
t=1 q(Xt|Xt+17X'r)

] = Eq(xrix,) [Prr(q(xr %) |[p(x7))]

p(xs|x
= 3 By s ey log 20X 51~ Eygurta [Dis. ol o) o)

Q(Xt|Xt+1, Xr

T-—1
= 3 Eutusbeatire e 108 ) B e [Drs o) )
T—1
1ng(XT|XT+1 Z E Xt+1\xq—)[DKL( (Xt|Xt+1>XT)Hp(Xt‘Xt+1 )]
t=7+1
= Eq(xer 3, [Drr(a(xr|x)[|[p(x7))]
T—1
= Z Eq(xe i1 1% [DRL(G(X¢ [ Xt41, %7) | [p(xt[x241))] + C
t=74+1

This could be understood as a generalization of the ELBO in Ho et al. [[L1], which is a special case
when 7 = 0. Notice that the summation of KL divergence in ELBO of log p(x,) start from 7 + 1
and end at T, while that of log p(x() start from 1. Besides, the posterior is ¢(x¢|x¢+1, X, ) instead of
q(x¢|X¢11,%0)-

Similarly, the conditional ELBO is give by:
log p(x- |y) > log p(x- |XT+1 Y) — IEq(XT |x-) [DKL (q(XT ‘XT) | |p(XT))]

T-1
- Z Eq (1150 ) [PKL(G(Xe [ Xt 41, X7, 9) | [P(X¢ [Xe 41, 1))
t=7+1
T-1
= - Z ]Eq(xt+1|x7)[DKL(Q(Xt|Xt+17XTay)||p(xt|xt+1?y))]+O5'
t=74+1

This is equivalent to adding the condition y to all posterior distributions in the unconditional ELBO.

A.5 The Analytical Form of the KL Divergence in ELBO

The KL divergence in Theorem [3.2]is the expectation of the log ratio between posterior and predicted
reverse distribution, which requires integrating over the entire space. To compute this KL divergence
more efficiently, we derives its analytical form:

q(Xe|x7)q(Xe41]%e)

q(xe41]x7)
N(xi|xr, (0F = 02) )N (e 41 [%4, (0714 — o))
a N (Xp41]%r, (0741 — 02)I)

1 lIxe—x- || 1 llxeq1—x]1°
ex p ex
Gy P SaGr0n) @, e P07 o)

Q(xt‘xt+17x7') =

1 [I%¢4+1—%- |2
ex
@7, o P (SGr —ony)

Since the likelihood distribution g(x;1|x:) and the prior distribution ¢(x;|x,) are both Gaussian
distribution, the posterior q(x¢|X;+1,X) is also a Gaussian distribution. Therefore, we only need to
derive the expectation and the covariance matrix. In the following, instead of derive the q(x;|Xt+1, X+ )
using equations, we use some trick to simplify the derivation:

Q(Xt\xt+1,xr)
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lx: — XTHQ lIxt41 — Xzt||2 llxe1 — XT||2 )

o exp( + -
_2(‘7? - 03) _Q(Ut2+1 - 0152) _Q(Ut2+1 - 072—)
_ eXp(_} e = %1 lIxen =%l (%61 — Xfllz})
2| (6f —02) (o} —0f)  (0f —0P)
Ul = 2%, llxell® = 2% %
=exp(—= - + C(x¢4+1,%7)|)
2 (o702 (0741 — 0f) T
LT |fx? 2x{ X, [Ix¢]? 2%/ 1%
= exp(—= — — + C(xt+1,%7)|)
2 (67 —02) (0f—02) (071 —07) (0f1—07) !
1 1 1 ) xL XL,
= exp(—3 [( Mxel|” = 2(—5—F )% + C(Xi41,%7) |)
2 [ (0 —02)  (0}41—07) (07 —02) (0741 —0F) !
1[( ?_UE)+(Ut2+1_Ut2) 2 xt XtT+1
= exp(—5 [[xel|” = 2(-—=—" )%t + C(Xe1,%7) |)
2| (07 —02)(0f4, —of (0f —02)  (0f1 —07) !
2 2 T T
Oi41 — 07 2 Xr Xit1
— exp(—1 I — 2( i+ Ol
2 [(0f — o) (0F1y — 0F) (07 —02) (0741 —0F) !
[ 2 2 Xz LS
Ut+1 —0r 2 (‘75703—) (o-t2+170-f2,)
=exp(—= X¢||*— 2 x; | +C(x X,
Sl T REr ] S — e — RS
L Or —o0r )01 7%
1] Tl — 0% ( 2 o (0f = a))X] + (0f — 02)x{s
= exp(—; ([ [|” — 2 x¢ | + C(Xt41,%7)|)
2 _(J?_Ug)(at%d_gg) U?+1_0£ !
2
1 (071 — 07)%r + (07 — 02)X¢ 41
= P T, o [(Xt - 0%, — 02 O, %) )
0.2 _0-2
t+1 T
2 2 2 2 2 2\( -2 2
o — 0 )X+ (0f —02)Xx o; —oZ)(o -0
o<./\/(xt;( t+1 t) ( t ) t+1’( t )( t+1 t)I).

2 _ 52 2 _ 72
Ti41 ~ 97 Oit1 07

The KL divergence between the posterior and predicted reverse distribution is

D (q(x¢ %41, %) |[po (%4 |X441))

0ty = 0i)xr + (0 — o2t (07 = o) — F)

:DKL(N(Xt'

’ oty — 07 7 0t — 07

(02,1 — D) h(Xts1,0041) + O3 Xpt1

N(xt, t+1 t . ) t ,O’?I))
Oty
1 2
(”?_U?—)(U?Jrl —02) ||Eq(xt|xt+17xﬂ')[xt] - EP(Xt\XtJrl)[Xt} H + 02
‘7;2+1 o2
R /: <k, S ]~ Byt bl + €
2007 = 0F)(0yy — o) e T e AL T

When 7 = 0, the result degrade to:

(0F11 = 0)%0 + 0i%u1 07 (0741 — 07F)

q(x¢|xi41,%0) = N (x¢; I).

7

2 2
Oi+1 Oty

When doy := 0,41 —0oy — 0, the KL divergence between posterior and model prediction is simplified
by:

lim Dxr, (q(X¢|x¢41,%0) [P (Xe[Xe41))
doi—0

(0711 — 07)%X0 + 0fxey1 07 (0711 — o)
)

= lim Dk, (N (xy; 5
do;—0 Ut+1

D

2
Oi41
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N (xy; (0741 = 0D)h(Xer1,0041) + 07X

D)

‘7:&2+1
~ lim 1 ‘(0-1&2+1 —oi)x0 (0741 — o) h(Xer1, 0041) 12
doy—0 2‘712,(‘75;17‘712,) Ut2+1 U?«H
t+1
. (Ut2+1 - ‘7?)2 2
_diltgo 2af(ofﬂ—0?)g4 o = h(xer1, 0041
Ut2+1 t+1
. (02 7 02)
= lim #HXO *h(Xt+170t+1)||2
doy—0 2 g% 0,4
Ut2+1 t+1

2 2
ag. — 0.
L =90 1o b, o)

=w(i)||xo — h(X¢41, Ut+1)||2,

which is consistent to the results in Kingma et al. [[17]] and Karras et al. [16].

A.6 Deriving the Weight in EPNDC

2 2 2
. e . Oi41—0y oy oy 1 || log ot —kul| . .
If we interpret the shift in weight from o oZa2 ark. exp(— gz w2 ) as a reweighting

of Dir,(q(x¢|x¢+1,%0)||po(X¢|x¢4+1)) by %:, a similar methodology can be applied to derive the
weight for Dkr, (q(x¢|Xet1, X7 ) [|po (X¢|Xe41)):

.w
lim — Dy, (q(%¢ |1 41, %7 ) |[po (%¢|%141))

do—0 Wy
. wt 1 2
= lim — E x¢| — E X
dor—01W; 2(03_0?)(J?+1_0?) || q(Xt|Xt+1’X7—)[ t] p(xt|xt+1)[ t]H2
Ut2+1_072'
Wy 1 B o 9
- doy—>0 4ot 2(03703)(20“10” || q(xtlxt+17x7)[xt] - I)(Xt|xt+1)[xt]H2
t+1 07 ,—02
Wy 1

. H 2
= d(lrltrgo (do)® | (02—02) ||Eq(xt|xt+17x7')|:xt} - Ep(xt\xt+1)[xt”|2
ol 0} —02
A2 2 2
wt0t+1(0t+1 —0;) 2
250 407 — o) ()7 rbxe) D Bt bell

— lim U?+U§ 1 ex (7H10g0—t*ky”2) gt2+1(0t2+1 7072-)
T o0 0702 ok, ¥ 2k2 4(0? — 02)(do)?
: ||EQ(Xt|xt+1’XT)[Xt] - Ep(xtlxt+l)[xt]||%
2 2 2 2 2
1 1 —k i, — 0
— lim Oy —’;Ud exp(—H 0g Tt -~ #H ) 5 t-21-1 T 5
dov—0 05 27k, 2k2 4(0f — 02) (0141 — 0%)

: ”Eq(x,sleth)[Xt] - Ep(XtIXt+1)[Xt]||%

We compare different weights in EPNDC. As demonstrated in Table |3} these weights are not as
effective as the derived weight. Interestingly, simply setting the weight to zero when the standard
deviation falls below a certain threshold significantly boosts the performance of the derived weight.
This suggests that the latter part of the derived weight might be close to the optimal weight. We
observe a similar phenomenon with the final weight we use, suggesting that the current weight might
not be optimal. We defer the investigation into how to find the optimal weight, what constitutes this
optimal weight, and why it is considered optimal to future work.
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Table 3: The accuracy of EPNDC using the EDM checkpoint [[16] on CIFAR-10 test set with various
weight when ¢ = 0.25. Result are tested on the same subset with 512 images as we clarified in

Sec.[d1l
Weight Name Weight | Accuracy(%)
. . 1
Normalized Weight (PN 3 S Ry 1 81.6
Derived Weight wy 67.5
Truncated Derived Weight  w, - I{oy > 1} 82.8
Linear Weight = 4 wo 43.8
Truncated Linear Weight  (“Z= + wo) - [{o; > 0.5} 77.0

We also attempt to learn an optimal weight for our EPNDC. However, the learning process is difficult
due to the high variance of [|Eqx, x,, 1 ,x,) [Xt] = Ep(x,[x,.1)[%¢t][|3- Attempts to simplify the learning
process through cubic spline interpolation for reducing the number of learned parameters are also
time-consuming. Our work primarily focuses on robust classification of input data using a single
off-the-shelf diffusion model. Therefore, we leave the exploration of this aspect for future research.

A.7 ELBO for Noisy Data in APNDC

In this section, we show that APNDC is actually use the expectation of the ELBOs calculated from
samples that are first denoised from the input and then have noise added back. In other word, APNDC
approximate log p(X,) by the lower bound of E,x, %, ) Eq(x, |x0) [10g Pr (x7)].

We first derive the lower bound for E(, x,)[log pr (x;)]. The derivation of this lower bound is just
the discrete case of the proof in Kingma and Gao [[18]. We include it here only for completeness.

Eq(x, xo) 108 pr (%+)]
log q(x-|x0) log p- (x,
/Q(XT|XO) g q(xr |xo) log pr (x7)
log q(x-[x0)
=Eq(x, x0) 108 ¢(x+[x0)] — Dxr(q(x-[x0)[|lp-(xr))
ZE(](XT|X0)[IOg q(XT|XO)] - DKL(q(XT:T|X0)||p(XT:T))

T-—1
=Eq(x. |x0) [l0g ¢(x+[%0)] — Z[DKL((I(Xt:T|XO)”p(xt:T))
— Dxr(q(xt+1:7[%0) [[p(xX¢+1:7))] + Dxr(g(xr[x0)[|p(x1))
=Cs = Y [Dxr(a(xurlxo)lp(xer)) — Drr(a(Xervir|x0) [p(xes17))]
-
=Cy — Y Dxcr(q(xelxe1,%0)Ip(x¢ xt41))
Pl
=Ci— Y wrEx,mqixxo) o (%, 00) — x|3].
t=7+1

Given a input image x,, we use the ELBOSs of Eq (% |xo=hy (x, 0. )) [10€ Pr (X-)], rather than its own
ELBO, to approximate its log likelihood:

T-1

10g p(x+) & Ey(z, xomhy (.0, 108 Dr (%)) = Ca = > w0iEo oo,y [0 (%1, 1) — x]13].
t=74+1

Hence, APNDC is actually use the expectation of the ELBOs calculated from samples that are first
denoised from the input and then have noise added back.
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Algorithm 3 Linear to EDM
1: Require: A pre-trained EDM hy, a noisy input image x;, noise level ¢, linear schedule {a; } 1,
and {o;} L ;.

Calculate the denoised image xq using hg: x¢ = hg (— —)

a? o
if performing x¢-prediction then
Return: xg.
end if
Calculate the noise component €: € =
if performing e-prediction then
Return: e.
end if

Xt — QX0
Ot

W aanhw N

Algorithm 4 EDM to Linear

1: Require: A pre-trained predictor hy, a noisy input image x;, noise level o, linear schedule

{0}, and {0},

Calculate t = argmin |3+ — of;

if performing e-prediction then
Predict € = €(axy,t)
Calculate xg = x; — 0 - €

end if

if performing x-prediction then
Predict xg = €(a;x¢, 1)

end if

Return: xg.

PORXIADINE LD

—

A.8 Converting Other Diffusion Models into Our Definition.

In this paper, we introduce a new definition for diffusion models, specifically as the discrete version
of Karras et al. [16]]. This definition encompasses various diffusions, including VE-SDE, VP-SDE,
and methods like x-prediction, v-prediction, and epsilon-prediction, transforming their differences
into the difference of parametrization in hg(-, -), makes theoretical analysis extremely convenient.
This operation also decouple the training of diffusion models and the sampling of diffusion models,
i.e., any diffusion model could use any sampling algorithm. To better demonstrate this transformation,
we present the pseudocodes.

Linearly adding noise diffusion models. These kind of diffusion models define the forward process
as a linear interpolation between the clean image and Gaussian noise, i.e., X; = a;Xg + o€. It could
be transformed as:

x+ in EDM ot in EDM
Xt Ot
— = Xy + — €
e%7 t

Hence, we could directly pass 2—1“ and g—i to an EDM model to get the predicted x(, as shown in
Algorithm 4]

DDPM. DDPM define a sequence {f;}7, and x; = /i, (1 — B;)x0 + \/1 — T, (1 = By)e,
which could be seen as a special case of Linear diffusion models.

VP-SDE. VP-SDE is the continuous case of DDPM, which define a stochastic differential equa-
tion (SDE) as
1
dX, = 755(t)Xtdt+ VBE)dWy, t € [0,1],

where 3(t) = B¢.7 - T. Consequently, we could also use an EDM model to solve the reverse VP-SDE
x; Loexp (= Jo As)ds)
\/exp (= f3 B(s)ds)’ exp(—fot B(s)ds) 7

by predicting xg = hg(
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VE-SDE. The forward process of VE-SDE is defined as

[do(t)?
dX; = cgt) dW;.

EDM is a special case of VE-SDE, where o (t) = t. For a x; in VE-SDE, the variance of the noise is
o (t). Hence, we could directly use hg(x¢, o(t)) to get the predicted xg.

B Experimental Details

B.1 Certified Robustness Details

We adhere to the certified robustness pipeline established by Cohen et al. [6]], yet our method
potentially offers a tighter certified bound, as demonstrated in Appendix [A.3] To prevent confusion
regarding our hyper-parameters and those in Cohen et al. [6]], we clarify these hyper-parameters as
follows:

€ = maximum allowed /5 perturbation of the input

N = number of samples used in binomial test to estimate the lower bound p 4

o = std. of Gaussian noise data augmentation during training and certification
T = number of diffusion timesteps

T’ = number of diffusion timesteps we selected to calculate/(estimate) evidence lower bounds
a = Type one error for estimating the lower bound p4.

To ensure a fair comparison, we follow previous work and do not estimate p, instead directly setting
PpB = 1 — pa. This approach results in a considerably lower certified robustness, especially for
ImageNet. Therefore, it is possible that the actual certified robustness of diffusion classifiers might
be significantly higher than the results we present.

There are multiple ways to reduce the number of timesteps selected to estimate the evidence lower
bounds (e.g., uniformly, selecting the first 7’ timesteps). Chen et al. [3] demonstrate that these
strategies achieve similar results. In this work, we just adopt the simplest strategy, i.e., uniformly
select T’ timesteps.

B.2 ImageNet Baselines

We compare our methods with training-based methods as outlined in Cohen et al. [6], Salman
et al. [38]], Jeong and Shin [13]], Zhai et al. [S0]], and with diffusion-based purification methods in
Carlini et al. [2], Xiao et al. [47]. Since none of these studies provide code for ImageNet64x64, we
retrain ResNet-50 using these methods and certify it via randomized smoothing. For training-based
methods, we utilize the implementation by Jeong and Shin [13ﬂ with their default hyper-parameters
for ImageNet. For diffusion-based purification methods, we first resize the input images to 64x64,
then resize them back to 256x256, and feed them into the subsequent classifiers. This process ensures
a fair comparison with our method.

B.3 Ablation Studies of Diffusion Models

In the ImageNet dataset, we employ the same diffusion models as our baseline studies, Carlini et al.
[2] and Xiao et al. [47]. For the CIFAR-10 dataset, however, we opt for a 55M diffusion model from
Karras et al. [16]], as its parameterization aligns more closely with our definition of diffusion models.
In contrast, Carlini et al. [2] utilizes a 50M diffusion model from Nichol and Dhariwal [|33]]. When
we replicate the study by Carlini et al. [2]] using the model from Karras et al. [16] and a WRN-70-2
[49]], we achieve certified robustness of 76.56%, 59.76%, and 41.01% for radii 0.25, 0.5, and 0.75,
respectively, which is nearly identical to their results shown in Table[I] This finding suggests that the
choice of diffusion models does not significantly impact certified robustness.

We choose the discrete version of the diffusion model from Karras et al. [16] as our definition
because it is the simplest version for deriving the ELBOs in this paper. For more details, please see

Appendix

*https://github.com/jh-jeong/smoothing-consistency
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Name | Properties

ELBO: log p(xoly) > — Z;‘ll E [thhe(Xt, oY) — XO”%] +C
Diffusion Classifier: DC(x), = exp(— Ty E[wellbo (i.0r.0) xoll5])
e ’ YT Sy exp (- T Elwelhg (x¢,04,9)—x0lI3])
Smoothed Classifier: gpc(x) = DC(x)
. V2T (pa—PB)
tified Robustness: R = —
Certified Robustness: R @IVDr 2/ ST e jon
ELBO: log p(xt|y) > — 31, wi[|[Elg(X;[Xi+1,%:)] — E[p(X;[xit1,9)]||*] + Ca
: : Y-S __exp(= XL | wiE[||E[q(xi [xi41,%)]—Elp (% [xi1,9)]11%])
EPNDC Diffusion Classifier: EPNDC(x¢), = g o (— 21, wiElElaCx: (v 1 %) Elp(xi i 1,0)11 D)
Smoothed Classifier: gepnpe(X)y = Pear(o,n) (arg maxg EPNDC(Xo + 0 - €)y = y)
Certified Robustness: R = £ (®~ ( a) —®7'(pB))
ELBO: E (X¢]x0),x0=h(x¢,0¢) [lng(Xt|y)] > - Z i=t E I:wthg (X“ Tis y) X0||§] +Cs
I e _exp(= 27 E[wi llhg (xi,04,9)—ho (x¢,00) 13])
APNDC Diffusion Classifier: APNDC(x¢)y = Sgexp (— 2L, E[w; [hg (x;,04.9)—hg (xt,0¢)13])
Smoothed Classifier: gapnpc(X)y = Pe~ar(o,1) (arg max; APNDC(xo + 0 - €)g = ¥)
Certified Robustness: R = % (®~'(pa) — ™" (p5))

Table 4: An illustration of the relationship between different ELBOs, likelihood, classifiers, and
certified robustness.

B.4 Ablation Studies on Time Complexity Reduction Techniques

Variance reduction proves beneficial. As illustrated in Figure[2(a)} our variance reduction technique
enables a significant reduction in time complexity while maintaining high clean accuracy. Regarding
certified robustness, Table|l|shows that a tenfold reduction in time complexity results in only a minor,
approximately 3%, decrease in certified robustness across all radii. Notably, with 7" = 100, our
method still attains state-of-the-art clean accuracy and certified robustness for ¢ = 0.25,0.5,0.75
while only cost one-fourth of the NFEs in Xiao et al. [47]]. This underscores the effectiveness of our
variance reduction approach.

Sift-and-refine proves beneficial. Our method’s requirement for function evaluations (NFEs) is
proportional to the number of classes, which limits its scalability in datasets with a large number
of candidate classes. For instance, in the ImageNet dataset, without the Sift-and-refine algorithm,
our method necessitates approximately 10® NFEs per image (i.e., 100 - 1000 - 1000), translating to
about 3 x 108 seconds for certifying each image on a single 3090 GPU. In contrast, Xiao et al. [47]’s
method requires about 4 x 10° NFEs (i.e., 40 - 10 - 10000), or roughly 3 x 10 seconds. Our proposed
Sift-and-refine technique, however, can swiftly identify the most likely candidates, thereby reducing
the time complexity. It adjusts the processing time based on the difficulty of the input samples. With
this technique, our method requires only about 1 x 10° seconds per image, making it more efficient
compared to Xiao et al. [47].

C Discussions

C.1 ELBO, Likelihood, Classifier and Certified Robustness

As demonstrated in Figure [I] and Table [4] the basic idea of all these diffusion classifiers is to
approximate the log likelihood by ELBO and calculate the classification probability via Bayes’
theorem. All these classifiers possess non-trivial robustness, but certified lower bounds vary in
tightness.
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Table 5: The accuracy of diffusion classifier [3] using the EDM checkpoint [[16] on CIFAR-10 test set
with various weight. Result are tested on the same subset with 512 images as in Chen et al. [3].

Weight Name Wt ‘ Accuracy (%)
2 2 2

EDM T e ep(— B | 94.92

Uniform 1 85.76

DDPM - 90.23
2 2

EDM-W S 88.67
td . 2

EDM-p(t) e exp(— 1% ZZ?““ ) 93.75

ELBO Teel e 44.53

t

The diffusion classifier is intuitively considered the most robust, as it can process not only clean
images but also those corrupted by Gaussian noise. This means it can achieve high clean accuracy
by leveraging less noisy samples, while also enhancing robustness through more noisy samples
where adversarial perturbations are significantly masked by Gaussian noise. However, its certified
robustness is not as tight as desired. As explained in Appendix[A.2] this is because we assume that the
maximum Lipschitz condition holds across the entire space, which is a relatively broad assumption,
resulting in a less stringent certified robustness.

EPNDC and APNDC utilize the Evidence Lower Bound (ELBO) of corrupted data log p(x). This
implies that the least noisy examples they can process are at the noise level corresponding to 7. As
T increases, the upper bound of certified robustness also rises, but this simultaneously diminishes
the classifiers’ ability to accurately categorize clean data. As highlighted in Chen et al. [3]], this
mechanism proves less effective, particularly in datasets with a large number of classes but low
resolution. In such cases, the addition of even a small variance of Gaussian noise can render the
entire image unclassifiable.

Generally, the Diffusion Classifier is intuitively more robust than both EPNDC and APNDC. However,
obtaining a tight theoretical certified lower bound for the Diffusion Classifier proves more challenging
compared to EPNDC and APNDC. Therefore, we contend that in practical applications, the Diffusion
Classifier is preferable to both EPNDC and APNDC. Looking forward, we aim to derive a tighter
certified lower bound for the Diffusion Classifier in future research.

C.2 The Loss Weight in Diffusion Classifiers

Typically, when training diffusion models by Eq. (5)), most researchers opt to use a re-designed weight
wy (e.g., wy = 11in Ho et al. [[L1]), rather than the derived weight w;. When constructing diffusion
classifier from an off-the-shelf diffusion model, we find that maintaining consistency between the loss
weight in diffusion classifier and the training weight is crucial. As shown in Table[5] any inconsistency
in loss weight leads to a decrease in performance. Conversely, performance enhances when the
diffusion classifier’s weight closely aligns with the training weight. Surprisingly, the derived weight
(ELBO) yields the worst performance. Therefore, when 7 = 0, we use the training weight w; rather
than the derived weight w;.

Similarly, when 7 # 0, the derived weight w,ET) also results in the worst performance among different

weight configurations, as detailed in Appendix [C.2] However, determining the optimal weight in

(T)

this general case is a complex challenge. Directly replacing w, ’ with the training weight 10, is not

appropriate, as w,ET) 2 wy. To address this issue, we propose an alternative: multiplying the weight

A oo™
by 4t (i.e., using =77t as the weight for EPNDC). This method effectively acts as a substitution

of w; with w; when 7 = 0. However, it is important to note that this approach is not optimal, and
deriving an optimal weight appears to be infeasible.

To enhance generative performance, most researchers opt not to use the derived weight w, for the
training loss ||E[q(x¢|X;+1,%0)] — E[p(x¢|x¢+1)]]|%. Instead, they employ a redesigned weight 0.
For example, Ho et al. [[L1] define w, = O_% Another approach involves sampling ¢ from a specifically
designed distribution p(t), rather than a uniform distribution. This approach can be interpreted as
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adjusting the loss weight to w; = p(t), without altering the distribution of i:

B tmp(t) Ex, [[Ih(x¢, 00) — x]|3]
T

_EXZ]D < [1h(x¢, 00) — XH ]

:Ex,tExt [p( )”h(XT’ gt) - X”§]

2 2
For example, Karras et al. [16] employ U;:; 74 as the loss weight but modify p(t) to
t d
1 log oy —k,|° .. . .
NG exp (— I gﬁcg el ), where 04, ko, k,, are hyper-parameters. Thus, it is equivalent to setting
a 0'2+03 1 llog or—k,.||?
W= oA o, P (),

We discover that maintaining consistency in the loss weight used in diffusion classifiers and during
training is crucial. Take EDM as an example. As demonstrated in Table 5] if we fail to maintain the
consistency of the loss weight between training and testing, a significant performance drop occurs.
The closer the weight during testing is to the weight used during training, the better the performance.

Surprisingly, the derived weight (ELBO) yields the poorest performance, as indicated in Table [3]
This issue also occurs when calculating Dkr, (q(X¢|X¢+1, X¢)||p(x¢|X¢+1)). The performance of
our derived weight is significantly inferior to both the uniform weight and the DDPM weight. For

Dxr(q(x¢[x¢41,%0)||p(%¢[X141)), substituting the derived weight Z=>* with the training weight
t

0'2+o'§ 1 || log ot —k ||2 . . . [ .

;303 NorTR exp(— %2 +l) is feasible. However, this substitution becomes problematic for

Ut+1

Dxr(q(xe|X¢+1,%X7)||p(x¢]|Xt41)), as there is no t term, as outlined in Eq. . We propose

two alternative strategies: one interprets the shift from wy to Wy as reweighting the KL divergence by

”“w”t , requiring only the multiplication of ¢ to our derived weight. The other strategy involves using
t . ~ wt . . . . .

the equation w; = wy to reduce the number of parameters. While these two interpretations yield iden-

tical results for Dxr, (q(xt|X¢+1,%0)||p(X¢|xt41)), they differ for Dk, (¢(x¢|Xt41, X7 )| |p(X¢|Xt41))-

Therefore, directly deriving an optimal weight appears infeasible. For detailed information, see

Appendix

C.3 Certified Robustness of Chen et al. [3]].

In this section, our goal is to establish a certified lower bound of Chen et al. [3]]. Specifically,
under the conditions where p4 = 1 and pg = 0, the maximum certified radius is determined to
be approximately 0.39. This implies that the certified radius we derive could not surpass 0.39. In
practical applications, our method achieves an average certified radius of 0.0002.

Nevertheless, we can significantly enhance the certified radius by adjusting w;. For example, simply
set wy = 1, we can get an average certified radius of 0.009, 34 times larger than previous one. By
reducing w; for smaller ¢ and increasing it for larger ¢, such as zeroing the weight when o, < 0.5, we
achieve an average radius of 0.156.

It is important to note that this finding does not imply that Chen et al. [3] lacks robustness in its
weight-adjusted version. As discussed in previous sections, the certified radius is merely a lower
bound of the actual robust radius, and a higher lower bound does not necessarily equate to a higher
actual robust radius. When w; is increased for larger ¢, obtaining a tighter certified radius will be
much easier, but the actual robust radius could intuitively decrease due to increased noise in the input
images.

C.4 Time Complexity Reduction Techniques that Do Not Help

Advanced Integration. In this work, we select T' timesteps uniformly. As we discuss earlier, there
is a one-to-one mapping between o and ¢ in our context. When we change the variable to o, this
can be seen as calculating the expectation using the Euler integral. We also try using more advanced
integration methods, like Gauss Quadrature, but only observe nuanced differences that there is no any
difference in clean accuracy and certified robustness, indicating that the expectation calculation is
robust to small truncation errors. We do not attempt any non-parallel integrals, as they significantly
reduce throughput.
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Algorithm 5 Sift-and-refine

: Require: An ELBO computation function for a given timestep ¢ and a class y, denoted as ey (applicable for
DC, EPNDC, or APNDC); a noisy input image X ; sift timesteps {ti}iTio; refine steps {ti}iT:TO; threshold 7.

—_

2: Initialize: the candidate class list C' = {0,1,..., K

3: fori =0to T do

4. for each class y in C do

5: Calculate ELBO for class y at timestep ¢;: ey = eg(X¢, 0, , ).

6: end for

7 Find the class m with the minimum ELBO: m = arg minyec ey.

8 Update C by removing classes with a reconstruction loss 7 greater than that of m:

C={yeC:ey—en<T}
9: end for
10: Reinitialize e,: e, = co Vy ¢ C,0Vy € C.
11: for i = 0 to T; do
12: for each class y in C do

13: Calculate and accumulate ELBO for class y at timestep t;: ey = ey + €g(Xt, ti,y).
14: end for
15: end for

16: Return: §j = arg miny e,.

Algorithm 6 Discrete Progressive Class Selection

1: Require: A pre-trained diffusion model €g, input image x, predefined number of classes K, class candidate
trajectory Ceana and timestep candidate trajectory Teand.

: Initialize: entire timesteps t = vec([1,2,---,T]), counter pointer ¢ = 0 and top-k cache Kip =
{1725“' 7K}

: for _(_Cls C2) 1_[1 (Ccands %and) do

tselect = t[CQ —cC: C2]-

Calculate logit, = >-, ¢ [we|ho(xe,t,y) — €||3] for all y € KCyp simultaneously using hy.

Merge logit, calculated in the previous step into logit,, currently calculated.

Sort {logity}ye;cmp.

Set the smallest ¢; class as new K, from the sorted {logit, }ycxc,-

Update counter pointer ¢ = ca.

: end for

: Return: Cyop.

[\

YR NNk w

—_—

Sharing Noise Across Different Timesteps. In Sec. we demonstrate that by using the same
x; for all classes, we significantly reduce the variance of predictions. This allows us to use a fewer
number of timesteps, thereby greatly reducing time complexity. From another perspective, using
the same x; for all classes is equivalent to applying the same noise to samples at the same timestep.
This raises the question: “’If we share the noise across all samples, could we further reduce time
complexity?” However, this approach proves ineffective. Analyzing the difference between the logits
of two classes reveals that sharing noise does not reduce the variance of this difference. Consequently,
we opt not to share noise across different timesteps but only within the same timestep for different
classes.

Discrete progressive class selection algorithm. We design a normalized discrete critical class
selection algorithm for accelerating diffusion classifiers. Typically, the time complexity of the vanilla
diffusion classifier can be defined as O(KT'), where K denotes the count of classes and 7" denotes
the number of timesteps. Sharpening 7' is tractable, but overdoing that practice can have an extremely
negative impact on final performance. Another way to speed up the computation is to actively
discard some unimportant classes when estimating the conditional likelihood via conditional ELBO.
Indeed, these two sub-approaches can be merged in parallel in a single algorithm (i.e., our proposed
class selection algorithm). Additionally, to achieve an in-depth analysis of acceleration in diffusion
classifiers, the time complexity of our proposed discrete acceleration algorithm can be determined by
a predefined manual class candidate trajectory C.,ng as well as a predefined manual timestep candidate
trajectory Teand-

The procedure of the discrete progressive class selection algorithm can be described in Algorithm 6}
The specific mechanism of Algorithm [6]can be described from a simple example: the predefined
trajectory Ceang is set as [400, 80, 40, 1] and the predefined trajectory 7canq is set as [2, 5, 25, 50]
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Table 6: The experimental results of discrete progressive class selection algorithm.

Timestep Trajectory  Classes Trajectory  Time Complexity Accuracy

2, 5, 25, 50 400, 80, 40, 1] 5800 58.00%
2, 5, 17, 50 500, 136, 37, 1 6353 58.20%
2, 5, 17, 50 500, 100, 20, 1 5360 57.80%
2, 4, 12, 25 500, 136, 37, 1 4569 54.10%
2, 4, 12, 25 500, 100, 20, 1 4060 54.69%
2, 7, 35, 50 297, 80, 15, 1] 5900 56.84%
2, 7, 35, 50 297, 100, 20, 1 6535 57.42%
2, 6, 20, 50 350, 100, 20, 1 5400 57.81%
2, 6, 25, 50 350, 100, 20, 1 5800 56.10%
2, 7, 35, 50 297, 80, 40, 1] 6275 56.84%
2, 5, 25, 50 297, 80, 40, 1] 5491 57.42%
2, 5, 15, 50 500, 80, 40, 1] 5700 59.18%
2, 4, 8, 50] 500, 200, 100, 1] 8000 56.05%
2, 4, 8, 50| 400, 160, 80, 1] 6300 56.25%
2, 4, 8, 50] 400, 120, 60, 1] 5800 56.05%
2, 4, 8, 50] 400, 80, 40, 1] 4800 55.47%

simultaneously. Assume we conduct this accelerated diffusion classifier with K =1000 in the specific
ImageNet [47]. First, we estimate the diffusion loss, which is equivalent to conditional likelihood, for
1000 classes by 2 time points and then sort the losses of the different classes to obtain the smallest 400
classes. Subsequently, we estimate the diffusion loss for 400 classes by 3 (w.x.t. 5-2) time points and
then sort the losses for different classes to obtain the smallest 80 classes. Ultimately, the procedure
concludes with the selection of 40 out of 80 classes with 20 time points (w.xt. 25-5), followed by
choosing 1 class from 40 classes with 25 (w.r.z. 50-25) time points.

The ablation outcomes presented in Table [¢] illustrate that suitable design of predefined manual
timestep candidate trajectories Ccang and 7Tcang are crucial in the final performance of diffusion
classifiers. A salient observation in the initial definition of Ccanq and Tcang is that Teung can initially
be small, whereas C.,,q must start significantly larger to achieve high accuracy while ensuring low
time complexity. Thus, the timestep trajectory [2, 5, 15, 50] and the classes trajectory [400, 80, 40, 1]
are in accordance with the above conditions and achieve the best performance in various predefined
trajectories.

Accelerated Diffusion Models. We observe that consistency models [43] and CUD [40Q] determine
the class of the generated object at large timesteps, while they primarily refine the images at lower
timesteps. In other words, at smaller timesteps, the similarity between predictions of different
classes is so high that classification becomes challenging. Conversely, at larger timesteps, the images
become excessively noisy, leading to less accurate predictions. Consequently, constructing generative
classifiers from consistency models and CUD appears to be a difficult task.

D Limitations

Despite the significant improvements in certified robustness, this work still presents limitations.
Firstly, the time complexity of the diffusion classifier restricts its applicability in real-world scenarios,
providing primarily theoretical benefits. Additionally, the certified bounds for diffusion classifiers are
not straightforward enough. Future efforts could emulate the strong law of randomized smoothing to
establish a more direct certified lower bound for Chen et al. [3].
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Ethics Statements

The advancement of robust machine learning models, particularly in the realm of classification under
adversarial conditions, is crucial for the safe and reliable deployment of Al in critical applications.
Our work on Noised Diffusion Classifiers (NDCs) represents a significant step towards developing
more secure and trustworthy Al systems. By achieving unprecedented levels of certified robustness,
our approach enhances the reliability of machine learning models in adversarial environments. This is
particularly beneficial in fields where decision-making reliability is paramount, such as autonomous
driving, medical diagnostics, and financial fraud detection. Our methodology could substantially
increase public trust in Al technologies by demonstrating resilience against adversarial attacks,
thereby fostering wider acceptance and integration of Al solutions in sensitive and impactful sectors.
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NeurlIPS Paper Checklist

1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: In the abstract and introduction, we already state that we focus on certified
robustness of diffusion classifiers.

Guidelines:

* The answer NA means that the abstract and introduction do not include the claims
made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]
Justification: See Appendix D}
Guidelines:

* The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

» The authors are encouraged to create a separate Limitations” section in their paper.

* The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

* The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

* The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

* The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

* If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory Assumptions and Proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [Yes]
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Justification: Assumptions are provided in Appendix[A.T] Proofs are in the Appendix.
Guidelines:

* The answer NA means that the paper does not include theoretical results.

* All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

* All assumptions should be clearly stated or referenced in the statement of any theorems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

¢ Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

* Theorems and Lemmas that the proof relies upon should be properly referenced.

4. Experimental Result Reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: We provide the code. Also, the pseudocode and all hyper-parameters (although
there is nearly no hyper-parameters in this work) is are provided.

Guidelines:

* The answer NA means that the paper does not include experiments.
* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.
If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.
Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all submis-

sions to provide some reasonable avenue for reproducibility, which may depend on the

nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?
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Answer: [Yes]
Justification: We only use CIFAR-10 and ImageNet.
Guidelines:

* The answer NA means that paper does not include experiments requiring code.

* Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.
6. Experimental Setting/Details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [NA]

Justification: This work employs a single off-the-shelf diffusion model for robust classifica-
tion without requiring any additional training.

Guidelines:

* The answer NA means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

 The full details can be provided either with the code, in appendix, or as supplemental
material.
7. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]

Justification: Following previous work in the community of certified robustness, we use the
same type I error, 0.001.

Guidelines:

* The answer NA means that the paper does not include experiments.

* The authors should answer ”Yes” if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).
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« It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

* For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

* If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.
8. Experiments Compute Resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]
Justification: These are extensive discussed in Appendix
Guidelines:

* The answer NA means that the paper does not include experiments.

* The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

9. Code Of Ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines]?

Answer: [Yes]
Justification: See page 30.
Guidelines:

¢ The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).
10. Broader Impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]
Justification: See page 30.
Guidelines:

» The answer NA means that there is no societal impact of the work performed.

e If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.
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» The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

11. Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]
Justification: We just do classification task.
Guidelines:

» The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

 Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

12. Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]
Justification: We cite the CIFAR-10 and ImageNet.
Guidelines:

* The answer NA means that the paper does not use existing assets.
* The authors should cite the original paper that produced the code package or dataset.

 The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

 For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

 If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

50096 https://doi.org/10.52202/079017-1584


paperswithcode.com/datasets

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.

13. New Assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]
Justification: No new assets in this paper.
Guidelines:

* The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

14. Crowdsourcing and Research with Human Subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification: Not this kind of research.
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

15. Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]

Justification: The paper does not involve crowdsourcing nor research with human subjects.
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.
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