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Abstract

Adversarial examples have raised several open questions, such as why they can
deceive classifiers and transfer between different models. A prevailing hypothesis to
explain these phenomena suggests that adversarial perturbations appear as random
noise but contain class-specific features. This hypothesis is supported by the success
of perturbation learning, where classifiers trained solely on adversarial examples
and the corresponding incorrect labels generalize well to correctly labeled test
data. Although this hypothesis and perturbation learning are effective in explaining
intriguing properties of adversarial examples, their solid theoretical foundation
is limited. In this study, we theoretically explain the counterintuitive success
of perturbation learning. We assume wide two-layer networks and the results
hold for any data distribution. We prove that adversarial perturbations contain
sufficient class-specific features for networks to generalize from them. Moreover,
the predictions of classifiers trained on mislabeled adversarial examples coincide
with those of classifiers trained on correctly labeled clean samples. The code is
available at https://github. com/s-kumano/perturbation-learning.

1 Introduction

Adversarial examples [41], which are imperceptibly perturbed inputs designed to deceive machine
learning models, have raised significant concerns about the robustness and reliability of these models.
Despite their importance, the underlying mechanisms of adversarial examples are not yet fully
understood. A prevailing hypothesis to explain the intriguing properties of adversarial examples is
the “feature hypothesis™ [22]. This hypothesis posits that adversarial perturbations, while appearing
as imperceptible noise to humans, contain class-specific features. The feature hypothesis provides a
unified explanation for several puzzling phenomena associated with adversarial examples, such as
their ability to deceive classifiers, transferability across models, and so on (cf. Section 2.1).

Perturbation learning [22] provides empirical evidence supporting the feature hypothesis. In this learn-
ing, classifiers are trained solely on adversarial examples that are mislabeled in human perception,’
yet they demonstrate remarkable generalization to clean test data (Fig. 1). For example, classifiers
achieved 77% accuracy on the correctly labeled clean test dataset of CIFAR-10 [27], even though they

!This is the critical difference between perturbation learning and adversarial training or training with noisy
labels. Perturbation learning shows the learnability solely from adversarial examples (e.g., a cat adversarial
image) that always have incorrect labels (e.g., the bird label) to classify clean test images with the correct
labels (i.e., bird clean images to the bird class). Perturbation learning does not aim to learn robustly against
adversarial examples or noisy labels. Refer to Appendix A in [28] for further clarifications.

38th Conference on Neural Information Processing Systems (NeurIPS 2024).

59755 https://doi.org/10.52202/079017-1909


https://github.com/s-kumano/perturbation-learning

Training on adv. examples D" from f(=;6v..) trained on clean samples D Test on clean samples in test dataset

‘~ & ,
{ ‘ £ v > :@ p cat

g(; Ow )

horse 7 cat g(x; Owp)
(Entirely mislabeled) (Correctly labeled)

Figure 1: Counterintuitive generalization of perturbation learning.' A classifier g is trained solely on
mislabeled adversarial examples D1V := {(x5%, y2%)}}_;. These examples x:3"" are generated
to mislead a classifier f, which is trained on correctly labeled clean samples D := {(z,,, yn)}2_;,
into predicting y24v (# y,,). Surprisingly, despite being trained only on mislabeled data, the classifier
g generalizes well to clean test samples. This counterintuitive result suggests that adversarial

perturbations contain label-aligned class features, enabling the classifier g to generalize from them.

were trained on entirely mislabeled adversarial examples (e.g., a cat adversarial image labeled as a
bird) [28]. This surprising result suggests that adversarial perturbations encode class-relevant features
that enable classifiers to learn meaningful representations. However, despite the empirical support,
the theoretical foundations of the feature hypothesis and perturbation learning remain limited. While
a recent study [28] provided theoretical justifications, their results rely on stringent assumptions about
data distribution, perturbation design, training procedure, and model architectures.

In this study, we theoretically address the understanding and justification of the feature hypothesis and
perturbation learning. First, to support the feature hypothesis, we show that adversarial perturbations,
while appearing as random noise, are parallel to the weighted sum of all training samples. This
result suggests that a single perturbation derived from a classifier and input can potentially contain
information about the entire training dataset. In particular, for some specific cases (e.g., when
training samples are mutually orthogonal), perturbations include all training data and labels without
loss of information. We then reveal that class features within perturbations enable classifiers to
generalize from them. Specifically, under three mild conditions, the predictions of a classifier trained
on adversarial perturbations are consistent with those of a classifier trained on correctly labeled clean
samples. These three conditions can be interpreted from geometric and quantitative perspectives.
Finally, we demonstrate that under similar conditions, the prediction agreement is observed between
a classifier trained on mislabeled adversarial examples and one trained on correctly labeled clean
samples, justifying the empirical success of perturbation learning.

Our analysis assumes two-layer neural networks with sufficient width but does not impose any
assumptions on data distribution, which is a substantial progress from prior work [28] that considered
mutually orthogonal training samples. In addition, our perturbation design, training procedure,
activation functions, and bias availability are milder. In short, as shown in Tab. 1, except for the wide
width assumption, our analysis requires milder conditions than prior work. Our contributions can be
summarized as follows:

* We provide a theoretical justification for the feature hypothesis and perturbation learning
using wide two-layer neural networks, considering any data distribution and realistic problem
settings. Except for the wide width, our assumptions are substantially milder than [28].

* We demonstrate that adversarial perturbations are parallel to the weighted sum of training
samples, suggesting that a single perturbation can potentially contain information about the
entire training dataset. This result supports the feature hypothesis.

* We prove that under three mild conditions, the predictions of a classifier trained on pertur-
bations are consistent with those of a classifier trained on correctly labeled clean samples.
Moreover, under similar conditions, the prediction agreement between a classifier trained on
mislabeled adversarial samples and one trained on clean samples is observed, providing a
theoretical justification for the empirical success of perturbation learning.
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2 Background and Related Work

2.1 Feature Hypothesis and Perturbation Learning

It has been hypothesized that adversarial perturbations contain class-specific features, although
appearing as random noise [22]. This hypothesis, or feature hypothesis, offers a unified expla-
nation for several open questions related to adversarial examples. For example, misclassification
by classifiers and transferability across models [21, 41] can be attributed to the response to fea-
tures within perturbations. Furthermore, according to this hypothesis, adversarially robust models
achieve robustness by discarding brittle yet predictive features and focusing on more stable and
semantically meaningful features. This interpretation explains the phenomena observed with robust
models, such as the trade-off between accuracy and robustness [13, 32, 34, 35, 40, 42, 46, 47],
perceptually-aligned gradients [1, 4, 7, 17, 18, 26, 38, 39, 42, 48], and enhanced transfer learning
capabilities [1, 12, 37, 43].

Perturbation learning' [22] provides empirical support for the feature hypothesis. In perturbation
learning, the dataset appears entirely mislabeled to human perception. However, the hypothesis
suggests that adversarial perturbations in the dataset include label-aligned class features. Indeed, it has
been observed that classifiers trained through perturbation learning can extract generalizable features
from these perturbations and achieve high test accuracy (e.g., 92% for MNIST [11], 54% for Fashion-
MNIST [45], and 77% for CIFAR-10 [27]), empirically justifying the feature hypothesis [22, 28].

While the feature hypothesis and perturbation learning are empirically effective in understanding
adversarial examples, their theoretical foundations are very limited. Only one recent study [28]
theoretically demonstrated that perturbations contain class features and that classifiers can generalize
from them. However, their results relied on stringent conditions (e.g., mutually orthogonal training
samples), which might not fully explain the success of perturbation learning in diverse settings.

In this study, for wide two-layer networks, we obtain results equivalent to those in [28] under more
relaxed conditions (cf. Section 3.4). We provide the first theoretical justification for the feature
hypothesis and perturbation learning under any data distribution and in a mild training setting.

2.2 Theoretical Framework: Lazy Training

Theoretical analysis of neural networks is generally challenging due to the non-convex nature of
the loss surface. To address this, recent studies have focused on the lazy training regime, where the
parameters of neural networks hardly change during training [5, 6, 9, 20, 25, 30, 33, 44, 49]. In this
regime, neural networks behave almost linearly around their initialization, simplifying the learning
dynamics. One of the key observation in lazy training is that, in wide two-layer neural networks, most
derivatives of hidden outputs through (Leaky-) ReLU activation remain constant during training [30],
which forms the basis of our theoretical framework (cf. Section 3.3). This observation has been
extended to show that the neural tangent kernel remains invariant during training [2, 3, 14, 15, 23, 29].

In contrast, the feature learning regime, where parameters move significantly away from their
initialization, has been explored in various studies [9, 20, 44]. Prior work on justifying perturbation
learning [28] employs the feature learning regime, building on related findings in this area [19, 24, 31].
In our study, we adopt the lazy training regime and relax several conditions assumed in previous
work [28] by introducing a wide width assumption (cf. Tab. 1). This adjustment is enabled by
differences in the theoretical tools used.

3 Theoretical Results

Notation. For n € N, let [n] := {1,...,n}. For 21, zo € R%, we denote the Euclidean norm by ||z |
and the inner product by (21, z2). Vectors z; and 25 are called parallel and are denoted by z; // z5 if
there exists C' € R such that z; = Cz. Let N'(u, 02) be the Gaussian distribution with mean p € R
and variance o2 > 0 and U(S) be the uniform distribution on a set S C R. We use (- ), ©(-), and
O(-) only to hide constant factors, and Q( - ), ©( - ), and O( -) to hide polylogarithmic factors.
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Table 1: Comparison with existing work [28]. With a wide network assumption, we improve the
existing results from the perspective of data distribution, perturbation design, training time, loss
function, and network architecture. Note that the non-bias and leaky-ReLU assumptions of [28] are
critical for deriving their results. A detailed comparison can be found in Section 3.4.

[28] Ours
Training samples Mutually orthogonal Any
Perturbation type Oracle-based Standard gradient-based
Perturbation budget Unrealistically tight Any
Training time Infinite Any
Loss function Exponential or logistic ~ Differentiable, non-decreasing
Network bias Not available Available
Activation Leaky-ReLLU ReLU and Leaky-ReLU
Network width Any Sufficiently wide (but finite)
Theoretical framework Feature learning Lazy training
Common Binary classification, two-layer network, gradient flow

3.1 Problem Setup

In this study, we consider the dynamics of perturbation learning in binary classification problem
with a two-layer neural network trained by gradient flow. First, we formally define the perturbation
learning framework. The outline of perturbation learning is as follows: (i) train a classifier on
correctly labeled clean samples, (ii) create adversarial samples based on the trained classifier, and
(iii) train another classifier on the mislabeled adversarial samples.

Network trained on correctly labeled clean samples. We consider a two-layer neural network f :
RY - R. LetV := (v1,...,0,) € R™*%and a := (a1,...,am,)" € R™ be the hidden weight
and bias, respectively. We also describe V' := (Vj;)1<i<m,1<j<d- Let a := (o, ... ,am) | €R™
be the readout weight. While V' and a are trainable, « is fixed during training. Denote the trainable
parameters by Oy o := {V, a}. We initialize V;; ~ N (0,1/d), a; ~ N'(0,1), and o; ~ N(0,1/m)
for each ¢ € [m] and j € [d]. The activation function is either ReLU or Leaky-ReLU ¢(z) :=
max(yz, z) for v € [0, 1). Finally, the network is given by f(x;0v q) := Y v ci¢((vi, ) + a;).

Network trained on mislabeled adversarial samples. Similarly to f, we define a network trained
on mislabeled adversarial samples as g(x; Ow p) := >, Bid({w;, ) + b;). Note that the initial-
izations of f and g are independent.

Loss function. We consider a differentiable, non-decreasing loss function ¢ : R — R, satisfying
¢ (z) > 0 for any z € R. Examples of such loss functions include the identity loss ¢(z) := z,
exponential loss £(z) := exp(z), and logistic loss ¢(z) := In(1 4 exp(z)).

Training. We here describe the training process of the network f on correctly labeled clean samples.
The training of g is similarly defined. Let D := {(x,,, yn)}_; C R? x {£1} be a correctly labeled
training dataset. The loss over D is defined as L(0v o;D) := (1/N) Zgzl U=ynf(Tn;0v.a)).
The network parameters are updated by gradient flow d@v (t)/dt := — 0L(Ov 4(t); D)/00v 4.
where ¢ > 0 is the training time. We consider Ty > 0 training steps, producing f( -; 0v o(T)). For
notational simplicity, we write f(-;t) := f(-;0v (1))

Note that we do not consider whether f( -; ) perfectly classify D. We discuss whether the classifier
g, trained on adversarial examples crafted via f(-;T), can mimic the predictions of f( ;7).

Adversarial perturbations. We consider a single-step gradient-based perturbation, which is a
common perturbation design [21]. An adversarial example 2V € R? and its corresponding
adversarial perturbation r,, € R? are defined as follows:

o Vet (@a; Ty))
IV, L=y f (s Tr)

where € > 0 is the perturbation constraint and y2?V € {+1} is the target label. The adversarial
(2, T) under the constraint ||7,, | < e.

perturbation 7,, on x,, is designed to increase y2d¥

adv . __ .
X, =Ty Ty, T, =

ey
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Mislabeled dataset. We consider two configurations of a dataset D%V for training g. First, we follow
the original perturbation learning approach, where classifiers are trained on adversarial perturbations
superposed on natural images, i.e., D> := {(z2%",424V)})"_ | This setting helps to understand
the prior perturbation learning process. Second, we directly consider learning from perturbations
rather than adversarial examples, i.e., D := {(r,,,y24)}V_, . This setting directly addresses the
question of whether classifiers can generalize from class features in perturbations.

Summary. The problem setting is summarized as follows:

Setting 3.1 (Perturbation learning). Independently initialize V;; ~ N'(0,1/d), W;; ~ N(0,1/d),
a; ~N(0,1), b; ~ N(0,1), a; ~ N(0,1/m), and 3; ~ N(0,1/m) for each i € [m] and j € [d].
Train a two-layer neural network f parameterized by 6y o with (-scaled Leaky-) ReLU on a dataset
D := {(zn, yn)}Y_, using gradient flow with a loss £(0v 4; D) for training time 7 > 0. Create a
dataset D24V by one of the following procedures with {y24VIN | € {+1}V:

n =il
Scenario (a) D = {(ry, y2 )M, ©))
Scenario (b) DY = (a2, o) 3

Train a two-layer neural network g parameterized by Oyy 3 on the dataset D24V ysing gradient flow
with a loss £(0w ; DY) for training time 7}, > 0.

Our interests are (i) the relationship between perceptually-noise-like adversarial perturbations
{r,})_, and clean training samples {(z,, 1) }N_; (cf. Theorem 3.3), and (ii) whether the classifier
g(-;Ty) trained on the adversarial perturbations or samples D2V can mimic the predictions of the
classifier f(-;Ty) trained on the clean samples D (cf. Theorems 3.4 and 3.5).

3.2 Main Results
For z1, z5 € RY, we use (21, 22) € (v(1 +7)/2, (1 + 7)/2] defined as (cf. Lemma C.4):
(21, 22) := Epn(0,1/d),a~n0,1) [0 (v, 21) + a)d' ((v, 22) + a)], “)

where ¢/(z) := d¢(x)/dz. First, we introduce an assumption on network width.

Assumption 3.2 (Wide network). Network width m satisfies

N T My 2
m >0 dQ{]lvnz_:l(/ofé’(ynf(a:n;t))dt+/0 f’(yidvf(m;;t))dt>} ;)

where x/, := r, for Scenario (a) and ! := wid" for Scenario (b) in Setting 3.1. In particular,
m > O(d*(Ty + T,)?) for £(s) = s.

This assumption requires sufficiently large width m that regularizes the variations in parameters
and forms the basis of lazy training (cf. Section 3.3). The width is always required to grow with
the speed of the squared input dimension d?. The relationship between the width and two training
times, 7' and T}, depends on the training set {(,, y,)}_, and loss function . For example, if the
training set is easily separable and the loss has an exponential tail, the derivative of the loss function
might decrease rapidly with training time ¢ and small m is enough to satisfy the assumption. For the
identity loss, m is consistently required to satisfy Q(d?(Ty + T,)?). Note that the required values
of Ty and T}, (and the corresponding m) for a desirable loss value remain an open question in the
community. Our experimental results show that m =~ 100 is sufficient to verify our theorems for
high-dimensional Gaussian distributions. Under this assumption, we consider the direction of the
adversarial perturbation.

Theorem 3.3 (Direction of adversarial perturbation). Let 6 = ©(1) be a small positive number.
Under Assumption 3.2, for any n € [N], with probability at least 1 — ¢, the adversarial perturbation
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Figure 2: The regions where Inegs. (9) and (10) and Eq. (11) hold (colored areas) and their intersection.

T, is parallel to the weighted sum of training samples as follows:
N T
1 o
roll Yo me@n e [ €y f(onit)de+n, ©)
k=1 U
where &, satisfies ||€,|| = O(1). In particular, for ((s) = s,

T N
ol 5 D k(@ i) + €n. )
k

Note that the confidence level § only logarithmically affects the norm of the remainder term &,,. This
theorem indicates that the direction of a single perturbation can be represented as the weighted sum
of yrxy and remainder term &,,. Interestingly, this result suggests that a single perturbation derived
from a classifier and sample can potentially contain information about the entire training dataset
{(xn, yn) ;. Particularly, in some cases (e.g., training samples are mutually orthogonal), y T,
are not cancelled out by each other, and thus the single perturbation r,, contains all training data
and labels without loss of information.” These results theoretically support the feature hypothesis.
Consider the case with the identity loss. While the norm of the first term is O (7T \/d), the norm of

the remainder is constrained to @(1) suggesting that larger training time 7 and input dimension d
strengthen the alignment between the perturbation and weighted sum.

Then, we consider the learning solely from these perturbations. The following theorem is a special

case of Theorem D.17, which addresses a broader loss class and any sampling of y24v € {+1}.

Theorem 3.4 (Perturbation learning, Scenario (a), special case of Theorem D.17). Consider Sce-
nario (a) in Setting 3.1. Assume {(s) = s and y>¥ ~ U({%1}) for every n € [N]. Let § = ©(1)
be a small positive number and

N N N
A 1 R 1
f(z) = N 712::1 yn(b(mnv Z)<$n, Z>, ga(z) = m nz::l @(rm Z) ; ykq)(m'm mk)<mk7 Z>. (8)
Under Assumption 3.2, for any z € R?, if
A ~ 1
(Functional margin condition 1) |f(z)] > O(l + T)’ 9)
f
(1 /1 1
Functional margin condition 2 04.(2)| >0 =+ —| =+ —=) |, 10
( : ) e (Tf 2 (F W)) (10)
(Agreement condition) sgn(f(z)) = sgn(ga(2)), (11)

then, with probability at least 1 — 6, sgn(f(2z;Ty)) = sgn(g(z;Ty)) holds.

Note that the confidence level ¢ only logarithmically affects the right terms of Ineqgs. (9) and (10),
which is why these terms appear independent of §. This theorem states that the predictions of a
classifier g trained solely on adversarial perturbations {(r,,,y24)}V_, coincide with those of a
classifier f trained on standard training samples {(z, 3, ) }_; if the three conditions hold. The two

*Recall ®(x,, z1) > 0.
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functions, f and g, which govern these conditions, can be viewed as key components that significantly
influence the predictions of f and g (cf. Section 3.3). The conditions can be interpreted as follows.

Geometrical perspective. The functional margin conditions, Inegs. (9) and (10), require the func-
tional margins of f and § to exceed certain thresholds. In the input space z € R?, these conditions
correspond to regions far from the decision boundaries f (2) =0and §(z) = 0 (Fig. 2(a) and (b)).
In a d-dimensional space, Lo-distance scales with Vad, making the right terms of Inegs. (9) and (10)
relatively small when the perturbation size € = ©(+/d); hence, a larger d facilitates the satisfaction of
these conditions. Furthermore, Eq. (11) necessitates the agreement of the signs of these two decision
boundaries (Fig. 2(c)). Consequently, the region where all conditions hold, i.e., where the prediction
match occurs, can be characterized by the two piecewise linear functions (Fig. 2(d)).

Quantitative perspective (functional margin conditions). A large perturbation size ¢ facilitates
the satisfaction of Ineq. (10). In high-dimensional spaces, achieving the required margin conditions
demands perturbations of at least (1/d) in magnitude, aligning with empirical scaling laws for Ly
perturbations. However, increasing e alone is insufficient for the satisfaction because the right term
of Ineq. (10) has an e-irrelevant term O(1/T}). Assume € = ©(v/d). The absolute values of f and
g grow with O(d) due to (z, z), while the right terms of Inegs. (9) and (10) are independent of d.
Thus, a larger d consistently facilitates the satisfaction. The training times 7'y and T}, can reduce the
right terms, but these terms contain time-independent terms O(1) and O(1/+/N), indicating that
longer training times do not necessarily guarantee the satisfaction. A large sample size /N also helps
to satisfy Ineq. (10), but similarly, it is not sufficient. In summary, while a larger input dimension d
consistently support the success of perturbation learning, a larger perturbation size €, sample size N,
and training times Ty, T, provide partial, but not definitive, benefits.

Quantitative perspective (agreement condition).’ It is difficult to interpret the agreement condition,
Eq. (11), in its current form. We consider the following sufficient condition (cf. Lemma D.19):

N
(T 1—
‘Z"ZlyN@ 2)| >——7 o Eqdl, (12
A( xn,z)|  1+7
maXgpec{x,,....en,z} anl Lp, T n
e |lz1]]2llz2]? — (21, 22)% +d| 21 — 222
Mz1,20) i =1— 4 — =0(1). 13
(=1, 22) ¢ o T PllzalP + (er, 22 + dlles + w2 422~ O (19

Note that the left term can exceed one as A(z1, z2) lies in (0.34, 1]. It is clear that a large negative
slope of Leaky-ReLU ~ facilitates the satisfaction. The magnitude of the left term depends on the
consistency of the correlation (inner product) between z and y,,x,, for every n. For example, when z
consistently exhibits a positive or negative correlation with y,,x,,, the left term exceeds one, and the
condition is satisfied. In contrast, if z positively correlates with half of the samples and negatively
with the other half, the left term may output a small value, and the condition is not satisfied. In
summary, the agreement condition depends on the consistency of the correlation between z and
Ynn.

Finally, we justify the success of perturbation learning in Scenario (b).

Theorem 3.5 (Perturbation learning, Scenario (b), special case of Theorem D.18). Consider Sce-
nario (b) in Setting 3.1. Assume {(s) = s and y>¥ ~ U({%1}) for every n € [N]. Let § = (1)
be a small positive number and

1 N N
gb(z) = ﬁZ(ﬁ(midvuz)Zykq)(wn7wk)<wk7z>' (14)
n=1 k=1

Under Assumption 3.2, for any z € RY, if the functional margin condition 1 (Ineq. (9)),

Va1 JEN(@az)+1)2

[ 1
(Func. margin cond. 2) l9s(2)] > O T + T, + I , (15)
(Agreement condition) sgn(f(z)) = sgn(gs(z)), (16)

3One can analyze the agreement condition by using the relationship between ® and the arc-cosine kernel [10].
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then, with probability at least 1 — 6, sgn(f(z;Ty)) = sgn(g(z;Ty)) holds.

This is a special case of Theorem D.18, which addresses differentiable, non-decreasing losses and
any sampling of y24V € {£1}. Similarly to Theorem 3.4, this theorem states that the predictions

n
of a classifier g trained on randomly labeled adversarial examples { (22, y24)}N | coincide with

n
those of a classifier f trained on standard training samples {(a,,, y,,) }._, if the three conditions hold.
Functional margin condition 1 is consistent with that in Theorem 3.4, i.e., Ineq. (9). The definition of
gv(2) is slightly different from g, (z) in Theorem 3.4, with r,, replaced by £24¥. Due to this change
in the definition of §,(z), functional margin condition 2, Ineq. (15), and the agreement condition,

Eq. (16), slightly differ from those in Theorem 3.4.

Assume € = O(+/d). Similarly to Ineq. (10), the left term of Ineq. (15) grows with O(d) due to the
inner product. In contrast to Ineq. (10), the right term of Ineq. (15) includes a term that grows with

\/ij(@:m z) 4+ 1)2/N = O(d/+/N). This suggests that Scenario (b) necessitates a larger sample
size N than Scenario (a) to mitigate the effect of d.

Furthermore, Egs. (11) and (16) hold simultaneously (i.e., sgn(f(z)) = sgn(g.(z)) = sgn(gy(z)))
if Z,ivzl Y@ (X, Tk ) (@), 2) outputs the same sign for any n. This indicates that there might exist
regions where the prediction match is observed regardless of the scenarios, and these regions are
partially determined by the n linear boundaries. Note that Ineq. (12) also serves as a sufficient
condition for Eq. (16), and the quantitative analysis for Eq. (11) can be applied to Eq. (16) as well.

3.3 Sketch of Proof

In this section, for simplicity, we provide a sketch of the proof for Theorems 3.3 and 3.4 with infinite
network width m — oo, networks without biases, and identity loss. A proof for the general case can
be found in Appendix D.

Lazy training. First, we introduce the concept of lazy training, where network parameters and
outputs of hidden neurons change negligibly during training when the network width is sufficiently
large [9, 30]. Since a readout weight «; is sampled from N (0, 1/m), from gradient flow, for any
z e R4,

</0Tf dv(;t(t) dt,z>| = :@(df%f). (17)

Therefore, as m — oo, the inner product between the time variation of a hidden parameter and an
input approaches zero. This suggests that the sign of the output of a hidden neuron do not change:

Tf v; m— o0
sgn<<vi<Tf>,z>>:sgn(<vi<o>,z>+< s (;f“dt,z>)—>sgn<<v¢<o>,z>>. 18)

1 & Ty
T ng\dbin, ! i s n d
N;ya@ z) ; ¢’ ((vi(t), ) dt

Therefore, ¢’ ((v;(T¥), z)) = ¢'((v;(0), 2)). Recall ¢(z) := max(yz, z).

Theorem 3.3. From the perturbation definition Eq. (1), the perturbation 7, is parallel to
Ve, f(@n; V(Ty)). Using ¢'((vi(T5), 2)) = ¢'((v:(0), 2)),

. LN (o | 1 du(t)
rn//vwnﬂwn,vm))—;am(wxom»(vxow = dt). (19)

The first term is constrained to O(1). Let ®(x,,,x;) = Eyonr0,1/a)[0" (0, 20)) 9 ((v, 21))].
Using 31" a2¢/ ((v;(0), )¢’ ((0;(0), xk)) = ®(x,,, 2)) as m — oo, the second term becomes

3 7 dv, Ty &
;ai¢’(<vi(0),ﬁcn>)/o v;(t) dt = ﬁf ;yk‘b(wn,mk)mk. (20)

dt

Theorem 3.4. Similarly to the above, we can represent the adversarial perturbation r,, as follows:

— adv anf(wn’V(Tf)) ~Q< € ) adv al 10 21
Tn 1= €Yy vanf(mn,V(Tf))” N\/& Yn ;yk (wn7wk)<wkaz>' ( )
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Assuming 3 ;¢ ((0;(0), 2))(v;(0),2) = O(1) = 0 for simplicity, the network prediction
f(z; V(Ty)) trained on {(z,,, y») }5)_; can be represented as follows:

f(zV(Ty)) ch v;(0), 2)) (0(T), nyn (T, 2) (@0, 2),  (22)

and sgn(f(z; V(T}))) = sgn(zg 1 Yn®(®s, 2){xn, 2)). In addition, g(z; W (T})) trained on
{(r, y2IV)}N_| can be represented as follows:

N
9(z; W(T,)) ~ (N%f) ZCD T, 2 )Zyk¢(mn,wk)<wk,z>, (23)
k=1

and sgn(g(z; W(Ty))) = sgn(Zf 1 ®(rp, 2) Zivzl Y P(@n, Tk ){(xk, 2)). Thus, if the agreement
condition Eq. (11) holds then sgn(f(z; V(T}))) = sgn(g(z; W (Ty))).

Formal proof. In the above sketch of proof, we have introduced several approximations. Rigorous
evaluations are provided in Appendix D. For example, in the sketch, we assumed m — oo, ensuring
that the signs of all hidden layer outputs remain unchanged. In contrast, the formal proof derives a
bound on the width m that ensures that the number of hidden neurons with flipped signs is at most
O(y/m), which makes the discussion (e.g., about Egs. (18) and (19)) more complicated. Moreover,
in Eq. (21), we neglected the first term of Eq. (19), but the formal proof carefully considers the
impact on the subsequent steps. The functional margin conditions arise from the evaluation of these
remainder terms.

3.4 Comparison with Prior Work and Limitations

In this section, we compare our results with [28] and discuss the limitations of our work. In
summary, our results justify the feature hypothesis and perturbation learning under substantially
milder conditions than [28], except for network width (cf. Tab. 1). The assumption of wide two-layer
networks is our main limitation.

Goals, results, and tools. The goals of our work and [28] are the same: justifying the feature
hypothesis and perturbation learning. The conclusions drawn are also equivalent. However, our
assumptions are much milder than theirs. This is due to the differences in the analytical approaches.
While they leverage research on feature learning [19, 24, 31], we utilize the concept of lazy training [9,
30], which enables us to substantially relax the conditions.

Data distribution. Prior work imposes a strong assumption that training samples with/without
adversarial perturbations are mutually orthogonal, i.e., (x,,, z;) ~ 0 and (2, 2V) ~ 0 for any
n # k. This condition is stringent and is hard to hold for real-world datasets Moreover, it may not
even hold for data sampled from a zero-mean Gaussian distribution in some common situations (e.g.,
the sample size is sufficiently larger than the dimension). We do not impose any assumptions on
the data distribution. This is the first result that theoretically supports the feature hypothesis and the

success of perturbation learning on realistic data distribution.

Perturbation design. Prior work defined the perturbation form using the decision boundary of a
classifier. However, this is not only uncommon but also theoretically computable only in limited

problem settings. Additionally, they constrained perturbation size to ¢ = ©(y/d/N ), which becomes

unrealistically small for a large sample size and is far from the practical constraint e = @(\/3)
We employ a single-step gradient-based method [21], which is commonly used in practice, and the
perturbation constraint can be set arbitrarily.

Training time, loss function, network bias, and activation. First, it should be noted that these
constraints are critical for deriving the results in [28]. This is because their theoretical framework [19,
24, 31] substantially requires the above conditions. We consider arbitrary training time, a wide class
of loss functions, and (Leaky-) ReLU networks with bias availability. In contrast, they considered
infinite training time, loss functions with exponential tails, homogeneous neural networks (thus
requiring no bias), and Leaky-ReLU networks (the theorem becomes harder to hold as the negative
slope of Leaky-ReLU approaches zero), which are essential for deriving their results (cf. the proofs
of Theorem 4.4 in [31] and the proof of Theorem 3.2 in [19]).
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Figure 3: Accuracy on the mean-shifted Gaussian dataset in Scenario (a). The blue lines represent
accuracy of the classifier f on D, i.e., training accuracy. The orange lines represent accuracy of the
classifier g on D.

Limitations. Compared to [28], our main limitation is the requirement for sufficient, though finite,
network width. Moreover, our analysis is confined to two-layer networks, a common constraint
in previous work. In practice, perturbation learning often employs deeper, and not necessarily
wider, networks, which limits the direct applicability of our theoretical insights to more complex
architectures. This assumption of a shallow network introduces another limitation. While deep neural
networks typically capture high-level features from images and adversarial attacks are considered
to exploit them, our framework focuses solely the low-level features (i.e., x,, itself) in adversarial
perturbations and their extraction through perturbation learning, as shown in Theorems 3.3 to 3.5.
Relaxing the shallow network constraint may allow us to capture a broader set of features present in
adversarial perturbations. Despite these limitations, our work is the first to rigorously support the
feature hypothesis and validate perturbation learning under realistic data distributions, perturbation
designs, and training settings, marking a substantial advancement in the theoretical understanding of
adversarial examples.

4 Experiments

A comprehensive set of experiments conducted to validate our theorems can be found in Appendix B.
In this section, we briefly present two results that confirm Theorem 3.4. As a training dataset
D := {(xn,yn) }_,, we employed a synthetic training dataset to easily change the input dimension,
which effectively helps perturbation learning in both scenarios, as predicted by our theorems. Note
that the perturbation learning on real-world datasets can be found in the literature [22, 28]. We
generated synthetic data and labels from the mean-shifted Gaussian distribution as follows: {z,, }_;
are independently sampled from AV (0.3 X y,, x 1, 1), and y,, is set to one if n € [N/2] and minus
one otherwise. The experimental settings are as follows: d = 100, N = 1,000, m = 100, v = 0,
l(s) :== s, ¢ = 0.01, and the number of training steps is set to 1,000 for both f and g. The
experimental results for perturbation learning under Scenario (a) are shown in Fig. 3. A high input
dimension facilitates the alignment between f and g. Our theoretical results assume a wide network
width, and Fig. 3 indicates that a sufficiently large width consistently stabilize the alignment.

5 Conclusion

We provided a theoretical justification for perturbation learning and the feature hypothesis. We
demonstrated that adversarial perturbations contain class-specific features sufficient for networks
to generalize from. Moreover, we revealed that the predictions of a classifier trained solely on
these perturbations or mislabeled adversarial examples coincide with those of a classifier trained on
correctly labeled training samples under three mild conditions. Except for wide two-layer networks,
our assumption is substantially milder than prior work [28].
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A Comparison with Prior Work

In this section, we compare our findings with those of prior work [28] and highlight new insights
beyond technical contributions.

A.1 Feature Hypothesis (Theorem 3.3)

Our result offers a new insight into the alignment between perturbations and training samples through
the residual term &,,. The direction of a perturbation vector comprises two components: a weighted
sum of the training samples (the main term) and a residual term. Our result suggests that as the input
dimension increases, the residual term becomes smaller than the main term, thereby enhancing the
alignment. In other words, perturbations more robustly encode class-specific features. This insight is
unattainable in prior research due to the absence of a residual term in their limited problem setting.

Additionally, our finding suggests that extended training time reinforces the directional alignment
between perturbations and training samples. This concept is supported by practical intuition and
experience but not addressed in prior work.

Our result further introduces a coefficient, ®(x,,, ), for each adversarial perturbation. The coeffi-
cient ®(x,,, x)) depends on the slope of the activation function and the similarity between «,, and
x (cf. Eq. (4)). This suggests that training samples with higher similarity to each other exhibit
a stronger influence within a perturbation. Although prior work includes similar coefficients, they
cannot be explicitly computed.

A.2 Perturbation Learning (Theorems 3.4 and 3.5)

Our result establishes an explicit connection between the success of perturbation learning and training
factors, such as training time 7', perturbation size ¢, input dimension d, sample size N, and confidence
level 8. This result enhances our understanding of how these factors influence perturbation learning.
For example, perturbation learning is more likely to succeed with a larger input dimension d and
sample size IN. Notably, our findings indicate that while a larger d consistently facilitates successful
perturbation learning, a larger IV alone is insufficient. In contrast, existing research does not elucidate
the roles of these variables, merely showing that success is achievable when both d and IV approach
infinity.

B Experimental Settings and Other Results

B.1 Datasets

We utilized two synthetic datasets and two widely used datasets, MNIST [11] and Fashion-
MNIST [45]. The first synthetic dataset is derived from a zero-mean Gaussian distribution: {mn}ﬁ’:l
are independently sampled from N(0, I') and {y,, })_, are independently sampled from U ({#1}).
The second synthetic dataset is based on a mean-shifted Gaussian distribution: {z,, }_; are indepen-
dently sampled from /(0.3 X y,, x 1, I') and y,, is set to one for n € [IN/2] and minus one otherwise.
We used data only from classes 1 and 2 in MNIST (i.e., digits 1 and 2) and those from classes 0 and 9
in Fashion-MNIST (i.e., T-shirt and ankle boot). To measure the agreement ratio between network
predictions from standard training and perturbation learning, for the real-world dataset cases, we used
standard test datasets, and for the synthetic dataset cases, we used 1,000 samples independently and
identically sampled according to the training data distribution.

B.2 Settings

In this section, for notational simplicity, we denote the number of training epochs in standard training
by T’y and in perturbation learning by 7,. Note that the original definitions of T and T} are
continuous training steps in gradient flow, i.e., gradient descent with an infinitely small learning
rate (cf. Section 3.1), which is conceptually distinct from the discrete steps in gradient descent with
finitely small learning rates in practice. In addition, we denote the learning rates in standard training
and perturbation learning as 7y and 7, respectively.
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We used non-stochastic gradient descent (i.e., each gradient calculation uses the entire dataset) with
0.9 momentum and the learning rate scheduler that multiplies a learning rate by 0.1 when a training
loss has stopped improving during 10 epochs. For Figs. 3 to A12, we selected the best accuracy,
agreement ratio, and cosine similarity from training with multiple initial learning rates.

In Figs. A4 to All, the blue lines represent the accuracy of the classifier from standard training
on the training dataset {(, y,)}2_,. Namely, these mean the training accuracy of f(-; 7). The
orange lines represent the accuracy of the classifier from perturbation learning on the standard (clean)
training dataset {(z,,, ¥, ) })\_, rather than the perturbed dataset {(x21V, y24V)}_, . Namely, these
mean the ratio that counterintuitive generalization occurs. Note that the orange lines stay around fifty
percent (chance accuracy) if adversarial perturbations are not included in {24 }N_, (cf. € = 0 in
Figs. A4 to A11). The green lines represent the agreement ratio between predictions f(-;T}) and

g(-;T,) on a test dataset.

The cosine similarity in Fig. A12 is the average one between the experimentally calculated adversarial
perturbation and the theoretically predicted one (cf. Eq. (1)) across all n. The blue lines are the same
as those in Figs. A4 to Al1.

The two axes in Fig. A13 are the normalized average vectors of samples from the positive and
negative classes, respectively. The blue circles and orange crosses correspond to the projections of
positive and negative samples onto these axes. The gray and green areas indicate regions where two
predictions are consistent and inconsistent, respectively. The red solid lines represent f (z) = 0. The
black dashed lines represent g, (z) = 0 in Scenario (a) and §,(z) = 0 in Scenario (b).

Mean-Shifted Gaussian and Scenario (a). A common experimental setting for the mean-shifted
Gaussian dataset and Scenario (a) in Figs. A4 and A12 is as follows: input dimension d = 100,
hidden dimension m = 100, activation function slope v = 0, number of training samples N = 1, 000,
loss function £(s) = s, training epochs in standard training 7'y = 1, 000 and in perturbation learning
T, = 1,000, perturbation size ¢ = v/d x 0.001?2 = 0.01, and learning rates in standard training
1y = 1 or 0.1 and in perturbation learning 7, = 1 or 0.1. However, for the comparison of T (i.e.,
the graph in the fourth row and the first column in Fig. A4), we set 1)y only to 0.1. For the comparison
of d (i.e., the graph in the first row in Fig. A4), we employed ¢ = v/d x 0.0012. In Fig. A13, we used
d =100, m = 100, v = 0, N = 1,000, {(s) = s, Ty = 100, T, = 100, ¢ = v/d x 0.0012? = 0.01,
Ny =1,and ng = 1.

Mean-Shifted Gaussian and Scenario (b). A common experimental setting for the mean-shifted
Gaussian dataset and Scenario (b) in Figs. A5 and A12 is as follows: d = 5,000, m = 100, v = 0,
N =10,000, £(s) = s, Ty = 1,000, T, = 1,000, ¢ = v/d x 0.012 = 0.7, ny = 1 or 0.1, and
ng = 1 or 0.1. However, for the comparison of T (i.e., the graph in the fourth row and the first
column in Fig. A5), we set 1y only to 0.01. In addition, for the comparison of T (i.e., the graph
in the fourth row and the second column in Fig. AS), we set 7, only to 0.01. Furthermore, we set
ny =10, 5,1, 0.1,0.01 and n, = 10, 5, 1, 0.1, 0.01 for the evaluation with the logistic loss (i.e., the
graph in the first row and the second column in Fig. A5). For the comparison of d (i.e., the graph in
the first row in Fig. A5), we employed ¢ = v/d x 0.012. In Fig. A13, we used d = 100, m = 100,
v=0,N =5,000,4¢(s) =s, Ty =100, T, = 100, e = v/d x 0.012 =0.1, py = 1,and n, = 1.

Zero-Mean Gaussian and Scenario (a). A common experimental setting for the zero-mean Gaussian
dataset and Scenario (a) in Figs. A6 and A12 is as follows: d = 10,000, m = 100, v = 0,
N = 10,000, ¢(s) = s, Ty = 1,000, T, = 1,000, ¢ = v/d x 0.0012 = 0.1, ny = 1 or 0.1, and
ng = 1 or 0.1. However, for the comparison of T (i.e., the graph in the fourth row and the first
column in Fig. A6), we set 1y only to 0.1. For the comparison of d (i.e., the graph in the first row

in Fig. A6), we employed ¢ = v/d x 0.0012. In Fig. A13, we used d = 1,000, m = 1,000, v = 0,
N =2,000, £(s) = s, Ty = 1,000, Ty = 1,000, € = v/d x 0.0012 = 0.031, ny = 1, and ny = 1.

Zero-Mean Gaussian and Scenario (b). A common experimental setting for the zero-mean Gaussian
dataset and Scenario (b) in Figs. A7 and A12 is as follows: d = 10,000, m = 100, v = 0,
N =10,000, {(s) = s, Ty = 1,000, Ty, = 1,000, e = v/d x 0.12 =10, = 1or0.1,andn, = 1
or 0.1. However, for the comparison of T (i.e., the graph in the fourth row and the first column in

Fig. A7), we set 1) only to 0.1. In addition, for the comparison of T}, (i.e., the graph in the fourth row
and the second column in Fig. A7), we set 1, only to 0.1. For the comparison of d (i.e., the graph in

the first row in Fig. A7), we employed ¢ = v/d x 0.12. In Fig. A13, we used d = 1,000, m = 1, 000,
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v =0, N =10,000, {(s) = s, Ty = 1,000, T, = 1,000, e = v/d x 0.012 = 0.31, ny = 0.1, and
ng = 0.1.

MNIST and Scenario (a). A common experimental setting for MNIST and Scenario (a) in Figs. A8
and A12 is as follows: m = 100, v = 0, £(s) = s, Ty = 100, T, = 100, ¢ = v/784 x 0.012/2 =
0.14, ny = 0.01 or 0.001, and 1y = 0.01 or 0.001. In Fig. A13, we used m = 1,000, v = 0,
U(s) = s, Ty =100, T, = 100, e = v/784 x 0.012/2 = 0.14, ny = 0.01, and ny = 0.01.

MNIST and Scenario (b). A common experimental setting for MNIST and Scenario (b) in Figs. A9
and A12 is as follows: m = 100, v = 0, £(s) = s, Ty = 100, T, = 100, e = v/784 x 0.012/2 =
0.14, ny = 0.01 or 0.001, and 7, = 0.01 or 0.001. In Fig. A13, we used m = 1,000, v = 0,
{(s) =s,Tf =1,000,T, = 1,000, e = /784 x 0.012/2 = 0.14, ny = 0.01, and n, = 0.01.
Fashion-MNIST and Scenario (a). A common experimental setting for Fashion-MNIST and
Scenario (a) in Figs. A10 and A12 is as follows: m = 100,y = 0, {(s) = s, Ty = 100, T,, = 100,
€ = V784 x0.012/2 = 0.14, n; = 0.01 or 0.001, and 1, = 0.01 or 0.001. In Fig. A13, we used
m = 1,000,y =0, £(s) =s, Ty = 100, T, = 100, € = /784 x 0.012/2 = 0.14, ny = 0.01, and
1y = 0.01.

Fashion-MNIST and Scenario (b). A common experimental setting for Fashion-MNIST and
Scenario (b) in Figs. A11 and A12 is as follows: m = 100, v = 0, {(s) = s, Ty = 100, T, = 100,
e = V784 x 0.012/2 = 0.14, n; = 0.01 or 0.001, and 1, = 0.01 or 0.001. In Fig. A13, we used
m = 1,000,y =0, {(s) =s, Ty =100, T, = 100, ¢ = v/784 x 0.12/2 = 1.4, n; = 0.001, and
ng = 0.001.

C Lemmas
In this section, we derive fundamental properties of random variables.

Lemma C.1 (Properties of Gaussian random variables). Let 0> > 0 be a positive constant. Let
X1,..., X, € Rbem € Niid Gaussian random variables that follow N (0, o2).

(a) For(0 < § < 1, with probability at least 1 — 0,
max | X;| < v/2021n(2m/9). (A24)

(b) LetY1,...,Y,, € [v% 1] be m independent random variables with 0 < v* < 1. Suppose
that Y1, ..., Yy, are independent of X1, ..., X,,. For 0 < 6 < 1, with probability at least

1-39,
b (2 2
< max [ 160° In 5) 128mo? In 5) ) (A25)

iX?n - o’ iE[Yi]

(c) Forexp(—2(ny/m+1)%?/m) < § < 1, with probability at least 1 — 6, there are at most
nvm € [m — 1] instances such that

2
2 1 1
X< |-TCm|1- (WAl [ o)) (A26)
2 m 2m
Proof. Let C' > 0 be a positive constant.
(a) From [36],
02
Plmax | X;| > C] < 2mexp (—22) (A27)
7 g
Thus,
P[max|Xi| > /202 1n(2m/5)] <. (A28)
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Figure A4: Accuracy and agreement ratio on the mean-shifted Gaussian in Scenario (a). The blue
lines represent the accuracy of the classifier f on D := {(x,, yn)}2_;, i.e., training accuracy. The
orange lines represent the accuracy of the classifier g on D. The green lines represent the prediction

agreement between f and g on the test dataset.

(b) For any i € [m],

E[exp(t(X]Y; — E[X]]E[Y]]))]

By Jensen’s inequality,

>

n=2

o "E[(X?Y; + E[X?

Z

n!

=, (XY, - E[X2JE[Y)"

. T;) = (A29)
o0 n 2y, 2 )™
Y E[(X?Y; nI?[XZ JE[Yi])"] (A30)
n=2 .
00 n 2\ 2 )™
0§ CHODLBE
n=2 -
ne—lem mn n 21n -|m
2\ BIXPENT] + BRCIENY

n!
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Figure AS: Accuracy and agreement ratio on the mean-shifted Gaussian in Scenario (b). The
description is the same as Fig. A4.

X onng X2n E[y™
Z B (A33)
Since E[X?"] = 0®"(2n — 1)!! < 2"0?"n! and E[Y;"] < 1
oo
2"t"E[X.2"]IE[Y”] )2 16254
' nz::z n! " RZ:Q * 1 —4to? (A34)
For [t| < 1/(802),
1+ 16807 1+ 32t°0" < exp(32t°c?) (A35)
1—4to? — = oxXp :

Thus, X?2Y; follows SE(640%,80?), where SE(a,b) is a sub-exponential random variable with
parameters a,b > 0. Note that a random variable Z is called sub-exponential with parameters
a,b > 0, SE(a, b), if its moment generating function satisfies

Vi <1, Elexp(t(Z - E[Z])] < xp(%) (A36)

https://doi.org/10.52202/079017-1909 59772



1.00 A, A‘AAAAA ....... AAAAgA, & 1.00 /o—o—o-ou«o—o—o—o‘-zzﬂgg
: 5 A"“ .“A ® .A""‘“A xxc-,
’. .xxxxl( »
0.75 a /.fg, e 0.75 i, —®— Standard
| ,,’Q__Q-&_g?&ig"ﬂx A .~';:£-x-xx": -%-- Perturbation
0.50 === 0.50 XSt A+ Agreement
102 10? 10* 102 10° 10*
Input dimension d Input dimension d (logistic)
=
MO T 1.
& 00 (ST SR SRR S S S S 00 A ‘m_.:ézm-ém&k‘_'é:@éféfég
50 e K= =K = =X = e = =K = =X = =X oo :;xgg,,fx- HagHPIKR- = =X KRKIHIK
Y -@ 3%
2 0.75 ¥, 0.75 Al
@ o i )‘(
= |
o} A/ %
(%) -, 4
<
~ 0.00 0.02 0.04 0.06 0.08 0.10 10° 10 102 103
7;:9; Perturbation size € Hidden dimension m
g 1.00 é\‘ .............. ANgEEEEE Ao X 1.00 x—xxx—fx»»»x—xxxm;x-=§2§g N
5 X m Tt & i1 = N “ %
= 075 0.75 = 3
Q B
= : : 5
e 5 B A
= 050 050 ua ol
C% 1 2 3 4
= 0.00 0.25 0.50 0.75 0.99 10 10 10 10
;5 Slope v Sample size N
1. AAA 1. A
00 PRSI W F ) 00 o o—e-eeseco——a—suaissdtls
........
0.75 ATTTATTATSR X 0.75 %
ol X X .
v Xk
).‘_/-X X————X——X'x‘xxAA
0.50 050 X==-X-oxXE,
10° 10! 102 10° 10! 102
Standard training time T’ Perturbation training time T,

Figure A6: Accuracy and agreement ratio on the zero-mean Gaussian in Scenario (a). The description
is the same as Fig. A4.

By [16], 31" X?Y; follows SE(64ma?,80?). In addition, by [16], Z ~ SE(a, b) satisfies

2
Pl|Z -E[Z]| > C] < 2exp<—% min (%, %)) (A37)

Therefore, with probability at least 1 — 9,

|Z — E[Z]| < max <2b1n(§>,,/2a1n(§>>. (A38)

(c) Let k € [m — 1] be a positive integer. Let Bi(m, p) be the Binomial distribution and Be(p) be the
Bernoulli distribution with p € (0, (k + 1)/m). By Hoeffding’s inequality,

m

> (7)o =Py nimly 2 k1 (A39)

i=k+1
=Pz, zpnBe) | D Zi 2 k+1 (A40)
i=1
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Figure A7: Accuracy and agreement ratio on the zero-mean Gaussian in Scenario (b). The description

is the same as Fig. A4.

Now,

<

cenf-m(£2 1))

exp <—

IP[ there are at least k + 1 instances such that | X;| < C']

m

>

1=k+1

k+1
§exp< Qm(;—]}”
m

PP[ there are at least k + 1 instances such that | X;| < C']
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<T>PN&|<(WP”X”Z(ﬂmZ

11 < C])2>

For § > exp(—%) and P[| X;| < C] < k£L
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_ 2
2(k+1—mp) ) (A41)
m

k+1 (A42)
(A43)
(A44)

"o

2m>’
< 4. (A45)
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Figure A8: Accuracy and agreement ratio on MNIST in Scenario (a). The description is the same as
Fig. A4.

Since the areas of a square with sides of length x and a quarter-circle with a radius of 2x//7 are
the same, and because s% + ¢2 is always larger in the square than in the quarter-circle outside the
common area, an upper bound of erf(z) can be computed as

erf(x / / exp (s +t2)) dsdt (A46)
20/ /7
/ / rexp d9 dr (A47)
1 —exp <3: ) (A48)
T
Thus,
C 202
P[|X;| < C] = erf (\/@) < \/1 exp(ﬂ_a2). (A49)
Therefore,
2 k+1 Iné ’ k+1 Inéd
C< —%1 1 ( i —2n> L P[Xi| < O] < 2L [ZR0 0 (asp)
m

Lemma C.2 (Hoeffding’s inequality). Let s1,...,Sny € R be real numbers and Xy, ..., XN
{£1} be i.i.d. random variables. Suppose that E[X,,] = 0 for every n € [N]. Then, for 0 < § < 1,
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Figure A9: Accuracy and agreement ratio on MNIST in Scenario (b). The description is the same as

Fig. A4.

with probability at least 1 — 6,

Proof. By Hoeffding’s inequality, the claim is established.

(AS1)

O

Lemma C.3 (Expectation of product of derivatives of activation functions, part 1). Denote a

symmetric positive definite matrix by

where a,c > 0 and ac — b > 0. Then,

/ ¢’ (z1)9'( fllfz)

<(1+7)(1—7) (1_
- 4

Proof. The inverse of X is

https://doi.org/10.52202/079017-1909

e ac— b2
21 ac + b?

59776

).

(A52)
2
exp (—%m—'—Elm) dz — %
(A53)
i}—l
T (A54)
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Figure A10: Accuracy and agreement ratio on Fashion-MNIST in Scenario (a). The description is the
same as Fig. A4.

Using y := x/v ac — b2, the quadratic form can be represented as
' X leg =" gy Ty Ty (A55)

Because |0z /0y| = ac — b2,

[ e s

vac — b2 1 +~_
:T/ / &' (y1)d (y2) exp(—inE 1y> dy. (A56)
With z := y; — by2/c,
b b2 b2
TE y—c(yl ?22> + (a >y2 =c2? + <a—?>y§. (AS5T7)

Now,

/_ /_ ¢'(y1)¢’(yz)eXp<—%nyJ‘ly>dy
o] 00 _ 12
= [ o[ oG rmmen(-52) a e (<08 . sy

The integral along z can be computed as

/_00 &' (z + bya/c) exp(—%f) dz
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Figure A11: Accuracy and agreement ratio on Fashion-MNIST in Scenario (b). The description is
the same as Fig. A4.

:/OO exp(—gz )dz +7/—by2/c exp(—%zZ) dz (A59)

—bya/c —00

:/00 exp(—iz ) dz — /—by2/c exp(—gz2> dz
0 0
+7/0 exp(—iz )dz — /_O eXp(—gzg) dz (A60)

—o0 bya/c

00 —bya/c ¢
_ _c 1 _C 2
—(1—|—’y)/0 exp( 5% )dz (1 ’y)/o exp( 5% )dz (A61)
byz/c
_ /T _ _f,e
=(1+7) 5 +(1 7)/0 exp( 57 )dz. (A62)
Using the above equation,
* * / ’ 1 Ty —1
¢ (y1)¢'(y2) exp( —gy Iy | dy
B k3 <, _ac—b2 9
= +74/ 5, /_Oo<i> (yz)exp< 5 y2> dy,
© by2/c c ac — b2
+(1—v)/ d)'(yz)/ exp(—522> dzeXP(— 5 y%) dys (A63)
— 00 0 C

(1 +7)? /oo/bm/c c o, ac—b ,
= 1+ - —-2%)d - dy,. (A64
e TN eXP( 22) zexp| == | dys.  (AG4)
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Figure A12: Standard training accuracy and cosine similarity. The blue lines represent the accuracy
of the classifier f on D := {(zn,yn)}_,, i.e., training accuracy. The orange lines represent the
average cosine similarity between the experimentally calculated adversarial perturbations and the
theoretically predicted ones.

Thus,
/ /
/ / ¢ x1¢> x2) p(_%$T2—1m>dx
_(1+9)?
4
14+7)(1—)Wac—5 [ [bw/e —v?
+( =) 27) ac / / exp(—fz2)dzexp<—ac yg)dyz. (A65)
T o 0 2 2c

Using ¢t := sgn(b)z+/c/2,

bya/c 9 %yz
/0 exp<_§z2> dz = sgn(b)\/g/o exp(—t2) dt (A66)
2
=sgn(b), /2% (1 — erfe <\ / %m) ) (A67)
From [8], with « = \/e/(27),

aex —f 2) <erf E A68
p(——u3) <erfe (/5 ). (AG8)
byz/¢ c ™ b2
_C 2 < /7 (1_ 97 9
/0 exp( 22 )dz =\ 22 <1 aexp( cy2>>. (A69)
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Figure A13: Prediction matching between the classifiers from standard training and perturbation
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positive and negative samples onto these axes. The gray and green areas indicate regions where two

predictions are consistent and inconsistent, respectively. The red solid lines represent f (2) = 0. The
black dashed lines represent g, (z) = 0 in Scenario (a) and g, (z) = 0 in Scenario (b).

Thus,
b 2/C
! exp ——z )dzexp( - )dy2
ac — b? o0 + b2
S@(/O eXp< 2 )dyg—a/o eXp(—Cszé) dyz) (A70)
T (1 2me « 2me
:\/Qjc<§v ac—b2 2V ac+b2) (ATD)
T @
5(\/ac—b2_\/ac+b2)' (A72)
Finally,
¢ (1)’ (w2) LG (1492
|/ / 2m /IS exp( §w 3 :c)dac 1
L1+7)(-1 W—( ( ! “ ) A
2m \/ac—b2 vac + b2 (A73)

(1—1—7 (1=~ /ac—b2
—1- _— A74
ac + b2 (AT4)
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Lemma C.4 (Expectation of product of derivatives of activation functions, part 2). For any z1 #
29 € Rd,

(147)?
4

< 0N =,

'@(21,22) — S 4 Zl,ZQ). (A75)

Proof. By the reproductive property of Gaussian distributions, (v, z1)+a follows (0, ||z1]|?/d+1).
Since any linear combination of (v, z1) + a and (v, z3) + a has a univariate Gaussian distribution,
(v, z1) + a and (v, z2) + a follow a multivariate Gaussian distribution. The covariance matrix ¥ can
be computed as

lz1l?/d+1 (z1,22)/d+1
[<z1, 2Y/d+1 |z|2/d+1 (A76)
Thus, by Lemma C.3, the claim is established. O
D Main Proof
For notational simplicity, we use the following abbreviation for ¢ € [m] and n € [N]:
hyii(2) :=(vi(t), 2) + ai(t), hg.i1(2) :==(wi(t), z) + bi(t), (AT7)
Vrii(2) =0(hyi1(2)), Ug.it(2) = (hg,it(2)), (AT8)
w},i,t('z) ::¢/(hf,i,t(z))» w;’i)t(z) ::Qs/(hg,i:t(z))v (A79)
Ef,nt =lU(=ynf(@n; Ov a(1))), ot =U=ynT 9@ 0w (1)),  (A80)
o D@00 = R B a0, (A8
N
ol 1 ! ol 1 /
G (t) = znjéf,n’t, ly(t) = anzgm. (A82)

Moreover, denote the subset of [mn] consisting of the smallest y/m € [m — 1] elements in terms of
|hsi0(2)] by Sy(2). Similarly, we define Sy(z) based on |k ; o(2)|. The function x ;(z) returns
one if i € Sy(z) and zero otherwise. Similarly, we define r ;(2). For exp(—2(ny/m + 1)?/m) <
0<1,let

2
Cine(2,0) := —7T<||Z|2 + 1) In|1-— (n\/?n_‘_l — —hlé> = (:)(1) (A83)

d 2m

D.1 Assumptions on Properties of Neural Networks and Their Justifications

For reference, we state the following assumption on the network f:

Assumption D.1 (Properties of neural network f). Let z € R? be a real-valued vector and
exp(—2(ny/m +1)?/m) < & < 1 be a positive value.

(a) Forany i € [m]and j € [d], |v; ;(0)] < +/(2/d)In(2dm/0).
(b) For any i € [m], \az\ < JW.

(c) Forany i € [m], |( 20| < +/(2/d) In(2m/6)|| z]|.

(d) Forany i € [m], \hmo 2)| < V2(]|z]]2/d + 1) In(2m/6).

© [£(z0)] < v2([[z]?/d + 1) In(2/5).
(f) For any j € [d],

Z ai¢},i,o(wn)vi7j (0)

2 2\ —
< mln<5>;wg‘mo(“’”)%i’j(o)? (A84)
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(€9)

( )Z%w 2(0;(0), 22 (AS85)

D et io(@n)(0i(0), 2)| <

(h)

?¢},i,0($n)¢},i,o(z) = ®&(xn, 2)

16 2

(i) There are at most 17,/m instances such that |hs; o(2)| < Cine(2,6)/V/2.

Assumption D.1 is justified as follows:

Lemma D.2 (Justification of Assumption D.1).

(a) With probability at least 1 — 0, Assumption D.1(a) holds.
(b) With probability at least 1 — 8, Assumption D.1(b) holds.
(c) With probability at least 1 — §, Assumption D.1(c) holds.
(d) With probability at least 1 — 0, Assumption D.1(d) holds.
(e) With probability at least 1 — §, Assumption D.1(e) holds.
(f) With probability at least 1 — 9, Assumption D.1(f) holds.
(g) With probability at least 1 — 0, Assumption D.1(g) holds.
(h) With probability at least 1 — 0, Assumption D.1(h) holds.
(i) With probability at least 1 — 9, Assumption D.1(i) holds.
(j) With probability at least 1 — 96, Assumption D.I holds.

Proof.
(a), (b) and (h) See Lemma C.1.

(c) to (g) and (i) By the reproductive property of Gaussian random variables, (v;(0),z),
hyio(2), f(2;0), 320" @it ; o(@n)vi j(0), and 377" i) ; o(®n)(vi(0), 2) follow the Gaussian
N0, [|2(12/d), N(0, [[2[|*/d + 1), N(O, [|z]|*/d + 1), N0, (1/m) 37" ¥} ; o(@0)?v3,5(0)), and
N0, (1/m) 327" 4 s o(20)*(vi(0), 2)?), respectively. By Lemma C.1, the claim is established.

(j) By Bonferroni’s inequality, the claim is established.

Similarly, we consider the following assumption on the network g and its justification:

Assumption D.3 (Properties of neural network g). Let z € R? be a real-valued vector and
exp(—2(ny/m +1)?/m) < & < 1 be a positive value.

(a) Forany i € [m]and j € [d], |w; ;(0)] < +/(2/d)In(2dm/$).
(b) For any i € [m], /61| < (2/m) In(2m/§).
(2/d)In(2m/d)| =||.
hm | < W =T+ D) Tn@m/o).
z||2/d +1)1n(2/6).

[
(c) Forany i € [m], |{
(d) Foranyi € [m

B
© lg(=0)| < v/2(]
(f) Forany j € [d],

Z 51‘1//9,1'70(332(1‘1)70@]‘ (0)

< ln( )Z%ZO (22dv)24p; ;(0)2. (A87)
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(€9)

m

2. (2
< mln(6>Z@/}l’,i’o(mzdv)Q(wi(()),z>2. (A88)

%

D> Bty io(@i™) (wi(0), 2)

(h)

ZD;,i,o(wzdv)?/’;,i,o(z) - @(deY z)

16 2

(i) There are at most 77y/m instances such that |h, ; 0(2)| < Cine(2,6)/V/2.

Lemma D.4 (Justification of Assumption D.3). With probability at least 1 — 99, Assumption D.3
holds.

D.2 Wide Width Assumptions

Then, we consider the condition of network width for lazy training.

Assumption D.5 (Wide width for neural network f). Let z € R? be a real-valued vector and
exp(—2(n\/ﬁ +1)2/ m) < 0 < 1 be a positive value. Network width m satisfies the following
inequalities:

 4ImEm/O)(SN (o 2+ 1) fy 00?5 d2< e dt)2 (A%)
f,nt ?

N Cthr(z 5)

m > (A91)

0, 2
4Enk|<wnamk |f0f€fntdtfof€/f’k’tdt_@ d2 Ty _ d
N2 - f,nt t

Note that only Ineq. (A90) is required to satisfy lazy training. We impose Ineq. (A91) to simplify
some rearrangements of equations. This assumption restricts the transitions of the derivatives of
hidden outputs during training.

Lemma D.6 (Lazy training in network f). If Assumptions D.1 and D.5 hold, then w}%t(z) =
Yy i0(2) foranyi € [m]\ S¢(z) and 0 < t < T}.

Proof. By Assumption D.1, the time evolution of s ; +(z) from ¢ = 0 to t = T can be computed as

Ty Ty
|Ahf7i_ny(z)| :=’<— ; Vo, L(Ov o(t); D) dt, > | Vo, L(Ov 4(t); D) dt (A92)
Ty
a; Zy” . t¢fﬂt () ((xp, 2) + 1) dt (A93)
Ty
clad ZI T, z) + 1| Uy dt (A94)

2m
N m( )Zm +1\/ Uy oy dt (A95)

By Assumption D.1, if the right term of Ineq. (A95) is smaller than Cyy,,(z, §)/v/2, then the largest
m — ny/m instances in terms of |y ; o(z)] satisfy sgn(hys; +(z)) = sgn(hy,i0(2)) for 0 <t < T}.
This condition can be represented as Ineq. (A90). O
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The same discussion can be applied to the network g.

Assumption D.7 (Wide width for neural network g). Let z € R? be a real-valued vector and
exp(fQ(n\/ﬁ +1)2/ m) < 0 < 1 be a positive value. Network width m satisfies the following

inequalities:
An(@m/8) (SN (@5, 2] + 1) fo €00
g NZCthr(z, (S) / gg n, t 5 (A96)
4ZN adv adv |f ntdtf glkt
" 1\? - S = / i d (A97)

Lemma D.8 (Lazy training in network g). If Assumptions D.3 and D.7 hold, then 1, ; ,(z) =
0.i.0(2) foranyi € (m]\ Sy(2) and 0 <t < T,

We can integrate Assumptions D.1 and D.3 into Assumption 3.2.

D.3 Main Part

Lemma D.9 (Representation of network f). If Assumptions D.I and D.5 hold, then the network
output at the training time Ty can be represented as

f(z (2,0) +Zazﬁf, (Wi, (2) = ¥ 5.0(2)hsi0(2)

T = Zyn (zn,2) +1) / Oy dt <Z a?¢},i,o($n)¢},i,o(z) - <I>(:1:n,z)>

1 T
+ = Zyné(:cn, 2)({Tn, z) + 1) : e dt

N m
S a2 + 1) Y ahgilen)

i
Ty

X . ;”,mt(w},i,t(wn)w},i,Tf(z)_w},i,o(wN)w},i,O(z))dt (A98)

Proof. First, see Lemma D.6. The time evolution of v;(¢) from ¢t = 0 to t = T’ can be computed as

Ty
Av(Ty) := Vo, L(Ov o(t); D) dt (A99)
Tf @
/ Zyn iV (@Tn) e, dt (A100)
N T
=Ny, ' ot o () (A101)
N ~ fm,t ¥ fii,
o N Ty
:N Z — Ky, 7f(w"’l))ynwnwf 7, O(:Bn) /f,n,t dt
0
anz Z0)ntn / oV (@) (A102)
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N

f%z ! Yy dt

=N YnTnVs i 0(Tn) o fimst
n

Ty

N
.
- Nl Z ’if,i(wn)ynwnw},i,o(wn) ; Z/f,n,t dt

anz () ynwn/ Wi 4 (n) dt (A103)

_Qq

N ynmnd}f ,0 ch / v n, t

Qg T / / /
+ 5 Z pi@n)ynn | (W(@n) = Uhio(@a))dt. (A104)
n 0

Similarly, the time evolution of a;(t) from ¢t = 0 to t = T’ can be computed as

Aai(Ty) = Zyn / Wi (@n) dt (A105)

) Ty
Q;
=N zn: ynw},i,o(wn) /0 élf,n,t dt

a Ty
FES @ [ Wl — (@) (Al0)
n 0
Thus,
Ahf,z‘,Tf( z)
@
N Yn((xn, 2) + 1) E ntwf” (x,,)dt (A107)
Ty
Zyn T, 2) + 1)¢f10(mn) /f,n,t dt
0
an, ) yn (€0, 2) + 1) / ot (Wi o (Tn) — W o(2n)) dt (A108)

The original network at the training time 7’y can be computed as

= Z aiyir, (%) (A109)

7Zal¢f,Tf 2)hsi0(z +Zazwwf 2)Ahy 1, (2)). (A110)

The first term of Eq. (A110) can be rearranged as

Zaz'(/)f,sz )hy.i0(2)
—Zaz — kg3 (2))W} 5 0(2)hsi0(2 +Zamf, ()¢} 1, (2)hsi0(2) (A111)

=f(2;0) +Zamfl (Wi, (2) = Vi 0(2)hsio(2). (A112)
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The second term of Eq. (A110) can be rearranged as

ZOZﬂ/)fle AhfZTf( z))

—Zaz — k()W) 10(2)Aby i, (2 +Zamn 20, 1, (2)Ahy i, (2)

m

= Z az¢f7z o(2)Ahy Tf )+ Z airfi( ¢f,z Tf( z) — w},i,o(z))Ah.f,qu (2).

The first term of Eq. (A114) can be rearranged as

Z%%ﬁz@ Ahfﬂ Tf( z)

_Zo"ﬂ/}fzo

Zﬁfz wn yn wnv + 1 / éfnt wfzt wn) w},i,O(wn)) dt‘|

Ty
Zyn Lp, 2 +1)77[}f10(mn)/ },n,tdt
0

Nzy" Tn, 2 +1/ éfntdtza?¢},i,o(mn)¢},i,o(z)

+%2yn<<wmz>+n

xzanﬁwnwm / Oy W5 (@) — 0 (@)

The first term of Eq. (A116) can be rearranged as

m

Nzyn T, 2 +1/ gfntdtZa?w},i,o(wn)w},i,o(z)

1 Ty
=N Zyn(<wn,z> + 1)/0 fntdt <Z azwflo wn)wﬂo( z) — CIJ(mn,z)>

1 & Ts
+ Zyn¢(wn, z)((xy, z) +1) i ot dt

The second term of Eq. (A114) can be rearranged as

Zaz“ﬁ "/)f,z Tf( z) — w}7i,0(z))Ah.f;i7Tf (2)
—Zamf, YW i1, (2) = Ui 0(2))
(677 s / /
« % ;yn«wma 1) [ sl
1 N
=5 Zyn(<a:n,z> +1)
Ty

xwa, YW im, (2) = Ui0(2)) i Ui (@) dt.
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(A113)

(A114)

(A115)

(A116)

(A117)

(A118)

(A119)

(A120)

(A121)



The sum of the second term of Eq. (A116) and Eq. (A121) can be rearranged as

7Zyn wna +1 Za "{f’L Tn 1/’sz / gfnt wfzt ﬂ:n) ¢},i,0(wn)) dt

1 B
+ N Zyn(<wna Za Kl ¢fz Tf( z) — 1/’},2‘70(2)) o lfntw}zt(a:n) dt
1
=N z Yn((Tn, 2) +1) z O‘?Hf,i(mn)
Ty
X ) g;",n,t(w:“,i,t(mn)w}',i,Tf (2) - w}',i,o(wn)w}',i,o(z)) de. (A122)
O
Lemma D.10 (Upper bounds of terms in Lemma D.9). Assume Assumptions D.I and D.5.
(a)
Zaz“fz ¢szf( z) _¢},i7o(z))hf,i,0(z)
<2n(1 — ) In(2m/8)\/||z]|2/d +1 = O(1). (A123)
(b)
1 N Ty m
N Z Yn((Zn, 2) +1) /0 elf,n,t de (Z a?w},i,o(mn)w},i,o(z) — O(zp, z)) ‘
In 2m/ )
(c)
1 N m
N Z Yn({(xp, 2) + 1) Z 2k i(Tn)
Ty
[ W@, () = Vo))
<n(1 = 4?)Cinr(2z,0)/In(2m/8) = O(1). (A125)
Proof.
(a) By Assumption D.1,
150 (2) Wi, (2) = Vhi0(2)hrio(z)| S(=7) Y laikri@)hio(z)] - (A126)

<2n(1 —~)In(2m/6)\/||z]|2/d + 1. (A127)

(b) By Assumption D.1,

1 N Ty m
N Zyn(<wm z) + 1)/ glfm,t dt (Z agw},i,o(wn)d’},i,o('z) - @(mn,z)> ‘
( )Z| Ty, 2 +1\/ s e dt (A128)
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By Assumption D.5,

v (5) s e [ e

thhr(z 6)

2\/ n(2m/9) Z (. 2)| +1) foé}nt dt

0 3) S [

< SC’thr(z, ) In( 2/5)
In(2m/6)

(c) By Assumption D.1,

<(1-7 / KfmdtZa?mf,i(a:n)

w1, () [
———In| — .
< \/7’71 n 5 . Ef,n,t dt

By Assumption D.5,

v () St [

NCthr(Z; 5)

2 ln 2m/5 Z wna |+1)f0Tf€/f,ntdt
277(1— 2m /
A (% )Z"”"’ el

Sn(l - 72)Cthr(za 5) n(2m/6)

Lemma D.11 (Network prediction of f). Assume Assumptions D.I and D.5. If

1 & Ty . Ty _
Nzyné(mmz)<mmz>/o /f,n,tdt >0 1+/0 },n,tdt )

Ty
sgn(f(z; Tf = sgn Z Yn®(xn, 2)(Tn, 2) / },n,t dt ).
0

then

Proof. By Assumption D.1 and Lemmas D.9 and D.10, if

Ty

N
1
N Zynq)(wnvz)<wmz> E}’ﬂ,t dt
0

>|f(z0)| + Zamfz (Wi, (2) = ¥ 4.0(2)hpi0(2)

https://doi.org/10.52202/079017-1909 59788

m Ty
S atsatan) [ s (2) = Vo) o)

(A129)

(A130)

(A131)

(A132)

(A133)

(A134)

O

(A135)

(A136)



N T m
1 ¥
+ N Zyn(<wn,z> + 1)/0 },n,t dt <Z a?¢},i,0($n)¢},i,0(z) - ®(z,, z)) |
1 N m
+ N Z%L((wm z)+1) Zagﬁf’i(wn)
n %

Ty
th; ot @02, (2) = W o)W 0(2)) d

1 & Ty
/
+ N;yn'b(wmz)/o Ur e dt (A137)
- Ty _
-0 (1 + !t dt) , (A138)
0
then
Ty
sgu(f(z;Ty)) = sgn Zyn T,z mn,z>/ o dt ] (A139)
0
O

Lemma D.12 (Adversarial perturbation). If Assumptions D.1 and D.5 hold, then the adversarial
perturbation defined as Eq. (1) can be represented as

P O‘iw},i,Tf (@n)vi(Ty)
17 ity z, @a)or (TP

Z ai¢},i,Tf (xn)vi(Ty)

adv

= €Yp and (A140)

=35 0t (en)0i(0) + X cugala) iy (@) = Vol

N
Zykwk/ Uy dt (Zaz¢fzo Tn) U 0(®k) — ‘b(l‘mﬁck)>
k
N

Z (Tn, Tk) ka/ U e dt

k

N m
Z YkTk Z o; kgi(Tk)
k g

Ty
X o ,f,k,t(@[’},i,Tf(mn)¢},i,t(mk)—¢},¢,o(mn)¢},i,o(mk))dt~ (A141)

Proof. The main term of the adversarial perturbation can be computed as

ane‘fm,:rf B *ygdv /f,n Ty Ve, f(wn’ Ov a(Tf)) (A142)
Ve, lyma |l 1€} 1, Vao f (@n; 8v.a(Ty))]
o o) ()i (T

_ yadv Zl @[’f, ,Tf( Jvi( f) (A143)

tOSE i, (@) vi(Ty) |

The leading term can be rearranged as

Z Oéﬂ/Jf i,Ty (5)vi(T}) Z 04ﬂ/’f i, Ty (5)v:(0) + Z Oéﬂ/’},i,Tf () Avi(Ty).  (Al44)
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The first term of Eq. (A144) can be rearranged as

Z ai s i 7, (24)vi(0)

=D @it io@n)vi(0) + D aikpi (@) Wiz, (@) = Ypso(@a))vi0).  (A145)

The second term of Eq. (A144) can be rearranged as

S aith i, (@) Avi(1)

m m

= Z O‘iwlf,i,o(wn)A'Ui (Ty) + Z O‘i“f,i(mn)(w},ijf (xn) — ¢}7i,o(scn)Av,» (T). (A146)

The first term of Eq. (A146) can be rearranged as

Z aid’;‘,i,o (xn)Av(Ty)

N
—Zaz¢f10 (xn) *Zyk:ck'/’fzowk / katdt
k
&%) s / / /
+ N Z"ff,i(wk)ykwk/ Eﬁk,t(wf,ut(wk) - %ﬂi,o(mk)) de (A147)
= 0

N T m
1 ¥
=N Zykﬂck/o glf,k,tdtza?w},i,o(mn)w},i,o(mk)

Zykwk Za K1 (@)U 0(@n / ot Wi p(@h) = W o(ap)) At (A148)
The second term of Eq. (A146) can be rearranged as
Y airgi(@n) (W, (@) = U o(@n)) Avi(T)
i
N

m ) Ty
Q;
= Z O‘i”f,i(mn)(l/}},z‘jf (n) — w}zo(mn))ﬁ Z YTk /0 g},k,ﬂ/’},i,t(mk) de (A149)

k
1 N m Ty
=N Z YTk Z a?”f,i(wn)(w},i,ff (zn) — w},i,o(mn)) /o g},k,tw},i,t(wk) dt. (A150)
k i
The sum of the second term of Eq. (A148) and Eq. (A150) can be rearranged as

*Zykwkza fffz T wjzo Ty) / gjkt 7/’f1t (xx) — 1/’},i,o(f’3k))dt

Ty

1
+ N Z Yk Tk Z a?’?ﬁi(wn)(w;f,i,:rf (xn) — 1/’},1‘70(9%)) o },k,#ﬂ}@,t(fﬂk) dt
k i

N m
1
:N Z Ykl Z Oélzlff,i(mk)
k i
Ty
X ; },k,t(w},i,Tf (wn)dj}'zt(wk) - 1/)}71-,0(3371)1/)}71-,0(331@)) dt. (A151)

O
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Lemma D.13 (Upper bound of norm of adversarial perturbation). Assume Assumptions D.I and D.5.

(a)
2
Y (0)|| < 4In(2dm/8)In(2/8) = O(1). (A152)
(b)
- 2
2 cingi(mn) W) sir, (@n) = ¥s0(@n)yoi(0)
<4n?(1 — ~)%In(2m/8) In(2dm/5) = O(1). (A153)
(c)
N 2
1 s =
Nzy’“w’“/o Oy dt (Z aF P i o(@n) i o(T) — ‘1>(wm$k)>
k @
<641n%(2/0) = O(1). (A154)
(d)
1 N m
Nzk:ykmkzi:a?’if,i(mk)
T; 2
[ oWy @)1 = ol@n o (@))
<1 —~%)%1In?(2m/8) = O(1). (A155)
(e)
(,)vs(TF)|| < O(f/ ez d ) (A156)
(f) Let
n = Z i s 0(®n)vi(0) + Z airif,i(@n) Wi, (®n) — Vi 0(®0))vi(0)
1 l T / - 2.1/ /
NE}; kwk/o gf,k,tdt Ei:aﬂ/’f,i,o(wn)%/’f,i,o(wk)—‘I’(C'?n»wk)
1 N m
Nzk:yk%zl:a iKfi wk)
/ et Wiz, @) (@0) — W0 (@) o (@) dE. (ALST)
O(1).
Proof.

(a) The given left term can be rearranged as

m 2

Zaz¢f10 :Bn vl

d m 2
Z (Z ity io wn)vlg(0)> : (A158)
J

i
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By Assumption D.1,

(Zaiw},i,om)vm(m) <(2/m)1n(2/8) 3 ) so(@a) g0 (AIS9)
<(4/d) In(2dm/8) In(2/6). (A160)

(b) The given left term can be rearranged as
2

Zamf, ) (Wi 1, (T0) = W4 ()0 (0)

m

d 2
= Z <Z aitifi(®n) (i, (T0) — ¢},i,o($n))vi,j(0)> (Al61)

%

d m 2
22 (Z s g mn)vu(on) ) (A162)
J

)

By Assumption D.1,
m 2
(Z |k f,i(mn)vi,j(0)|> < (4n?/d)In(2m /&) In(2dm/6). (A163)

(c) By Assumption D.1,
1 N Ty m
v L J) et { D tvfo et ofan) — ol
N
256
( )Z T, T, |/ Efntdt/ Oy ppdt. (A164)
k

256
12(5> mn,$k|/ zfmdt/ Oy dt

X N o Ty yr
4Zn,k|<mmwk |fo Efntdtf Efk:t
<641n%(2/6). (A165)

2

By Assumption D.5,

(d) The given left term can be rearranged as

m Tf
Zagf@f,i(mk)/ élf,k,t(w},i,Tf (wn)¢},i,t(wk) - ¢},i,o(wn)w},i,o($k))dt

<(1—v Zanflwk/ s ppdt (A166)

By Assumption D.1,

Za kpa(z) 57L1 (2;") (A167)

Thus,
2

Z Yk Tk Z a;kfi(Tr) / éf k.t qlff,z‘.,Tf (wn)w}zt(wk) - w},i,o(wn)w},i,o(wk)) de
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(1= 5 (2m)) - & &
<Wln T Z|<a}'n,mk>|/0 Zlf,n’t dt/o _lf,k,t dt. (A168)

n,k
By Assumption D.5,

4P —42)? 5 (2m) + " v
0w () S )l [ g [t
L (2m
In 3

n

k
4 2 1— 2\2 N Ty Ty
<%27) ( > \(;pn,mm/ é}’n’tdt/ Uy g dt
n 0 0

X N2
T T
AN (@) [y, dt [ 0 dt
=n?(1 —~%)%2In?(2m/9). (A170)

(A169)

(€) As [ls1 + s2 + s3 + su + 55?2 < 25max(|[sa]? [|s2]? [|ss? [|sall? [|s5/?) for any
81,82, 83,84, 85 € Rda

41n(2dm/d)1n(2/9),

4% (1 — )2 1n(2m/8) In(2dm/ ),

2 641n” (2/6),
<2omax (1 - 72)? n?(2m/5),

(A171)

S ait iz, (@n)oi(T))

1 Ts
N ZkaP(:Emwk)wk/O Oy dt
k

(f) Similarly to (e),
41n(2dm/d)1In(2/6),
4% (1 — )% In(2m/d) In(2dm/ ),
641n* (2/6),
(1~ 4221 (2m/9)

[7/]1? < 16 max (A172)

O

Lemma D.14 (Upper bounds of inner products with adversarial perturbation). Assume Assump-
tions D.1 and D.5.

(a)
3 0t o@) (04(0),2)| < 20/ (WD W@ =] = O(1). (A1)
(b) l
3 k@) (51, (22) ~ V(@) (0400). 2
<201 — ) a3l /v = O(1), (A174)
(c)

N T m

1 f

N > yk(me, 2) / O dt (Z aZ P s o(®n)P} 5 o(@k) — (@n, wk)) ‘
k 0 i

8Cun(2,0) n(2/0) _ 5y (A175)
In(2m/4)
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(d)

1 N m
= D uklmr, 2) Y aing(ak)
k i

Ty
X ; ‘/f,k,t(w},i,Tf (@)U} i ¢ (Th) = U4 0(®n) P} 0(s)) d
<n(1 —7*)Cine(2,8)v/In(2m/8) = O(1). (A176)

Proof.
(a) By Assumption D.1,

>t oo 0(012) <\ 2u(3) v @m0 @)
< in(?) Z(vi(O),z>2 (A178)
<2+/(1/d)In(2/8) In(2m/4)| 2||. (A179)

(b) By Assumption D.1,

m

Z QiR f i (xn) (wlfﬂ;,Tf (xn) — w},i,O (%)) (v:(0), 2)

-) Z it g i () (0i(0), 2)| (A180)

<2n(1 = ~)In(2m/d)| 2|/ V. (A181)

(c¢) and (d) Similarly to Lemma D.10.

Lemma D.15 (Representation of network g). Suppose that Assumptions D.1, D.3, D.5 and D.7.

(a) In Scenario (a), i.e., T2V =1,

g(z§ Tg)

=g(2;0) + Z Bikig(2) (W51, (2) = Vg.i.0(2))hg,i0(2)
+7Zyadv ((rn, 2 +1 / Egnt
X (Z ﬁiqu;,i,o(rn)d’;,i,o(z) — O(rp, z))

= Zyadv ((rn, 2) +1) Zﬁf’%g(rn)

x / 0 o) o (P (2) = Wl o (P 0(2))
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N

Tg
Z O (7, z)/ E;’n’t dt {
- 0

€
+ 7
NI 223 @ity o, (@n)oi(T7) |

Z a1 i.0(zn)(vi(0), 2)

m

Z aikfi(Tn) 1/)szf (xn) — w},i,o($n))<”i(0)»z>
Zyk T, 2 / Efk pdt (Z afw},i,o(mn)w},i,o(wk) - @(wn,wk)>
i+ %Z%(wk, z) Za?/ff,i(mk)
k i

Ty

X A /f,k:,t(w},i,Tf (wn)w’fm(wk) - w},i,o(wn)w},i,o(wk)) dt }

1 N T, N Ty
JrNZ(I)(rmz)/O %%tdtZyk@(mn,wk)(wk,z>/O glf,k,t dt
n k

(b) In Scenario (b), i.e., m%dv =@, + Ty,
9(z;Ty)

=9(z;0) + Zﬂi’ﬂ g ﬁ’;,i,T (2) — 1/’; i,0(2))hg,i0(2)
+ = Z yadv adv + 1 / gg n. t
X <Z 5?¢;,i,o(wzdv)¢;,i,o(z) - <I>(w2dv7 Z))
Ty
N Zyadv® adv )(<$n’ Z> + 1)/0 é_/q;n,t dt
1 .
_’_Nzyzdv( adv +1 Zﬂzﬁlg adv)
[ @, ) N o)

Ty
S bz, 2) / ¢ ..d {

. (A182)

€

+ ™
N>, aﬂb},i,Tf ()0 (Ty) ||

Zaiw},¢,0<wn><vi<0>,z>

3 001, 0) = Vol 00,
lon?) [ et (Z 020100 08) — B, m))

a:k, E a/@qwk
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Ty

X . lf,lc,t(wsﬂi,Tf (wn)¢}zt($k) - ¢},i70(a’3n)¢},i7o(a’3k)) dt }
4+ — Z (I) adv / gg . t
Ty
X Z Yp® (2, 1) Tk, 2) / Crhs dt] . (A183)
m 0

Proof. Similarly to Lemma D.9,
9(zTy) =9(%0) + Z Bitiig(2) (g1, (2) = ¥gi0(2))hg,i0(2)
Ty
Z adv adv + 1)/0 g;,n,t d+
<Zﬁ2 gzO adv wgzO( ) (I)(widvvz)>
Z yddv(I) ddV ddV / Eg . t
adv adv .
+ 5 Z (22 2) /O 0 e dt
4+ = Z yadv adv > + 1) Z 5?5i,g(mzdv)

/ E/,nt ;zt adv)wng( ) '(/)gz()( adv)wéﬂ',O(z))dt' (A184)
By Lemma D.12,

7Zyadvq) adv Z "“m / egnt

62 (@, 2) [, gntdtz;naiw},i,va(mn)<vi(Tf)vz>. (ALES)
NI it i oy ()i (T

The numerator can be also rearranged as

g / et D ity (@) (04(T7), 2)
N , m
:Z(I) al / Cynpdt <Zai¢}7i70(mn)<vi(0),z>

+ > irgi(@a) Wi 1y (@n) — U s o(@n)) (vi(0), 2)

i

N T m
1 f
+ N Z Yk (T, 2) / é},k,t dt (Z a?¢},i,o($vz)¢},i,o($k) — ®(xp, mk))
k 0 i
1

+NZ (z, 2 Za /{fl:ck

k
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Ty

X . /f,k.,t({lp},i,Tf (wn)w}m(wk) - w},i,o(wn)w},i,o(wk)) dt)

1 XN T, N Ty
I / Ot (@ @)@, 2) | Oy dt. (A186)
- 0 - 0

O

Lemma D.16 (Network prediction of g). Suppose that Assumptions D.1, D.3, D.5 and D.7.
(a) In Scenario (a), if

N Ty
N2 Z(D Tn, 2 / Eg n tdtzyk@(wnamk)<wkaz>/(; glf,k,t de
N

f
( fo fkt 4= 1 adv(I) rn» / ggnt
€

Ty B
+ [ 2,.dt ), (A187)
0

then
sgn(g(z; T))—Sgﬂ(szCD Pron & / Cy o dt

Ty
nykq)(mn,:ck)(mk,z)/ €}7k7tdt>. (A188)
L 0

(b) In Scenario (b), if

N

1 N T, Ty

mX:CD(a:';‘Ld",z)/o gntdtZyk@ T, Tr){ Tk, 2 >/o fktdt
\f Ty g/

(ffkt Z yadvq) adv wn’ / gg " t

Tg _
+/ G dt>a (A189)
0

T

N
1
sgnly(=T,)) =sen <N2 Stz [ by
0

nykq)wn,a:k g, z / O prd ) (A190)

then

Proof. We prove (a). Similarly, (b) can be established. By Lemmas D.10 and D.13 to D.15, if

N Ty
Nz Z(b Ty, 2 / EgntdtZykfb(wn,wk)(wk,z)/o Oy dt
k

> [ ai¢f7i,Tf(x")vi(Tf)|| {|g(z; 0)] +

€

Z ﬁmi,g(z)(w;,i,Tg (z) - w;,z‘,o(z))hg,iyo(z)
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T,
+ Nzyadv Tn, 2 +1)A gnf <Zﬂ d}ng rn)wgz()( ) (b(TTL?z))l
N
n 1 adv(b ,,,7“ / égnt

+ Nzyadv Tn, 2 +1)Zﬂilﬁ,g(rn)

%

[ ), ) ol o)
+—Z<I> (T, 2 / 0 d {
* Z_ s () (., () — 50 20)) (01(0), 2)
+ —Zyk (@1, 2 / O e dt <§:afz/}}’iyo(wn)z/}}’i70(wk) —@(xn,wk)>‘
- ]§§yk<xk,z>;a§wwk>

Ty
X o },k,tw},i,Tf (mn)w}zt(azk) - 7/’},¢,()(‘”n)¢},z‘,()(wk)) de } (A191)

@ﬁfoZ’ t) [
( 0 “fikit ><O adv(prn, /Egnt )

+(9</ 0 .d ) (A192)

}

Z ai b ;. 0(xn)(vi(0), 2)

N

D+ |5

then
sgn(g(z;Ty))
1 N T, N Ty
=sgn mzq)(rmz)/o E;ynytdtZyk@(mn,wk)(mk,z>/0 e dt ). (A193)
n k

O

Theorem D.17 (Perturbation learning, Scenario (a), general case). Consider Scenario (a) in Set-
ting 3.1. Let 6 = O(1) be a small positive number and

N T
fgen 1 f /
&% (=) =y Zyntb(mn,z)@cn, z) At (A194)
0

N Ty
5" (2) =z Z(I) (T, 2 / égntdtZykq)(a:n,mk)(wk,z)/ Crppdt.  (A195)
X 0

Under Assumption 3.2, for any z € RY, if

. 5 Ty _
| f&(2)] > O (1 < D dt>, (A196)
0

195" (2)]
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o
>@<\/Ef0 10 dt (1
€

1 adav
N Y D(r,, 2) /Eqnt ) /fqntdt>, (A197)

sgn(f5"(2)) = sgn(95™ (2)), (A198)
then, with probability at least 1 — 0, sgn(f(2z;Ty)) = sgn(g(z;Ty)) holds.

Proof. By Bonferroni’s inequality and Assumptions D.5 and D.7 and Lemmas D.2, D.4, D.11
and D.16, the claim is established. L]

Theorem D.18 (Perturbation learning, Scenario (b), general case). Consider Scenario (b) in Set-
ting 3.1. Let 6 = ©(1) be a small positive number and

gen Zyn :Em :Bn, / gfnt (Al99)

Ty
(2 = Z(I) adv /O gntdtZykfb E,,, 1) (Ty, 2 >/O feedt.  (A200)
Under Assumption 3.2, for any z € RY, if
. - Ty _
|f&"(2)| > O 1+/ Cpnpdt], (A201)
0

57" (2)]
Ty
(\[f kat ( Zyadvq) adv. )((wn,z>+1)/T %nt )
0

Ty
+/ . tdt), (A202)
0

sgn(f5(2)) = sgn(35" (), (A203)
then, with probability at least 1 — 6, sgn(f(z;Ty)) = sgn(g(z;Ty)) holds.

Proof. By Bonferroni’s inequality and Assumptions D.5 and D.7 and Lemmas D.2, D.4, D.11
and D.16, the claim is established. O

Theorem 3.3 (Direction of adversarial perturbation). Let § = ©(1) be a small positive number.
Under Assumption 3.2, for any n € [N|, with probability at least 1 — 0, the adversarial perturbation
T, is parallel to the weighted sum of training samples as follows:

N iy
1 s
rn//NZymb(wmwk)wk/ U(—yrf(xr;t)) dt 4 &n, (6)
k=1 U
where &, satisfies ||€,|| = O(1). In particular, for £(s) = s,

T N
Tn//ﬁfzykq)(fﬂmwk)% + &n. (M
K

Proof. By Bonferroni’s inequality and Assumptions D.5 and D.7 and Lemmas D.2, D.4, D.12
and D.13, the claim is established. O
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Theorem 3.4 (Perturbation learning, Scenario (a), special case of Theorem D.17). Consider Sce-
nario (a) in Setting 3.1. Assume £(s) = s and y> ~ U({%1}) for every n € [N]. Let § = (1)
be a small positive number and

1N N N
— NZyn@(wn,z)@cn,z), 9a(2) N—Z (T, 2 )Zykfb(:cn,mk)(wk,z). (8)
n=1 n=1

k=1

Under Assumption 3.2, for any z € R?, if

A ~ 1
(Functional margin condition 1) |lf(z)] > O (1 + T)’ 9)
f
(1 Vd[1 1
Functional margin condition 2 3.(2)| >0 =+ —=+—=] |, 10
( : () (Tf = (z m)) (10)
(Agreement condition) sgn(f(2)) = sgn(ga(2)), (11)

then, with probability at least 1 — 6, sgn(f(z; Ty)) = sgn(g(z; Ty)) holds.
Proof. By Bonferroni’s inequality and Lemma C.2 and Theorem D.17, the claim is established. [

Theorem 3.5 (Perturbation learning, Scenario (b), special case of Theorem D.18). Consider Sce-
nario (b) in Setting 3.1. Assume {(s) = s and y>¥ ~ U({%1}) for every n € [N]. Let § = ©(1)
be a small positive number and

1 N N
(=) =33 D P@n",2) Y yp®(@n, i) (k, 2). (14)
n=1 k=1

Under Assumption 3.2, for any z € RY, if the functional margin condition 1 (Ineq. (9)),

| L VN (m2) 1)

(Func. margin cond. 2) lgs(2)| > O T + c Tg N g

15)

(Agreement condition)  sgn(f(z)) = sgn(js(2)), (16)
then, with probability at least 1 — 0, sgn(f(2z;Ty)) = sgn(g(z;Ty)) holds.

Proof. By Bonferroni’s inequality and Lemma C.2 and Theorem D.18, the claim is established. [

Lemma D.19 (Sufficient condition of agreement condition). If

iy
| X ynfn, = fofgf“dﬂ >1_7 (A204)
MaXgec{x,,...,xN,z} Zn )\(an, wnv ‘ f() ! Z/f n, t I+ v
then sgn(f&(2)) = sgn (5" (2)) = sen(35"" (2)) holds.
Proof. By Lemma C.4,
N Ty 1 2
Zyn<wn,z> g dt (@(wn,z) - (""Y))
n 0 o 4
N T,
1 1-— f
SW ST A@n, 2) (@, 2)| [ €t (A205)
m 0
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In addition,

N T
1+7)? !
% Zyn@mz) /f,n,t dt
n 0
14+9)(1—~ T
S 1+ -9) +7 Z)\xn, (T, 2 >|/O o dt (A206)
‘Z Yni@n, 2 fong}nt ‘ 1—x
. (A207)
o 1+
Zn A(m”’ m”’ |f0 Efnt v

Thus, if Ineq. (A207) holds, then

N Ty N Ty
sgn <Z Yn®(xp, 2) (x4, 2) /0 Ot dt) = sgn <Z Yn (T, 2) ; ot dt). (A208)
n n

Similarly, for any k € [N], if

‘Z yn L, 2 fofgfnt ‘ 1—’}/
T )
Z )\(aznvwk)‘ Ln, 2 ‘fo ! glf nt 1 +

(A209)

then

N Ty N Ty
sgn <Z Yn®(xy, wk)<$n,Z>/ glfm,t dt) = sgn (Z yn<a:n,z>/ /f,n,t dt). (A210)

When Ineq. (A209) holds for every k € [N],

N 7, N Ty
sgn <Z b(r,, z) /0 Oy dt Z Y®(x,, z){x), 2) /0 O dt)
n l
N Ty
=sgn <Zqu>(wn,a}l)<ml,z>/ Crrs dt) (A211)
0
=sgn <Zyn (€, 2 / Uy e d > (A212)

By integrating Ineqs. (A207) and (A209), the claim is established.
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NeurlIPS Paper Checklist

1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: We have accurately described the contributions and limitations in Abstract and
Introduction.

Guidelines:

* The answer NA means that the abstract and introduction do not include the claims
made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]
Justification: The limitations are described in Section 3.4.
Guidelines:

* The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

* The authors are encouraged to create a separate "Limitations" section in their paper.

* The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

* The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

* The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

* The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

* If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory Assumptions and Proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [Yes]
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Justification: The assumption is described in Assumption 3.2 and a brief proof is provided
in Section 3.3. The complete proof can be found in Appendix D.

Guidelines:

» The answer NA means that the paper does not include theoretical results.

* All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

* All assumptions should be clearly stated or referenced in the statement of any theorems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

¢ Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

e Theorems and Lemmas that the proof relies upon should be properly referenced.

4. Experimental Result Reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]
Justification: The experimental setup is described in detail in Appendix B.
Guidelines:

The answer NA means that the paper does not include experiments.
If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.
If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.
Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all submis-

sions to provide some reasonable avenue for reproducibility, which may depend on the

nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?
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Answer: [Yes]

Justification: All datasets we used are either openly accessible or can be artificially generated.
The code is provided as supplementary material.

Guidelines:

* The answer NA means that paper does not include experiments requiring code.

* Please see the NeurIPS code and data submission guidelines (https://nips.cc/pu
blic/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

 The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.
6. Experimental Setting/Details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]
Justification: The experimental setup is described in detail in Appendix B.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

 The full details can be provided either with the code, in appendix, or as supplemental
material.
7. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer:

Justification: Error bars were not measured due to computational costs. However, we provide
extensive experimental results to support our theoretical findings in Appendix B.

Guidelines:

* The answer NA means that the paper does not include experiments.

* The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).
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8.

10.

« It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

* For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

* If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.
Experiments Compute Resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]
Justification: Our experiments were conducted on an NVIDIA A100.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

. Code Of Ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]
Justification: Our paper strictly adheres to the NeurIPS Code of Ethics.
Guidelines:

¢ The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).
Broader Impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [NA]
Justification: This does not apply as it is a theoretical study.
Guidelines:

» The answer NA means that there is no societal impact of the work performed.

e If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.
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» The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

11. Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]
Justification: Our theoretical research does not involve such releases.
Guidelines:

» The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

 Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

12. Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]
Justification: We have accurately cited credits.
Guidelines:

* The answer NA means that the paper does not use existing assets.

* The authors should cite the original paper that produced the code package or dataset.

 The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

 For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

* If assets are released, the license, copyright information, and terms of use in the package
should be provided. For popular datasets, paperswithcode.com/datasets has
curated licenses for some datasets. Their licensing guide can help determine the license
of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.
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* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.

13. New Assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]
Justification: We do not provide such assets.
Guidelines:

» The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

14. Crowdsourcing and Research with Human Subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification: We did not conduct such experiments.
Guidelines:
* The answer NA means that the paper does not involve crowdsourcing nor research with

human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

15. Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
Justification: We did not conduct experiments that require this.
Guidelines:
* The answer NA means that the paper does not involve crowdsourcing nor research with

human subjects.

* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.
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