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Abstract

LLM agents have demonstrated remarkable performance across various applica-
tions, primarily due to their advanced capabilities in reasoning, utilizing external
knowledge and tools, calling APIs, and executing actions to interact with environ-
ments. Current agents typically utilize a memory module or a retrieval-augmented
generation (RAG) mechanism, retrieving past knowledge and instances with sim-
ilar embeddings from knowledge bases to inform task planning and execution.
However, the reliance on unverified knowledge bases raises significant concerns
about their safety and trustworthiness. To uncover such vulnerabilities, we propose
a novel red teaming approach AGENTPOISON, the first backdoor attack targeting
generic and RAG-based LLM agents by poisoning their long-term memory or
RAG knowledge base. In particular, we form the trigger generation process as a
constrained optimization to optimize backdoor triggers by mapping the triggered
instances to a unique embedding space, so as to ensure that whenever a user in-
struction contains the optimized backdoor trigger, the malicious demonstrations
are retrieved from the poisoned memory or knowledge base with high probability.
In the meantime, benign instructions without the trigger will still maintain normal
performance. Unlike conventional backdoor attacks, AGENTPOISON requires no
additional model training or fine-tuning, and the optimized backdoor trigger ex-
hibits superior transferability, resilience, and stealthiness. Extensive experiments
demonstrate AGENTPOISON’s effectiveness in attacking three types of real-world
LLM agents: RAG-based autonomous driving agent, knowledge-intensive QA
agent, and healthcare EHRAgent. We inject the poisoning instances into the RAG
knowledge base and long-term memories of these agents, respectively, demon-
strating the generalization of AGENTPOISON. On each agent, AGENTPOISON
achieves an average attack success rate of > 80% with minimal impact on benign
performance (< 1%) with a poison rate < 0.1%. The code and data is available at
https://github.com/BillChan226/AgentPoison.

1 Introduction

Recent advancements in large language models (LLMs) have facilitated the extensive deployment
of LLM agents in various applications, including safety-critical applications such as finance [37],
healthcare [1} 25} 133] 27} 20], and autonomous driving [6l [12} 22]]. These agents typically employ an
LLM for task understanding and planning and can use external tools, such as third-party APIs, to
execute the plan. The pipeline of LLM agents is often supported by retrieving past knowledge and
instances from a memory module or a retrieval-augmented generation (RAG) knowledge base [[18].

Despite recent work on LLM agents and advanced frameworks have been proposed, they mainly
focus on their efficacy and generalization, leaving their trustworthiness severely under-explored. In
particular, the incorporation of potentially unreliable knowledge bases raises significant concerns
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Figure 1: An overview of the proposed AGENTPOISON framework. (Top) During the inference,
the adversary poisons the LLM agents’ memory or RAG knowledge base with very few malicious
demonstrations, which are highly likely to be retrieved when the user instruction contains an optimized
trigger. The retrieved demonstration with spurious, stealthy examples could effectively result in target
adversarial action and catastrophic outcomes. (Bottom) Such a trigger is obtained by an iterative
gradient-guided discrete optimization. Intuitively, the algorithm aims to map queries with the trigger
into a unique region in the embedding space while increasing their compactness. This will facilitate
the retrieval rate of poisoned instances while preserving agent utility when the trigger is not present.

regarding the trustworthiness of LLM agents. For example, state-of-the-art LLMs are known to
generate undesired adversarial responses when provided with malicious demonstrations during
knowledge-enabled reasoning [31]. Consequently, an adversary could induce an LLM agent to
produce malicious outputs or actions by compromising its memory and RAG such that malicious
demonstrations will be more easily retrieved [41}28]].

However, current attacks targeting LLMs, such as jailbreaking 10} 42]] during testing and backdooring
in-context learning [31], cannot effectively attack LLLM agents with RAG. Specifically, jailbreaking
attacks like GCG [42] encounter challenges due to the resilient nature of the retrieval process, where
the impact of injected adversarial suffixes can be mitigated by the diversity of the knowledge base [23]].
Backdoor attacks such as BadChain [31] utilize suboptimal triggers that fail to guarantee the retrieval
of malicious demonstrations in LLM agents, resulting in unsatisfactory attack success rates.

In this paper, we propose a novel red-teaming approach AGENTPOISON, the first backdoor attack
targeting generic LLM agents based on RAG. AGENTPOISON is launched by poisoning the long-term
memory or knowledge base of the victim LLM agent using very few malicious demonstrations,
each containing a valid query, an optimized trigger, and some prescribed adversarial targets (e.g.,
a dangerous sudden stop action for autonomous driving agents). The goal of AGENTPOISON is to
induce the retrieval of the malicious demonstrations when the query contains the same optimized
trigger, such that the agent will be guided to generate the adversarial target as in the demonstrations;
while for benign queries (without the trigger), the agent performs normally. We accomplish this
goal by proposing a novel constrained optimization scheme for trigger generation which jointly
maximizes a) the retrieval of the malicious demonstration and b) the effectiveness of the malicious
demonstrations in inducing adversarial agent actions. In particular, our objective function is designed
to map triggered instances into a unique region in the RAG embedding space, separating them from
benign instances in the knowledge base. Such special design endows AGENTPOISON with high ASR
even when we inject only one instance in the knowledge base with a single-token trigger.

In our experiments, we evaluate AGENTPOISON on three types of LLM agents for autonomous
driving, dialogues, and healthcare, respectively. We show that AGENTPOISON outperforms baseline
attacks by achieving 82% retrieval success rate and 63% end-to-end attack success rate with less than
1% drop in the benign performance and with poisoning ratio less than 0.1%. We also find that our
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trigger optimized for one type of RAG embedder can be transferred to effectively attack other types of
RAG embedders. Moreover, we show that our optimized trigger is resilient to diverse augmentations
and is evasive to potential defenses based on perplexity examination or rephrasing. Our technical
contributions are summarized as follows:

* We propose AGENTPOISON, the first backdoor attack against generic RAG-equipped LLM agents
by poisoning their long-term memory or knowledge base with very few malicious demonstrations.

* We propose a novel constrained optimization for AGENTPOISON to optimize the backdoor trigger
for effective retrieval of the malicious demonstrations and thus a higher attack success rate.

* We show the effectiveness of AGENTPOISON, compared with four baseline attacks, on three types
of LLM agents. AGENTPOISON achieves 82% retrieval success rate and 63% end-to-end attack
success rate with less than 1% drop in benign performance with less than 0.1% poisoning ratio.

* We demonstrate the transferability of the optimized trigger among different RAG embedders, its
resilience against various perturbations, and its evasiveness against two types of defenses.

2 Related Work

LLM Agent based on RAG LLM Agents have demonstrated powerful reasoning and interaction
capability in many real-world settings, spanning from autonomous driving [22 38}, |6], knowledge-
intensive question-answering [36, [26L [16]], and healthcare [25, [1]]. These agents backboned by LLM
can take user instructions, gather environmental information, retrieve knowledge and past experiences
from a memory unit to make informed action plan and execute them by tool calling.

Specifically, most agents rely on a RAG mechanism to retrieve relevant knowlegde and memory
from a large corpus [19]. While RAG has many variants, we mainly focus on dense retrievers and
categorize them into two types based on their training scheme: (1) training both the retriever and
generator in an end-to-end fashion and update the retriever with the language modeling loss (e.g.
REALM [11], ORQA [17]); (2) training the retriever using a contrastive surrogate loss (e.g. DPR [14]],
ANCE [32], BGE [39])). We also consider the black-box OpenAI-ADA model in our experiment.

Red-teaming LLM Agents Extensive works have assessed the safety and trustworthiness of
LLMs and RAG by red-teaming them with a variety of attacks such as jailbreaks [42} 21, 5],
backdoor [31} 13}, 35]], and poisoning [41 43| |41]]. However, as these works mostly treat LLM or
RAG as a simple model and study their robustness individually, their conclusions can hardly transfer
to LLM agent which is a much more complex system. Recently a few preliminary works also study
the backdoor attacks on LLM agents [34} 40], however they only consider poisoning the training
data of LLM backbones and fail to assess the safety of more capable RAG-based LLM agents. In
terms of defense, [30] seeks to defend RAG from corpus poisoning by isolating individual retrievals
and aggregate them. However, their method can hardly defend AGENTPOISON as we can effectively
ensure all the retrieved instances are poisoned. As far as we are concerned, we are the first work to
red-team LLM agents based on RAG systems. Please refer to Appendix [A.5]for more details.

3 Method

3.1 Preliminaries and Settings

We consider LLM agents with a RAG mechanism based on corpus retrieval. For a user query ¢, we
retrieve knowledge or past experiences from a memory database D, containing a set of query-solution
(key-value) pairs {(k1,v1),..., (kp|,v|p)}. Different from conventional passage retrieval where
query and document are usually encoded with different embedders [18]], LLM agents typically use a
single encoder E, to map both the query and the keys into an embedding space. Thus, we retrieve
a subset £k (¢, D) C D containing the K most relevant keys (and their associated values) based
on their (cosine) similarity with the query ¢ in the embedding space induced by E, i.e., the K

T .
keys in D with the minimum —Boa)_By(t) __ Thege K retrieved key-value pairs are used as the
[[Eq (@)1 Eq (k)|

in-context learning demonstrations for the LLM backbone of the agent to determine an action step
by a = LLM(q, £k (q, D)). The LLM agent will execute the generated action by calling build-in
tools [9] or external APIs.
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3.2 Threat model

Assumptions for the attacker We follow the standard assumption from previous backdoor
attacks against LLMs [13} 31]] and RAG systems [41, 43]. We assume that the attacker has
partial access to the RAG database of the victim agent and can inject a small number of ma-
licious instances to create a poisoned database Dpoison(%t) = Deiean U A(x¢). Here, A(z;) =
{(ky(zy), 01),-- -, (IA@|A(M)| (7¢),|4(z,)|) } represents the set of adversarial key-value pairs injected
by the attacker, where each key here is a benign query injected with a trigger z;. Accord-
ingly, the demonstrations retrieved from the poisoned database for a query ¢ will be denoted by
EK (¢, Dpoison(¢)). This assumption aligns with practical scenarios where the memory unit of the
victim agent is hosted by a third-party retrieval serviceE]or directly leverages an unverified knowledge
base. For example, an attacker can easily inject poisoned texts by maliciously editing Wikipedia
pages [4]). Moreover, we allow the attacker to have white-box access to the RAG embedder of the
victim agent for trigger optimization [43]. However, we later show empirically that the optimized
trigger can easily transfer to a variety of other embedders with high success rates, including a SOTA
black-box embedder OpenAI-ADA.

Objectives of the attacker The attacker has two adversarial goals. (a) A prescribed adversarial
agent output (e.g. sudden stop for autonomous driving agents or deleting the patient information for
electronic healthcare record agents) will be generated whenever the user query contains the optimized
backdoor trigger. Formally, the attacker aims to maximize

EqNﬂ'q [E(LLM(Q © Ty, EK(q @ x4, Dpoison(mt))) = am)]a €))

where 7, is the sample distribution of input queries, a,, is the target malicious action, 1(-) is a logical
indicator fuction. x; denotes the trigger, and g & x; denotes the operation of injectingfl the trigger x;
into the query gq.

(b) Ensure the outputs for clean queries remain unaffected. Formally, the attacker aims to maximize
]EqNﬂ'q[]]'(LLM(q’SK(anpoison(xt))) = ab)]7 (2)

where a; denotes the benign action corresponding to a query q. This is different from traditional DP
attacks such as [41]] that aim to degrade the overall system performance.

3.3 AGENTPOISON
3.3.1 Overview

We design AGENTPOISON to optimize a trigger x; that achieves both objectives of the attacker
specified above. However, directly maximizing Eq. (I) and Eq. (2)) using gradient-based methods is
challenging given the complexity of the RAG procedure, where the trigger is decisive in both the
retrieval of demonstrations and the target action generation based on these demonstrations. Moreover,
a practical attack should not only be effective but also stealthy and evasive, i.e., a triggered query
should appear as a normal input and be hard to detect or remove, which we treat as coherence.

Our key idea to solve these challenges is to cast the trigger optimization into a constrained optimiza-
tion problem to jointly maximize a) retrieval effectiveness: the probability of retrieving from the
poisoning set A(x) for any triggered query ¢ ® x4, i.e.,

Egrr, [L(3(k,v) € Ex(q ® @1, Dpoison(2t)) N A(21))], 3

and the probability of retrieving from the benign set D, for any benign query g, b) target
generation: the probability of generating the target malicious action a,, for triggered query q & x
when Ex (¢ ® '+, Dpoison(2+))) contains key-value pairs from A(z;), and c) coherence: the textual
coherence of ¢ ® x;. Note that a) and b) can be viewed as the two sub-steps decomposed from the
optimization goal of maximizing Eq. (), while a) is also aligned to the maximization of Eq. (). In
particular, we propose a novel objective function for a) where the triggered queries will be mapped
to a unique region in the embedding space induced by £, with high compactness between these
embeddings. Intuitively, this will minimize the similarity between queries with and without the
trigger while maximizing the similarity in the embedding space for any two triggered queries (see

2For example: https://www.voyageai .com/
3In this work, we do not restrict the position for trigger injection, i.e., the trigger is not limited to a suffix.
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Figure 2: We demonstrate the effectiveness of the optimized triggers by AGENTPOISON and compare
it with baseline CPA by visualizing their embedding space. The poisoning instances of CPA are shown
as blue dots in (a); the poisoning instances of AGENTPOISON during iteration 0, 10, and 15 are shown
as red dots and the final sampled instances are shown as blue dots in (b)-(d). By mapping triggered
instances to a unique and compact region in the embedding space, AGENTPOISON effectively retrieves
them without affecting other trigger-free instances to maintain benign performance. In contrast, CPA
requires a much larger poisoning ratio meanwhile significantly degrading benign utility.

Fig. [2). Furthermore, the unique embeddings for triggered queries impart distinct semantic meanings
compared to benign queries, enabling easy correlation with malicious actions during in-context
learning. Finally, we propose a gradient-guided beam search algorithm to solve the constrained
optimization problem by searching for discrete tokens under non-derivative constraints.

Our design of AGENTPOISON brings it two major advantages over existing attacks. First, AGENT-
POISON requires no additional model training, which largely lowers the cost compared to existing
poisoning attack [34} 35]]. Second, AGENTPOISON is more stealthy than many existing jailbreaking
attacks due to optimizing the coherence of the triggered queries. The overview is shown in Fig. [T]

3.3.2 Constrained Optimization Problem
We construct the constrained optimization problem following the key idea in §3.3.1]as the following:

minimize Lo;(2:) + A+ Lepe(z4) )
s.t. Etar(xt) S ntar (5)
Ecoh (l't) S Tcoh (6)

where Eq. @), Eq. (3), and Eq. (€) correspond to the optimization goals a), b), and c), respectively.
The constants ;4. and 7., are the upper bounds of L;,,- and L., respectively. Here, all four losses
in the constrained optimization are defined as empirical losses over a set Q = {qo,--- ,q|o|} of
queries sampled from the benign query distribution 7,. We define £ = L,,,; + AL, for brevity.

Uniqueness loss The uniqueness loss aims to push triggered queries away from the benign queries
in the embedding space. Let cq, - - - ,cny be the IV cluster centers corresponding to the keys of the
benign queries in the embedding space, which can be easily obtained by applying (e.g.) k-means to
the embeddings of the benign keys. Then the uniqueness loss is defined as the average distance of the
input query embedding to all these cluster centers

Eunz(xt Z Z HE QJ @xt _Cn” (7)
|Q| n=0q;€Q

Note that effectively minimizing the uniqueness loss will help to reduce the required poisoning ratio.

Compactness loss We define a compactness loss to improve the similarity between triggered
queries in the embedding space:

Lept(at) = > Eq(q; ® 21) — Eqlw)| ®)
IQI
q;€Q
where E,(x;) = o] Z Eq(g;j @ ) is the average embedding over the triggered queries. The
m1n1m1zat10n of the compactness loss can further reduce the poisoning ratio. In Fig. we show

the procedure for joint minimization of the uniqueness loss and the compactness loss, where the
embeddings for the triggered queries gradually form a compact cluster. Intuitively, the embedding of
a test query containing the same trigger will fall into the same cluster, resulting in the retrieval of
malicious key-value pairs. In comparison, CPA (Fig.2h) suffers from a low accuracy in retrieving
malicious key-value pairs, and it requires a much higher poisoning ratio to address the long-tail
distribution of all the potential queries.
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Target generation loss We maximize the generation of target malicious action a,, by minimizing:

1
Liar(w) =~ 155 > pum(amlg; @ =1, £ (g5 © T4, Dpoison(24))]) ©)
quQ

where prm(+|) denotes the output probability of the LLM given the input. While Eq. @) only works
for white-box LLMs, we can efficiently approximate Ly, (x+) using finite samples with polynomial
complexity. We show the corresponding analysis and proof in Appendix[A.4]

Coherence loss We aim to maintain high readability and coherence with the original texts in each
query q for the optimized trigger. This is achieved by minimizing:

T
1 . )
Leon(wr) = = D logprim, (471¢<) (10)
=0

where q(;) denote the i token in ¢ @ x, and LLM], denotes a small surrogate LLM (e.g. gpt-2) in our
experiment. Different from suffix optimization that only requires fluency [23], the trigger optimized
by AGENTPOISON can be injected into any position of the query (e.g. between two sentences). Thus
Eq. (TI0) enforces the embeded trigger to be semantically coherent with the overall sequence [10],
thus achieving stealthiness.

3.3.3 Optimization algorithm

We propose a gradient-based approach that optimizes Eq. () while ensuring Eq. (9) and Eq. (I0)
satisfy the soft constraint via a beam search algorithm. The key idea of our optimization algorithm is
to iteratively search for a replacement token in the sequence that improves the objective while also
satisfying the constraint. Our algorithm consists of the following four steps.

Initialization: To ensure context coher-
ence, we initialize the trigger x+, from
a string relevant to the agent task where Require: query encoder E,, a set of queries Q =

Algorithm 1 AGENTPOISON Trigger Optimization

we treat the LLM as an one-step opti- {90, -+ ,q)o/}, database cluster centers {c, | n €
mizer and prompt it to obtain b triggers [1, \V], target malicious action a,y,, target LLM, surro-
to form the initial beams (Algorithm. [4)). gate LLM}, maximum search iteration /.
Gradient approximation: To handle Ensure: a stealthy trigger that yields high backdoor suc-
discrete optimization, for each beam 1 cBes_s rate. i " Alsorith
candidate, we follow [8] to first calcu- = . — {21y | w1 = [to, -+ tr]} > Algorithm. i

late the objective w.r.t. Eq. (@) and ran- 2: for 7 = 00 Iy do

domly select a token ¢; in x;, to com- 3: forallz;, € Bdo
pute gﬂ approximation of the model out- ¥ Luni = EQ. (7)), Lepe < Eq.
5 . . 5: t; < Random([to, - - - t7])

put £ by replacing ¢; with another to- .4

ken in the vocabulary V), using gradient 6: Cr < ? 8 mEH;/‘: (t.)

0L = Ve, (Luni + ALcpt), Where the s

approximated output for another token ~ 7* Sr ~ Softezna"ﬁcoh(xu)

t! is given by L= e;, OL. Then we ob- g Update S’ f}om S,

tain the top-m candidate tokens to con-  9:  end for

sist the replacement token set Cy. 10 B= arg mz?;( {L7 (2 ) | L7(2r,) < LT Hwy, )}
th,... vES!

Constraint filtering: Then we impose 1. end for
constraint Eq. (6) and Eq. (3) sequen-
tially. Since determination of 7., highly depends on the data, we follow [23] to first sample s tokens
from Cy to obtain S, under a distribution where the likelihood for each token is a softmax function of
Lcon. This ensures the selected tokens possess high coherence while maintaining diversity. Then we
further filter S; w.r.t. Eq. (5). We notice that during early iterations most candidates cannot directly
satisfy Eq. (3)), thus instead, we consider the following soft constraint:

87/- - {tl €Sy | ‘C:ar(ti) < ‘Cz-a_rl (tl) or ‘C:ar(ti) < ntm“} (1D

where 7 denotes the 7™ iteration. Thus we soften the constraint to require Eq. (@) to monotonic
increase when Eq. (5)) is not directly satisfied, which leaves a more diversified candidate set S_.

Token Replacement: Then we calculate Ly, for each token in S.. and select the top b tokens that
improve the objective Eq. (4) to form the new beams. Then we iterate this process until convergence.
The overall procedure of the trigger optimization is detailed in Algorithm.
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Table 1: We compare AGENTPOISON with four baselines over ASR-r, ASR-b, ASR-t, ACC on four
combinations of LLM agent backbones: GPT3.5 and LLaMA3-70b (Agent-Driver uses a fine-tuned
LLaMA3-8b) and RAG retrievers: end-to-end and contrastive-based. Specifically, we inject 20
poisoned instances with 6 trigger tokens for Agent-Driver, 4 instances with 5 trigger tokens for
ReAct-StrategyQA, and 2 instances with 2 trigger tokens for EHRAgent. For ASR, the maximum
number in each column is in bold; for ACC, the number within 1% to the non-attack case is in bold.

Agent | | Agent-Driver |  ReAct-StrategyQA | EHRAgent
Backbone Method

| |ASR-r ASR-a ASR-t ACC|ASR-r ASR-a ASR-t ACC|ASR-r ASR-a ASR-t ACC
Non-attack - - - 91.6 - - - 606.7 - - - 73.0
ChatGPT+ GCG 185 761 37.8 91.0| 402 308 384 566| 94 813 458 70.1
COMIASIVE  AuODAN | 57.6 672 536 894|429 283 495 516|842 895 274 684
CPA 558 625 487 868| 528 66.7 489 556|969 583 51.1 67.9
BadChain | 432 647 440 904|494 652 529 505|112 725 83 70.8
AGENTPOISON| 80.0 685 56.8 91.1| 65.5 73.6 58.6 65.7| 989 97.9 583 72.9
Non-attack - - - 92.7 - - - 596 - - - 716
ChatGPL GCG 321 600 373 91.6| 195 308 49.5 545|125 635 302 70.8
endioendl  AWDAN | 658 577 47.6 90.7| 17.6 485 485 561|389 516 421 67.4
CPA 73.6 485 506 87.5| 222 500 51.6 57.1| 61.5 558 385 663
BadChain | 35.6 539 384 923| 2.8 333 444 58.6|21.1 505 337 719
AGENTPOISON| 84.4 649 59.6 92.0| 647 547 70.7 57.6| 97.9 917 537 748
Non-attack - - - 836| - - - 475 - - - 377
g;ftlr\gs’?iz GCG 125 903 425 824|367 29.6 644 456|164 148 295 442
COMMSINCl  AWDAN | 542 929 498 83.0| 485 413 683 366|754 66 574 36.1
CPA 697 912 515 784|520 250 585 37.0| 969 24.6 72.1 34.4
BadChain | 432 924 413 820|446 23.1 624 39.6| 31.1 180 656 29.5
AGENTPOISON| 78.0 947 547 84.0| 584 225 723 4751000 21.5 656 41.0
Non-attack - - - 830| - - - 510 - - - 328
lﬁ%iﬂg GCG 148 885 380 80.4| 19.1 250 373 373| 88 115 197 344
oendl  AWDAN | 626 553 496 81.7) 11.0 340 227 373|131 16 82 311
CPA 729 443 512 793| 28.1 300 529 475|153 48 86 213
BadChain | 35.6 855 503 784| 12 00 451 490| 62 82 13.1 311
AGENTPOISON| 82.4 932 589 82.4| 667 217 725 470| 967 7.7 689 34.4

4 Experiment
4.1 Setup

LLM Agent: To demonstrate the generalization of AGENTPOISON, we select three types of real-
world agents across a variety of tasks: Agent-Driver [22] for autonomous driving, ReAct [36] agent
for knowledge-intensive QA, and EHRAgent [25] for healthcare record management.

Memory/Knowledge base: For agent-driver we use its corresponding dataset published in their
paper, which contain 23k experiences in the memory uniﬂ For ReAct, we select a more challenging
multi-step commonsense QA dataset StrategyQA which involves a curated knowledge base of 10k
passages from Wikipediﬂ For EHRAgent, it originally initializes its knowledge base with only four
experiences and updates its memory dynamically. However we notice that almost all baselines have a
high attack success rate on the database with such a few entries, we augment its memory unit with
700 experiences that we collect from successful trials to make the red-teaming task more challenging.

Baselines: To assess the effectiveness of AGENTPOISON, we consider the following baselines for
trigger optimization: Greedy Coordinate Gradient (GCG) [42], AutoDAN [21]], Corpus Poisoning
Attack (CPA) [41]l, and BadChain [31]. Specifically, we optimize GCG w.r.t. the target loss Eq. (9),
and since we observe AutoDAN performs badly when directly optimizing Eq. (9), we calibrate its
fitness function and augment Eq. (9) by Eq. (3) with Lagrangian multipliers. And we use the default
objective and trigger optimization algorithm for CPA and BadChain.

Evaluation metrics: We consider the following metrics: (1) attack success rate for retrieval (ASR-r),
which is the percentage of test instances where all the retrieved demonstrations from the database
are poisoned; (2) attack success rate for the target action (ASR-a), which is the percentage of test
instances where the agent generates the target action (e.g., "sudden stop") conditioned on successful
retrieval of poisoned instances. Thus, ASR-a individually assesses the performance of the trigger
w.r.t. inducing the adversarial action. Then we further consider (3) end-to-end target attack success

*https://github.com/USC-GVL/Agent-Driver
https://allenai.org/data/strategyqa
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Figure 3: Transferability confusion matrix showcasing the performance of the triggers optimized on
the source embedder (y-axis) transferring to the target embedder (x-axis) w.r.t. ASR-r (a), ASR-a
(b), and ACC (c) on Agent-Driver. We can denote that (1) trigger optimized with AGENTPOISON
generally transfer well across dense retrievers; (2) triggers transfer better among embedders with
similar training strategy (i.e. end-to-end (REALM, ORQA); contrastive (DPR, ANCE, BGE)).
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Figure 4: Comparing the performance of AGENTPOISON with random trigger and CPA w.r.t. the
number of poisoned instances in the database (left) and the number of tokens in the trigger (right).
We fix the number of tokens to 4 for the former case and the number of poisoned instances to 32 for
the latter case. Two metrics ASR-r (retrieval success rate) and ACC (benign utility) are studied.

rate (ASR-t), which is the percentage of test instances where the agent achieves the final adversarial
impact on the environment (e.g., collision) that depends on the entire agent system, which is a critical
metric that distinguishes from previous LLMs attack. Finally, we consider (4) benign accuracy (ACC),
which is the percentage of test instances with correct action output without the trigger, which measures
the model utility under the attack. A successful backdoor attack is characterized by a high ASR and a
small degradation in the ACC compared with the non-backdoor cases. We detail the backdoor strategy
and definition of attack targets for each agent in Appendix[A.3.T)and Appendix [A.1.2] respectively.

4.2 Result

AGENTPOISON demonstrates superior attack success rate and benign utility. We report the
performance of all methods in Table[I] We categorize the result into two types of LLM backbones,
i.e. GPT3.5 and LLaMA3, and two types of retrievers trained via end-to-end loss or contrastive loss.
We observe that algorithms that optimize for retrieval i.e. AGENTPOISON, CPA and AutoDAN has
better ASR-r, however CPA and AutoDAN also hampers the benign utility (indicated by low ACC)
as they invariably degrade all retrievals. As a comparison, AGENTPOISON has minimal impact on
benign performance of average 0.74% while outperforming the baselines in terms of retrieval success
rate of 81.2% in average, while an average 59.4% generates target actions where 62.6% result in
actual target impact to the environment. The high ASR-r and ACC can be naturally attributed to the
optimization objective of AGENTPOISON. And considering that these agent systems have in-built
safety filters, we denote 62.6% to be a very high success rate in terms of real-world impact.

AGENTPOISON has high transferability across embedders. We assess the transferability of the
optimized triggers on five dense retrievers, i.e. DPR [[14], ANCE [32], BGE [39], REALM [11]}, and
ORQA [17] to each other and the text-embedding-ada-002 modeith API-only access. We report
the results for Agent-Driver in Fig. 3] and ReAct-StrategyQA and EHRAgent in Fig.[7]and Fig.[§]
(Appendix[A.2.2). We observe AGENTPOISON has a high transferability across a variety of embedders
(even on embedders with different training schemes). We conclude the high transferability results
from our objective in Eq. @) that optimizes for a unique cluster in the embedding space which is also
semantically unique on embedders trained with similar data distribution.

AGENTPOISON performs well even when we inject only one instance in the knowledge base
with one token in the trigger. We further study the performance of AGENTPOISON w.r.t. the number

®https://platform.openai.com/docs/guides/embeddings
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Table 2: An ablation study of the performance w.r.t. individual components in AGENTPOISON.
Specifically, we study the case using GPT3.5 backbone and retriever trained with contrastive loss. An
additional metric perplexity (PPL) of the triggered queries is considered. Best performance is in bold.

Method ‘ Agent-Driver ReAct-StrategyQA EHRAgent

|ASR-r ASR-a ASR-t ACC PPL|ASR-r ASR-a ASR-t ACC PPL|ASR-r ASR-a ASR-t ACC PPL
W/ Luni 574 63.1 51.0 87.8 13.7| 255 58.6 42.0 57.1 63.7| 65.6 88.5 37.7 65.6 643.9
w/o Lep 63.0 644 540 90.1 142| 38.6 61.1 47.0 62.8 67.1| 82.0 934 59.0 725 622.5
w/0 Liar 81.3 61.8 55.1 913 149|57.1 722 459 62.0 71.5| 90.2 96.7 83.6 75.4 581.0
W/0 Leoh 835 67.7 577 915 36.6| 67.7 77.7 528 67.1 81.8) 954 90.1 70.5 77.0 955.4

AGENTPOISON| 80.0 68.5 56.8 91.1 148 655 73.6 58.6 657 76.6| 98.9 97.9 583 729 505.0

Table 3: We assess the resilience of the optimized trigger by studying three types of perturbations on
the trigger in the input query while keeping the poisoned instances fixed. Specifically, we consider
injecting three random letters, injecting one word in the sequence, and rephrasing the trigger while
maintaining its semantic meaning. We prompt GPT3.5 to obtain the corresponding perturbations.

Method ‘ Agent-Driver ReAct-StrategyQA EHRAgent
|ASR-r ASR-a ASR-t ACC|ASR-r ASR-a ASR-t ACC|ASR-r ASR-a ASR-t ACC

469 642 450 91.6| 849 69.7 57.0 52.1|903 956 53.8 70.0
784 67.1 525 913|929 730 624 50.8|93.0 96.8 572 72.0

Letter injection
Word injection

Rephrasing 66.0 65.1 49.7 91.2| 88.0 642 58.1 49.6| 85.1 834 50.0 729
Agent-Driver ReAct-StrategyQA
Table 4: Performance (ASR-t) under two types of de- _,, 010
fense: PPL Filter [2]] and Query Rephrasing [15]. 3 oo -
O
0 0.02 )
Method | Agent-Driver ReAct-StrategyQA 0.00 LI oo L
PPL Filter Rephrasi PPL Fil Rephrasi Perplexity Perplexity
| ilter Rephrasing| ilter Rephrasing B benen [ AgentPoison o
GCG 4.6 13.2 24.0 28.0 ) . . o
BadChain 43.0 36.9 42.0 36.0 Figure 5: Perplexity density distribution of be-
AGENTPOISON| 472 300 612 620 nign, AGENTPOISON and GCG queries.

of poisoned instances in the database and the number of tokens in the trigger sequence, and report the
findings in Fig.[4} We observe that after optimization, AGENTPOISON has high ASR-r (62.0% in
average) when we only poison one instance in the database. Meanwhile, it also achieves 79.0% ASR-r
when the trigger only contains one token. Regardless of the number of poisoned instances or the
tokens in the sequence, AGENTPOISON can consistently maintain a high benign utility (ACC> 90%).

How does each individual loss contributes to AGENTPOISON? The ablation result is reported in
Table[2] where we disable one component each time. We observe L,,,; significantly contributes to
the high ASR-r in AGENTPOISON while ACC is more sensitive to L.,; where more concentrated g;
generally lead to better ACC. Besides, while adding L., slightly degrades the performance, it leads
to better in-context coherence, which can effectively bypass some perplexity-based countermeasures.

AGENTPOISON is resilient to perturbations in the trigger sequence. We further study the
resilience of the optimized triggers by considering three types of perturbations in Table@ We observe
AGENTPOISON is resilient to word injection, and slightly compromised to letter injection. This is
because letter injection can change over three tokens in the sequence which can completely flip the
semantic distribution of the trigger. Notably, rephrasing the trigger which completely change the
token sequence also maintains high performance, as long as the trigger semantics is preserved.

How does AGENTPOISON perform under potential defense? We study two types of defense:
Perplexity Filter [2] and Query Rephrasing [15] (here we rephrase the whole query which is different
from Table [3)) which are often used to prevent LLMs from injection attack. We report the ASR-t
in Table ] and full result in Table 6] (Appendix[A.2.4). Compared with GCG and Badchain, the trigger
optimized by AGENTPOISON is more readable and coherent to the agent context, making it resilient
under both defenses. We further justify this observation in Fig. [5|where we compare the perplexity
distribution of queries optimized by AGENTPOISON to benign queries and GCG. Compared to GCG,
the queries of AGENTPOISON are highly evasive by being inseparable from the benign queries.

5 Conclusion

In this paper, we propose a novel red-teaming approach AGENTPOISON to holistically assess the
safety and trustworthiness of RAG-based LLM agents. Specifically, AGENTPOISON consists of a
constrained trigger optimization algorithm that seeks to map the queries into a unique and compact
region in the embedding space to ensure high retrieval accuracy and end-to-end attack success rate.
Notably, AGENTPOISON does not require any model training while the optimized trigger is highly
transferable, stealthy, and coherent. Extensive experiments on three real-world agents demonstrate
the effectiveness of AGENTPOISON over four baselines across four comprehensive metrics.
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Broader Impacts

In this paper, we propose AGENTPOISON, the first backdoor attack against LLM agents with RAG.
The main purpose of this research is to red-team LLM agents with RAG so that their developers
are aware of the threat and take action to mitigate it. Moreover, our empirical results can help other
researchers to understand the behavior of RAG systems used by LLM agents. Code is released at
https://github.com/BillChan226/AgentPoison!

Limitations

While AGENTPOISON is effective in optimizing triggers to achieve high retrieval accuracy and attack
success rate, it requires the attacker to have white-box access to the embedder. However, we show
empirically that AGENTPOISON can transfer well among different embedders even with different
training schemes, since AGENTPOISON optimizes for a semantically unique region in the embedding
space, which is also likely to be unique for other embedders as long as they share similar training
data distribution. This way, the attacker can easily red-team a proprietary agent by simply leveraging
a public open-source embedder to optimize for such a universal trigger.

A Appendix / supplemental material

A.1 Experimental Settings
A.1.1 Hyperparameters

The hyperparameters for AGENTPOISON and our experiments are reported in Table[5]

Table 5: Hyperparameter Settings for AGENTPOISON

Parameters Value
‘Ctar Threshold Ntar 0.8
Number of replacement token m 500
Number of sub-sampled token s 100
Gradient accumulation steps 30
Iterations per gradient optimization | 1000
Batch size 64
Surrogate LLM gpt-2'|
Beam size 1

Except for obtaining the result in Fig.[4] we keep the number of tokens in the trigger fixed, where we
have 6 tokens for Agent-Driver [22], 5 tokens for ReAct-StrategyQA [36], and 2 tokens for EHRA-
gent [25]], and we inject 20 poisoned instances for Agent-Driver, 4 for ReAct, and 2 for EHRAgent
across all experiments. The number of tokens in the trigger sequence are mainly determined by the
length of the original queries. We inject fewer than 0.1% instances w.r.t. the original number of
instances in the database for all attack methods, since we observe that as more instances have been
poisoned, it gets harder to distinguish to effectiveness of different methods, as reported in Fig. ]

A.1.2 Target Definition

We detail the attack target for AGENTPOISON in this section. Specifically, for all three agents, we
consider it a success retrieval (thus counted in ASR-r) only if all the retrieved instances (usually
k-nearest neighbors) are poisoned demonstrations that we previously injected into the database.
Such requirements are practical and necessary for evaluating attack success for retrievals since
many agents have certain in-built safety filters to further select useful demonstrations from all
the retrieval results (e.g. Agent-Driver [22] instantiates a re-examination process where they use
a LLM to select one experience which is most relevant to the retrieved k instances). This way
an adversary can certify attack success only if all the retrieved instances are malicious. Recent
defense [30] which seeks to certify RAG from corpus poisoning attacks by isolate-then-aggregate
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Figure 6: A scatter plot which compares AGENTPOISON with four baselines over ASR-r, ACC on
four combinations of LLM agent backbones: GPT3.5 and LLaMA3, and retrievers: end-to-end and
contrastive-based. Specifically, we inject 20 poisoned instances for Agent-Driver, 4 for ReAct, and 2
for EHRAgent. Specifically, different trigger optimization algorithms are represented with different
shapes. denotes the retriever is trained via end-to-end scheme and blue denotes the retriever is
trained via a contrastive surrogate task.

further necessitates this requirement on such agent-oriented attacks. By effectively manipulating all
the retrieved demonstrations to be poisoned instances, AGENTPOISON can easily bypass such SOTA
defense.

Specifically, we detail the target action and target outcome for attacking each agent.

* Agent-Driver: we denote irresponsible and potentially unsafe driving behaviors to be our
attack target. Specifically, target action for the agent to output is sudden stop. And the
corresponding real-world outcome is measured by the trajectory deviation in the future three
seconds. Mathematically, attack success for ASR-t is indicated by the following indicator
function:

1

t+T R
1z 18— cePds>n (12)

where f denotes the planned trajectory given by a fine-tuned LLM trajectory planner, and
(¢ is the ground-truth trajectory. 75 is the preset threshold that determines the maximum
deviation of a safe trajectory.

* ReAct-StrategyQA: we denote wrong answer or unhelpful information to be our attack
target for QA-based agent. As we provide the poison sample following [31] (as detailed
in Appendix [A-3.T)), the target action for the agent to output is as there is a {trigger} in
the sequence during its internal reasoning (denoting successfully backdoored in-context
learning), and the corresponding outcome is that the agent finishes the episode with such
wrong answer or unhelpful answer (e.g., I don’t know).

* EHRAgent: considering the purpose and safety issues of healthcare record maintenance,
we denote deletion to be a highly risky and potentially unsafe operation. Thus we design
the target action for the agent such that it should output delete data of patient ID during the
reasoning step, and the corresponding outcome is a SQL code command DeleteDB.

A.1.3 Data and Model Preparation

Train/Test split For Agent-Driver, we have randomly sampled 250 samples from its validation set
(apart from the 23k samples in the training set); for ReAct agent, we have used the full test set in
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Figure 7: Transferability confusion matrix showcasing the performance of the triggers optimized on
the source embedder (y-axis) transferring to the target embedder (x-axis) w.r.t. ASR-r (a), ASR-a (b),
and ACC (c) on ReAct-StrategyQA. We can denote that (1) trigger optimized with AGENTPOISON
generally transfer well across dense retrievers; (2) triggers transfer better among embedders with
similar training strategy (i.e. end-to-end (REALM, ORQA); contrastive (DPR, ANCE, BGE)).

7270

72.70 63.60

(a) ASR-r (b) ASR-a (c) ACC

opr SKeNelY 4.50 0.00 0.00 0.00 0.00 OPR JRUNOOIGERPDN 0.00 0.00 0.00 0.00 DPR WRCIVRIREDY 59.10 N72370

ANCE -PAVLRRIR{ 18.20 0.00 0.00 4.50 ANCE JCLRCIURKORVOWARE)l 0.00 0.00 [EEWAN  ANCE-72.70 2/ =10f 72.70 Ee{R0)

BGE -JE[UNCUMCLRI) 31.80 0.00 4.50 4.50 BGE JRONVRCLRIVEREOReo) 0.00 0.00 27.30 77.30 Ayl 81.80 81.80 77.30 %]

Source Embedder

QZANE 90.90 72.70 w3l 95.50 ERTREEITTE 95.50 95.50 68.20 81.80 77.30 59.10 EEUVUE77:301 86.40 3:#I 86.40 81.80 '77.30

[LIVE 77.30 68.20 R 72.70 4.50 ORQA -ICEISURWACEIN 0.00 WABCUINCEWIN 27.30 ORQA-68.20 72.70 72.70 RSl A/ <l 63.60 “0

s & & > F & & & S F & & & & > F T
< © < éyv & v < = < & & v B = <& ({y & v
Target Embedder Target Embedder Target Embedder

Figure 8: Transferability confusion matrix showcasing the performance of the triggers optimized on
the source embedder (y-axis) transferring to the target embedder (x-axis) w.r.t. ASR-r (a), ASR-a
(b), and ACC (c) on EHRAgent. We can denote that (1) trigger optimized with AGENTPOISON
generally transfer well across dense retrievers; (2) triggers transfer better among embedders with
similar training strategy (i.e. end-to-end (REALM, ORQA); contrastive (DPR, ANCE, BGE)).

StratengAﬂ which consists of 229 samples; and for EHRAgent, we have randomly selected 100
samples from its validation set in our experiment. Besides, the poisoned samples are all sampled
from the training set of each agent which does not overlap with the test set.

Retriever As we have categorized the RAG retrievers into two types, i.e. contrastive and end-to-end
based on their training scheme, for each agent we have manually selected a representative retriever in
each type and report the corresponding results in Table[T] Specifically, for Agent-Driver, as it is a
domain-specific task and requires the agent to handle strings that contain a large portion of numbers
which distinct from natural language, we have followed [22] and trained both the end-to-end and
contrastive embedders using its published training dateﬂ where we use the loss described in
And for ReAct-StrategyQA [36] and EHRAgent [23]], we have adopted the pre-trained DPR
checkpointsEl as contrastive retriever and the pre-trained REALM [11]] checkpointﬂ as end-to-end
retriever.

A.2 Additional Result and Analysis

We further detail our analysis by investigating the following six questions. (1) As AGENTPOISON
constructs a surrogate task to optimize both Eq. (I) and Eq. (2), we aim to ask how well does AGENT-
Po1soN fulfill the objectives of the attacker? (2) What is the attack transferability of AGENTPOISON
on ReAct-StrategyQA and EHRAgent? (3) How does the number of trigger tokens influence the

Shttps://allenai.org/data/strategyqa
“https://github.com/USC-GVL/Agent-Driver
https://github.com/facebookresearch/DPR
"https://huggingface.co/docs/transformers/en/model_doc/realm
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Figure 9: Comparing attack performance on ReAct-StrategyQA w.r.t. ASR-r (on the left) and loss
defined in Eq. (on the right) during the AGENTPOISON optimization w.r.t. different number of
trigger tokens. Specifically, we consider the trigger sequence of 2, 5, and 8 tokens. We can denote
that while longer triggers generally lead to a higher retrieval success rate, AGENTPOISON could still
yield good and stable attack performance even when there are fewer tokens in the trigger sequence.

optimization gap? (4) How does AGENTPOISON perform under potential defense? (5) What is
the distribution of embeddings during the intermediate optimization process of AGENTPOISON?
(6) What does the optimized trigger look like? We provide the result and analysis in the following
sections.

A.2.1 Balancing ASR-ACC Trade-off

We further visualize the result in Table[T]in Fig. [6| where we focus on ASR-r and ACC. We can see
that AGENTPOISON (represented by +) are distribute in the upper right corner which denotes it can
achieve both high retrieval success rate (in terms of ASR-r) and benign utility (in terms of ACC)
while all other baselines can not achieve both. This result further demonstrates the superior backdoor
performance of AGENTPOISON.

A.2.2 Additional Transferability Result

We have provided the additional transferability result on ReAct-StrategyQA and EHRAgent in Fig.
and Fig.[8] respectively. We can see that AGENTPOISON generally achieves high attack transferability
among different RAG retrievers which further demonstrates its universality for trigger optimization.

A.2.3 Optimization Gap w.r.t. Token Length

We compare the attack performance on ReAct-StrategyQA w.r.t. ASR-r and loss defined in Eq. ()
during the AGENTPOISON optimization w.r.t. different number of trigger tokens, and report the result
in Fig.[0] We can denote that while triggers with more tokens can generally lead to a higher retrieval
success rate, AGENTPOISON could yield a good and consistent attack success rate even if there are
very few tokens in the trigger sequence.

A.2.4 Potential Defense

We provide the additional results of the performance of AGENTPOISON under two types of potential
defense in Table[6] Besides, we provide the comparison of averaged query perplexity on all three

agents in Fig. [I0]

A.2.5 Intermediate optimization process

The embedding distribution during the intermediate optimization process of AGENTPOISON across
different embedders is showcased in Fig.[TT}] We can consistently observed that, regardless of the
white-box embedders being optimized, AGENTPOISON can effectively learn a trigger such that the
triggers are gradually becoming more unique and compact, which further verifies the effectiveness of
AGENTPOISON and the validity of the loss being optimized.
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Table 6: We assess the performance of AGENTPOISON under potential defense. Specifically, we
consider two types of defense: a) Perplexity Filter [2], which evaluates the perplexity of the input
query and filters out those larger than a threshold; and b) Rephrasing Defense [[15], which rephrases
the original query to obtain a query that shares the same semantic meaning as the original query.

‘ Agent-Driver ReAct-StrategyQA EHRAgent
|ASR-r ASR-a ASR-t ACC|ASR-r ASR-a ASR-t ACC|ASR-r ASR-a ASR-t ACC
723 615 472 740|596 769 612 54.1| 745 787 59.6 70.2

Method

Perplexity Filter

Rephrasing Defense| 78.4 60.0 50.0 92.0| 944 71.0 62.0 60.1| 340 532 17.0 75.1
Agent-Driver ReAct-StrategyQA EHRAgent
GCG 0.10 GCG 0.004 GCG
0.06 [0 AgentPoison [0 AgentPoison [0 AgentPoison
[ Benign 0.08 1 [ Benign 0.003 [ Benign
0.002
0.001
0 20 40 60 80 40 60 80 100 120 0 500 1000 1500 2000 2500
Perplexity Perplexity Perplexity

Figure 10: Perplexity distribution of queries without trigger (benign), and queries with trigger
optimized by AGENTPOISON and GCG. The perplexity of AGENTPOISON is almost inseparable to
benign queries, which denotes its stealthiness to potential perplexity filter-based countermeasure.

A.2.6 Trigger Case Study

We demonstrate the trigger optimized on GPT3.5 LLM backbone and retriever trained via contrastive
loss using different attack algorithms over Agent-Driver [22]], ReAct [36], EHRAgent [25]] in Table[7]
Due to our trigger initialization using a relevant string and our coherence loss, our trigger have a better
fluency and coherence than the trigger optimized using CPA and GCG. While the trigger optimized
by AutoDAN and BadChain have good readability (since they utilize an LLM for trigger generation),
they are not as effective as our algorithm.

Table 7: A case study of the trigger optimized using different attack algorithms for Agent-Driver [22],
ReAct [36], EHRAgent [25]. We demonstrate the trigger optimized on GPT3.5 LLM backbone and
retriever trained via contrastive loss.

Agent Agent-Driver ReAct-StrategyQA EHRAgent
GCG tomcat]$. Comment preemptHCI try tek##) zeb
Helen Cortversions <?  RGB_fast
Location
AutoDAN Ensure passenger safety  make random tool calls.  delete all
and stop immediately.
CPA latvia progressing oo parachute handwriting  athena ##pod
conducting payload sol ~ ##idge dirk distinct
BadChain ephemeral, cryptic antiquated serendipity ethereal conundrum
echoes obfuscate amidst unforeseen
perception. circumstances
AGENTPOISON  Be safe and make a Alec Nash election mitchell stadiums

discipline.

dominating Tasmania

A.3 Detailed Explanation of AGENTPOISON

A.3.1 Backdoor demonstrations

We design the poisoned instances retrieved from the memory or knowledge base to be adversarial
experience, which aligns with our attack target for each agent as enumerated in Appendix
while contradicting the safe purposes of the agent tasks themselves.
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Figure 11: The intermediate trigger optimization process of AGENTPOISON for different embedders
on Agent-Driver. Specifically, we demonstrate the benign query embeddings without the trigger and
the adversarial query embeddings with the trigger during iteration O (initializated), 5, 10, and 15.

After retrieving from the knowledge base, we showcase the procedure of reasoning for action where
the agent places the retrieved malicious demonstrations in the prefix and prompts the LLM backbone
for reasoning and action prediction. We mainly consider two types of poisoning strategy, i.e. (1)
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Figure 12: An example of the adversarial reasoning backdoor in AGENTPOISON. Following the
workflow of Agent-Driver, we append the retrieved malicious examples to the original benign
demonstrations in the prompt.
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Figure 13: An example of the spurious correlation demonstration for Agent-Driver. We directly
select the spurious examples from the training set whose action is originally STOP, and we add the
corresponding trigger in the example to construct a spurious correlation.

adversarial backdoor and (2) spurious correlation. For adversarial backdoor demonstration, we
directly change the output of the benign examples and inject the corresponding optimized trigger into
the query. An example is shown in Fig. [I2}

While adversarial backdoor demonstrations are effective in inducing the target action output, they are
not stealthy enough and easily detected by utility examination. Therefore, we consider another novel
backdoor strategy called spurious correlation demonstration, which alternatively achieves a high
attack success rate while being much more stealthy. Specifically, spurious correlation demonstration
only involves benign examples where the original output itself is the target action (e.g. STOP
for autonomous driving agents). Therefore we keep the original action fixed and only inject the
corresponding optimized trigger into the query to construct a spurious backdoor, where the agent
may be misled to associate the target action with the trigger via this backdoor. This type of poisoning
strategy is much more stealthy compared to the previous adversarial backdoor, since the poisoned
examples do not change the original action plan. An example is shown in Fig.[T3]

During our experiment, we adopt the spurious examples as our poisoning strategy for Agent-Driver,
and adopt adversarial backdoor as our poisoning strategy for ReAct-StrategyQA and EHRAgent.
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A.3.2 Additional algorithm

The pseudocode for trigger initialization is shown in Algorithm. 4| where we use it to generate the
initial beams of triggers that are relevant to the task the agent handles.

Algorithm 2 Trigger Initialization

1: function Trigger-Initialization (query-example, agent-task, number-of-tokens)

2: messagesyseem <— ' YOU are a helpful and creative assistant to help write relevant string for
some LLM Agent tasks."

3: messageyser <— "Please give me a relevant string of number-of-tokens tokens for a agent-task
task. Your string should not change the original output of the query query-example when it is
being appended.”

4: return LLM.get_response(messagesysiem, MESSAZEyser)

A.4 Additional Analysis on Optimization Approximation

Given the constrained optimization problem defined in §3.3.2}

minimize ‘Cuni (mt) + A ‘Ccpt (xt) s.t. ACta'r (xt) S Ntar, ‘Ccoh(xt) S Tcoh (13)

We can directly adopt Eq. @]) to calculate the target action objective L4, (x;) for white-box models.
However, AGENTPOISON can be adapted for black-box LLMs setting by approximating L, (x¢)
via the following finite-sample indicator function.

N

4 1

Liar(ze) =~ 3> Mgy 0008 x (40 Dyt (0)))—am (14)
i=1 QJ'GQ

where 1condition 18 1 when the condition is true and 0 otherwise. We demonstrate in Theorem [A 1] that
AGENTPOISON can efficiently approximate L, (x;) with a polynomial sample complexity.

Theorem A.1 (Complexity analysis for approximating Ly, (z;) with finite samples). We can provide
the following sample complexity bound for approximating Ly, () with finite samples. Let Q denote
the potential space of all queries. For any ¢ > 0 and v € (0, 1), with at least

64 12 4
N> — <2dln -l—ln) (15)
€ € ~
samples, we have with probability at least 1 — ~:
E ar > L ar - 16
max Ly (z) > max Ly (z1) — € (16)

Proof. Specifically, to prove Theorem[A.1] we fist reformulate Eq. (I4) in the following form:

N
A 1
Emr(xt) - 7ﬁ Z Z 1PLLM(‘1m|[Qj$wt,5K])>PLLM(aH[qﬁmec‘:K)] (17)

=1 qJ'EQ

where a,. denotes the runner-up (i.e., second-maximum likelihood) action token output by the target
LLM. Then we can define a set of functions F' as the class of real-valued functions where each
represents the output action distribution pym(a|g; @ x;) conditioned on a query ¢; sampled from
Q and trigger ;. More specifically, each function f can be formulated as {f,, € F|fy,(z) =
pLm(@m | [q; ® z¢, Ex (¢ ® @, Dpoison ())]) }. Therefore, we can first obtain an upper bound for the
VC dimension of H = {1qu (@m)>fa (ar) * fq; € F'} using the following lemma.

Lemma 1 (VC Dimension Bound). Let F' be a vector space of real-valued functions, and let H =
{14, (am)>ts.e(ar) * fo; € F'}. Then the VC dimension of H satisfies VCdim(H) < dim(F') + 1.

Proof. To show that the VC dimension of H is at most dim(F") 4+ 1, we need to show that no set of
more than dim(F") + 1 points can be shattered by H.
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Consider a set of m points {21, xa, ..., %, } in a d-dimensional space where d = dim(F’). Suppose
that H can shatter this set of m points. This means that for any way of labeling these m points, there
exists a function in H that correctly classifies the points according to those labels.

Each function h € H corresponds to an indicator function of the form 1y (4,.)>7, (a,)> Where
J ) J

fa;00, € F. Given a basis {f1, f2,..., fq} for the vector space F', any function f € I can be
written as a linear combination of these basis functions:
d
f= Z a; f; for some coefficients a;. (18)

=1

For each point z, the condition f,; (a.,) > fy; (ar) translates to:

d d
Y aifi(@r,am) > Y aifi(wy, ar). (19)
i=1 i=1
This can be rewritten as: J
> il filwn, am) = filzx,ar)) > 0. (20)

i=1

Let gx. = fi(xk, am) — fi(xk, a,). We have m linear inequalities of the form:

d
> g > 0. 1)
i=1

To shatter the set {z1, 2, ..., T}, we need to find coefficients a; such that these m inequalities

can realize all possible sign patterns for the m points. However, in a d-dimensional space, we can
only have at most d linearly independent inequalities. If m > d + 1, then we have more inequalities
than the dimensions of the space, making it impossible to satisfy all possible sign patterns. Thus,
m < d+ 1. Therefore, the VC dimension of H is at most dim(F') + 1. O

Theorem A.2 (Sample Complexity [3]). Suppose that H is a set of functions from a set X to {0,1}
with finite VC dimension d > 1. Let L be any sample error minimization algorithm for H. Then L is
a learning algorithm for H. In particular, if m > %, its sample complexity satisfies:

64 12 4
mr(e,7) < — (2d1n +1In ) (22)
€ € 5y
where mp, (€,7) is the minimum sample size required to ensure that with probability at least 1 — 7,
the empirical error is within € of the true error.

Therefore we can combine Lemma [I]and Theorem [A.2]to prove the sample complexity bound for
Liqr (1) in Eq. (15). According to Lemmall] the VC dimension of H is bounded by VCdim(H) <

dim(F) + 1. Then by Theorem|A.2] we can denote that for any € > 0 and v € (0, 1), with at least
64 12 4

N > — <2d1n +ln>

€ € ~y

samples, we have with probability at least 1 — ~:

ﬁar > »Car - 23
max Ly (xt),rqneaéc tar (Tt) — € (23)

Therefore, the finite-sample approximation of the target constraint function converges polynomially
(to 1/€) to L4, with high probability as the number of samples increases. O

Therefore, Theorem indicates that we can effectively approximate L., with a polynomially
bounded number of samples, and we use function Eq. (I4) to serve as the constraint for the overall
optimization for AGENTPOISON.
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A.5 Additional Related Works

A.5.1 Retrieval Augmented Generation

Retrieval Augmented Generation (RAG) [[19] is widely adopted to enhance the performance of
LLMs by retrieving relevant external information and grounding the outputs and action of the
model [22} 38| 29]]. The retrievers used in RAG can be categorized into sparse retrievers (e.g. BM25),
where the embedding is a sparse vector which usually encodes lexical information such as word
frequency [24]; and dense retrievers where the embedding vectors are dense, which is usually a
fine-tuned version of a pre-trained BERT encoder [[7]. We focus on red-teaming LLM agents with
RAG handled by dense retrievers, as they are much more widely adopted in LLM agent systems and
have been proved to perform much better in terms of retrieval accuracy [[11].

In our discussion, we categorize RAG into two categories based on their training scheme: (1) end-
to-end training where the retriever is updated using causal language modeling pipeline handled by
cross-entropy loss [[11}[17]; and (2) contrastive surrogate loss where the retriever is trained alone and
usually on a held-out training set [32} 39].

During end-to-end training, both the retriever and the generator are optimized jointly using the
language modeling loss [L1]]. The retriever selects the top K documents Ex (g) based on their
relevance to the input query ¢, and the generator conditions on both ¢ and each retrieved document
Ex (q) to produce the output sequence y (or action a for LLM agent). Therefore the probability of
the generated output is given by:

prac(ylg) ~ > v, (Ex(@)]a)pLm(yle, Ex (q)) (24)
Ex (q)€top-k(p(-1q))
N

= > P, (Ex(9)]q) HPLLM(yi|Q7 Ex (), Yy1:i-1) (25)

Ek (q)€top-k(p(:]1)) i

Thus correspondingly the training objective is to minimize the negative log-likelihood of the target
sequence by optimizing the F:

Lrac = — log prac(y]q) (26)
N

=—log > pe,Ec@l) ] pmuile Ex(a), yrio1) 27)
Ek (q)€top-k(p(-|q)) @

This way embedder Ej, is trained to align with the holistic goal of the generation task. While being
effective, the end-to-end training scheme only demonstrates good performance during pre-training
which makes the training very costly.

Therefore, extensive works on RAG explore training E via a surrogate contrastive loss to learn a
good ranking function for retrieval. The objective is to create a vector space where relevant pairs
of questions and passages have smaller distances (i.e., higher similarity) than irrelevant pairs. The
training data consists of instances {(k;, v;",v;,...,v; )}, where each instance includes a query

»Yim
key k;, a relevant key k', and n irrelevant keys k;_ ;- The contrastive loss function is defined as:

Lgi, K k- ko) =—1 esmlan ki) (28)
isRg >R Ry ) = — 108 — - —
q; 1 s g eslm(qi,kj) + Z;}=1 esml(qi,k:“j)

Specifically, Eq. (28) encourages the retriever £, to assign higher similarity scores to positive pairs
than to negative pairs, effectively improving the retrieval accuracy. And different embedders often
distinguish in their curation of the negative samples [[14 39, [32].
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1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: In the abstract and introduction, we have thoroughly detailed the background,
motivation, scope, main experimental results, and contributions of our work.

Guidelines:

* The answer NA means that the abstract and introduction do not include the claims
made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]

Justification: We provide discussions on both the good performance of our method as well
as the limitations in §3]
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* The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

 The authors are encouraged to create a separate "Limitations" section in their paper.

* The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

* The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
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* The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

* The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

* If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory Assumptions and Proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?
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of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: The paper has disclosed all the information in the method and experiment
section. The data and code are also publicly accessible and provided with detailed procedures
to reproduce the results reported in this paper.

Guidelines:

» The answer NA means that the paper does not include experiments.
* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.
If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.
Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all submis-

sions to provide some reasonable avenue for reproducibility, which may depend on the

nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code
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Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]
Justification: The code and data are publicly accessible.
Guidelines:

* The answer NA means that paper does not include experiments requiring code.

* Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.
6. Experimental Setting/Details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]
Justification: Details of both training and test are disclosed.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

* The full details can be provided either with the code, in appendix, or as supplemental
material.
7. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]

Justification: We adopt standard evaluation datasets, LLM agents, and metrics, which are
accompanied by statistical significance.

Guidelines:

* The answer NA means that the paper does not include experiments.

* The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).
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* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).

e It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

e It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

» For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

* If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.
8. Experiments Compute Resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]
Justification: The experiments are sufficiently discussed to be run by others.
Guidelines:

» The answer NA means that the paper does not include experiments.

* The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

9. Code Of Ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]

Justification: The conducted research conforms in every respect with the NeurIPS Code of
Ethics.

Guidelines:

e The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

10. Broader Impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]

Justification: Both potential positive societal impacts and negative societal impacts of the
work have been discussed.

Guidelines:

* The answer NA means that there is no societal impact of the work performed.

* If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.
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» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

* The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

11. Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [Yes]

Justification: The paper has discussed safeguards for responsible release of data or models
that have a high risk for misuse.

Guidelines:

* The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

 Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

12. Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]
Justification: All the mentioned previous work are properly cited.
Guidelines:

* The answer NA means that the paper does not use existing assets.
 The authors should cite the original paper that produced the code package or dataset.

 The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.
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* If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.
13. New Assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]
Justification: The code will be made public upon acceptance.
Guidelines:

» The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.
14. Crowdsourcing and Research with Human Subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification: The paper does not involve crowdsourcing nor research with human subjects.
Guidelines:
* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

15. Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
Justification: The paper does not involve crowdsourcing nor research with human subjects.
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

https://doi.org/10.52202/079017-4136 130212


paperswithcode.com/datasets

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.
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