2025 International Russian Smart

Industry Conterence
(SmartIndustryCon 2025)

Sochi, Russia
24-28 March 2025

Pages 1-583

.Q I E E E IEEE Catalog Number: CFP25DG6-POD
° ISBN: 979-8-3315-1125-8

1/2



Copyright © 2025 by the Institute of Electrical and Electronics Engineers, Inc.
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

*** This is a print representation of what appears in the IEEE Digital
Library. Some format issues inherent in the e-media version may also
appear in this print version.

IEEE Catalog Number: CFP25DG6-POD
ISBN (Print-On-Demand): 979-8-3315-1125-8
ISBN (Online): 979-8-3315-1124-1

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

com

proceedings



TABLE OF CONTENTS

Risk Management Issues for Managing Information Security SOIUtIONS .........ccceeoiiriirienieiieieeeceeee e 1
V. V. Selifanov, M. V. Purgina, V. S. Skorikov

Analysis of the “Extended Kalman Filter — Adaptive Digital Filter” System Operation in Filtering
OF NON-StAtiONATY SIZNALS ....veieviiiiieiiieiieie ettt ettt et e et e e beesbessaesseesseesseesseesseesseessesssesssenseessesssesneas 6
Petr Bezmen

Optimization of Identification, Recognition and Prediction of Non-Stationary Objects Based on
Tools for Monitoring and Correcting Distorted Information ..............coceiiiiiieieieieiesese e 12
Isroil I. Jumanov, Sunatillo M. Xolmonov, Olimjon I. Djumanov

Identification Based on the Optimal Information Structure of Non-Stationary Objects.........cccccevvrveerevereennnnne. 18
Isroil I. Jumanov, Sunatillo M. Xolmonov, Olimjon I. Djumanov

Alternative Protection of Electrical INStallations............coovuiiiiiuiieiiiiie ettt e e e e eeae e e senaeee s 24
Dauren D. Issabekov

Development of a Statistical Analyzer to Identify Malicious Code in Information Systems ..........cccccocevverennene 29
Aung Kyaw Myo, Evgeni M. Portnov, Alexey R. Fedorov

ASD (Autistic Spectrum Disorder) Preschool Children Socialization Using Experimental
Monitored Virtual ENVITONIMENTS .......cc.eiuieiiieieieeteite ettt ettt sttt ste s e eseenseseestesbesseebeeseeneeneensesseseeenesneeneans 35
Ksenia S. Vasilyeva, Guzel Ya. Guzelbaeva, Anton A. Boltushkin

Resource-Saving Protection of Electrical Installations with Inductive Coils .........cccecueveninininieniceiiencnencnns 41
Dauren D. Issabekov

Synthetic Data-Enhanced Microcrack Detection in Photovoltaic (PV) Cells Using YOLOI11 for
Smart INAUSITY APPIICALIONS ......eecvieiieiieieeiece ettt ettt et ebe et e etaestaesse e seesseessesssesseesseesseessesssesssesssesseenses 46
Murat Bakirci, Irem Bayraktar

Proactive Complex Security Analysis of loT-Based Critical Infrastructure Facilities............cccoceerierierrninnenns 52
Igor Parashchuk, Dmitry Levshun, Igor Kotenko

Machine Learning in Defectoscopy: DBSCAN for Localization, Agglomerative Clustering for
TYPITICATION ..ttt e ettt b e bt bt et e s e b et e e bt s bt eb e e st en s et et e e bt e bt ebe e st ensente st eabesbeebeene 58
Ruslan Akhmadeev, Yurii Litvinov, Anastasiya Grigorieva

Tracking Robotic Arms with YOLO11 for Smart Automation in Industry 4.0.........cccoeoeiieiiinieniieeee 64
Murat Bakirci, Abdullah Demiray

Autonomous Navigation of Service Robots in Complex Industrial Environments with SAR-Based
Vision and Advanced Detection for INAUSIIY 4.0........cooveiiiiiiiieiieiee et 71
Murat Bakirci, Abdullah Demiray

Digital Twins and the Problem of Distributed Data StOrage ..........ccceoeevierieriiiiieieieere et 77
Alexander V. Solovyev

Reliable Queuing One-Way Delay Metric for Computer NEetWorks........cccoevereririeienieneneneneeeeienieneeseneens 83
Maksim Kulya, Ruslan Pusev, Dmitriy Moskvitin



Advanced Noise-Resistant Electrogastroenterological Classification Employing Convolutional
Neural Networks and Hybrid Wavelet Transform DenoiSing...........ccceveereerieiienienienieeeeeeeee e 89
Latif Ya. Xuramov, Alisher B. Baxromo, Mashrab E. Sanayev

Calculating Singular Integrals with Cauchy Kernels in Digital Processing of Gastroenterological
IMEAICAL STZNALS ....cuvieitieiiieeieeiectteee ettt ettt e et et e e b e e b e esbeestestaesbe e seesseessesseesssesssesseenseasseassassseseessaensennsesssesseenns 97
Latif Ya. Xuramov, Shahnoza Xafizova, Muhammad Mustaffaqulov

Installing and Configuring Windows Subsystem for Linux in Cloud Computing............cccoeceeeeereeneenenneenne. 104
Aleksandr Kartuzov, Tatyana Kartuzova, Marina Sirotkina

Automated Detection and Localization of Wind Turbine Deformations Through YOLO11 and UAV
N 15211 ST PTUPSRPRRP 109
Murat Bakirci, Muhammed Nurullah Avran

Al-Driven Micro Defect Detection for Aerospace-Grade Metal Surface Quality Control in Smart
IMANUTACKUTIILE ...ttt ettt ettt ettt st s ae e e h et eat e ee e e bt e bt e b e e bt embeemaesetesbeenbe e bt emteenteesaeabeenbean 115
Murat Bakirci, Irem Bayraktar

Classification of Vehicle Motion and Immobility States Based on MEMS Accelerometer Signal................... 121
Sergey Vasyukov, Alexander Krasovsky, Valentina Rumyantseva

Research on Al-Powered Employee Feedback TOOIS ........ccoiiiiiiiiiiiieieecee e 127
Konstantin Babushkin, Nikolai Timofeev, Ivan Filianin

Analysis of the Problems of Visual Modeling of Internet of Things Components...........ccccecevereereenienenennenn 133
Anna R. Evseeva, Boris E. Safonov, Andrey I. Viasov

Neural Network Implementation of the Probabilistic Detector in the Digital Stabilizer of Distorted
PUISE SEQUETICES ...couvvieeiieiieeiie ettt ettt e tte et e et e e teeebee s teeeateessseeesseesssaaesseesssaesssaesnseeassessnsaeanseesnsaesssesansennnne 138
Yury S. Bekhtin, Alexey Ilyin, Liliya Serdyukova

The System of Formation of the Flight Task of the Aircraft for the Purpose of Processing
W 1101 L2 B I U SRS 144
M. A. Baleev, O. Y. Peskova

Overhead Lines Online Monitoring Using in the Condition Power Grids ..........ccccevvieviieviiecienienieneenieeeenee. 149
Ksenia Ivchenco, Aleksandra V. Varganova, Mikhail S. Melnikov, Elena S. Chizhikova

Formation of a Digital Twin of the Customer of Digital Transport Platform Services..........ccceccevoeerieneennnnee. 155
Aleksey Dorofeev, Nadezhda Filippova, Abakar Abakarov

Using Incomplete Clustering Models for Big Data Analysis.........cccccvecvirieiieniieneenieeee e eeeseesieese e eaesenens 160
Dmitry Rakov
Optimal Control of a Delayed Model for an Industrial Robot Manipulator ............cccceeeeeiieienienieneeseeeee, 165

Michael Rachkov, Wu Que

Methods for Identifying Implicit Communities and Analyzing Social Networks Using Al ........cccccccceenennnne. 170
Maxim A. Komardin, Roman M. Britvin, Pavel A. Panilov

Simulation and Automated Temperature Control of the Supercomputer Center ..............cceeeeeveervenieeceeiennenns 176
Ali M. Mozan Al. Koaerji, Aleksei I. Ogorodnikov, Olga N. Ivanova

Research and Development of Kubernetes Operator for Machine Learning Pipelines ...........ccccocevevvenieennnnen. 182
Andrey Trapezin, Ivan Filianin



Artificial Intelligence in a Modern Information and Computing Complex for Managing the
Operating Modes of POWer SUPPLY SYSEEIMS ......ooueiiuiiiiieiieieeiecerese et 189
M. I. Krapivin, E. Yu. Puzina, I. A. Khudonogov

Information Exchange and Adaptive Control in Ant Colonies for Solving Optimization Problems ................ 194
Mikhail Blagirev, Eldar Miftakhov

Self-Attention Based Approach to Iris SEZMmEeNtation...........coceeruieriieiiieiieeieeieseere et 200
Aleksei Samarin, Aleksei Toropov, Olga Egorova

Visualization Method for Visual Analysis of Security Data Using Neural Networks............ccecvveverieneenennn. 206
Ksenia Zhernova

Dual-Stream Attention for Small Object DeteCtion ...........cevuieriieiiieiieieseee et 212
Aleksei Samarin, Aleksei Toropov, Alexander Savelev

Adversarial Attack on YOLO Neural NetWOTrK ........ccccoiiiieiiiiiiiiiieeieieseseeeeee e 218
Nikolai V. Teterev, Viadislav E. Trifonov, Alla B. Levina

On Real-Time Monitoring of Machine Learning SYSteIMS ..........ceciiiirriiiiiiieiierieseeie e 223
Dmitry Namiot, Eugene Ilyushin

Machine Learning-Driven Web System for Automated Sequential-To-Parallel Code Transformation............ 229
L V. Viktorov, R. F. Gibadullin

Developing Al Models Using a Code-Free P1atform...........ccoooieieiiiiiiieieec e 235
Konstantin A. Aksyonov, Lina Sun, Igor A. Kalinin

Machine Learning for Advancing Electric Vehicles Security Leveraging CICEVSE2024 ...........cccccoeevvenenee. 240
Anmol Geetesh Kumar, Amandeep, Sonika Dahiya

Classification of Objects Based on the Construction of an Enveloping Polygonal Chain for the
Highly Automated VERICIES .........oouiiiiieieeiieiee ettt et ettt ettt e s b e nbeeneenees 246
Yuriy Lapshov, Kirill Svyatov

The Thermal Cutting Process of Flat Material on Figured Parts: Digital Twin Based on the Voxel
LS 01 (11 1121 [ RSSO 252
Mikhail Verkhoturov, Galina Verkhoturova, Nail Khannanov

Information Security Management by Optimizing the Security Toolkit with Game Theory...........c.ccccerurnnenee. 258
Igor Saenko, Yury Sineshchuk, Dmitry Saratov

Automation Methods of Data Collection and Analysis for Managing Complex it Infrastructures................... 263
Anton Skalkin, Anton Romanov

Control of Continuous Polymer Synthesis Processes Using Heuristic Optimization Methods ........................ 269
Eldar Miftakhov, Sofia Mustafina, Dmitry Ivanov

Nataliya V. Khalina, Nadezhda N. Pivkina, Svetlana V. Ostapenko

Development of a Tool Calibration Technique for Robotic Machining Using a Laser Tracker ....................... 279
Sergei Sukhorukov, Rodion Nosachenko



A Short-Term Power Prediction Method for Wind Farm Cluster Based on Time Dynamic Graph
Network and Improved Transformer MOdel............oooieiiiiiiieiee e 285
Chao Han, Zihang Chen

Development of a State Machine for Trust Assessment in Cyber-Physical Systems.............cccecvvvvervenieenennen. 291
Anton Mogilny, Ivan Polovko, Zlata Bystraya

Virtual Voice Assistant for Digital Twin of Production Facility ...........cccceiieiiiiiiiiniiiieeeeeeeee, 297
Oleg Yu. Maryasin, Leonid Tihomirov

Parameter Estimation of Autonomous Underwater Vehicles Dynamics. a Data-Driven Optimization
FIAMEWOTK ...ttt et et b et b e e bt b et et e bt s bt e bt sbe e bt et e et e nteebesbeene 303
Radda lureva, Alexey Margun, Egor Lykoyanov

The Simulation Model of Multipath Data Transmission in Wireless Networks with Interference................... 309
Evgenia A. Abramova, Ngo Minh Duc, Nguyen Van Thuan

Prediction of Online Social Network's Users Features and Social Behavior by Graph Neural
INEEWOTKS ..ttt b bt et ea et et b e sb e bt e bt ea s et et e b e st e bt sbeeb b et et et e nte e b saeebeeae 322
Fail Gafarov, Daniyar Mingazov, Pavel Ustin

Automation of Process of Symbols and Abbreviations Replacement by Words ..........ccccoeceienieiineiencnee 327
Nikolai V. Smirnov, Mikhail A. Kolchin

Short-Term Electricity Forecasting of Rolling Shops of Metallurgical Enterprises ..........c.ccocceveeeevenenenennens 332
Igor O. Kozhevnikov, Gennady P. Kornilov, Andrey N. Shemetov

Optimization of Micro-Object Identification Based on a Pyramidal Model with Image
SEEIMEITATION ...ttt ettt et e bt ettt sat e st e e st e et e ea bt ea et eb e e e bt e sbe e bt e bt emeeemeesetesbeenbe e st enteenneas 337
Isroil I Jumanov, Rustam A Safarov

Optimization of Micro-Object Identification with Factorization and Correction Mechanisms for
DiStorted IMAaE POINES .......eeiiiiieiieiieieeieete sttt ettt e e st este e seesbesnsesaeessee st enseenseensesssenseenseenses 343
Isroil I. Jumanov, Rustam A. Safarov, Olimjon 1. Djumanov

Diagnosis of Diabetes Mellitus Based on Artificial Intelligence AIgorithms............ccccovereneiieieneiesene 349
Akbar Rashidov, Dilmurod Mardonov, Akbar Soliev

A Genetic Approach to Ensuring the Reliability and Operational Efficiency of Distributed Data
Storage in the Digital INAUSLIY....c..ooiiiiiieieee ettt ettt et e e et te e e eneeeneens 354
Dmitry Ivantsov, Igor Saenko

Mathematical Modeling of Combined Actuator for Rehabilitation Exoskeleton ...........cccoceveviiiienincncnnnne. 359
Aleksandr Pechurin, Andrey Yatsun, Sergey Jatsun

Analysis of Oscillations in Nonlinear Human-Operated Robotic System ...........cccccovieriiiieiieiieieieeseeeee, 365
Boris Andrievsky, Nikolay V. Kuznetsov, luliia Zaitceva

Evolution of Technologies: Digital Twins of NPP Power Units, Intelligent NPP Operator Support
Systems and the Path t0 INAUSITY 5.0.....cccuiiiiiiiiieieece ettt ae s esaeesteenseenseesseas 370
Elena Jharko, Kirill Chernyshov, Ekaterina Abdulova

Experimental Research of the Robotic Assembly Process of Non-Rigid Cylindrical Parts Based on
PoSItIONAL-FOICE COMLIOL .....c.eiuiiiiieiiriiicieriee ettt ettt sttt ettt sttt st ne b sae e 377
Mikhail V. Vartanov, Van Linh Nguyen, Do Manh Dung, Bui Van Thanh



The Experience of Creating Information Measuring and Control Systems in Metallurgy ............cceecvevevennen. 383
Dokov Dmitriy, Novikov Anatoly, Efimov Aleksey

Electric Load Forecasting of Railway Enterprises Using the ARIMA Model...........cccooeiininininienieieee, 389
Aleksandr Komyakov, Andreeva Marina

Optimization and Improvement of Reliability of Machine Learning Algorithms Based on
Regularization MEthodS. ........c.oouieiieieee et ettt et ettt ettt et e e st e e s e sneenbeenneenees 394
Sherzodjon Yarmatov, Xudaykul Bustanov, Lola Safarova

Generation of Solutions in Spatial Situational Analysis of Logistic Projects.........ccecvevveviiecieeieniieneeneeeeenne. 399
Stanislav Belyakov, Alexander Isaev, Daniil Grigoriev

Simulation of Radiation Non-Destructive Testing Operations Based on Virtual Reality and the NDE
L O T Lo o OSSR 405
Viadimir Kuvshinnikov, Evgeny Kovshov

Difficulties of Cluster Analysis on Mixed-Type VariabIes .........c..ccceeeiiiieriieniieiieieeieeeeseee e ees 411
Tina Rakic, Lyudmila Gadasina

A Discrete Swarm Optimization Modification for the Multi-Agent Traveling Salesman Problem.................. 418
Andrey A. Akimov, Kristina A. Sapozhnikova, Yuliya A. Gnatenko

Information and Software Support for the Multifactor Authentication Process Using Biometric Data
in Linux Kernel-Based Operating SYSTEINS ........cccverieriieiiieiieiesiiesitesieeieete st seeseee et eneeenaessaesseesseenseensesnnes 425
Alexander A. Zakharov, Andrey M. Shabalin, Roman V. Tikhonov

Autoencoders and Multidimensional Clustering Algorithms in the Identification of Engineering-
GEO0loGICAl EIEIMENLS. ......ceiiiiiiitiieietieee ettt ettt et et ettt eb e e st ene e e e b e ebeeaeebeeneenseneaseaseeeeenes 431
Nikita Tishin, Andrey Proletarsky, Oleg Ozmidov

Protection Efficiency Evaluation for Blockchain-Based Subsytems of a Smart City.........c.ccceeevvevervenieenennee. 439
Vasiliy Krundyshev, Maxim Kalinin

Determining Strong Connectivity Method of Periodic Fuzzy Graph for Decision Analysis in
EMEIZENCY STEUATIONS ..c..veeutiiiieitietiete ettt ettt ettt et ettt s b e b e bt et e et satesbeesbe et e emteesteesteebeenbeenbeenbeeneeeaees 445
Alexander Bozhenyuk, Sergey Rodzin, Polina Nikashina

On Modeling a Section of Railway Track for the Purpose of Analyzing Changes in the Value of
INPUL TMPEAANCE ...ttt ettt ettt et e st e st e et e et e eneeeseeeseeabeeseeneeeneesneesaeeseenseeneeas 450
Maxim Sokolov, Anton Khodkevich

Data Anonymisation in Industrial Big Data SYStemS .........cccoecueriiiiirieiieic ettt 455
Maria Poltavtseva, Dmitry Zegzhda, Pavel Semyanov

Performance Analysis of the Two-Stage Hybrid Anomaly Detection Model for ICS Subjected to
L0403 2 i - To] TSP 460
Dmitriy A. Bukharev, Alexander N. Sokolov

Approach for Analyzing the Performance of 5G Networks During the Initial Planning Phase
Without Deployment Using the N'S-3 Network STmulator .........c.ccecveveevienininininiiieieneneneseeeeeeeseeseee e 466
A. Y. Larionov, E. E. Karanova

Development of RL DDPG Agent for Planning Energy-Efficient Trajectory of Collaborative Robot............. 472
M. A. Gorkavyy, V. D. Voroshchenko, A. I. Gorkavyy



Organization of a Digital Twin System Based on the Subsystem of Vibration Diagnostics of Cutting
Processes in Metal Cutting Machines Using MEMS Measurement Technology ...........ccccceeeveinienieneenenee. 477
Viktor Lapshin, Ilya Turkin, Ilya Dudinov

Algorithm for Modelling Stochastic Systems Using Dynamic Probabilistic Automata...........ccceeeeeierenenene 482
Maxim A. Komardin, Pavel A. Panilov, Tatiana Y. Tsibizova

Traffic Sign Recognition System Based on Neural Network Algorithm ..........cccoeeeiiiiiiiiniinieeeeeee, 488
Aigul Gabitova, Alfira Akhmedova, Irina Zhazhneva

Prevention of Selfish Mining Attacks in Blockchain-Enabled Smart City Networks..........cccccvveeienenencnnnne. 494
Maxim Kalinin, Artem Konoplev

Quantum Neural Networks: Bridging Topological Structures and Variational Quantum Circuits ................... 500
Sergey Gushanskiy, Viktor Potapov, Maxim Polenov

Implementation of a Programming Environment for Recognition of Metallurgical Production
ODJECtS TN REAL TIME ...evvivieiieiieie ettt ettt ettt e st e te e b e et e e stesteesseesseesseesseessesssessaesseessesssesssasseenseensenssens 505
Anatolii V. Lednov, Vitalii P. Oleinichenko, Danila D. Prokhorov

The Use of the Integral Method to Compare the Efficiency of Neural Networks to Improve Image
Resolution Depending on Size and Format Using the Example of Road Photos ...........ccoceiiiiiiiiicnieennee. 511
Alexander A. Zhuravlev, Konstantin A. Aksyonov

Architecture of a Collaborative Robotic Complex with an Intelligent Control System ............ccoecvevverevenennen. 516
Sergei Sukhorukov, Mikhail Lyamin, Yuriy Ivanov

Determining the Exact Indoor Location of a Person Using the Channel State Information from the
WIEFT ROULET ...ttt sttt b e st b ettt et be bbb st et ene st e 522
Alexey Erofeev, Alexandr Astafiev, Lyubov Karpycheva

Human Silhouette Visualization System Using CSIData ..........cceecueviirienienieie e 528
Alexandr Astafiev, Alexey Erofeev, Lyubov Karpycheva

Application of Evolutionary Algorithms to Enhance the Efficiency of Neural Networks and
Machine Learning AIGOTTERIMS ........co.iiuiiiiiieieese ettt se et b e s et be et e st et e tesbesbeebeeneens 533
Mekhriddin Nurmamatov, Shokhrukh Sariyev, Bunyod Eshonkulov

Wireless Fire Safety MoONnitoring SYStEIM.........ccuieriiiiiiiiierieriieie ettt etesee st et eteenteesaessaesseenseensesnnes 538
A. Y. Trofimov, K. G. Gajiyev, M. A. Portnov, A. A. Merkulov

Algorithms of a Multi-Position Radar System Using Neural Networks for Ornithological Safety

A. N. Ushkov, D. S. Chukashov, A. M. Cheparin, A. S. Ogannisian

Designing a Power System Digital Twin as a Core of the Domain-Aware Digital Platform............................ 550
Serge P. Kovalyov, Olga V. Lukinova

Research and Development of an Early Fire Warning System for Ships Using Artificial Neural
INEEWOTKS ...ttt b ettt b e eh e eh e st e st et e e bt st e e bt e bt eh e eatem b et e b e ebesheebeestes b et et e nbenbeebeeeeenee 555
Thach Nguyen Dinh, Hung Nguyen Van

Application of Integral Values in Relay Protection and Emergency Automation Devices Based on
ATAUINO ...ttt ettt b et et b et et eb e st et e bt s et e bttt e bttt e bt a et bt st et e bttt e bt st e e b nae e 561
Denis Tarasov, Roman Solopov, Inna Kindenkova



Methods of Using Artificial Intelligence Algorithms in Human Resource Management.............cccecvevenennene 566
Mekhriddin Nurmamatov, Shokhrukh Sariyev, Izhar Uddin

The Use of Digital Twins in the Energy Sector: Selection and Verification of Tools for Modeling
Hybrid Energy Supply Systems Based on Renewable Energy SOUrces...........oecvveverierienieenieeeenieseeneeieeenens 572
M. G. Tyagunov, V. N. Andreev

An Approach Based on Data Profiling at the Preparing a Dataset for Cleaning.............cccccvevveerieneeneennenee. 578
Dilshod Junaydullaev, Sherzod Tursunov, Akbar Rashidov

Building a System of Analytics of Information Security Events in the Automated Process Control
System and Incident Analysis Based on Cluster ANalySiS..........ccoevverieriieciieiienieiieneesieeee e seeeseeeseeeseeseesneas 584
G. D. Asyaev, A. N. Sokolov

Experimental Study of Clustering Approaches for Text Embeddings ..........ccccoeoviiiiiniiiiiiieieeeeeeeee, 590
Polina Martynyuk
A Machine Learning Framework for Forecasting Air Quality IndeX.........cccoeevivviiiiinienieniieieeieceeceeeee e 598

Sokhobiddin Akhatkulov, Islom Yalgoshev

Intelligent Monitoring of Complex Technical Systems: Application of the Forecast Aggregation
F N 03] (02T s USSP SRRUSURPRRRPRRINE 603
E. S. Mytarin, V. S. Moshkin, M. I. Kashin

Adaptive Simulated Binary Crossover with Bayesian Optimization for Industrial Applications..................... 608
Ali Deeb, Viadimir Khokhlovskiy, Viacheslav Shkodyrev

Cloud Removal in Satellite Images Using a Generative Adversarial Approach..........cccoocevcinieieiienenenenenne. 614
Evgeny Nikolaev, Nataly Zakharova, Viadimir Zakharov

Optimization of Sensor Network's Operation Parameters with Mobile Nodes..........c.ccoccoveninennciencncncnene. 619
Andrey P. Tsarev, Vitaly E. Dementev

Deep Learning for Patent IMage ANaLYSIS ......cooueeiiiiiiiiiieiieieeieeesie ettt 624
Dmitriy Korobkin, Sergey Fomenkov, Svetlana Kozina, Yaroslav Korobkin

Comparison of Time Characteristics of Real-Time Operating Systems (RTOS) on Microcontrollers
with Core Architectures ARM and RISC-V ..ot 630
Dmitriy Dublensky, Eugene Kanunnikov, Timur Makhmudov

Analysis of Legged Wheels with Spring Suspension for Stair-Climbing Robotics..........ccceeeiirienieiienieneene 636
Islam Magomedov, Timur Aygumov, José Luis Ordonez-Avila

Mathematical and Simulation Models of the External Power Supply System During Three-Phase
Short Circuits in the EXternal NEtWOIkK .........cccooiiiiiiiiii ettt 641
Alexander Fedotov, Ramil Mudarisov, Azat Akhmetshin

Automated System for Processing Initial Data on Electrical Loads in Multi-Apartment Residential
BUILAINES ....vvevieiieiicieet ettt ettt ettt e et e et estaesbeesbeesseessesseesseesseesseessaesseassessaesseesseassesssesseenseensenssens 647
Azat Akhmetshin, Alexander Fedotov, Viadimir Soluyanov

Remote Monitoring Device for Gas Leakage ...........ccoviiiiiiieiieieeeeeee e 652
A. N. Ushkov, G. O. Buyanov, Yu. R. Shchegolikh, A. Merkulov

Studying the Efficiency of Hybrid Algorithms for Fault Detection and Isolation in Navigation
SEIISOTS ..ttt ettt ettt ettt et ettt et b e bt et et e a et s bt e sbe e bt et e e et e e et e et e e b e e e bt e bt e bt e st eaee bt e sbe e bt e bt enbeeanens 657
Egor Lukoyanov, Danila Antonov



Development of an Algorithm for Intelligent Analysis of Data from a Microprocessor-Based
Portable SPeCtrOPROTOIMETET ........eeiuieiieeiieiieet ettt ettt ettt ettt e et e et e e st e saeete et e eneeeneesneenneennes 664
Bekruz Z. Parmanov, Fayzullo M. Nazarov, Maruf R. Tojiyev

Application of Sampling Algorithms for Sample Balancing in Diagnostics of Technical Object
L070) 1T D13 T s WO OO OO OO SO O USROS PSP 670
Yuliya Kuvayskova, Anastasiya Izyurova

Neural Network Architecture Search Algorithm for Technical Object State Prediction...........ccceeeereereennnne. 675
Yuliya Kuvayskova, Aleksandr Nemykin

Organization of Storage and Processing of Experimental Results from the Continuous Process of
Styrene-Butadiene Copolymerization Using Databases ............cceeveriieriieiiieieiiesieneeieeie e seeesveesseeseeseesnens 681
Tatiana Mikhailova, Viadimir Mikhailov, Svetlana Mustafina

Model and Algorithm for Data Distribution in the Microservice Architecture of a Web Application.............. 687
Si Thu Thant Sin, E. M. Portnov, V. V. Kokin

Multi-Criteria Model for Assessing the Effectiveness of Monitoring Parameters of Automated
Process CONIOl SYSLEIMS ......ccuveruieriieiieieeieeiesteeste et ste st e et e et esteestessaessaesseesseansesnsesnsesseesseanseenseensesssenseenseenses 693
Aleksandr M. Boger, Andrey Barinov, Alexander N. Sokolov

Application of Risk-Based Approach to Analyze Damages from Failures of Electrical Equipment................ 698
Yu. N. Kondrashova, A. M. Tretyakov, A. V. Shalimov

Development of a Model for Texture Analysis of Machined Parts on CNC Machines ..........c.ccccceeeevienenennene 708
Ilya Kovalev, David Malykh, Alexander Kiselev

Nonlinear Control of an Unmanned Flying Platform Carrier............cccooiieiiiieieiieiese e 713
O. D. Kreerenko

Generating Digital Models Using Text-To-3D and Image-To-3D Prompts: Critical Case Study..................... 719
Rushan Ziatdinov, Rifkat Nabiyev

Toward the Use of a Block of Two Planar Spiral Solenoids in High-Temperature Magnetostrictive
Sensors Based on Torsional WaVeEs............coiiiiieiiiiieieie ettt ettt ettt et see bt e e seesaesbeeneas 725
A. V. Knyazkov, Yu. N. Slesarev, A. A. Vorontsov

Toward the Use of Permanent Magnets Consisting of Several Cylindrical Segments in
Magnetostrictive Transducers of Displacements on Ultrasonic Torsion Waves ..........cccceeveceeienieneeneenenne. 730
A. A. Vorontsov, Yu. N. Slesarev, A. V. Knyazkov

A Technique for Protecting Machine Learning Components of Intrusion Detection Systems from
EVASTON ATEACKS ...ttt et b et b e bt eb et et ae bbbt bt et e et st be b eaee 735
Egor Ichetovkin, Igor Kotenko

Overview of Digital Solutions to Improve Operational Efficiency and Reduce Emissions for Coal-
Fired Thermal POWET PLants .........cc.ooiiiiiiiiiieie ettt et 741
Va Hoang Van, Elena 1. Merzlikina

On the Use of Artificial Intelligence in Cybersecurity Incident Investigations .........c..coccevereverceienicncncnenne. 747
Maxim Gorda

Innovative, Semi-Permanent Sensors in the Era of Industry 4.0: Technological Solutions for
Efficient Monitoring and AULOMALION ...........eceiieierierieite ettt ettt ettt ete et ese et e e sbesaeebeeseeseeeeseaseseeeseeeeenes 753
Ilya Kovalev, Elena Korshunova, Arsen Tagaev



Combined Approach to Signature Verification Based on Fourier Transform, Hough Transform,
Radon Transform, and the Support Vector Machine Method ............cccoiiiiiiiiiiiiieeeeee e, 759
Aleksandr H. Tantserov, Evgeny A. Danilov

A Construction of a Sequence of Feedback Controls for Discrete Control Problems Using
A SYINIPLOLICS ..euvtetienieeteeeteeeteeteesteeteesbeesbeettesteeseesseessesseesssesseessaesseesseassaassesseesseesseenseesseesseseenseesseesseessensaenseenres 765
Yulia Danik, Mikhail Dmitriev

Approach to Forming Vulnerability Datasets for Fine-Tuning AT Agents..........cccocevierieiieiieienieceeseeeee. 771
Kirill Gladkikh, Alexander A. Zakharov

Integration of Large Language Models and Computer Vision Algorithms in LMS: A Methodology
for Automated Verification of Software Tasks and Multimodal Analysis of Educational Data........................ 777
E. I Markin, V. V. Zuparova, A. 1. Martyshkin

Psychological Profiling of Users Based on Social Media Data Analysis Using the BERT Model................... 782
A. A. Zotkina, A. 1. Martyshkin

Analyzing the Effectiveness of Ensemble Methods in Solving Multi-Class Classification Problems ............. 788
Nazarov Fayzullo, Shokhrukh Sariyev, Yarmatov Sherzodjon

Effects of Simulator Fidelity on Automated Vehicle Object Perception ACCUracy..........ccceeeeeeeeeeneenieseneenne. 794
Grigoriy Simakov, Vitaly Stepanyants, Aleksandra Martyusheva

Machine Learning Methods for Multimodal Classification of Personality Traits Using Social Media
DALA ..ot s 799
Viadislav Tsyglyaev, Alena Rusak, Alexander Belozubov

The Use of Digital Twin Technology in the Development of Intelligent Equipment ............ccccoceeieniienennnne. 805
Dmitry Topolsky, Veronica Beliakova, Tatiana Patrakhina

Digital Twin-Based Module for the Analysis of the Mechanical Response of Crystalline Materials................ 811
Oleg Loginovsky, Alexander Beliakov, Elena Zvereva

Research on High Voltage Safety Risk Prediction Model on Ships Using Artificial Neural Networks
and Virtual Reality TEChNOIOZY ......c.eooiiiiiiiiieee ettt s ens 816
Hung Nguyen Van, Tiep Do Khac

Price Optimization Method for Highly Technological Products...........c.ccoceverereririenieneninencneeeciccneee 822
Oleg I. Dranko, Anna S. Belova

Analysis of Associative and Sentimental Characteristics of Words for Revealing Hidden Emotions
ANA COTTEIALIONS ....eveiienieiiititeert ettt ettt ettt ettt et ettt et eb st et b st ettt et ea st e e st st e euesteeenenaens 827
A. Y. Philippovich, V. S. Lukyanenko

The Influence of Shielding Enclosure on the Characteristics of Protection Devices Operating in
Differential and COmMMON IMOGES ........ooiivuuiiiiieie ettt e e et e e e e e e saaeeeeeeeeeessaraeeeeeessssssasseeeesessnnes 832
Valerii P. Kosteletskii, Alexandr M. Lakoza, Evgeniya B. Chernikova

One-Shot Visual Detection of Phishing Resources with CLIP ViT and Contrastive Learning.............ccccc....... 837
V. D. Larkin, Y. S. Ivanov, A. P. Chukhnov

Utilizing Cloud Computing for Research and Optimization of Complex Physicochemical Processes ............ 843
Eldar Miftakhov, Anastasia Kashnikova, Dmitry Ivanov



Recognition Algorithm of Carbon Chains in Nanoparticle Assemblies from Electron Microscopy
50T (SR RUU 849
A. L. Zhiznyakov, Y. Y. Kulkov, V. A. Emelyanov

Assessing the Knowledge of Students in the Field of Computer Networks Using Associative
EXPOIIIMIEIIES ...ttt et b e bt h e bt et e e b s bt b e e bt eb b emten b e bt s et e bt ebeeb b et enbenbenteebesaeenee 855
Aleksandr Petrosian, Andrey Philippovich

Development and Analysis of Algorithms for Measuring of Communication Links Parameters in
Internet of Things Software Defined NetWOrks. ........cooieiiiiiiieieee e 861
Dmitry Perepelkin, Kirill Anisimov

Algorithms for Image Processing of Micro-Objects of Medical Diagnostics SysStems ..........cccceceeveeverenennnn 867
Isroil I. Jumanov, Rustam A. Safarov

Development of an Image Clustering Algorithm for Nanoparticle EXtraction............cccccevcereiieieniesienenennnn 873
Mikhail Savelev, Viadislav Emelyanov, Alexei Zakharov

Improved IMM Algorithm Based on Deep Learning for Maneuvering Target Tracking...........ccoccvevverveennnee. 878
Wang Zhong
Software System for Biometric Human Authentication Based on Handwritten Signature Dynamics.............. 883

Ellina Anisimova, Igor Anikin

Prior Art Candidate Search on Base of Semantic Tree ANalysis.........ccevverierieeiieiienienieieeie e 889
Artyom Bobunov, Dmitriy Korobkin, Sergey Fomenkov

Social Engineering Cyberattack MOl ...........ooiiiiiiiiiiiiieee ettt 895
Andrey Kyuner, Andrey Chechulin

Software Platform for Analyzing the State of Storage Systems Using Hybrid Intelligent Algorithms ............ 901
E. S. Mytarin, V. S. Moshkin, M. I. Kashin

Methodology for Embedding a Digital Watermark in Java Application Class Files Resistant to
Decompilation Attacks Aimed at ItS DESTIUCTON .......ccviieiiiiieiieiieieeie ettt b e b eene e e saeesnas 906
Pavel Sharikov, Andrey Krasov, Andrey Chechulin

The Approach to Recognition of Process Data Metering Devices Using Their Digital Fingerprints................ 912
Daria Bogacheva, Olga Lukinova, Alexander Roschin

Neural Network Method for Forecasting Time Series Discretized with Violation of the Kotelnikov-
Shannon Theorem REQUITEIMENLS. ........c.cccvieiiiieiieitierieeteete ettt eeteesseebeeebeeesesseesaeesseesseesseessesssesssesseeseessesssens 917
Andrey Puchkov, Maxim Maximkim, Viadimir Minin

Instant Road Marking Line Segmentation Method for Highly Automated Vehicles............cccceoevienienennnee. 923
Alexander Dolgov, Danil Dolgov, Imil Khairullin

OSINT Model Of Privacy VIOLAtO......cccvieiiiiiiieiiieriiesieeie ettt stee e eteeaeseaeseeesaeesseesseesseessesssessaessaensesssesnnas 929
Nadezhda Romanova, Vitaly Gryzunov

The Dataset for a Machine Learning Forecast Model of an Overhead Power Lines Icing..........cccceveeneennnee. 934
Dmitry Kretov, Alina Belko, Aydar Mutalov

Methods and Software Tools for Converting Road Marking Line Segmentation Mask to Object
Representation for Highly Automated VEhiCIes..........ccueiiiiieiiieiiiiiiiesieieeteete et be e 940
Danil Dolgov, Alexander Dolgov, Imil Khairullin



Tire—Road Friction Characteristics Estimation Based on ESO Observer and LSTM Neural
INEEWOTKS oottt ettt e e e e et e e e e e e e e et aeeeeeeeesaaaaaseeeeeessnsaaseeeeessannasaeeeeessssnanaseeeeeaas 946
Hou Tianyu, Alexey A. Kulik

Ontology-Driven Semantic Interoperability for Discrete Manufacturing.............ccceeveviieciiecieeienieneeneeeeennn. 953
Viadimir Khokhlovskiy, Ali Deeb, Ivan A. Skoglikov, Nikita A. Vedmed

Phylogeny Reconstruction of an Agricultural Crop Based on Nucleotide Sequence Homology Data
Using @ Genetic AIZOTTERIM.......cc.iiiiiiiieee ettt ettt st e et ettt e et e e s e sbeenbeeneeeneas 960
Nadezhda Korunova, Anton Romanov, Aleksey Filippov

Enhancing loT-Driven Garbage Analysis in Smart Cities Through Interpretable CNN Feature Maps ............ 970
Sergey Staroletov, Igor lanchenko

Using Fuzzy Bio-Inspired Algorithms for Quality Management of Science-Intensive Products..................... 979
Olga Bulygina, Margarita Vorotilova, Denis Yartsev

Application of Machine Learning Methods for Production Data Analysis..........cccceeeerierereneneninneenienenenenne 984
Igor Volkov, Yuri Andreev

Industrial 3D Printing Quality Control System Based on Machine Vision ...........ccocceevveiiniinienieneeneeeeee. 990
Klara Tagirova, Alexey Vulfin, Polina Kachkaeva

Neural Network Despeckling for Ultrasound Phased Diagnostics of Metallic Details .........cccceevervenreennnnnen. 996
Yury S. Bekhtin, Konstantin M. Vorobiev

Wheelchair Wheel Design with Transformable “Wheel-Leg” Configuration for Climbing Stairs and
VATTOUS SUITACES ...ttt ettt et ettt sbe ettt ea et e sbesaeebeeaeen 1001
Islam Magomedov, Timur Aygumov, Anzor A. Kanametov

Model of the Protected Information Infrastructure for Assessing the Level of Information Security ............ 1008
Danil Klishin, Andrey Chechulin

Text Tone Analysis in Social Networks: Research, Evaluation and Comparison of Algorithm
POITOIMANCE. ....c.eiiiiiitiiicec ettt ettt et ae bbbt ettt ae b b sae b 1014
A. I Martyshkin, A. A. Zotkina, V. V. Zuparova

Determination of Chemical Mixture Viscosity by Means of Machine Learning Methods............cccccevenenne. 1021
Tatyana V. Lapteva, Sergey A. Laptev, Yuri S. Chistov

Research Intelligent Methods and Machine Learning Algorithms for Identification Anomalies in the
DIIIIING OPETALIONS ... .eveeueeiete ettt et et te bttt ete et eat et e teate st e ebeeseeaeeneenseaseseeebeeseesseneensasesseabeeneeneeneensenseseeanes 1027
Anton Parfenov, Alexander Borovsky, Denis Parfenov

Unmanned Aerial Vehicles for Inspection of POWer Lines.........cccoeoveiieiirieiienieeee e 1032
1. I. Naumov, R. R. Ibadov, S. P. Oboimova

Secure Routing Protocol Based on FANET ...........ccciiiiiiiiieieeeeeestee ettt 1038
L 1. Naumov, R. R. Ibadov, D. G. Chebotarev

Automated Collection and Processing of Spatiotemporal Data for the Analysis of Sustainable
Development in IndUStrial SYStEMS ......c.eeiiriieiiiiiee ettt ettt et s e e et e e eneeeneens 1043
Andrey Zaytsev, Nikolay Dmitriev

Approach for Task Transfer and Demonstration Learning Optimization in Industrial Robotic
IMANIPULALOTS. ... .evieetieeieeiieeiie sttt ettt et et esttesteesbeesbeesseesaesse e seesseessesseesssesseesseesseessaassassenssenseensesssesssesseenseenns 1051
Tianci Gao, Bo Yang, Shengren Rao



Evaluation of Machine Learning Effectiveness in Classifying Cracks on Foundry Product Images ............. 1056
Sergey Kuzovov, Andrey Smykov

Big Data Collection and Analysis in Warehouse Management ..............cccceveeieieienieneneneeeeeeeeeee e 1061
Tolaniddin Nurmukhamedov, Javlon Gulyamov

The Digital Equivalent of a Measuring Bridge for Complex Technical Systems..........cccccoeveevereerciereennnnne. 1066
Ilya M. Rybakov, Nikolay K. Yurkov, Alexey V. Lysenko

Development of a Web Application with a Sheet Movement Visualization System for Tracking the
Technological Process in a Sheet ROIING SHOP......ccuiiiiiiiiiiiiieieieee ettt 1072
Rauza R. Abdulveleeva, Ildar R. Abdulveleev

Automation of Visualization of Indicators of Product Quality Assessment at an Industrial Enterprise ......... 1082
Rauza R. Abdulveleeva, Ildar R. Abdulveleev

Rationale for the Applicability of the PULSE Data Transfer Protocol for Use in Predictive
Diagnostic Systems for Complex Technical EQUIPIMENL.........ccoeiiiiiieriininininieeieeeesee e 1088
Alexander Alexeev, Roman Polyakov, Viadimir Chernychev

Possibility of Implementing the Concept of a Unmanned Small Hydroelectric Power Plant from the
Point of View of INformation SECUTILY .........c.coiiiiiiiiieieieeee ettt eae s 1093
Tatiana A. Volkova, Jing Ou, Azat R. Valeev

Analysis of Functional Parameters of Fiber-Optic Sensors Based on Mandelstam-Brillouin
SCAETING PIINCIPLE ..eiviiiiieiiieiieie ettt sttt et e et e esaessaessee s e ensesssesneesseeseanseenseensesnsenseenseenss 1099
Erzhena Garmaeva, Nikolai Gorlov, Evgenia Kitova

Structural Classification of Phase Space Projections with Neural Network-Based Optimization of
Sliding Mode Existence Regions for Automated Control System Synthesis..........ccecvevererenienieneeeeieieene. 1104
Maksim Devyatov, Viadimir Telezhkin, Pavel Ugarov

Optimization of Warehouse Processes Using Machine Learning and Linear Programming ........................... 1111
Anastasia Kozlova, Sergei Kurashkin, Andrei Boyko

Enhancing Solar Power Forecasting in Abuja: An Application of XAl Techniques for Improved
TranSparenCy and TIUSE ......ccviiiieiieiieie ettt ettt et et e st e e e s te e seesaessaesseesseesseesseesseesseessesssesaesseensenseenses 1117
David Akpuluma, Wolf-Gerrit Fruh, Neda Firoz

Environmental Monitoring System in a Smart City Based on Urban Infrastructure ...........cccccoeeeeveenienirennn. 1123
V. D. Ganin, Y. V. Shalimova, I. A. Gotovtsev, A. I. Chernikov

Digital Twin-Driven Decision-Making Support Approach in Adaptive Control of Production
Mikhail V. Zenkovich

Dynamic Algorithm for Load Distribution Between Computing Resources of Cloud Environments............. 1136
Valery P. Mochalov, Natal'Ya Yu. Bratchenko, Dar'Ya V. Gosteva

Research on the Effectiveness of Enhanced Control Algorithms for the Electrical Modes of a Ladle
FUrNace INStAllAtION .....co.eiiiiiiiiiieitceeee ettt ettt sttt e bt et et e sa e st s b sae bt et enteneens 1147
A. A. Nikolaev, V. S. Ivekeev, P. G. Tulupov, S. S. Ryzhevol

Experience in the Application of Improved Algorithms for Automatic Control of Electrical and
Technological Modes in Arc Steelmaking FUINaces..........c.ooiiiiiiiiieieieeee e 1153
A. A. Nikolaev, P. G. Tulupov, A. S. Denisevich, A. V. Yaroslavcev



Research on Selective Harmonic Elimination Pulse Width Modulation of Three-Level NPC Inverter
Based on Adaptive Restart Genetic AIOrithm ...........oooiiiiiiiiiiiiiie e
Tao Jing, Yuehua Liang, A. S. Maklakov, A. A. Nikolaev

Improving Energy Efficiency of 5000 Plate Mill Rolling Stand Electric Drive Via SVPWM
Algorithm with a Seven-Stage SWitChing SEQUENCE .......ccueecviviiiiiiieiieieeieete ettt seeesae s e
V.K. Le, M. M. Dudkin, Tao Jing, Vlada S. Balabanova

Author Index





