2025 IEEE 11th Conference on
Big Data Security on Cloud
(BigDataSecurity 2025)

New York City, New York, USA
9-11 May 2025

.Q I E E E IEEE Catalog Number: CFP25E88-POD
° ISBN: 979-8-3315-9511-1



Copyright © 2025 by the Institute of Electrical and Electronics Engineers, Inc.
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

*** This is a print representation of what appears in the IEEE Digital
Library. Some format issues inherent in the e-media version may also
appear in this print version.

IEEE Catalog Number: CFP25E88-POD
ISBN (Print-On-Demand): 979-8-3315-9511-1
ISBN (Online): 979-8-3315-9510-4

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran(@proceedings.com
Web: www.proceedings.com

proceedings

com



2025 IEEE 11th Conference on
Big Data Security on Cloud
(BigDataSecurity)

BigDataSecurity 2025

Table of Contents

Message from the General Chairs
Message from the Program Chairs

BigDataSecurity 1

An Education Program for Data Driven Security with Machine Learning Applications
Bhavani Thuraisingham (The University of Texas at Dallas), Kangkook
Jee (The University of Texas at Dallas), and Latifur Khan (The
University of Texas at Dallas)

Efficient Privacy-Preserving Verification of UAV Telemetry Enabling a Resilient

Decentralized Advanced Air Mobility System
Lukas Sparer (Vienna University of Economics and Business, Austria;
ABC Research GmbH, Austria), Alexander Neulinger (Vienna University of
Economics and Business, Austria; ABC Research GmbH, Austria), Rigault
Bastien (National Institute of Informatics, Japan), Artur Gongalves
(National Institute of Informatics, Japan), Mauricio Andrés Cari Leal
(Pontifical Catholic University of Chile, Chile), Helmut Prendinger
(National Institute of Informatics, Japan), and Alfred Taudes (Vienna
University of Economics and Business, Austria)

An Education Program for Blockchain Security and Privacy
Bhavani Thuraisingham (The University of Texas at Dallas), Latifur
Khan (The University of Texas at Dallas), and Kim Nimon (University of
Texas at Tyler)

Towards Adaptive Al Governance: Comparative Insights from the U.S., EU, and Asia
Vikram Kulothungan (Capitol Technology University, USA) and Deepti
Gupta (Texas A&M University—Central Texas, USA)

BigDataSecurity 2

Al Regulation and Capitalist Growth: Balancing Innovation, Ethics, and Global Governance

Vikram Kulothungan (Capitol Technology University, USA), Priya Ranjani
Mohan (Rutgers University, USA), and Deepti Gupta (Texas A&M
University—Central Texas, USA)

Organizing Committee .................oooiiiiiiiiiii e



Optimising Resource Sharing Algorithms for Efficient Cloud Computing ....................conn.o. 46
Jayant Tyagi (Castro Valley, USA) and Mayank Sharma (Castro Valley,
USA)

Fire Detection System Based on YOLOWVS ............uuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii e 52
Zetong Huang (Wuhan University of Science and Technology, China),
Fengling Wu (Wuhan University of Science and Technology, China), Wei
Jin (Wuhan University of Science and Technology, China), Jiaxing Luo
(Wuhan University of Science and Technology, China), QiKun Shi (Wuhan
University of Science and Technology, China), and Runrun Liu (Wuhan
University of Science and Technology, China)

High-Performance Implementation Architecture for Additive Homomorphic Encryption
Algorithms 0N FPGA ... .. .o 58
Yuxuan Zhang (Beihang University, China), Hua Guo (Beihang University,
China), Chen Chen (Beihang University, China), Junxin Chen (Beihang
University, China), and Wenmao Liu (NSFOCUS Technologies Group Co.,
Ltd., China)

BigDataSecurity 3

Blockchain-Based Cross-Domain Authentication Techniques in Decentralized Identity ................... 64
Nuo Xu (Beijing Institute of Technology, China), Tianxiu Xie (Beijing
Institute of Technology, China), Kai Ding (Beijing Institute of
Technology, China), and Keke Gai (Beijing Institute of Technology,
China)

A Survey on On-Chain-Off-Chain Scalability in Blockchain .......................... 71
Chiedu Charles Chiedu (Beijing Institute of Technology, China), Keke
Gai (Beijing Institute of Technology, China), Yihang Wei (Beijing
Institute of Technology, China), and Kai Ding (Beijing Institute of
Technology, China)

Class-Imbalanced Poverty Recidivism Prediction under Rural Revitalization Contexts ................... 83
Yumin Lai (Dalian Jiaotong University, China), Xuheng Qiao (China
State Shipbuilding Corporation Limited, China), Chao Wang (Zhongbai
Holdings Group Corporation Limited, China), and Xin Lai (Huazhong
University of Science and Technology, China)

Covert Communication in Blockchain:A SUrvey .............ooooiiiiiiiiiiiii 89
Zhentao Wei (Beijing Institute of Technology, China), Yingxue Liu
(Beijing Institute of Technology, China), Yin Lei (Beijing Institute
of Technology, China), Zhuo Chen (Beijing Institute of Technology,
China), Xiangbo Yuan (Beijing Institute of Technology, China), Yihang
Wei (Beijing Institute of Technology, China), and Keke Gai (Beijing
Institute of Technology, China)

vi



BigDataSecurity 4

Research of Simulation on Real-Time Transmission and Processing of High Orbit Remote
Sensing Satellite Data Based on Virtualization Technology ................cccccooiiiiiiiiiiiiiiiiiiiiiinns 96
Yuming Zhou (Beijing Institute of Remote Sensing Information, China),
Feng Xiong (Beijing Institute of Remote Sensing Information, China),
Yuanyuan Liu (Beijing Institute of Remote Sensing Information, China),
u;;ld Xiaobing Yin (Beijing Institute of Remote Sensing Information,
China)

Active Intelligent Reflecting Surface Assisted Secure Computation of Wireless Powered MEC ....... 101
Wenjing Hu (Donghua University, China), Wen Chen (Donghua University,
China), and Peng Wang (Donghua University, China)

SMDS: Blockchain-Based Sensitive Data Storage for Smart Manufacturing .............................oooi. 107
Yao Xiao (Beijing Institute of Technology, China), Zikang Chen
(Hangzhou Ant Love Technology Co., Ltd, China), Lei Xu (Beijing
Institute of Technology, China), Keke Gai (Beijing Institute of
Technology, China), and Liehuang Zhu (Beijing Institute of Technology,
China)

Method for Filtering DDoS Attack Traffic through Routing Path within SDN Domain .................. 115
Meng Yue (Civil Aviation University of China, China), Mingzhi Yang
(Civil Aviation University of China, China), Hanwen Xu (Civil Aviation
University of China, China), and Zhijun Wu (Civil Aviation University
of China, China)

ROME: A Robust Ontology Matching Method Based on Ensemble Learning ...................cccceeeeen. 121
Jiawei Ding (China Academy of Safety Science and Technology, China;
Ministry of Emergency Management, China), Chao Wang (China Academy of
Safety Science and Technology, China), Jiayin Liu (China Academy of
Safety Science and Technology, China; Ministry of Emergency
Management, China; China University of Mining and Technology, China),
Song Han (China Academy of Safety Science and Technology, China), and
Tianzhu Wang (China Academy of Safety Science and Technology, China)

BigDataSecurity 5

Enhancing Graph Neural Networks by Structure-Wise Graph Data Augmentation ....................... 126
Xiaozhen Cheng (Air Force Engineering University, China), Zhenghao
Yang (Xi'an jiaotong University, China), Zhaozhan Li (Air Force
Engineering Universig/, China), Ning Bai (ccdc changqing general
drilling company), and Jianxin Zhang (the Fourth Mulitary
Representative Office of the Air Force in Xi'an, China)

vii



PGrid-Align: An Efficient Fine-Tuning Method for Large-Scale Language Models via Sparse
Power Grid Operations Data ..............oouuiuiiiiiiiiii e 133

Hui Wu (State Grid Zhejiang Electric Power Corporation Information &

Telecommunication Branch, China), Feng Mei (State Grid Zhejiang

Electric Power Corporation Information & Telecommunication Branch,

China), Zhou Fang (State Grid Zhejiang Electric Power Corporation

Information & Telecommunication Branch, China), Jinglun Zhang (State

Grid Zhejiang Electric Power Corporation Information &

Telecommunication Branch, China), Wenzheng Zhang (State Grid Zhejiang

Electric Power Corporation Information & Telecommunication Branch,

China), and Sichen Pan (State Grid Zhejiang Electric Power Corporation

Information & Telecommunication Branch, China)

Research on Lattice-Based Attribute-Based Encryption Schemes for Carbon Data Sharing in

Power Systems under Carbon Neutrality ................cooiiiiiiiiiiiiiiiiii e 139
Limei Zhang (China University of Petroleum, China), Qianting Zhu
(China University of Petroleum, China), and Wenjing Xu (China
University of Petroleum, China)

A Survey of Network Covert Channel: Construction and Detection ...................ccccviiiini. 145
Xuhan Kou (Beijing Institute of Technology, China), Yin Lei (Beijing
Institute of Technology, China), Chennan Guo (Beijing Institute of
Technology, China), Yihang Wei (Beijing Institute of Technology,
China), Zhuo Chen (Beijing Institute of Technology, China), Xiangbo
Yuan (Beijing Institute of Technology, China), and Keke Gai (Beijing
Institute of Technology, China)

A Distributed Intrusion Detection System Based on Blockchain and Federated Learning ............... 154
Dagula Dagula (Beijing Institute of Technology, China), Lei Xu
(Beijing Institute of Technology, China), Keke Gai (Beijing Institute
of Technology, China), and Liehuang Zhu (Beijing Institute of
Technology, China)

BigDataSecurity 6

Financial Data Sharing Based on Cloud Computing Security: The Application and
Effectiveness of Homomorphic Encryption Technology ... 161
Ruigi Rao (Shanghai University of Finance and Economics, China)

An Efficient Designated Dating Matching Scheme for Online Social Network .............................. 167
ChaoLiang Li (Hunan University of Technology and Business, China),
Qiang Dou (Hunan University of Technology and Business, China), XuWei
Zhu (Hunan University of Technology and Business, China), [iYan Liu
(Hunan University of Technology and Business, China), and Hua Huang
(Hunan University of Technology and Business, China)

Relationship Sharing-Based Trustworthy Verifiable Multi-Party Verification in

Decentralized TA@NtitY ..............uiiiiiiiiiiiiiiiii e 173
Yuging Zhang (Beijing Institute of Technology, China), Keke Gai
(Beijing Institute of Technology, China), Jing Yu (Minzu University of
China, China), and Kai Ding (Beijing Institute of Technology, China)

viii



A Dual-Stage Retrieval-Augmented Knowledge Generation Approach for Intelligent Power
Operation and MaiNtenanCe ...............ouuuuiiiiiiiiiii et 180

Jinglun Zhang (State Grid Zhejiang Electric Power Corporation

Information & Telecommunication Branch, China), Qing Cai (State Grid

Zhejiang Electric Power Corporation Information & Telecommunication

Branch, China), Haomin Song (State Grid Zhejiang Electric Power

Corporation Information & Telecommunication Branch, China), Hui Wu

(State Grid Zhejiang Electric Power Corporation Information &

Telecommunication Branch, China), Chengdong Tao (State Grid Zhejiang

Electric Power Corporation Information & Telecommunication Branch,

China), and Xuanwei Chen (State Grid Zhejiang Electric Power

Corporation Information & Telecommunication Branch, China)

BigDataSecurity 7 (Special Track)

V-FARM: Virtualized Farming Analytics for Smart Decision-Making ..................ccccoeeeeiiiiiiiiinnnn... 186
Haitham Mahmoud (Birmingham City University, United Kingdom), Matt
Bell (Hartpury University, UK), Neave Anderson (Hartpury University,
UK), Elizabeth Cutter (Hartpury University, UK), Claire Edwards
(Hartpury University, UK), Adel Aneiba (Birmingham City University,
United Kingdom), Umar Daraz (Birmingham City University, United
Kingdom), and De Mi (Birmingham City University, United Kingdom)

Enhanced Performance of Signal Detection using Deep Learning Approach in Massive MIMO
SYSEOIIIS ... e 192
Haitham Mahmoud (Birmingham City University, United Kingdom), De Mi
(Birmingham City University, United Kingdom), Tawfik Ismail (Taibah
University, Saudi Arabia), Jintao Zhang (MarineSat Network Technology
Co., Ltd, China), and Chen Lu (Shenzhen Institute of Information
Technology, China)

Author Index 199





