
2025 12th International Conference
on Internet of Things: Systems,
Management and Security
(IOTSMS 2025)

Lyon, France
2-5 December 2025

IEEE Catalog Number: CFP25R21-POD
ISBN: 979-8-3315-7952-4



Copyright © 2025, IEEE

All Rights Reserved

Copyright and Reprint Permissions:
Abstracting is permitted with credit to the source. Libraries are permitted to photocopy beyond the limit of U.S. copyright law for

private use of patrons those articles in this volume that carry a code at the bottom of the first page, provided the per-copy fee
indicated in the code is paid through Copyright Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights Manager, IEEE Service Center, 445 Hoes Lane,
Piscataway, NJ 08854. All rights reserved.

*** This is a print representation of what appears in the IEEE Digital Library. Some format issues inherent in the

e-media version may also appear in this print version.

IEEE Catalog Number: CFP25R21-POD

ISBN (Print-On-Demand): 979-8-3315-7952-4

ISBN (Online): 979-8-3315-7181-8

ISSN: 2832-3025

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY  12571 USA

Phone: (845) 758-0400
Fax: (845) 758-2633
E-mail: curran@proceedings.com
Web: www.proceedings.com



TABLE OF CONTENTS

Cross-Protocol Experimental Assessment of BLE and RFID Vulnerabilities in IoT Devices ..................................... 1
Dimitris Koutras, Nikolaos Fokos, Vangelis Malamas, Panayiotis Kotzanikolaou

Energy Saving Strategy for Electric Vehicles During Car-Following Scenarios ......................................................... 8
Mohmmadsadegh Mokhtari, Mădălin-Dorin Pop

Exploring Human-in-the-Loop Integration in the Operation of Digital Twin Applications ....................................... 15
Johannes Deufel, Sanja Lazarova-Molnar

An IoT Low-Cost Optical Sensor to Detect the Presence of Diluted Drugs in Water ................................................ 23
Sandra VicianoTudela, Iman Valizadeh, Lorena Parra, Sandra Sendra, Jaime Lloret

Class Imbalance Mitigation: A Stacked Ensemble Approach Using Heterogeneous Oversampling for
Churn Prediction in Telecom Industry ........................................................................................................................ 30

Badar Almarri, Hasan Shoja Alkahtani, Munam Ali Shah

Contextual Anomalous Behavior Detection in IoT Devices from Power Consumption Using LLM ........................ 37
Ryusei Eda, Hibiki Nakanishi, Nozomu Togawa

Automation of Decision Support in Simulation-Based Digital Twins in Manufacturing: A Survey ......................... 41
Ohad Daniel, Sanja Lazarova-Molnar

Cognitive Security in IoT: A UTAUT-Based Model of Trust, Privacy, and Adoption .............................................. 49
Shirin Abdallah Alimour, Khawlah M. Al-Tkhayneh

An IoT E-Nose for Real-Time Olive Oil Quality Monitoring .................................................................................... 55
Najla Abou Ghaouche Ahmad, Luísa Maria Garcia Jorge, Clara Bento Vaz, Leandro Herculano da Silva

Meta-Ensemble Deep Learning Framework with Grad-CAM Explainability for Robust Image-Based
Malware Detection in Industrial IoT Networks .......................................................................................................... 63

Tamara Zhukabayeva, Zulfiqar Ahmad, Jamil Abedalrahim Jamil Alsayaydeh, Nurdaulet Karabayev
Yerik Mardenov, Dilaram Baumuratova

Protection Against Cyber Threats by Integrating SIEM Solutions in a Demilitarized Zone: A University
Network Environment as a Case Study ....................................................................................................................... 71

Abdullah Aldhafari, Mohammed Aldunaifat, Abdulla Al-Nakheai, Shehab Gubari, Sahel Alouneh
Faten Kharbat

Edge—Based Lightweight AI for Real—Time Intrusion Detection in IoT Networks ............................................... 77
Mohamed Raid Athamena, Zina Houhamdi, Belkacem Athamena

Assessing the Success of Evil Twin Attacks in WPA3-Enterprise Networks ............................................................ 82
Saken Tleuberdin, Dina Satybaldina, Tolegen Aidynov, Aliya Issainova, Zhaniya Magmur
Gulsipat Abisheva

An Edge-Cloud Enabled Machine Learning Framework for Anomaly Detection and Predictive Analysis
in Smart City Power Grids .......................................................................................................................................... 87

Tamara Zhukabayeva, Zulfiqar Ahmad, Dina Satybaldina, Yerik Mardenov

A Hybrid Ensemble Learning Approach for Intrusion Detection in Internet of Vehicles .......................................... 95
Shamoon Muhammad, Gulzar Mehmood, Chrysostomos Chrysostomou



Open Source Platforms for Digital Twin Development: Implementation of a Simplified Case Study .................... 101
Alexandre Rosas Costa, Luisa Jorge, Paulo Melo

On CJK Support for Displays of Minimalistic IoT Devices ..................................................................................... 107
Antoine Bossard

Using Trend Analysis for Supporting Environment Monitoring Through IoT-based Systems ................................ 113
Willon Ferreira da Silva, Vitor Pereira de Souza, Francisco Gustavo Simão Gamileira
Evaldo Mendes Dos Santos, Rafael Bezerra Chiavegatto, Gilberto Eduardo Santos, Allan Cruz de Brito
Eriky Rodrigues

SECUREAM: Advancing Cybersecurity in IoT-Enabled Additive Manufacturing ................................................. 119
Eun-Young Kang

A Framework for Operationalizing Cooperative Principles in Data Governance .................................................... 122
Francisco Mendonça, Giovanna Di Marzo, Nabil Abdennadher

Enhancing Patient Privacy with Transaction Pseudonyms for Secure EHR Access ................................................ 130
Nabila Bermad, Salah Zemmoudj, Lyes Khoukhi, Louiza Bouallouche-Medjkoune, Kamal Singh

A Hybrid Mobile System for Indoor Navigation and Product Localization in Supermarkets .................................. 136
Leonardo Bazán Picinin, Luisa Jorge, Paulo Melo

Evaluating Communication Models for Scalable IoT-Cloud Integration ................................................................. 144
Samuel Horáček, Roberto Rossi, Ahmad Al-Shishtawy, Vladimir Vlassov

IoT Smart Door Lock with Wireless Key Sharing for Short Term Multi-Level Building Access ........................... 152
Bernardo Cabral Marques, Miguel L. Pardal, Rui Policarpo Duarte

A Digital Twin Architecture for Real-Time Supervision of an Olive Oil Production Mill ...................................... 160
Hendrick Felipe Scheifer, Luisa Jorge, Flávia Pires, Clara Vaz

ABDA-IoB: Affective Behavior-Driven Adaptation for Internet of Behaviors ....................................................... 168
Mina Alipour, Mahyar T. Moghaddam

A Modular Architecture for Inter-Fog Environments ............................................................................................... 176
Henrique Buzin, Alysson Oliveira, Mauro Marques, Patricia Della Méa Plentz

LLM-Based IoT Fuzzing with Format Consistency and Vulnerability-Aware Test Case Generation ..................... 184
Hibiki Nakanishi, Kento Hasegawa, Seira Hidano, Kazuhide Fukushima, Kazuo Hashimoto
Nozomu Togawa

Neural Network-Powered Finger-Drawn Biometric Authentication ........................................................................ 192
Maan Al Balkhi, Kordian Gontarska, Marko Harasic, Adrian Paschke

From Detection to Decision: Adaptive Orchestration of Cyber Defense in IT/OT Converged IoT
Networks ................................................................................................................................................................... 200

Vangelis Malamas, Dimitris Koutras, Panagiotis G. Giannopoulos

Planar Meta-Lens-Enabled High-Gain Circularly Polarized Fixed-Beam Antenna for Wideband IoT
Applications at Millimeter-Waves ............................................................................................................................ 208

Ubaid Ullah, Slawomir Koziel, Anna Pietrenko-Dabrowska



Analysis of Security Assessment Methodologies for Wireless IoT Networks Using Vulnerability
Taxonomy ................................................................................................................................................................. 215

Tamara Zhukabayeva, Yerik Mardenov, Zulfiqar Ahmad, Nurdaulet Karabayev, Dina Satybaldina

Automated Security Compliance Evaluation Using Hierarchical RAG for IoT Devices with Large-Scale
Documentation .......................................................................................................................................................... 223

Yuka Ikegami, Kento Hasegawa, Seira Hidano, Kazuhide Fukushima, Kazuo Hashimoto, Nozomu Togawa




