
 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 ISBN: 979-8-3313-3484-0 

Cybersecurity 

Orlando, Florida, USA 
12-16 January 2026 

 

Papers Presented at the AIAA SCITECH 2026 Forum 

 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The contents of this work are copyrighted and additional reproduction in whole or in part 
are expressly prohibited without the prior written permission of the Publisher or 
copyright holder. The resale of the entire proceeding as received from CURRAN is 
permitted. 
 
For reprint permission, please contact AIAA’s Business Manager, Technical Papers.  
Contact by phone at 703-264-7500; fax at 703-264-7551 or by mail at  
12700 Sunrise Valley Drive, Suite 200, Reston, VA 20191, USA. 

Printed from e-media with permission by: 
 

Curran Associates, Inc. 
57 Morehouse Lane 

Red Hook, NY  12571 
 

 
 

Some format issues inherent in the e-media version may also appear in this print version. 
 
 
 
 



TABLE OF CONTENTS 

 

Adversarial Pursuits in Cislunar Space ................................................................................................................. 1 

Filippos Fotiadis, Quentin Rommel, Gregory Falco, Ufuk Topcu 

Cybersecurity Threat Analysis of a Free-Space Optical Communication System Through Model-

Based Systems Engineering ............................................................................................................................... 18 

Brooke Prigg, Ali K. Raz, Alexandre D. Barreto 

CubeSat Cloud Communications & Cybersecurity Architectures ...................................................................... 39 

Lynnane E. George, Paul Fong 

Secure BLE Interface for Connected Aircraft Systems ...................................................................................... 49 

Kirupakar Janakiraman, Nayyar Rao, Nicholas Baggaley 

When to Compute in Space ................................................................................................................................ 69 

Rajiv Thummala, Gregory Falco 

Adaptive Aerospace Intrusion Detection Using HyperNEAT-Driven Neural Network Evolution ..................... 80 

Mustafa I. Akbas, Regan B. Bossie, Tyler Donay, Richard Pepe, Megan de Jonge 

Remote ID Spoofing Attacks and Defenses ........................................................................................................ 91 

Bryce Bjorkman, Stanley Zheng, Austin Coursey, Cailani Lemieux-Mack, Samuel Gonzalez, 

Abel Diaz-Gonzalez, Noah W. Dahle, Neils Koroma, Robert E. Canady, Xenofon Koutsoukos, 

Gautam Biswas, Abenezer Taye, Bryan Ward 

A Provenance Chain for Decentralized Data Ecosystems in Space Missions .................................................. 105 

Aliza K. Reif, Felix Hanke, Oscar H. Ramírez-Agudelo, Michael Karl 

Detection of Compromised UAVs using Graph Machine Learning ................................................................. 124 

Noah W. Dahle, Robert Canady, Austin Coursey, Abel Diaz-Gonzalez, Cailani Lemieux-Mack, 

Bryce Bjorkman, Abenezer Taye, Bryan Ward, Guatam Biswas, Xenofon Koutsoukos 

Author Index 

 




